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Current attestation franeworks establish that a systemor agent is
trustworthy at a point in time. They do not address whether that
system actual ly perforned a clained action or whether the outcone of
that action can be independently verified. This docunent defines
execution outconme verification as a first-class concept, separate
fromidentity attestation and comuni cation transport. |t introduces
the execution receipt as a mniml conposable primtive, provides a
formal abstract nodel, and maps the nodel to concrete realizations
including SCITT transparency | ogs, tightly-coupled direct
verification, append-only local |ogs, and TEE-internal receipts.
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The Problem Three Distinct Trust Concerns

End-to-end trust in an automated or Al agent systemrequires
satisfying three separate concerns. Current standards address the
first in depth; the second is |largely absent from existing

speci fications.

Concern 1 -- ldentity attestation

Is this systemor agent trustworthy at tine T?

This is the domain of | ETF RATS (Renote ATtestation procedureS)

TPM at t est ati on, hardwar e-anchored key bi nding, and rel ated
frameworks. Attestation answers: the entity that signed this claim
held a valid key, was running in an expected configuration, and
passed integrity checks at issuance tine. RATS Evidence,
Attestation Results, and the Prove-Transform Verify (PTV) nodel
address this concern

Concern 2 -- Execution outcone verification

Did this systemactually performaction A and can that be

i ndependent |y val i dat ed?

This is the domain addressed by this docunent. Even when Concern 1
is satisfied -- the key is valid, the agent passed attestation at
TO -- there is no existing standard mechanismfor a third party to
verify that the clainmed action was executed, that the execution
conpl eted as described, and that the outcone is what the acting
system asserts it to be. This gap is nost visible in:

o Al agents nmeking autononous deci sions that affect external systens

o I|CS/Or environnents where a systemis fully attested but a
configuration change is partially applied, a dependent service
fails to restart, and the execution outcone is therefore
unverifiable by the orchestrating party

o0 Del egation chains where an internedi ate agent mnust produce
evidence that it faithfully executed a del egated action, not
merely that it holds a valid delegation credentia

Concern 3 -- Conmuni cation and transport
How does the clai mabout an action travel fromactor to relying
party?

This is the domain of JOSE, COSE, signed JWs, SCITT signed
statenents, and related transport/encoding |ayers. Comrunication is
a realization detail, not a semantic concern. The abstract nodel
defined in this docunment is independent of any specific

comruni cati on substrate.

These three concerns are related but distinct. A systemcan satisfy
Concern 1 (valid attestation) while failing Concern 2 (no verifiable
execution outconme). Both Concern 1 and Concern 2 are required for
end-to-end trust in automated systens that take consequentia
actions.

The Two-Layer Trust Model

The separation above inplies a two-layer trust nodel that any
conplete trust architecture for autononobus systens nust satisfy:

Layer 1 -- ldentity and state continuity



Who is the acting entity, and did its state remai n consi stent through
the execution window? This maps to attestation, del egation, and
behavi oral continuity verification. Failure at this layer neans the
si gner cannot be trusted regardl ess of what the execution receipt

cl ai ns.

Layer 2 -- Execution outcone correctness

What did the acting entity actually do, and is that verifiable

i ndependently? This is the execution receipt layer. A wvalid
execution receipt establishes that a specific invocation occurred,
that the acting entity produced a specific outcone claim and that
claimis verifiable outside the originating system

Both | ayers are required. A valid Layer 1 with no Layer 2 nmeans a
trustworthy-in-principle agent that produces unverifiable action
clains. A valid Layer 2 with no Layer 1 nmeans a receipt that may
have been produced by a conpromi sed or substituted entity.

The Execution Receipt: Abstract Mde

An execution receipt is a signed, bound claimabout a specific
execution event. It has the follow ng essential properties:

1. Bound to a specific invocation. The receipt identifies the
action that was requested and the context in which it was
requested -- including the invoking principal, any del egation
chain, and the inputs provided. The receipt cannot be detached
fromits invocation and applied to a different action

2. Captures the claimed outcone. The receipt records what the
acting system cl ai ns happened as a result of the invocation --
not nerely that the invocation occurred. This is the semantic
gap that attestation alone does not fill.

3. Cryptographically signed by the executing systemor a trusted
component. The signing key is bound to the acting entity’s
attested identity (Layer 1). This binding is what nakes the
receipt attributable rather than nerely assertible.

4. Designed to be independently verifiable outside the originating
system The receipt nmust be interpretable by a relying party
who was not present at execution time and does not have access
to the originating systenis internal state. This neans the
recei pt nmust carry or reference sufficient context for externa
verification.

These four properties are necessary; specific realizations nay add
additional properties (non-repudiation via a transparency | og,

har dwar e- seal ed TEE evi dence, etc.) wi thout violating the abstract
nodel .

.1. Mninmal Receipt Structure
At the abstract |evel, an execution receipt contains:

Executi onRecei pt {
i nvocation_id: globally unique identifier for this
specific action request
i nvocation_context: {actor, delegator_chain, inputs,
i nvocation_ti mest anp}

out conme_cl ai m {status, outputs, conpletion_tinmestanp,
out cone_detail}
signer_identity: reference to Layer 1 attestation for

the acting entity
recei pt_signature: cryptographic signature over all above
fields



recei pt_tinmestanp: when the recei pt was produced

}

The outcome_claimfield is the semantic core. |t distinguishes an
execution receipt froma nere invocation log. A log records that
action A was requested. A receipt records that action A was
requested AND that the executing systemclains a specific outcomne,
signed at the tinme of that claim

3.2. Verification Semantics
A relying party verifies an execution receipt by:
1. Verifying the receipt_signature against the signer_identity

2. Verifying the signer_identity against a current or
ti me-bounded Layer 1 attestation result

3. Verifying that invocation_id is unique and matches the
expected invocation

4. Evaluating the outcome_clai magai nst any avail abl e external
evi dence (where Concern 3 realizations such as SCITT provide
i ndependent corroboration)

Step 4 may not always be possible in all depl oynent environnents
(see Section 4). The abstract nodel permits varying |evels of
verification depth; what is not permtted is onmitting the receipt
entirely and treating Layer 1 attestation as a proxy for execution
outcome verification

4. Realization | ndependence

The abstract nodel is intentionally realization-agnostic. Section 5
provides the two prinmary realizations in detail.

4.1. Tightly-Coupled Direct Verification

In tightly-coupled systens where the relying party has direct access
to the executing system s state or output, verification may be

synchronous and | ocal. The execution receipt still applies: it
formalizes the outconme claimand creates a signed record, even if
the verification step is imediate and internal. This is the

appropriate nodel for high-frequency, |owlatency automati on where a
gl obal transparency log is inpractical

4.2. TEE-Internal Receipts

I n hardware-isol ated environnents, the recei pt may be produced inside
a Trusted Execution Environment and sealed to that TEE s attestation
key. The outer formis the sane abstract receipt; the binding

bet ween recei pt and signer identity is hardware-enforced rather than
relying on software-layer signing alone. This is appropriate for

the nmost sensitive execution environments and provides the strongest
Layer 1 / Layer 2 integration

5. Realizations

This section describes two concrete realizations of the execution
recei pt nmodel defined in Section 3. Both use the sane receipt
schema. The difference is in the |og substrate and the trust node
for independent verifiability.

The goal of presenting two realizations is to denonstrate that the
abstract nodel is substrate-independent. The receipt itself --
including its invocation binding, outcome claim and signature -- is



identical in both cases. Only the storage and transport | ayer
differs.

5.1. SCTT Transparency Log Realization

In this realization, the acting systemsubnits the signed execution
receipt to a SCITT transparency |log as a signed statenent. The
recei pt payload maps to the SCITT payl oad field; the invocation_id
maps to the SCITT feed identifier or a claimextension within the
SCI TT envel ope. The Ed25519 or equival ent signhature on the receipt
is the SCITT issuer signature.

SCI TT provi des append-only, externally auditable transparency. Once
submitted, the receipt can be retrieved and verified by any relying
party with access to the log, without participation of the acting
system The transparency | og operator provides a second | ayer of
non-repudi ation: the log entry records not only what the acting
system cl ai ned, but the timestanp at which the claimwas submitted.

This realization is appropriate when
0o The relying party is external to the acting system s environnent.

0 Audit requirenments call for a globally verifiable, tanper-evident
record accessi bl e beyond the i medi at e depl oyment cont ext.

0 SCITT infrastructure is available in the depl oynent environnent.

The SCITT realization does not require the relying party to have a
prior relationship with the acting system Verification requires
only the | og endpoint and the issuer’s public key.

5.2. 1CS/Or Append-Only Local Log Realization

This realization is the notivating case for this docunent. In
industrial control systens and operational technol ogy environnents,
external registries are frequently unavail able, out of scope by
policy, or excluded by air-gap requirenents.

In this realization, the acting systemwites signed receipts to a

| ocal append-only log. The log may be inplenmented as a sealed file,
an HSM backed audit store, or wite-once storage. No externa
networ k dependency is required. The verifier has read access to the
|l og and holds the acting systenis public key.

The recei pt schema is identical to the SCITT realization. The

i nvocation_id, invocation_context, outconme_claim and

recei pt_signature fields are unchanged. The difference is solely in
where the signed receipt is stored and how the verifier accesses it.

This realization denobnstrates that execution outcone verifiability
does not require SCITT infrastructure. A local, seal ed, append-only
log with a known public key satisfies the four required properties of
Section 3 in environnents where external transparency services are
unavai | abl e.

Depl oynment consi derations for this realization include:

o The local |og MIST be append-only and seal ed agai nst nodification
by the acting systemitself. A systemthat can nodify its own
recei pt 1 og does not satisfy Property 4 (independent
verifiability).

0 The public key used for verification MJST be provisioned through
a channel independent of the acting system



0 Periodic export or replication of the sealed log to an externa
auditor satisfies audit requirenents without requiring real-tine
SCI TT access.

6. Mtivating Cases
6.1. I1CS/Or: Partial Configuration Application

A fully attested industrial control system executes a configuration
change conmand. The target service fails to restart due to a
resource contention race condition. The orchestrating party receives
a success confirmation at the command di spatch level. No currently
st andar di zed mechani sm all ows the orchestrating party to verify that
the actual execution outcone (failed service restart) matches the

cl ai med outconme (configuration applied). An execution receipt bound
to the restart verification step, produced by the executing system

cl oses this gap.

6.2. Al Agent Autonompus Deci sion

An Al agent authorized to nodify a data store executes a retention
deci si on under a delegated authority chain. The delegation chain is
fully attested (Layer 1 satisfied). The decision is logged. A data
subj ect subsequently requests a GDPR Article 15 access record.

W thout an execution receipt, the relying party cannot independently
verify that the log entry accurately represents what the agent
actual |y decided at execution tine -- as opposed to what the | ogging
subsyst em subsequently recorded.

7. Relationship to Existing Standards

| ETF RATS (RFC 9334, PTV nodel): provides Layer 1 attestation;
execution receipts are a conplenent, not a replacenent.

| ETF SCITT (draft-ietf-scitt-architecture): provides the
transparency substrate for the Section 5.1 realization; execution
recei pts are the payl oad.

| ETF QAuth / RFC 8693 Token Exchange: del egati on chain
representation; execution receipts add outcome accountability on top
of del egation authorization

WBC Verifiable Credentials: structural overlap with recei pt binding;
VC format may be used for signer_identity in sone realizations.

RATS Attestation Results: directly feeds Layer 1 (signer_identity)
in the two-1ayer nodel

8. Design Deci sions

The foll owi ng design deci sions were resol ved during co-author review
prior to -00 submi ssion.

8.1. CQutcone ClaimStructure

The outcone claimfield is free-format the abstract |evel

Structured failure taxonom es are appropriate in specific
realizations (e.g., a SCITT realization nmay define a COSE-encoded
failure taxononmy as a claimextension) but are not required at the
abstract nodel layer. This preserves realization flexibility w thout
constrai ni ng depl oynent - speci fic inplenentations.

8.2. Behavioral Continuity Field

A behavioral fingerprint field (linking Layer 1 attestation state to
the execution window) is permitted but not required at the abstract



level. It is nost relevant for Al agent deploynments where drift
bet ween attestation issuance tine and action execution tinme is a
meani ngful concern; it is not universally necessary for all
realizations. Realizations that require it MAY add a

behavi oral _fingerprint field to the receipt structure.

.3. Expected vs. Actual CQutcone

The distinction between an expected outconme (what the invoking system
requested) and the actual outconme (what the executing system clains
occurred) is an evaluation concern, not an abstract nodel constraint.
The receipt’s outcone_claimcarries the actual outcome as asserted

by the executing system Conparison agai nst an expected outcone is
the responsibility of the relying party’s verification |ogic, not

the receipt fornmat.
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