Net wor k Wor ki ng G oup B. Morrison
I nternet-Draft Alter Meridian Pty Ltd
I ntended status: Informational 15 May 2026

Expires: 16 Novenber 2026

Substrat e- Cbservation as an Alternative to Envel ope Coordination for
Concurrent Sessions
draft-norri son-substrat e-observati on-00

Abst ract

This menmo articul ates a coordi nati on-protocol anti-pattern observed
in cross-tool agentic systems and describes a substrate-observation
alternative that does not require negotiating a wire format between
het er ogeneous concurrent sessions of an identity-bound principal.

The neno is Infornmational. No protocol elenent is being proposed for
standardi sation; the contribution is the opposite -- a delineation of
what shoul d NOT be standardi sed, and why, with a reference to the

substrate-physics primtives that take its place. Conpanion nenos in

the nmorrison-* famly describe the identity primtives this neno

presunes; specifically, this neno relies on the ~handl e nanespace
established in [I DPRONOUNS] and the per-principal identity substrate
referenced in [ DACCORD) .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 16 Novenber 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Status of This Menp

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Morri son Expi res 16 Novenber 2026 [ Page 2]



I nternet-Draft Substrate Chservation May 2026

2

I nt roducti on

VWhen a single identity-bound principal operates several agentic
sessions concurrently -- whether across different tools, different
hosts (a workstation, a | aptop, a phone), or different organisationa
contexts (an individual capacity, a workplace capacity, a contracted
capacity) -- those sessions must deconflict their action w thout
stepping on each other’s conmts, |eases, or external-system state.

A natural inpulse is to standardise a wire protocol for the sessions
to exchange peer-state envelopes: "I am here, working on X, holding
|l ease Y until time T'. This nmenp argues such standardisation is
structurally unnecessary, would conmpound interop burden as new
agentic tools enter the ecosystem and would re-centralise an

i nherently distributed problem on whatever broker the envel ope

prot ocol sel ect ed.

The alternative is substrate observation: each session observes
byproducts of its peers’ nornal operation (filesystemtinmestanps,
kernel -reported socket peer counts, server-enitted connection counts
on shared channels) and forns its own |ocal representation of who-

el se-is-here. No envelope. No wire format. No broker
Reconciliation occurs post-hoc through substrate-physics commtnents
(filesystem | ocks, append-only identity |ogs, economc settlenment,
organi sational identity append-1ogs) -- never through a canonica
decision. ldentity binding of the principal’s surfaces thenselves is
assuned to follow the conventions of [ MCPDNS] and [I DCOW TS]; this
meno concerns only the coordination | ayer above those primtives.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The following terns are defined for the purposes of this docunent:

* *Substrate-emtted byproduct.* A filesystemor kernel or network-
substrate side-effect of an operation undertaken for some purpose
ot her than coordi nati on, observable to other sessions of the sane
princi pal without those sessions having transnmitted a coordination
nessage
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4.

4.

* *Decay-to-uncertainty.* The property that an observation aged
beyond a recency threshold transitions to an explicit "uncertain”
state, under which the observing session continues to operate,
rather than transitioning to an "absent"” state under which the
observi ng session bl ocks.

* *Mutual hallucination.* The property that each session of a
principal forms its own |ocal representation of concurrent-peer
presence from substrate observations, and that no representation
is canonical. Divergent representations are reconcil ed post-hoc
t hrough substrate-physics comm tnents, not through agreenent anong
t he sessions thensel ves.

* *Substrate-physics cascade.* The ordered, non-commutative
reconciliation pipeline through which divergent |oca
representations resolve to a single durable history. A reference
i npl ementation orders the cascade as (a) fil esysteml ock
arbitration, (b) per-principal append-only identity-1log, (c)
ext ernal operational settlenent (cryptographic non-fast-forward
rejection, on-chain transaction receipt), and (d) per-organisation
append-only identity-log. No stage in the cascade transnmts a
coordi nation marker; each stage is a commtnent to the substrate,
observed identically by every participating session

The Anti-Pattern

This meno identifies envel ope coordination -- the standardi sation of
a peer-state-exchange wire fornat across heterogeneous agentic
sessions -- as structurally inadequate to the cross-tool identity-

bound- pri nci pal problem Three failure nodes recur
1. Interop Conmbinatorics

Every additional agentic tool adopting an envel ope-coordi nation
standard nust negotiate conpatibility with every prior tool’s version
of the standard. Tool families evolve at different cadences;

agr eement - by-ver si oni ng produces a conbi natorial maintenance burden
borne by the slowest-moving tool’s rel ease cycle. Substrate
observation has no conpatibility surface to negotiate; tools that
emt substrate byproducts as a side effect of their normal operation
are nutually visible by construction, regardl ess of release cycle.
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4.2. Broker Re-Centralisation

Envel ope-coordi nation wire formats inply a destination for the

envel opes. A broker -- whether discovered via DNS, configured per-
session, or shipped by a single vendor -- accunul ates the peer-state
of every session that publishes to it. This collapses what is

| ogically a distributed-observation problemonto a single centralised
authority, with the predictable consequences for failure-node (broker
down inplies coordination down) and trust (broker operator sees every
session’ s purpose).

4.3. ldentity-Binding Leakage

Envel ope payl oads typically carry an identifier ("session-id",
"principal-id", "agent-id") to permt peers to address each other
Such identifiers becone a re-identification surface at the wire | ayer
that the underlying identity infrastructure may have explicitly
arranged to bound. Substrate byproducts enit no payload -- they are
sinply present in the substrate -- and the inference of peer identity
is performed locally by each session fromsubstrate-tier credentials
it already possesses (kernel SO PEERCRED, transport-I|ayer

aut hentication on a shared channel, and equivalent). No wre-|ayer
identifier is exposed.

5. The Alternative

Sessi ons observe substrate-enmitted byproducts. Three reference
observables, listed in order of identity-binding strength:

* Filesystemnodification tinmestanps on per-session journal files
produced by tools that journal to disk. Pseudonynous; conpute-
|l ocation is the observing session’s local filesystem

* Kernel -reported socket peer-credentials (SO PEERCRED on Uni x-
domai n sockets, equival ent nechani sns on other systens) for
sessions nounting a conmon per-princi pal daenon. |dentity-bound
to the principal owning the daenon; conpute-location is kernel -
medi at ed, host -1 ocal .

* Server-emtted concurrent-connection counts on a per-principa
event channel nmaintained by the principal’s identity
infrastructure. Identity-bound to the principal; conpute-location
is the server enmtting the count, with inference perforned |ocally
by the subscri bing session.

None of these observables is a coordinati on nessage. Each exists as

a byproduct of the observed session’s normal operation: witing its
journal, nmounting its socket, subscribing to its event channel

Morri son Expi res 16 Novenber 2026 [ Page 5]



I nternet-Draft Substrate Chservation May 2026

6. Reconciliation

When sessions’ |ocal representations diverge -- typically when two
sessions independently take an action that affects shared state (a
shared fil esystem path, a shared external -systemresource, a shared
organi sational artifact) -- reconciliation proceeds through the
subst rat e- physi cs cascade defined in Section 2, ordered: fil esystem
| ock arbitration, per-principal append-only identity-1og, externa
operational settlement, per-organisation append-only identity-Iog.
Each stage is a substrate commtnment. No stage transnmits a

coordi nation nmarker; each stage's outcone is itself observable as
anot her substrate byproduct by every participating session.

The cascade is non-comutative: the outcome of an earlier stage
constrains the admissibility of a later stage’s conmtments. This
property prevents an attacker from partitioning observations across
cascade stages to wite conflicting conmitnments sinultaneously.

7. Why Not Standardi se the Substrate

A reader may ask whether this meno shoul d propose a standardi sed set
of substrate observables and a standardi sed reconciliation cascade.
It does not. The observables identified above are characteristic of
PCSI X-derived systens running journal-emtting tools, mounting Unix-
domai n sockets, and subscribing to HTTP-stream ng event channels --
substrate that is itself standardised in [PCSIX], [RFC3441], and
simlar. No new substrate standardisation is required for the
substrat e-observation pattern; it conposes directly with existing
substrate. Where heterogeneous substrate calls for adapter sel ection
(a Wndows tool’'s journal |ocation differs froma PCOSIX tool’s), the
adapter is a tool-private inplenmentation detail, not a wire-format
negoti ati on between sessions.

8. Relation to Prior Art

This menp’ s substrate-observation primtive is structurally distinct
fromeach of the prior-art famlies surveyed below The contribution
of this memo is the joint articulation of why each famly is, by
construction, inadequate to the identity-bound-principal cross-too
problemthe neno describes; it is not a survey for its own sake.

Leader-el ected consensus [ PAXOS] [ RAFT] requires a designated | eader,

explicit coordination nessages, and a single canonical |og.
Substrate observati on has none of these.
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Conflict-Free Replicated Data Types [CRDT] require a shared mnutabl e
data structure and comutative merge operations. Substrate
observation has neither; the cascade described in Section 5 is non-
commut ative

CGossi p and epi denmic protocols (Deners et al. 1987, [SWM and
successors) require explicit anti-entropy or update nmessages
transmtted between nodes on a schedule. Substrate byproducts are
not anti-entropy payl oads; they are unrel ated side-effects.

Logi cal clocks [CLOCKS] (Lanport, vector clocks, Interval Tree

Cl ocks) require piggyback of clock state on application nessages.
Substrate observati on does not piggyback on coordinati on nmessages
because there are none.

Di stributed snapshots [ SNAPSHOTS] require explicit marker nmessages

i njected al ong communi cati on channels. The reconciliation cascade of
Section 5 is triggered by independent operational events, not

mar ker s

Crypt ogr aphi cal | y-chai ned append-only |logs (Certificate Transparency
[ RFC6962], Gt object graphs, blockchain | edgers) are each
instantiated by the present nenp’'s cascade as one of its stages, not
as the whole. Their novelty in the present context is their
composition as the second and fourth stages of a non-comutative
cascade triggered by byproduct em ssion, not their chained-Iog
primtive considered al one.

Fai l ure detectors (Chandra-Toueg, [SWM, Lifeguard) output suspect/
dead judgenents about peers based on heartbeat |atency/absence.
Substrate observation outputs uncertainty as a first-class ternina
operating state; uncertainty is not a transient state on the way to
dead -- it is the state the system operates under

Lock-free and wait-free data structures require shared nenory between
threads. Sessions in the present nmeno do not share menory; they
observe substrate-physics surfaces independently.
Web Locks APl [WEBLOCKS] and anal ogous intra-runtine nechani sns
operate within a single browser instance and rely on nessage-passi ng
or lock-arbitration provided by the runtime. They do not generalise
to the cross-host, cross-tool problemthe present nenp addresses.

9. | ANA Consi derations

This meno requires no | ANA acti ons.
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10.

10.

10.

10.

11.

12.

12.

Security Considerations

Substrate observation surfaces three classes of attack absent from
envel ope-coordi nati on protocols.

1. Chost-State Injection

A peer emts a substrate byproduct then di sappears, |eaving an aging
observation influencing other sessions’ representations beyond its
operational lifetinme. Mtigation is decay-to-uncertainty with a per-
substrate-layer eviction floor: observations below threshold are
evicted, not retained at vani shing confidence.

2. Simulated Split-Brain

A peer emts substrate byproducts to sone cascade | ayers but not

ot hers, producing divergent |ocal representations across |layers that
the cascade cannot fully reconcile. Mtigation is per-observer

nmonot oni ¢ | ayer-coverage commtnent: an observer’s first em ssion
registers its substrate-set, and | ater em ssions outside that set are
quaranti ned before identity-log wite.

3. Confidence- Repl ay

A peer re-enits aged substrate byproducts to refresh observers’
confidence in stale state. Mtigation is observation-id-bound decay,
where the decay clock is keyed to the observation identifier rather
than to wall-clock receipt tine.

Privacy Considerations

Substrate observables vary in identity-binding strength. The | owest
tier (filesystemtinestanps, before any identity binding) is
pseudonynous: the observer can infer presence but not identity.

I mpl enent ati ons SHOULD operate this tier with refusal to enit in

cl oud-shell environnents (where host identity is shared across
users), refusal to emit in continuous-integration environnents (where
em ssion would be linkable to public workflow nmetadata), and refusa
to enforce locks at this tier (locks require identity binding;
pseudonynous observations do not provide it).
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