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Abst ract

This meno specifies how an artificial-intelligence agent runtimne,
bound at instantiation to a principal identity handl e, resolves at
session initialisation a target organisational identity substrate
froma mani fest source bound to the runtine’s working context and
retrieves fromthat substrate a typed policy stack conprising a
handbook artefact, a standard-operating-procedure registry pointer,
an enforcenment-gate specification, and an audit-signal ingestion
endpoint. The policy stack is then applied as runtinme constraints on
subsequent tool invocations, with audit signals emtted back to the
same substrate. Policy provision occurs in the sane act of session
initialisation as principal identification, rather than as a separate
cerenony agai nst a side-channel governance plane. A principa
concurrently bound to nultiple organisational substrates operates the
runtime under a determnistic conposition of the several policy
stacks, with cross-organi sational residual conflicts routed to the
peer-protocol ldentity Accord cerenony [I DACCORD] rather than to a
nmet a-federation authority. The nmenp is Informational. The wire
surface relies on the DNS-based discovery of [ MCPDNS] and the handl e
namespace of [IDPRONOUNS]; no new transport is introduced.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 Novenber 2026
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1.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

I ntroduction

Artificial-intelligence agent runtimes operated by a hunman princi pa
require, at the nonent they begin acting on the principal’s behalf, a
corpus of policy artefacts that constrain their behaviour: permtted
and refused actions, vocabulary and tone rules, escalation
procedures, audit destinations, and the standard operating procedures
the principal’s organisation has adopted. |In current practice these
artefacts are supplied to the agent runtime by a governance pl ane
architecturally separate fromthe principal’s identity
infrastructure. The agent runtime authenticates to one substrate (an
identity provider) and receives policy from another (a governance
platform an orchestration framework’s configuration plane, a per-
tool policy console). The two substrates are joined by out-of - band
integration work specific to each depl oynent.

This menmo articulates a different arrangenent and specifies the wire
surface that supports it. An organisational identity substrate,
addressabl e by the sane identity handl e that authenticates the

princi pal as a nenber of the organi sation, exposes typed surfaces
over the Mbdel Context Protocol [MCP] that carry the policy artefacts
the agent runtinme requires. The agent runtine resolves the substrate
at session initialisation, fetches the typed surfaces, applies them
as runtime constraints, and emits audit signals to the same
substrate. Policy provision is a byproduct of principa
identification rather than a separate cerenony.

The arrangenent conposes directly with the di scovery nechani sm of

[ MCPDNS], the handl e nanespace of [|IDPRONOUNS], the attribution
grammar of [IDCOW TS], the cross-session coordination posture of

[ SUBSTRATE], and the cross-organi sational cerenony of [IDACCORD]. No
new transport, no new handl e category, and no new attribution slot is
i ntroduced. The contribution of this neno is the specification of
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the typed surface set, the session-initialisation flowthat retrieves
them the runtime application of the retrieved enforcement-gate
specification, the audit-signal flow back to the substrate, the live-
updat e propagation, the multi-organisational conposition rule, and
the conpliance-state inheritance posture.

3. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC2119 [RFC8174] when, and only when, they appear in all

capitals, as shown here

The following terns are defined for the purposes of this docunent.
Ternms previously defined by the referenced Mrrison-fam |y nenos
retain their established neaning and are reproduced here only when
operative for the present specification

~handle A principal identity handl e as defined by [IDPRONOUNS]. A
Sovereign-tier handle is human-controlled (e.g. ~alice); an
Instrument-tier handle is agent-runti me-vendor-controlled and
conventionally prefixed ~cc- (e.g. ~cc-exanple-nodel). A handle’'s
trust tier is a property of the handle, not a property of any
session it appears in.

Organi sational identity substrate A network-addressabl e systemthat
authoritatively recognises a set of ~handl es as nenbers of an
organi sation, nmaintains the organisation’s policy artefacts, and
exposes typed surfaces by which authenticated agent runtines of
recogni sed nmenbers may retrieve those artefacts and submit audit
signals back. The substrate is itself addressable by a handl e,
conventionally domain-qualified (e.g. ~exanple.com

Po

icy artefact A datumretrieved fromthe organi sational identity
substrate that constrains an agent runtinme’s subsequent behavi our
The | oad-bearing policy artefacts specified by this meno are the
handbook, the standard-operating-procedure registry, the

enf orcement -gate specification, and the audit-signal ingestion
endpoi nt .

Enforcement gate A single rule within the enforcenent-gate
specification conprising a trigger predicate eval uated agai nst
tool name and argunments, an action selected froma defined action
set, an applicability scope, and an explanation string.

Enf orcenent gates are policy retrieved fromthe substrate; they
are not hardcoded behavi our of the agent runtine.
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Audit signal An append-only record submitted by the agent runtinme to
the organi sational identity substrate’s ingestion endpoint
following a runtime event that neets a substrate-specified
significance predicate.

Session-bind The discrete act, at agent runtine instantiation, of
aut henti cating the bound principal handle to the resol ved
organi sational identity substrate and retrieving the policy
artefacts that will govern the session.

Mani fest source A configuration surface bound to the agent runtine’'s
wor ki ng context (project-resident anchor file, DNS TXT record
under the _alter. schene of [MCPDNS], environment variable, or
handl e- scoped fall back) that names the target organisationa
identity substrate for the session

Accord The peer-protocol cross-organisational cerenony defined by
[ DACCORD]. Referenced here as the termnator of unresol vable
mul ti-organi sational policy-conposition residuals.

4., Architecture

The arrangenent specified by this meno conprises four operative
surfaces and three fl ow stages.

4.1. (Operative Surfaces

The organisational identity substrate SHALL expose at m ninumthe
followi ng four typed surfaces over the Mydel Context Protocol [MCP]
to authenticated agent runtinmes of recogni sed nenbers. Each surface
i s addressable as a tool invocation against the substrate.

org_al ter_handbook Returns the organi sational handbook artefact.
The handbook conprises the body of prose policy that an
organi sation customarily supplies to a contractor at the
commencenent of an engagenent: voice and tone rul es, vocabul ary
constraints, positioning rules, decision-routing rules, and any
further prose policy the organi sation considers operative. The
surface SHALL support both whol e- handbook retrieval and section-
scoped retrieval by section identifier

org alter_sop registry Returns the registry of standard operating
procedures mai ntai ned by the organi sational identity substrate.
Each registry entry carries a stable identifier, atitle, a status
(live, draft, deprecated), a body, and an invocation verb under
whi ch the agent runtine nay execute the procedure. The surface
SHALL support both registry listing and individual -procedure
retrieval
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org_alter_enforcenent _gates Returns the specification of enforcenent
gates the agent runtime is to apply to subsequent too
i nvocations. The grammar of an enforcement gate is defined in
Section 5.

org alter_ingest Accepts audit signals subnitted by the agent
runtime per Section 6. The surface is append-only; adnitted
signals are witten to the organisational identity substrate’s
append-only event |og and are not retractabl e or anendabl e.

Addi tional surfaces (a roster surface, a decisions surface, a
conpl i ance surface) MAY be exposed by the organisational identity
substrate; agent runtines consulting such surfaces operate beyond the
| oad- bearing m ni mum speci fi ed here.

4.2. Flow Stages
The session-bind flow conprises three stages, executed in order

1. *Resolve.* The agent runtinme determnes the target organisationa
identity substrate by consulting the manifest source, as
specified in Section 4.

2. *Retrieve.* The agent runtinme authenticates to the resol ved
substrate using the bound principal handl e’ s session credentia
and retrieves the four | oad-bearing policy artefacts via the
surfaces of Section 3.1

3. *Apply.* The agent runtinme translates the retrieved enforcenent-
gate specification into runtinme hooks, registers the audit-signa
endpoint as the destination for subsequent significant-event
em ssions, and surfaces the handbook and SOP registry to the
bound principal as in-context advisory materi al

The three stages constitute session-bind. Al three SHALL conplete
before the agent runtine acts on the principal’s first pronpt of the
session. |If any stage fails, session-bind SHALL fail; partial

i nheritance of policy is not permitted (Section 9).

5. Discovery and Resol ution

The agent runtime SHALL resolve the target organisational identity
substrate froma mani fest source bound to the runtime’s working
context. Manifest sources are evaluated in the priority order bel ow
The first source that yields a handle is operative; |ater sources are
not consulted.
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1. *Project-resident anchor.* A file at an inplenentation- defined
path within the working directory tree (a reconmrended path is
.alter/org-alter.tom or an [org-alter] block within
pyproject.tom , package.json, or Cargo.tonml) nanmes the target
substrate by handl e.

2. *DNS TXT record under the _alter. scheme of [ MCPDNS].* The agent
runtime resolves the working directory’s source- control renote
(where present) to a domain nane and queries _alter.<domai n> per
[ MCPDNS]. The TXT record’s org_alter field, when present, nanes
the target substrate.

3. *Environnent variable.* An inplenentation-defined environnent
vari abl e (a recomrended nane is ALTER ORG HANDLE) carries the
target substrate handl e.

4. *Handl e-scoped fall back.* If sources (1) through (3) do not
resolve, the runtime falls back to the principal’s own handl e-
scoped substrate, which exposes the sanme typed surfaces as an
organi sational identity substrate but is scoped to the principa
al one and does not participate in nmulti-organisationa
conposition (Section 8).

The resolved handle is translated to a substrate endpoint via the
DNS- based resol uti on mechani smof [MCPDNS]. The agent runtine opens
a Model Context Protocol session against the endpoint, authenticating
with the bound principal handl e’ s session credential obtained from
the inpl enmentation-defined session manifest.

A substrate that does not recognise the authenticating handle as a
menber SHALL refuse the session; an unrecogni sed handl e MJST NOT
receive policy artefacts. The substrate MAY further refuse on trust-
tier grounds: an Instrunment-tier handl e SHALL be admtted only when
the substrate’s policy explicitly admts Instrunent-tier sessions
fromthe correspondi ng Sovereign-tier handl e’ s del egation

6. Enforcenment Gate G ammmr

The org_alter_enforcenent_gates surface (Section 3.1) returns an
enforcenment-gate specification. An enforcenent-gate specification is
a list of enforcenent gates. Each enforcenent gate is an object with
the follow ng fields.

id (string, REQURED) A stable identifier for the gate, unique
within the specification. Ildentifiers are used as the addressing
target for audit signals (Section 6) and for policy-update
propagati on (Section 7).
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trigger (object, REQU RED) The trigger predicate eval uated agai nst
each prospective tool invocation. The object’s keys are predicate
operators; the values are operator-specific patterns. M ni mm
operator set:

* tool _name_match (string): regular expressi on nmatched agai nst
the tool nane.

* path_glob (string): glob pattern matched agai nst any argunent
resol vable as a fil esystem path.

* command_substring (string): substring matched agai nst any
argunent carrying a conmand string

* arg_arity (object): mninmmand maxi mum bounds on argunent |i st
| engt h.

A trigger object matches when every operator present in the object
mat ches. Additional operators MAY be defined by the substrate and
SHOULD be ignored by agent runtimes that do not understand them

action (enum REQU RED) One of:

* block: the tool invocation is refused. The runtinme returns the
gate’'s explanation string to the agent reasoning |oop as a
synthetic error and emts a policy.violation audit signal

* pronpt-for-confirmation: the tool invocation is paused and a
confirmation pronpt is rendered to the Sovereign-tier
principal. The invocation proceeds only on principa
confirmation. A gate.confirmation-requested audit signal is
emtted on pronpt; a gate.confirmation-granted or
gate.confirmation-denied signal is emtted on outcone.

* allowwth-audit: the tool invocation proceeds, and a
gate.all owed-with-audit audit signal is enmtted.

scope (object, OPTIONAL) An applicability scope restricting the
gate’s effect. Recognised keys

* trust tiers (array of strings): the trust tiers (Sovereign,
Instrunment, Bot) to which the gate applies. O ssion indicates
all tiers.

* working_context_glob (string): a glob matched agai nst the agent

runtime’s working directory path. Onmission indicates al
cont exts.
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expl anation (string, REQU RED) A human-readabl e expl anati on of the
gate, returned to the agent runtinme on action execution. The
expl anation SHOULD be sufficient for the reasoning | oop to surface
to the principal wthout further substrate round-trip.

audit_emit_on (array of strings, OPTIONAL) A list of event types for
whi ch audit signals are enmitted on this gate’'s evaluation, beyond
the action-inplicit signals enunerated above. Substrate-
significance predicates (Section 6) may sel ect event types not
directly tied to a gate; this field carries the per-gate
overri des.

When two or nore gates trigger on a single prospective too
invocation (after applicability-scope filtering), the gate whose
action is nost restrictive prevails. Oder of restrictiveness, from
nost to least, is block, pronpt-for-confirmation, allowwth-audit.

The agent runtime SHALL NOT nmintain enforcenent gates outside the
specification retrieved fromthe substrate. Gates are policy,
sourced fromthe substrate; an agent runtime that hardcodes a gate
operates outside the surface of this neno.

7. Audit Signal Flow

The agent runtime enmits audit signals to the substrate’'s
org_alter_ingest surface for runtime events that meet a substrate-
specified significance predicate. The significance predicate is
itself policy retrieved fromthe substrate; the substrate deterni nes
whi ch events are significant, not the runtine.

An audit signal is an object with the follow ng mninum fields:

type (string, REQU RED) The event type. The mninumset of event
types a conformant runtine SHALL emit when triggered conprises

* session.start at session bind, carrying the bound principa
handl e, trust tier, resolved substrate handl e, and manifest
source used for resol ution.

* session.end at session termination, carrying the bound handl e
and a structured summary of session activity.

* tool.invoke per tool invocation that neets the substrate-
speci fied significance predicate, carrying the tool name, a
redacted argument sunmary, the gate eval uation outcome, and the
result classification
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* policy.violation when a block gate action fires, carrying the
gate identifier and the offending invocation.

* policy.update on receipt of a |live-substrate policy update
(Section 7), acknow edgi ng the new policy epoch

* gate.confirmation-requested, gate.confirmation-granted,
gate.confirmation-deni ed on pronpt-for-confirmation fl ow.

* gate.allowed-with-audit on the correspondi ng action

payl oad (object, REQU RED) Event-type-specific structured data. The
substrate’s significance predi cate MAY constrai n payl oad shape per
event type.

attribution (object, REQU RED) Carries the Sovereign-tier handl e and
any in-scope Instrunent-tier handle. The grammar follows the
trailer slots defined by [IDCOM TS]; the audit-signal attribution
field is the protocol-layer companion to the comrit-trailer block

timestanp (string, REQU RED) RFC 3339 tinmestanp at which the runtinme
emtted the signal

gate id (string, OPTIONAL) Wen the signal arises froma gate
eval uation, the identifier of the gate.

The substrate’s audit-signal endpoint is append-only. Admtted
signals SHALL NOT be retracted or anended by the emitting runtinme or
by the substrate operator. The structural co-location of policy and
audit at the same substrate is the | oad-bearing property of this
section; an audit channel addressable separately fromthe policy that
governed the audited events does not satisfy this specification

8. Live Policy Updates

The agent runtime maintains, for the duration of the session, a
subscription channel against the resol ved organi sational identity
substrate over which the substrate emits policy-update notifications.
The subscription channel SHOULD be inpl enented as a Server- Sent
Events stream [ RFC8441] or equival ent unidirectional -fromsubstrate
transport that the existing Mddel Context Protocol session can carry
wi t hout additional authentication round-trip

On receipt of a policy-update notification, the runtime SHALL:

1. Re-fetch the affected policy artefact via the corresponding typed
surface of Section 3.1.
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2. Recompute the runtine hooks of Section 5 fromthe updated
enf orcement - gate specification

3. Atomcally replace its in-nenory policy state. No tool
i nvocation issued after the atom c repl acenent observes a partia
conposition of the pre-update and post-update gate sets.

4. Emt a policy.update audit signal acknow edgi ng the new policy
epoch.

A runtinme SHALL NOT require process restart to apply a policy update.
An update notification that the runtine cannot apply (because the
substrate returned a nal formed artefact, or because the runtine’s
hook surface cannot represent the updated gate set) SHALL cause the
runtime to emt a policy.update-failed audit signal and either retain
the prior policy state and surface the condition to the principal, or
term nate the session at the substrate’s configured fail ure-node.

9. Milti-Organisational Conposition

A principal MAY be concurrently recogni sed by multiple organisationa
identity substrates. When the manifest source resol ution of

Section 4 returns nore than one substrate handle (for exanple, when
the project-resident anchor nanmes a prinmary substrate and the session
credential carries auxiliary menberships), the agent runtine conposes
the retrieved policy stacks under the follow ng rules.

org_al ter _handbook conposition Handbooks conpose by union. Were
two handbooks decl are conflicting sections, the substrate decl ared
earlier in the manifest’s precedence order prevails. In the
absence of explicit precedence, the substrate resolved fromthe
wor ki ng- context anchor (Section 4(1) or 4(2)) prevails.

org alter_sop registry conposition Standard-operating-procedure
registries conpose by union. Procedures are identified by the
tupl e (substrate-handl e, procedure-identifier) to permt
i dentical |l y-named procedures across substrates wi thout collision

org_al ter_enforcenent_gates conposition Enforcenent gates conpose by
uni on under a strictest-applicable rule: where two gates from
di stinct substrates trigger on a single prospective too
i nvocation, the gate whose action is nost restrictive prevails
(order as in Section 5).

org_alter_ingest fan-out An audit signal arising froma gate whose
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10.

eval uation drew on policy fromnmultiple substrates SHALL be
emtted to the audit- signal endpoints of all participating
substrates. Each substrate receives the audit trail for its share
of the agent runtine’'s activity. Fan-out is realised by parallel
append calls to each substrate’s audit endpoint.

Cross-organi sational residual conflicts that the conposition rules
above cannot resolve (for exanple, two substrates’ handbooks

decl aring mutual | y-inconsi stent positioning rules where neither is
clearly subordinate under the nmanifest precedence) SHALL be routed to
the peer-protocol Identity Accord cerenony [| DACCORD] between the
participating substrates. The agent runtinme emts an accord. residua
audit signal to all participating substrates and suspends the
conflicting action pending resolution by the substrates’ principals.
Resol uti on does not proceed via a neta- federation authority; a mneta-
federation authority is structurally precluded by the nmulti-

organi sational topology this section specifies.

Conpl i ance- St ate | nheritance

At session-bind, the agent runtine inherits the organi sationa
identity substrate’s then-current conpliance state as a single
coherent snapshot. The snapshot conprises at nininmum

* The audit-signal endpoint URI and its current wite credenti al
* The enforcenment-gate specification at its current epoch

* The standard-operating-procedure registry pointer at its current
revision.

* A hash of the handbook artefact at its current revision

* The set of conpliance commtnents the substrate has accepted and
currently asserts (for exanple, a refusal of a specified category
of automated invocation, or a specified regulatory posture).

I nheritance SHALL be atomic. Either all snapshot elements are
inherited at a single substrate epoch, or session-bind fails. A
session that proceeds with a partial snapshot is non-conformant. The
runti me SHALL surface session-bind failure to the principal with the
substrate-returned diagnostic; it SHALL NOT silently degrade to a
fal | back policy stack.
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11.

12.

12.

Subsequent live updates (Section 7) nodify the snapshot at the
runtime in place but do not retroactively alter the snapshot epoch
recorded at session-bind. The audit trail of a session is the
sequence of policy epochs the runtine observed across its lifetine,
anchored by the session-bind snapshot.

I ANA Consi derations
This menmo requests no | ANA acti on.

The four | oad-bearing typed surfaces nanmed in Section 3.1
(org_al ter _handbook, org alter_sop registry,
org_alter_enforcenent _gates, org_alter_ingest) are illustrative of
the reference substrate operated by Alter Meridian Pty Ltd.
Conform ng substrates MAY nane their surfaces by any convention
consistent with their addressing primtive; the |oad-bearing
contribution of this nmeno is the typed-surface enuneration over an
organi sational identity substrate, not the surface nanes thensel ves
If a future revision of this neno, or a conpani on specification,
proposes a registry for canonical substrate-surface nanes, that
revision will request the corresponding | ANA action

Where a substrate elects to advertise its handle in the [ MCPDNS]

di scovery record, the org alter field is added under the field-

ext ensi on mechani sm of [MCPDNS]; this nmenp requests no separate
registry allocation. No new DNS RR types, transport identifiers,
port nunbers, URI schenes, or nedia types are introduced. The reuse
of the _alter.<domain> DNS | abel (Section 4(2)) is per [MCPDNS] and
requires no further allocation here.

The session-nmani fest path [ ayout referenced by Section 4(1) and
Section 4(3) is inplementation-defined and is not registered.

Security Considerations

The arrangenent specified by this meno concentrates policy,
attribution, and audit on a single substrate addressabl e by the
principal’s identity credential. The concentration is the |oad-
bearing property; it is also the principal source of the foll ow ng
security considerations.

1. Substrate Conprom se

A comprom sed organisational identity substrate may serve falsified
policy artefacts to authenticated menbers, induce the runtine to em't
audit signals to an attacker-controll ed endpoint, or suppress update
notifications to keep runtinmes operating under stal e gates.

M ti gations:
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12.

12.

* The substrate’s policy artefacts SHOULD be served over a channe
aut henticated by the cryptographic identity envel ope of [ MCPDNS]
(the _alter.<domai n> Ed25519 bi nding) so that a consuming runtime
can verify the artefact bears the substrate’s decl ared signing
key.

* Audit-signal endpoints SHOULD be pinned at session-bind tine to
the endpoint URI recorded in the conpliance snapshot (Section 9);
m d- session redirection of the endpoint SHALL require a
policy.update notification carrying the new endpoi nt under the
same signing key.

* Runtinmes SHOULD treat suppressed update notifications as an
observabl e substrate signal under the substrate-observation
posture of [SUBSTRATE]; prol onged absence of update events on a
substrate that asserts an active policy lifecycle is itself
di agnosti c.

2. Trust-Tier Escal ation

An Instrument-tier handl e that successfully presents a Soverei gn-
tier session credential (through credential theft, conprom sed
session mani fest, or substrate mi sissuance) would receive the
Sovereign-tier gate set, which is by construction nore perm ssive.
M tigations:

* The substrate SHALL bind trust tier to the handle itself, not to
the session, and SHALL refuse Instrunment-tier handl es presenting
Sovereign-tier credentials at the recognition step

* Audit signals SHALL carry attribution per Section 6; an
Instrument-tier session witing to the audit |og under a
Sovereign-tier attribution is detectable by post-hoc audit and by
the cross-tier checks defined in [I DCOWM TS].

* Sovereign-tier confirmation pronpts (Section 5 s pronpt-for-
confirmation action) SHOULD be rendered through an out-of- band
channel addressable only by the human principal, so that an
Instrument-tier session in possession of the Sovereign-tier
session credential cannot satisfy a confirmation on the
principal’s behal f.

3. Milti-Organisational Conflict Exploitation
A principal recognised by nultiple substrates may be the vector for

an exploit in which one substrate’s gate is suppressed by a falsified
or absent gate froma second substrate. Mtigations:
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12.

13.

* The strictest-applicable rule of Section 8 SHALL be eval uated over
the gates actually retrieved fromeach substrate. A substrate
that fails to return its enforcenent-gate specification at
session-bind SHALL cause session-bind to fail for that substrate
(no inplicit enpty-gate-set conposition).

* The principal’s manifest precedence decl arati ons SHOULD be
aut henti cated agai nst the principal’s signing key per [|DPRONOUNS]
so that a forged precedence claimcannot install a |ess-
restrictive substrate as the prinary.

4. Live-Update Repl ay

An attacker positioned to observe the subscription channel may
attenpt to replay an aged policy.update notification to roll a
runtime back to an earlier policy epoch. Mtigations:

* Update notifications SHALL carry a nonotonic substrate-enitted
epoch identifier.

* Runtinmes SHALL reject notifications carrying an epoch |ess than or
equal to the runtine’'s currently-applied epoch

* The substrate’s append-only audit log retains the ordered history
of issued epoch identifiers and is consultable for post-hoc replay
det ecti on.

5. Pseudonynous Di scovery Substrates

The handl e- scoped fall back of Section 4(4) operates the typed
surfaces agai nst a principal -scoped substrate that does not assert
organi sati onal menbership. An agent runtime in this configuration
inherits the principal’s own policy stack but does not benefit from
mul ti-organi sational conposition. Inplenentations SHOULD surface to
the principal that the session is operating in the fallback
configuration so that the absence of an organisational substrate is
not silently consuned.

Privacy Consi derations

The audit-signal flow of Section 6 records the agent runtine’s tool -
i nvocation activity on the substrate. The substrate operator has
visibility into the principal’s session activity at the granularity
of the substrate-specified significance predicate. Three privacy
postures ari se.
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1. Significance-Predi cate Scope

The substrate determ nes which events are significant and therefore
audited. A significance predicate covering every tool invocation
yields a conplete activity log; a narrower predicate audits only
events the substrate considers operative. Substrate operators SHOULD
publish their significance predicates as part of the handbook
artefact so that authenticated nmenbers understand the scope of audit
they consent to as a function of nenbership.

2. Argunent Redaction

Tool -i nvocati on argunents SHOULD be redacted before inclusion in the
tool .i nvoke audit signal payload. M ninmmredaction practice is
renoval of secret material (credentials, signing keys), personally-
identifying information about third parties referenced in the

i nvocation, and any field the principal has marked sensitive in a
per-session redaction profile. Substrate operators SHOULD specify
their argument-redaction expectations in the handbook artefact.

3. Cross-Substrate Audit Fan-CQut

Under multi-organi sational conposition (Section 8), audit signals
arising fromgates contributed by nultiple substrates are fanned out
to all contributing substrates. Each substrate receives the audit
trail for invocations its policy participated in evaluating; each
substrate may therefore see activity the principal did not intend to
surface to it. Principals SHOULD be nmade aware of the fan-out
posture at the tine their multi-organisational nmenbership is
establ i shed; substrates SHOULD declare in their handbook artefact the
fan-out events they expect to receive from sessions of nenbers
concurrently bound to peer substrates.

Rel ati on to Conpani on Menos
This menmo conposes with five Mrrison-fanmily Internet-Drafts.

[ MCPDNS] supplies the DNS-based di scovery surface from which the
mani f est - source resolution of Section 4(2) draws and the
cryptographic identity envel ope referenced in Section 11. This neno
i ntroduces no new DNS records or | abels beyond those specified by

[ MCPDNS] .

[ | DPRONOUNS] supplies the handl e namespace and trust-tier taxonony
ref erenced throughout this meno. This meno introduces no new handl e
cat egory.
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16.

[IDCOVM TS] supplies the attribution granmar that the audit- signa
attribution field of Section 6 mirrors at the protocol |layer. An
audit signal and a Acted-By: / Drafted-Wth: commt trailer block
carry the same attribution shape, one at runtime, one at version-
control conmit tinme.

[ SUBSTRATE] supplies the substrate-observation posture under which
the runtime treats absence of expected update notifications as a
substrate signal (Section 11). Substrate observation al so supplies
the cross-session coordination floor against which nultiple
concurrent runtinmes of the sane principal deconflict wthout
exchangi ng coordi nati on nmessages.

[ 1 DACCORD] supplies the peer-protocol cerenpbny to which Section 8 s
cross-organi sati onal residuals are routed.

| mpl enent ati on Status

A reference inplenentation of the agent-runtine side of this
specification is operated by the present author against a production
substrate that exposes the surfaces of Section 3.1. The reference
depl oynent supplies policy artefacts to instrunment-tier agent-runtine
sessions of recognised nenbers and wites audit signals to the
substrate’s append-only event | og.

In the spirit of [RFC7942], the present author notes that this
section is intended to docunent inplenmentation experience and is
expected to be renoved before the docunent advances beyond the

I ndependent Stream No claimof interoperability is nmade; the
ref erence depl oynment is a single substrate operated by the

speci fication s author.

Docurnent Hi story
draft-norrison-org-alter-policy-provision-01 (May 2026):

* Retitles the nemo from"Org-Alter-Mdiated Policy Provision and
CGovernance | nheritance for Agent Runtines Bound to a Principa
ldentity" to "Policy Provision and Governance | nheritance from an
Organi sational ldentity Substrate". The retitled framng
general i ses the substrate above the operator-specific org alter_*
surface nami ng and clarifies that the | oad-bearing contribution is
the typed-surface enuneration over the substrate, not the surface-
nane convention. The abbreviated title and the body term nol ogy
are retained.
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Softens the | ANA Considerations section. The previous revision
requested establishment of a Mddel Context Protocol Tool Surface
Nanes registry with the four org alter_* names as initial entries
The revi sed section requests no | ANA action; the surface nanes are
explicitly illustrative of the reference substrate, and conform ng
substrates MAY nane surfaces by any convention consistent with
their addressing primitive. A future revision or conpanion

speci fication proposing such a registry remai ns possible.

Folds in the architectural fram ng devel oped in the parall el
draft-norrison-alter-collective-policy-provision-00 (May 2026) on
the substrate-as-|oad-bearing-primtive question. That parall el
draft is retired in favour of this revision; the organisational -
identity-substrate framing it introduced is carried forward here.

No substantive change to the typed surface set, the session-bind
flow, the enforcenent-gate grammar, the audit- signal flow, the
|'ive-update nechani sm the multi-organisational conposition rules,
or the conpliance-state inheritance posture.

draft-norrison-org-alter-policy-provision-00 (May 2026):

*

17.

Initial subm ssion.

Specifies the four |oad-bearing typed surfaces of the
organi sational identity substrate (org_alter_handbook,
org_alter_sop_registry, org_alter_enforcenment_gates,
org_alter_ingest).

Defines the session-bind flow (Resolve, Retrieve, Apply).

Speci fies the enforcement-gate grammar and the strictest-
appl i cabl e conposition rule.

Specifies the audit-signal flow and the append-only ingestion
endpoi nt .

Specifies the live-policy-update subscription and atom c-
repl acenent requirenent.

Specifies nulti-organi sational conposition and the cross-
organi sational residual route to [| DACCORD) .

Speci fies conpliance-state inheritance and the atom c-snapshot
requirenent.
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