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Abst r act

Thi s docunent defines a DNS-based nmechani smfor the discovery of
Model Context Protocol (MCP) servers, the identity properties of the
organi sations that operate them and (newin this revision) the
cryptographic identity envel ope bound to an individual Sovereign-
tier ~handl e published under the same zone. Three TXT resource
records are defined. The _ntp.<domain> record (defined in v01)
advertises the presence, endpoint URL, transport protocol,
cryptographic identity, and capability profile of an MCP server
associated with a domain nane. The _org-alter.<domain> record
(introduced in v02) advertises the canonical organisational identity
of the donmain operator: legal entity name, registry identifier,
foundi ng date, primary regions of operation, and any regul atory
framewor ks under which the operator is bound to refuse externa

aut omat ed access. The _alter.<donain> record (introduced in this
revi sion) publishes an Ed25519-signed identity envel ope binding a
~handl e to a public key, an ldentityLog Signed Tree Head root, and a
revocation commitnent. Taken together, the three records provide
service discovery, organisational identity bootstrap, and individua
identity recognition froma single canonical source: the domain’s own
DNS zone. This revision additionally requires DNSSEC [ RFC4033]
val i dati on of envel ope responses and a DANE TLSA [ RFC6698] pin

bi nding the MCP endpoint’s |leaf certificate to the published zone. A
conpani on URI schene (alter:) is registered provisionally with | ANA
per [ RFC7595] for handl e di spatch. The mechani sm conpl enents HITPS-
based discovery (.well-known/ntp/server-card.json and .wel|-known/

al ter-envel ope.json) by providing a |ightweight, resol ver-cached
bootstrap that requires no HTTPS round-trip. The design follows the
precedent established by DKIM [ RFC6376], SPF [ RFC7208], DMARC

[ RFC7489], MIA-STS [RFC8461], and the existing _nctp. / _org-alter

| abel s of vO01-v02.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 19 Novenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
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1. Introduction

Model Context Protocol (MCP) [MCP] is an open protocol for structured
i nteracti on between Al agents and tool -providing servers. A conplete
agent -t o-organi sation-to-individual interaction chain has three

di stinct discovery requirenents:
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1. *Service discovery.* Were is the MCP server endpoint? What
transport does it speak? What cryptographic key authenticates
it? This is the question vOl of this docunment answers via the
_ntp. <domai n> record

2. *Organisational identity bootstrap.* W is the organisation
operating the server? What is its legal entity? Were is it
regi stered? Under what regulatory franeworks does it operate,
and whi ch aut omat ed access pat hways must it refuse to participate
in? This is the question v02 answers via the _org-alter.<domin>
record

3. *Individual identity recognition.* Wo is the Sovereign-tier
person bound to a ~handl e hosted under the domai n? Wat public
key signs their statements? What append-only |og anchors the
lifecycle of their identity? How may their envel ope be revoked?
This is the question v03 introduces via the _alter.<domin>
record

The three questions are distinct. An MCP client may need to discover
an endpoi nt w thout caring about the operator’s identity or any

i ndi vi dual handle. An onboarding wi zard installing an org-alter
instance may need to read the operator’s identity w thout caring
(yet) about the MCP endpoint. A recognition verifier (resolving an
alter:~alice URI) needs the individual envel ope w thout necessarily

i nvoki ng an MCP session. Conflating any two of these into a single
TXT record would force every consunmer to parse fields it does not
need and woul d crowd the 255-octet character-string limt. Splitting
them across three underscore-prefixed |labels nmirrors the pattern
establ i shed by DKIM (_donai nkey. _domai n) and DVARC (_dnarc. _donai n):
each record serves a single semantic purpose

This revision is fully backward-conpatible with vO1 and v02

I npl enent ati ons that consune only the _ntp.<domai n> record conti nue
to work unchanged. |nplenentations that wish to bootstrap an org-
alter identity may additionally query _org-alter.<domai n>.

I mpl enentati ons that wish to recogni se an individual ~handle may
additionally query _alter.<domai n>

The envel ope |layer fornalised in the new _alter.<domain> record is
specified in full by a conpani on docunent, the ALTER DNS Publication
speci fication [ ALTER-DNS- PUB], which pins the envel ope JSON schens,
the JSON Canoni cal i sati on Scheme (JCS, [RFC8785]) serialisation, and
the resol ver-side verification algorithm This docurment is the |IETF-
track surface for the underscore-prefixed DNS | abel registration and
its DNSSEC / DANE / ldentitylLog cross-references; it does not
duplicate the envel ope wire format beyond what is necessary to
specify a conformant TXT granmar.
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The individual -identity layer is grounded, as the organisationa

layer is, inthe identity field framework of [MORRISON-1FT]. A
~handl e is not a reserved al phanunmeric slot but a durable recognition
attractor in the identity field. A DNS record provides a discrete
checkpoint into that field: the envel ope published at _alter.<zone>

i s the handl e-hol der’s own canoni cal declaration, signed by their
Ed25519 key, witnessed by the lIdentitylLog STH anchor surface

[ ALTER- STH], and consumabl e by any resolver with access to a DNSSEC
val i dating recursive resol ver

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 RFC2119 [ RFC8174] when, and only when, they appear in all

capitals, as shown here

2. Term nol ogy

(Term nol ogy fromv0l and v02 is retained. Additional terns
introduced in this revision are defined bel ow. )

Envel ope An Ed25519-signed JSON object binding a ~handle to a public
key, an ldentitylLog root reference, an inception tinestamp, a
revocation hash commtment, a signature algorithmtag, a detached
signature, and a caveats array. The envelope is the unification
primtive of the ALTER identity architecture. Its full JSON
schema, canonical serialisation rule, and verification procedure
are pinned by [ ALTER-DNS-PUB]. This docunment specifies only the
TXT grammar that carries the five | oad-bearing envel ope fields
across DNS.

~handl e A Sovereign-tier identifier, leading tilde mandatory (e.g.
~alice). Bot-tier handles carry a .bot suffix (e.g. ~exanple-
bot.bot); Instrument-tier handl es use the prefix ~cc- (e.g. ~cc-
exanpl e- nodel ) .

ldentityLog The append-only transparency |og anchoring envel ope
lifecycle events (mnt, caveat-add, revocation, key-rotation). A
Signed Tree Head ("STH') is emtted per-mnute and cross-anchored
to Cloudflare R2, IPFS, a federation of independent mirrors, and
the Base L2 chain via the IdentityLogAnchor contract. Protoco
details are in [ALTER STH].

Organ A broadcast surface for the envel ope. The three organs are:

Morri son Expi res 19 Novenber 2026 [ Page 5]



I nternet-Draft MCP DNS Di scovery May 2026

DNS publication (this docunent), the local alter-runtine L3
daenmon, and a hardware-anchored devi ce-organ quorum The termis
canoni cal ; do not substitute "channel”, "vector", or "emtter" at
the architectural |evel

Recognition The act of a resolver observing and verifying an
envel ope on cryptographic nmerit. Recognition is distinct from
claim publishing a TXT record is not a claimof identity, it is
an observabl e assertion that the resolver may verify or reject.
No field of this document carries a claimverb; resolvers
recogni se envel opes, they do not honour publisher assertions about
t hem

DNSSEC Val i dati on The act of an authenticating DNS resol ver
verifying the RRSIG chain fromthe root trust anchor to the TXT
RRset, per [RFC4033], [RFC4034], and [ RFC4035], and setting the AD
bit on the response delivered to the stub client.

DANE TLSA Pin A DNS TLSA resource record [ RFC6698] binding a
server’s leaf TLS certificate (or the public key therein) to the
zone that hosts the envelope. |In this docunent, the pin applies
to the MCP endpoint at ntp.<zone>

alter: URI A dispatch URI scheme provisionally registered with | ANA
per [RFC7595]. Full registration body and handl er gui dance are
specified in [ALTER- DNS- PUB] Section 7; a normative cross-
reference is given in Section 9 of this docunent.

(Terns fromv02, Org-ldentity Record, Identity Bootstrap, Canonica
Entity Identifier, Regulatory Refusal Marker, are retained.)

3. Record Format: _ntp.<domai n> (Service Di scovery)

Section 3 of vOl of this docunent defines the _ntp.<domain> record,
its ABNF grammar, field definitions (v, url, proto, pk, epoch, cap,
attest, scope, priority, ttl, ext), forward-conpatibility rules, and
mul ti-string concatenation behaviour. These definitions are
unchanged in this revision and are incorporated here by reference.

I mpl enent ati ons MJST treat any existing _ntp.<domai n> record as
conformant to the vO1l specification.
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4.

5.

Record Format: _org-alter.<domain> (ldentity Bootstrap)

Section 4 of v02 of this document defines the _org-alter.<domin>
record, its ABNF granmar, field definitions (v, org, entity, entity-
type, founded, regions, regul ated, bootstrap, ntp-policy, epoch, pk,
attest, ext), identity bootstrap procedure, and registry cross-
checks. These definitions are unchanged in this revision and are

i ncorporated here by reference. Inplenentations MIST treat any
existing _org-alter.<domain> record as conformant to the v02

speci fication.

Record Format: _alter.<domai n> (Envel ope Publi cati on)

This section defines the new Envel ope Publication record introduced
in v03. The record publishes the five | oad-bearing fields of the
ALTER identity envel ope (binding a ~handle to its Ed25519 public key,
IdentityLog root, inception tinmestanp, revocation conmitnent, and
detached signature) at an underscore-prefixed | abel under the
handl e’ s hosting zone. The full envel ope JSON scherma and wire
format, including fields not carried over DNS (the inmplicit
signature_al g constant and the optional caveats array), is pinned by
[ ALTER- DNS- PUB] .

1. DNS Location

The Envel ope Record is a DNS TXT resource record [ RFC1035] published
at the | abel _alter prepended to the hosting zone:

_alter.<zone>. IN TXT "<record-val ue>"

The underscore prefix confornms to the conventions established in
[ RFC8552] for globally scoped, underscore-prefixed DNS node nanes.

A zone MAY host nore than one ~handl e (one envel ope per handle); in
that case the zone MJST publish nultiple TXT RRs at the sane owner
nane. Resolvers MJST di sanbi guate returned records by the h= field
and sel ect the record matching the requested handl e.

A domai n MAY publish any conbinati on of _ntp.<domain> _org-

al ter. <donmai n>, and _alter.<donai n> records independently (service-
only, identity-only, envelope-only, or any intersection). The
recomrended pattern for an operator running an org-alter instance
that hosts the operator’s own principal handle (e.g. ~alice at
exanple.com) is to publish all three.
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5.2. ABNF G anmmar

The record value is a sem colon-delimted sequence of key-val ue
pairs. The followi ng ABNF (per [RFC5234]) defines the syntax:

“** alter-record = version ";" SP handle-field ";" SP pubkey-field
";" SPilr-field ";" SP ts-field ";" SP rev-field ";" SP sig-field *(
";" SP unknown-field)

version = "v=alter1l" handle-field = "h=" handl e pubkey-field = "pk="

algo ":" base64url ilr-field = "ilr=" base64url ; SHA-256 of
IdentityLog root ts-field = "ts=" 1*DIA T ; inception_ts, Unix
seconds rev-field = "rev=" base64url ; SHA-256 of revocation pre-
imge sig-field = "sig=" base64ur| ; Ed25519 detached signature
unknown-field = token "=" *VCHAR

handle = "~" 1_( ALPHA/ DGEGT/ "-* /) "_" )Y [ "." "bot" ] / "~cc-"
1 ( ALPHA/ DET/ "-" [ "." ) algo = "ed25519" base64url = 1 (
ALPHA / DIGT / "-" [ "_" ) token =1 ( ALPHA/ DIGT / "-" [ "_ ")

The seven keys above are REQUI RED and MUST appear in the order shown.
Publ i shers MJUST NOT onit or reorder them Resolvers MJST tolerate
addi tional (unknown) fields appended after the seven required fields
and MJST ignore them per the forward-conpatibility rule (Section 6.4
bel ow). Resolvers MIST tolerate arbitrary inter-field ordering on
parse (publishers-emt-ordered, parsers- accept-unordered);

canoni calisation for signature verification is specified in

Section 6. 3.

5. 3. Field Definitions
5.3.1. v (REQUI RED)

Protocol version identifier. MJST be the literal string alterl.
MUST appear as the first field in the record. Resolvers MJST reject
any record whose v field is absent, is not the first field, or
contains a value other than alterl.

The version nanespace v=alterl on _alter.<zone> is independent of the
identically-named v=alterl on _org-alter.<zone>  The two nanmespaces
are di sanmbi guated by the encl osing record | abel and MJST NOT be
conflated. Future versions of either record nmay advance

i ndependently (e.g. _alter.<zone> nmay progress to v=alter2 while
_org-alter.<zone> remains at v=alterl, or the reverse).
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5.3.2. h (REQU RED)

The Sovereign-, Bot-, or Instrument-tier ~handle to which the

envel ope binds. The leading tilde is mandatory. The h= value is the
sole field resolvers MAY use to disanbiguate nmultiple envel ope TXT
RRs sharing an owner nane.

5.3.3. pk (REQU RED)

An Ed25519 public key prefixed by its al gorithm nanespace and encoded
in base64url wi thout padding per [RFC4648] Section 5:

pk=ed25519: <base64ur| - no- pad- 32- byt es>

Resol vers MUST reject records whose algorithmprefix is not ed25519
until a future revision registers additional algorithnms. The pk
value is the verification key for the detached signhature in the sig
field.

5.3.4. ilr (REQU RED)

Base64ur | - no- pad SHA- 256 digest of the IdentitylLog root w tnessed at
envel ope creation. Resolvers MJST cross-reference this val ue agai nst
the ldentityLog witness surface [ALTER-STH to confirmthe envel ope
was minted within a recognised tree state. Failure to cross-

ref erence renders the envel ope unverifi ed.

5.3.5. ts (REQU RED)

Envel ope inception tinestanp, expressed as deci mal Uni x seconds
(integer). Resolvers MAY use this field to detect clock skew,

eval uate caveat maturity, or reject envelopes with inplausibly future
i nception.

5.3.6. rev (REQU RED)

Base64url - no- pad SHA- 256 di gest of the revocation pre-inage.
Revocation is effected by revealing the pre-image to the Identitylog;
upon reveal, the envel ope is considered revoked and MJUST NOT be
honoured by resolvers. The rev field is a forward-secure conmmtnent:
the pre-image is never published in DNS and is rel eased only at
revocation time to the | og.

Publ i shers MUST NOT treat renmpval of the TXT record as revocati on.

Absence of a record is indistinguishable fromm sconfiguration; only
pre-image reveal is |oad-bearing.
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5.3.7. sig (REQU RED)

Base64url - no- pad Ed25519 det ached signature over the JCS-
canoni cal i sed envel ope JSON with the signature field absent.

Canoni calisation is specified by [ RFC8785]. The signing input is the
envel ope JSON reconstructed fromthe parsed TXT fields plus the
inmplicit constant signature_al g: "Ed25519" and an enpty caveats
array; caveats, when present, ride the HTTPS .well-known organ and do
not appear in the DNS record. The canonical envel ope schema
including JCS input construction, is pinned in [ ALTER- DNS- PUB]
Section 4.

5.3.8. Unknown fields
Fi el ds not enumerated above MJUST be ignored by v03 resolvers per the
forward-conpatibility rule (Section 6.4). Future revisions of this
docunent MAY regi ster additional envel ope fields; such extensions
MUST be di stinguishable fromprivate-use extensions by registration
via the nechanismin Section 10.
5.4. Canonical Serialisation
The sig input is constructed as foll ows:
1. Parse the TXT RR character-strings into key-val ue pairs.
2. Construct the envel ope JSON object:
json { "handle": "<h>", "pubkey": "<pk>", "identitylog root":
"<ilr>", "inception_ts": <ts> "revocation_hash": "<rev>",
"signature_al g": "Ed25519", "caveats": [] }
Val ues are typed per Section 6.2 (inception_ts as JSON i nteger;
all other values as JSON strings; caveats as JSON array, enpty
unl ess a conpanion .well-known fetch supplies content). The
signature field MIUST be absent fromthe signing input.
3. Apply [RFC8785] JSON Canonicalisation Schenme to the object.
4. The resulting byte streamis the Ed25519 signing input.

Verification reverses this construction and checks the detached
signature in the sig field against the derived byte stream

Publ i shers MJUST emit TXT fields in the order given in Section 6.2,

but the DNS key=val ue ordering has no role in signature conputation
the signed bytes are always the JCS serialisation of the JSON object.
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5.5. Forward Conpatibility

Resol vers MUST ignore unknown fields in the _alter.<domain> record.
This rule, identical to the vO1 ntp and v02 org-alter
specifications, ensures that future extensions do not break existing
i mpl ement ati ons.

Publ i shers MJST NOT introduce new fields that repurpose or overl oad
the seven required field names; new fields MJST use new nanes
regi stered via the procedure in Section 10.

5.6. Milti-String Reassenbly

Where the serialised envel ope exceeds the 255-octet character-string
limt of [RFCL035] Section 3.3.14, publishers MJST split at ;

boundari es between conpl ete key-value pairs. Splitting within a key-
val ue pair is prohibited. Resolvers MJIST concatenate the character-
strings of a TXT RRin the order returned by the DNS library (i.e.
the RR wire order) before parsing.

6. DNSSEC Requi r enent

The zone publishing an _alter.<domai n> envel ope record MJST be
DNSSEC- si ghed per [ RFC4033], [RFC4034], and [ RFC4035]. Authoritative
servers MJST respond with valid RRSIG coverage for the TXT RRset.
Recursive resolvers handling queries for the envel ope RRset MJST
perform DNSSEC val i dati on and MJUST set the AD (Authenticated Data)

bit on the response delivered to the stub client.

Stub clients (MCP clients, alter-runtine daenons, onboardi ng w zards,
recognition verifiers) consuning _alter.<domai n> envel ope records
MJST reject any response that |lacks a set AD bit or that fails |ocal
RRSI G verification when operating in validating-stub node. An

envel ope obtai ned over an unvalidated DNS path is not an envel ope; it
i s unaut henticated TXT content. Treating it otherw se is a downgrade
vul nerability (Section 11).

This requirenment is specific to _alter.<domain> records. DNSSEC is
RECOMVENDED but not REQUI RED for _ntp. <domai n> and _org-

al ter.<domain> records in this revision, for backward conpatibility
with v0l and v02 depl oynments. Future revisions of this docunent NMAY
pronote DNSSEC to REQUI RED for the other two records once depl oynment
data justifies the pronotion.
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7

DANE TLSA Pin

The MCP endpoi nt associated with a published envel ope MIJST carry a
DANE TLSA resource record [ RFC6698] binding the endpoint’s |eaf TLS
certificate or SubjectPublicKeylnfo to the zone. The TLSA record
MUST be published at:

_443. tcp.ntp. <zone>. | N TLSA <usage> <sel ect or> <mat chi ng-type>
<cert-associ ati on-dat a>

Recomended par anet ers:

* *Usage field.* 3 (DANE-EE), pin the end-entity certificate
directly, with no CA chain reliance. A publisher that explicitly
requires CA-chain validation MAY use 1 (PKI X-EE) instead.

Publ i shers MJUST NOT use 0 (PKI X-TA) or 2 (DANE-TA) for the
envel ope organ; the trust basis of the envelope is the end-entity
| eaf.

* *Selector field.* 1 (SPKI), pin the SubjectPublicKeylnfo so that
certificate rotations preserving the keypair do not invalidate the
record. Selector O (full certificate) MAY be used but requires
nmore frequent TLSA republication.

* *Matching-type field.* 1 (SHA-256). Matching type 2 (SHA-512) is
reserved for future revisions.

Clients establishing an MCP session at https://ntp.<zone>/ in
conjunction with a resol ved envel ope MIST fetch and validate the TLSA
record, MJST abort the TLS handshake on mi smatch, and MJUST NOT fall
back to PKI X-only validation on TLSA failure.

The TLSA requirenment is scoped to envel opes whose MCP session
establishnent is triggered by the resolved envel ope (i.e. when the
envel ope resolution and the subsequent MCP session are part of a
single recognition transaction). MCP clients that do not resolve an
envel ope (e.g. vOl-only clients consum ng only _ntp.<domai n>) are out
of scope for this requirenment and continue to operate under vO01

rul es.

I dentityLog Cross-Reference

The ilr= field of the _alter.<donmain> record carries a base64url -no-
pad SHA-256 digest of an IdentitylLog Signed Tree Head (STH) root

wi t nessed at envel ope creation. The ldentityLog protocol (I eaf
hashi ng, Merkle-tree construction, STH cadence, w tness federation,
Cloudflare R2 / IPFS /| Base L2 anchor path) is specified in full by
[ALTER- STH] ; this docunment does not duplicate that specification.
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Resol vers verifying an envel ope from DNS MJUST cross-reference the
ilr= value against at |east one ldentityLog witness surface
(federation mrror, R2 canonical read, |PFS content address, or Base
L2 ldentityLogAnchor contract). The specific surface is a matter of
depl oynent preference; [ALTER STH Section 6 gives conforming client
profiles. Failure to cross-reference renders the envel ope unverified
and it MJST NOT be admitted to any recognition-gated decision

The revocation check al so crosses the ldentitylLog: a resol ver MJST
consult the ldentitylLog revocati on-wi tness surface for any revea
whose SHA-256 equals the rev= field of the envelope. |f a matching
pre-i mage has been reveal ed, the envel ope is revoked and MJUST NOT be
honour ed regardl ess of the freshness of the TXT RRset.

alter: UR Schene Cross- Reference

An | ANA-registered URI schene alter: provides a dispatchable surface
for ~handl e references: operating-system URI handl ers (xdg-m ne,
LSHandl ers, Wndows registry, Android intent-filter) invoke a

resol ver that retrieves and verifies the envel ope through the organ
chain defined in [ ALTER-DNS-PUB] (DNS first, with fallback to the
HTTPS . wel | - known surface and, where available, the local alter-
runti me L3 daenon).

Regi stration is provisional per [RFC7595] Section 3. The ful

regi stration body, schene syntax, semantics, encodi nhg considerations,
interoperability and security considerations, author and change
controller, is published in [ALTER-DNS-PUB] Section 7 and subnitted
to | ANA separately fromthis docunent. The | ANA request is in
progress as of the publication date of this revision; the fina
registration reference will be substituted when avail abl e.

Handl ers invoked via alter: URIs MIST performfull envel ope
verification, DNSSEC validation (Section 7), DANE TLSA bi ndi ng
(Section 8) when establishing any HTTPS session, ldentitylLog cross-
reference (Section 9), and the el even-step verification algorithm of
[ ALTER- DNS- PUB] Section 8, before acting on any content or directive
derived fromthe envel ope.

Di scovery and Bootstrap Procedures
1. Discovery Procedure: _ntp.<domai n>
The di scovery procedure defined in Section 4 of v0Ol is unchanged in

this revision. dients querying _ntp.<domain> follow the v01
al gorithm exactly.
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2. ldentity Bootstrap Procedure: _org-alter.<domain>

The identity bootstrap procedure defined in Section 6 of v02 is
unchanged in this revision. Onboarding w zards reading _org-
al ter.<donmain> follow the v02 al gorithm exactly.

3. Envel ope Recognition Procedure: _alter.<domain>

G ven an alter:~<handl e> reference, a zone hint, or a raw
_alter.<zone>. query, a resolver MJST execute the following steps in
order. Any failure term nates recognition and the envel ope MJST be
treated as unverified.

1. *Query.* Issue a DNS TXT query for _alter.<zone>.. Use DoH or
DoT in preference to UDP/53 where operationally feasible.

2. *DNSSEC val i dation.* Validate the RRSIG chain fromthe root
trust anchor to the TXT RRset (Section 7). Confirmthe AD bit
on the response when relying on an upstream validating resol ver,
or locally RRSIGvalidate in validating-stub node. On failure,
abort.

3. *Chunk reassenbly.* Concatenate character-strings in RR order
parse ;-separated key-val ue pairs.

4. *Handl e di sanmbi guation.* Select the record whose h= field

mat ches the requested ~handle. |If no record matches, abort.
5. *Field extraction.* Confirm presence of the seven required
fields (v, h, pk, ilr, ts, rev, sig). Reject any record m ssing

any required field, or whose v is not alterl.

6. *Envel ope reconstruction.* Build the envel ope JSON per
Section 6.3, inserting the inplicit signature_alg: "Ed25519"
constant and an enpty caveats array.

7. *JCS canoni cal i sation.* Apply [RFC8785] JCS to the envelope with
the signature field absent.

8. *Ed25519 verification.* Verify the detached sig over the JCS
byte streamusing the public key in pk. On failure, abort.

9. *] dentityLog cross-reference.* Confirmilr= corresponds to a STH
recognised in the ldentityLog witness set at or after ts
(Section 9; [ALTER-STH)). On failure, abort.
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10. *DANE TLSA validation.* Wen establishing an MCP sessi on at
ncp. <zone> as part of the sane recognition transaction, fetch
the TLSA record at _443. tcp.ntp. <zone>. and gate the TLS
handshake on the binding (Section 8. On msnmatch, abort.

11. *Caveats evaluation.* Fetch the HTTPS . wel | -known conpani on
surface and eval uate any caveats on the envel ope per
[ ALTER-DNS- PUB] . Caveats that cannot be satisfied bound the
subsequent use of the envel ope but are not grounds to abort
recognition.

12. *Revocation check.* Consult the ldentitylLog revocati on- wtness
surface. |f a pre-inmage whose SHA-256 equal s rev= has been
reveal ed, the envel ope is revoked; abort.

Only after all twelve steps succeed is the envel ope consi dered
verified. A verified envelope is the sole adnissible input to a
recognition-over-qualification gate; unverified envel opes MJST be
ref used upstream of any authorisation or trust decision

The twel ve-step procedure above is the | ETF-surface sumrary of the

el even-step verification algorithmin [ALTER- DNS-PUB] Section 8; they
differ only in that this docunment splits caveats and revocation into
distinct steps for clarity.

Cachi ng

Caching of _ntp.<domai n> records follows v0l. Caching of _org-
al ter. <domai n> records foll ows v02

_alter. <domai n> records SHOULD be cached for the duration of the DNS
TTL. Resolvers MJST NOT serve stale envel ope TXT past the RRset TTL
unl ess they are thensel ves validating caches and can re-confirm RRSI G
coverage on each serve. Recognition verifiers MAY cache successfu
verification results locally for a short interval (bounded above by
the RRset TTL or 3600 seconds, whichever is snaller) to anortise the
cost of repeated JCS and Ed25519 operations, but MJST re-run the
revocation check (Section 11.12) on each recognition event, not on
each cache refresh.

Security Considerations

(Security considerations fromv0l and v02 are retained. Additiona
consi derations introduced by the envel ope | ayer are bel ow.)
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1. DNSSEC Downgr ade

The mandat ory DNSSEC requirement in Section 7 is the primary defence
agai nst on-path mani pul ati on of envel ope TXT content. An attacker
who can inject unsigned responses, e.g. via a conprom sed resol ver or
a DNS mi ddl ebox that strips RRSIG would otherwi se be able to
substitute an attacker-controlled envel ope at the resol ver boundary.
Stub clients MJST reject any response |acking AD or failing | oca
RRSI G verification. Operators MJST NOT downgrade the _alter. RRset
to unsigned during KSK/ZSK rol |l over (see [RFC6781] for best-current
practice on rollover).

2. TLSA Pin Rotation

The DANE TLSA requirenment in Section 8 binds the MCP endpoint’s TLS
|leaf to a specific hash. Operators rotating certificates MJST
publish the new TLSA record before the new certificate is activated
on the live listener, with a grace wi ndow of at |east twice the TLSA
RRset TTL. Selector 1 (SPKI) survives rotations that preserve the
keypair; selector O requires republication on every rotation. Loss
of the TLS private key forces revocation via the revocation_hash
reveal path (Section 9) rather than silent cert replacenent.

3. Envel ope Substitution

An attacker in control of a domamin’s DNS can publish an arbitrary
envel ope for any ~handle clainmed to be hosted under that zone. The
three structural defences are:

1. *ldentityLog witness.* The ilr= cross-reference constrains the
envel ope to STHs witnessed by the lIdentitylLog federation;
substitution of a locally-mnted envel ope that has not been
witnessed will fail Section 11.9. An attacker who w shes to
substitute nust also corrupt at |east one ldentityLog mrror,
which is a detectabl e equivocation per [RFC9162] design

2. *Ed25519 signature.* The detached signature binds the envel ope to
a specific Ed25519 key. An attacker who does not hold the
private key cannot forge a valid sig. An attacker who does hold
the private key has already conprom sed the handle; the
revocation path (Section 9) is the residual mtigation

3. *DNSSEC.* Section 7 prevents tanpering with the TXT RRset in
transit. This does not prevent a malicious zone operator from
publishing a malicious envel ope, that attack is caught at (1) and
(2), but it prevents third-party substitution
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4. Revocation Qpacity

Revocation is effected by revealing the pre-image to the Identitylog,
not by renoving the TXT record. Absence of a record is

i ndi stinguishable from m sconfiguration; resolvers MJUST NOT treat
absence as revocation. This design is deliberate: a zone briefly
unreachabl e (DNS outage, registrar incident, tooling error) must not
accidentally becone a revocation event.

The cost is that a conpronised zone may continue to serve a valid
(but intended-to-be-revoked) envelope until the rightful handl e-

hol der reveals the pre-image. Pre-inage reveal is a lowfriction
operation, a single authenticated POST to any ldentitylLog mrror, but
it requires the rightful holder to act. Handle-hol ders SHOULD
establish a pre-committed revocation reveal procedure at mnt tinme.

5. Cdock Skew and ts=

The ts= inception timestanp is advisory: resolvers MAY use it to
detect inplausibly future envel opes (e.g. mnted nore than a few
hundred seconds after current wall time) but MJST NOT rely on | oca
clock for security-critical decisions. The authoritative ordering
anchor is the IdentityLog STH tree position, not the inception

ti mest anp.

6. Cross-Record Key Consi stency

When all three records (_ntp, _org-alter, _alter) are published under
the sane zone and each carries a pk field, the values MJST be

eval uated for consistency. The ntp.pk and org-alter.pk fields are
v01l/v02 service and organi sational keys respectively; the _alter.pk
field is the Sovereign-tier envel ope key. These are structurally

di stinct purposes, and the keys MAY differ. However, where a zone
operator deliberately binds all three to the sane Ed25519 key (a
common pattern for a single-operator deploynent), a msmatch across
records indicates either rotation-in-progress or conprom se;

resol vers SHOULD surface the discrepancy.

7. Passive-Stream Coupling

The _alter.<donmain> record carries only the five | oad-bearing

envel ope fields and the protocol version. No inferred trait, no
passi ve-stream derivative, and no provenance-tagged attribute rides
this record. This is a structural property, not a reconmrendation
the ABNF of Section 6.2 enunerates every field the resol ver accepts,
and the forward-conpatibility rule only permts future named
extensions, not arbitrary attribute carriage. The privacy

i nplications of passive inference are addressed at the envel ope
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semantic | ayer [ALTER- DNS-PUB] and its caveats surface, not in DNS
Privacy Consi derations

(Privacy considerations fromv0Ol and v02 are retained. Additiona
consi derations introduced by the envel ope | ayer are bel ow.)

1. Publ i ¢ Handl e Di scl osure

Publ i shing _alter.<donmai n> exposes the bound ~handle, its Ed25519
public key, its ldentityLog root, its inception tinestanp, and its
revocation-hash commitnent to any DNS observer. For a Sovereign-tier
handl e this is by design: the envelope is intended to be publicly
verifiable. Handle-holders who require conceal ment MJST NOT publish
an _alter.<domai n> record; alternative organs (the local alter-
runti me daenon for local-only recognition, or a hardware-anchored
devi ce-organ quorum for device-local presence proof) support
recogni ti on wi thout DNS publication

2. DNS Qery Metadata

A resolver querying _alter.exanple.comreveals to its recursive
resolver that it intends to verify the envel ope hosted under that
zone. Query netadata privacy is addressed at the transport |ayer
clients SHOULD prefer DoH ([ RFC8484]) or DoT ([ RFC7858]) over UDP/53
where operationally feasible. This consideration is identical to v0l1
/ v02 and is repeated here for enphasis given the greater individual-
identity sensitivity of the envel ope surface.

3. Revocation Unlinkability

The rev= field is the SHA-256 of a secret pre-inmage; publishing it
does not disclose the pre-inmage. An observer cannot predict the pre-
image or link it back to any identifier. Reveal at revocation tine
links the pre-inage to the envel ope, but only at the nonment of
revocation, not during the envelope’s active lifetine.

| ANA Consi derati ons
1. Underscored DNS Node Nanme Regi stration
Thi s docunent requests | ANA to update the entries in the "Underscored

and d obally Scoped DNS Node Nanes" registry established by [ RFC8552]
to reflect vO03:

S SRR R T + | RR
Type| _ NAME | Reference
S . e S + | TXT
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_nmcp | [this docunment], vOl Sec.3 | | TXT | _org-alter | [this
docunent], v02 Sec.4 | | TXT | _alter | [this docunent], v03 Sec.6 |
Fomm oo o e e - T +

The _alter label is used to publish envel ope records as defined in
Section 6 of this docunent. Formal registration of _alter in the RFC
8552 registry is proposed on Standards Action maturation of this
draft; during the Internet-Draft phase, the | abel operates under the
provi sional -use convention established by _dmarc, _nta-sts, _ntp
(this draft), and _org-alter (this draft).

2. alter: URI Schene Registration

Thi s docunent cross-references the provisional UR schene
registration of alter: per [RFC7595] Section 3. The ful
registration body is published in [ALTER-DNS-PUB] Section 7 and is
submitted to | ANA separately. This docunent does not duplicate the
registration body; it refers to the sibling specification and notes
that recognition verifiers invoked via alter: URIs MJST foll ow
Section 11.12 of this docunment for envel ope verification

3. Envel ope Version Registry

Thi s docunent defines the version tag v=alterl for the

_alter. <domai n> record, independent of the identically-nanmed tag on
the _org-alter.<domain> record. Future versions (v=alter2 and
beyond) SHOULD be coordinated with the ALTER inpl ementati on conmunity
and docunented in successor revisions of this draft. Until a fornal

| ETF working group is chartered for identity- envel ope DNS
publication, the authors maintain the version namespace.

4. O g-Ater Version Registry (unchanged from v02)

The version tag v=alterl for the _org-alter.<domain> record is
preserved fromv02. No changes are requested in this revision

5. Registry Nanespace Registry (unchanged from v02)

The initial set of entity field registry nanespaces (abn, acn, ein,
ch, cro, lei) defined in v02 is preserved unchanged.

6. Franework Token Registry (unchanged from v02)
The initial set of regulated franmework tokens (disp, itar, ear,

hi paa, gdpr, soc2, is027001, iso042001, essential8, aprs) defined in
v02 is preserved unchanged.
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7. Signhature Algorithm Registry

Thi s docunent defines the initial pk= and sig= al gorithm nanespace
ed25519 for the _alter.<dommin> record. Future algorithns (e.gqg.
ed448, m -dsa-65) MAY be registered by successor docunents.

Resol vers MUST reject records whose algorithmprefix is not

regi stered at the resolver’s protocol version

Exanpl es

Thi s section provides non-normati ve exanpl es of Envel ope Records for
common depl oynent scenari os.

1. Mniml Envelope for a Single Handl e

A zone hosting a single Sovereign-tier handle publishes its envel ope
at _alter.<zone>.

_alter.exanple.com 3600 IN TXT ( "v=alterl; h=-~alice; "
"pk=ed25519: <EXAMPLE- pubkey- 32B- base64url >; " "ilr=<EXAMPLE- st h-r oot -
32B- base64url >; " "ts=1729123456; " "rev=<EXAMPLE-revocati on-hash-
32B- base64url >; " "si g=<EXAMPLE- ed25519- si gnat ur e- 64B- base64ur| >" )

Al'l base64url values in this exanple are illustrative. Production
val ues are the Ed25519 public key, SHA-256 digests, and 64-byte
det ached signature encoded per [RFC4648] Section 5 wi thout padding.
2. Zone Hosting Multiple Handl es

A zone hosting nore than one handl e publishes multiple envel ope TXT
RRs at the same owner nane. Resolvers disanbiguate by the h= field:

_alter.exanple.org. 3600 IN TXT "v=alterl; h=-~alice; pk=ed25519:..."
_alter.exanple.org. 3600 IN TXT "v=alter1; h=~bob; pk=ed25519:..."
_alter.exanple.org. 3600 IN TXT "v=alterl; h=~carol.bot;
pk=ed25519:..."

A resolver asked to verify ~bob at example.org selects the second RR
3. Full Zone (Al Three Records)

A zone operator running an org-alter instance for their own principa
handl e publishes all three records:
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_ncp. exanple.com I N TXT "v=ntpl; url=https://ncp. exanpl e. com
_org-alter.exanple.com IN TXT "v=alterl; org=Exanple Og; ..
_alter.exanple.com IN TXT "v=alterl; h=-~alice; pk=ed25519:...;
ilr=...; ts=...; rev=...; sig=..." _443. tcp.ncp.exanple.com IN
TLSA 3 1 1 <sha256- of - spki >

Toget her these expose: the MCP service endpoint and its capabilities
(_nctp); the legal entity, regulatory posture, and jurisdictiona
regions (_org-alter); the Sovereign-tier envel ope for ~alice
(_alter); and the DANE TLSA pin on the MCP endpoint. A resolver may
consune any subset according to its recognition requirenent.

4. Instrunent-Tier Handl e
An Al instrument handl e uses the ~cc- prefix:

_alter.exanple.com 3600 IN TXT ( "v=alterl; h=~cc-exanpl e-nodel;
"pk=ed25519:...; ilr=...; ts=..; rev=...; sig=...")

Instrument-tier envel opes are bound to a specific nodel version
Rot ati on of the nodel version produces a new ~cc- handle with a new
envel ope; the prior envelope renains verifiable over its active
lifetime and is revoked by the IdentityLog reveal path when the nodel
is retired.

Interoperability with vO1 and v02

A donmmi n that publishes only a vO1 _ntp.<domain> record continues to
work with all v01, v02, and v03 clients.

A dormi n that publishes _ntp.<donmai n> and _org-alter.<donmai n> (v02)
continues to work with v02 and v03 clients unchanged. vO03 clients
gain the ability to additionally query _alter.<domai n> and gracefully
handl e its absence.

A dormai n that publishes all three records benefits from

* Service discovery via _ntp.<domai n> (v01).

* (Organisational identity bootstrap via _org-alter.<donmai n> (v02)

* Individual identity recognition via _alter.<domai n> (v03).

*  DNSSEC- aut henti cat ed envel ope delivery (Section 7).

* DANE TLSA bi nding on the MCP endpoint (Section 8).

* ldentityLog-anchored envel ope lifecycle (Section 9).
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A domai n that publishes only _alter.<domain> (envel ope-only, no MCP
server, no organisational record) is permtted. This is the
appropriate configuration for a Sovereign-tier individual who w shes
to be recogni sabl e under their own zone w thout operating an MCP
server endpoint or declaring an organi sational identity.

The three records are orthogonal along their semantic axes but share
the zone’s DNSSEC trust root. A v03-conpliant resol ver that
successfully resolves any subset of the three records treats each
resol ution as independent and does not fail the resolution of one
record because another is absent or mal forned.

I mpl ement ati on Status

This section records the status of known inplenentations at the tine
of publication, per [RFC7942].

ALTER (https://truealter.com) maintains a reference inplenentation of
all three records:

* _ncp.truealter.comexercising the vOl1 field set including pk,
epoch, attest, and ext.

* org-alter.truealter.comexercising the v02 field set including
entity, regulated, ntp-policy, and bootstrap.

* _alter.truealter.comexercising the v03 envel ope field set (h, pk,
ilr, ts, rev, sig) for the operator’s Sovereign-tier handle.

* 443, tcp.ncp.truealter.com publishing a DANE-EE / SPKI / SHA-256
TLSA pin on the MCP endpoint | eaf.

* An ldentitylLog STH anchor federation with four independent w tness
surfaces (O oudflare R2 canonical, |IPFS content- addressed, two
federation mrrors, Base L2 ldentityLogAnchor contract).

* A standal one LO di scovery and recognition library (alter_discover)
that resolves all three records, validates DNSSEC | ocally, fetches
and verifies the DANE TLSA pin, cross- references the ldentitylLog
wi tness surface, and produces a structured recognition report.

* An alter: URI handler registered via xdg-nine on Linux/BSD and the
corresponding platformregistration paths on nmacGCs, Wndows, iCS
and Andr oi d.

* An onboarding w zard tool (ntp-org-alter onboard) that bootstraps
a new org-alter instance fromthe published records with no manual
data entry beyond the donai n nane.
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The reference inplenentation targets MCP specification version

2025- 11, uses streamable-http as the default transport, and treats
DNSSEC + DANE + ldentityLog as a mandatory verification chain for any
_al ter. <domai n>-derived recognition.
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Appendi x A, Recognition Pseudocode

The foll owi ng pseudocode illustrates the conbi ned recognition
procedure defined in Section 11.3. It is non-nornative; the
normative procedure is the twelve-step algorithmin the body of the
docunent and the el even-step algorithmin [ALTER- DNS- PUB] Section 8
to which it cross-references.

“** function recogni se_envel ope(handl e, zone): # Step 1-2: Query +
DNSSEC response = dns_query("_alter." + zone, type=TXT, prefer=DoH)
if not response.ad_bit and not |ocal _rrsig validate(response): raise
Unaut hent i cat edResponse

Morri son Expi res 19 Novenber 2026 [ Page 25]



I nternet-Draft MCP DNS Di scovery May 2026

# Step 3-5: Chunk reassenbly + handl e di sanbi guation + fields
records = [parse_alter_record(rr) for rr in response.rrset]

record = find(records, lanbda r: r.h == handl e)
if record is None or record.v != "alter1":

rai se Recor dNot Found
for f in["h", "pk", "ilr", "ts", "rev", "sig"]:

if not hasattr(record, f):
rai se Mal f ornmedRecord

# Step 6-7: Envel ope reconstruction + JCS
envel ope = {
"handl e": record. h,
"pubkey": record. pk,
"identitylog root": record.ilr,
"inception_ts": int(record.ts),
"revocation_hash": record.rev,
"signature_al g": "Ed25519",
"caveats": [],

}

signing_input = jcs_canonicalise(envel ope)

# Step 8: Ed25519 verify
if not ed25519 verify(record.pk, record.sig, signing input):
rai se Signaturelnvalid

# Step 9: ldentitylLog cross-ref
if not identitylog wi tness_contains(record.ilr, record.ts):
rai se WtnessM ssing

# Step 10: DANE TLSA (if establishing MCP session)
i f establishing_ntp_session(zone):
tlsa = dns_query("_443. tcp.ncp." + zone, type=TLSA)
if not tlsa _matches_endpoint(tlsa, "ncp." + zone):
rai se TLSAFail ure

# Step 11: Caveats (advisory only; bounds subsequent use)
caveats = fetch_wel |l _known_caveat s(zone, handl e)

# Step 12: Revocation

if identitylog revocation_reveal ed(record.rev):
rai se Envel opeRevoked

return VerifiedEnvel ope(record, caveats) ‘'
Appendi x B. Document Hi story

draft-norrison-ncp-dns-di scovery-03 (April 2026):
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Editorial corrections (retiring -02):

*

Renoves the third-party-domai n worked exanple used in -02 and
replaces all instances with [ RFC2606] reserved exanpl e-domain
forns; no third-party operational donain appears in any
illustrative DNS record in this revision

Strips city and locality fields fromthe author front-nmatter
bl ock, retaining only name, organisation, and email per editoria

policy.

Subst anti ve additions:

*

Adds the _alter.<domai n> Envel ope Record (Section 6).

Defines v, h, pk, ilr, ts, rev, sig fields for the new record,
mrroring the canonical envel ope fragnment pinned by
[ ALTER- DNS- PUB] .

I ntroduces a nandatory DNSSEC validation requirement for
_alter. <domai n> responses (Section 7).

I ntroduces a nandatory DANE TLSA [ RFC6698] pin on the MCP endpoi nt
(Section 8) for envel ope-triggered MCP sessions.

Adds the ldentityLog STH cross-reference requirement (Section 9),
pointing at [ALTER-STH for the |og protocol specification

Adds a provisional alter: URI schene cross-reference per [RFC7595]
(Section 10).

Adds the envel ope recognition procedure (Section 11.3), a twelve-
step algorithmthat cross-refers to the el even-step al gorithm of
[ ALTER- DNS- PUB] Section 8.

Adds | ANA registration for _alter underscore-prefixed | abe
(Section 13.1) and the independent v=alterl envel ope version
nanespace.

Adds a Signature Algorithm Registry (Section 13.8) with initial
val ue ed25519.

Adds Security Considerations for DNSSEC downgrade, TLSA pin
rotation, envel ope substitution, revocation opacity, clock skew,
cross-record key consistency, and passive-stream coupling.

Adds Privacy Considerations for public handl e disclosure, DNS
query netadata, and revocation unlinkability.
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Adds Exanpl es for mnimal envel ope, multi-handl e zone, full ALTER
zone with all three records, and Instrunment-tier handl e.

Adds | nplenmentation Status entry for the envel ope reference
i mpl ement ati on.

v0l _ntp.<domai n> and v02 _org-alter.<domain> record
specifications are incorporated by reference and renmai n unchanged.

draft-norrison-ncp-dns-di scovery-02 (April 2026):

*

Adds the _org-alter.<domain> Org-ldentity Record.

Defines org, entity, entity-type, founded, regions, regulated,
boot strap, ntp-policy, epoch, pk, attest, ext fields for the
organi sati onal record.

Adds the ldentity Bootstrap procedure.

Adds | ANA registration for _org-alter underscore-prefixed | abel.

Adds version tag v=alterl (org-alter nanespace) and registry
nanespace and franework token registries.

Adds Exanples for minimal, full, regulated (D SP), and nulti-
regul at or depl oynent s.

Adds | npl enentation Status entry for the orgalter_di scover
reference library.

v0l _ntp. <domai n> record specification is incorporated by
ref erence and remnai ns unchanged.

draft-norrison-ncp-dns-di scovery-01 (April 2026):

*

Adds ldentity Field Theory grounding for epoch and scope.
Refines security considerations for identity assurance decay.
Refi nes privacy considerations for scope as a privacy boundary.
Adds Coexi stence section with SEP-1959, AID, A2A

Adds | npl ementation Status section.

draft-norrison-ncp-dns-di scovery-00 (April 2026):

*

Initial subm ssion.
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* Defines _ntp.<domain> TXT record format w th ABNF grammar.
* Defines discovery procedure with HTTPS fal |l back.

* Defines pk, epoch, attest, scope, cap, priority, ttl, and ext
fields.

* Registers _ntp in the underscored DNS node nane registry.

Appendi x C. Normative References
(References fromv0l and v02 are retained. References added in this
revi sion: [RFC4033], [RFC4034], [RFC4035], [RFC6698], [RFC7595],
[ RFC8785], [ALTER-DNS-PUB], [ALTER-STH].)

Appendi x D. Informative References
(References fromv0l and v02 are retained. References added in this
revi sion: [RFC6962], [RFC9162], [ALTER-ERC8004], [MORRI SON-COW TS],
[ MORRI SON- PRONCUNS] . )
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