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Abst r act

Thi s docunent defines a git conmit trailer grammar for identity-
attributed contributions using the ~handle identity prinitive defined
in [MCPDNS]. The grammar binds sovereign actors, autonmated bots, and
Al instruments to specific conmts via three tier-structured trailers
(Act ed- By, Executed-By, Drafted-Wth) and three optiona

cryptographic trailers (ldentity-Signature, ldentity-Key-1d,

I dentity-Anchor). The signature is conputed with Ed25519 over the
conmit’s tree hash rather than its commt hash, preserving
attribution across rebase, cherry-pick, and squash nerge operations.
Conf ormant parsers reject cross-tier category errors (e.g., an
Instrunment-tier handle in an Acted-By slot) as nalfornmed. The
mechani smis provider-neutral, depends only on DNS [ RFC1035] and the
~handl e resolution algorithmof [MCPDNS], and requires no centra
authority or platformspecific verification service

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 19 Novenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Morri son Expi res 19 Novenber 2026 [ Page 1]



I nternet-Draft ldentity-Attributed Commits May 2026

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Cctober 9, 2026
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3.

3.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

I ntroduction
1. Problem Statenent
Modern source-control workfl ows produce conmits whose authorship is
shared between human contributors, automated bots, and Al instrunents
operating under varying degrees of delegation. The prevailing
mechani sns for attaching identity to a conmt are fragnented and
i ndividually inadequate for this mxed reality:

* *Q@t Signed-off-by [DCO .* A legal attestation of contribution

rights under the Devel oper Certificate of Oigin. It carries no
cryptographic identity proof, no tier distinction, and no
resolution to a verifiable key. A Signed-off-by: line is whatever

the conmitter types.

* *@t commt signing (git commit -S).* Cryptographically binding,
but the key nodel is provider-|ocked: GPG keys upl oaded to Gt Hub,
SSH keys uploaded to GtLab, with each platformmaintaining its
own key directory. There is no DNS-resol ved key path and no
canoni cal identity-to-key mapping.

* *Sigstore / gitsign [GTSIAN.* A keyless signing path using
short-lived certificates issued fromQDC identity tokens and
recorded in the Rekor transparency |og. The cryptography is
sound, but the identity layer is bound to the operator of the O DC
provider. Mgrating between providers re-roots identity. No tier
structure exists for non-sovereign signers.

*  *Anthropic’s Co-Aut hored-By: C aude convention
[ ANTHROPI C- COAUTHOR] . * An i nfornmal text convention for Al
attribution. It is unverifiable, ungramatical with respect to
the underlying identity layer (the nodel is not a co-author in the
sovereign sense), and offers no resolution path. Any comitter
can paste any string.

None of the above provides a provider-neutral, DNS-resolvable, tier-
structured identity binding for the hunan/bot/Al contribution mx
that has becone typical of agent-augnmented codebases
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3. 2.

Desi gn CGoal s

Thi s docunent defines a trailer grammar with the foll ow ng goals:

1.

3. 3.

*Provider-neutral.* No dependency on any specific identity
provider, certificate authority, or transparency |og operator

*DNS-resol vabl e.* Public key material is reached via the ~handl e
resolution algorithmof [MCPDNS], which itself resolves to a DNS
TXT record under the handle’s policy zone.

*Tier-structured.* Three distinct trailer slots correspond to
three distinct identity tiers: Sovereign (humans and

organi sations wi th cryptographic agency), Bot (autononous agents
under scoped del egation), and Instrunent (Al nodels and too

cl asses that |ack keys). Each slot accepts only handles fromits
corresponding tier.

*Cryptographically verifiable at the sovereign | ayer.* Sovereign
attribution is bound by an Ed25519 signature whose public key is
reachabl e from DNS wi thout prior trust establishnent.

*Cat egory-safe against msattribution.* Confornant parsers reject
cross-tier handle placenent (e.g., an Instrunent handle in an
Acted-By slot) as a structural grammar violation, not a policy
decision. Msattribution is detected at parse tine.

Scope

Thi s docunent specifies:

*

The trailer grammar in ABNF [ RFC5234].
Multiplicity, placenent, and ordering rules.
The Ed25519 signature al gorithmover the conmmit’s tree hash

Verifier behaviour for accepting, rejecting, and surfacing
attribution states.

Security considerations specific to the trailer mechani sm

Thi s docunent does NOT specify:

*

The ~handle identity primtive itself. This is defined by
[ MCPDNS] and i ncorporated here by reference.
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* The full doctrinal background of the tier taxonomny. Section 3 of
this document restates the taxonony in sufficient detail for the
spec to be standal one-readabl e.

* Sovereign key custody, derivation, and recovery. These are out of
scope for this document; inplenentations are expected to apply
st andard har dwar e- backed- key custody practice as summarised in
Section 8.

* The ldentitylLog transparency-|og nechani sm backing the optiona
Identity-Anchor trailer. A future docunent will define it.

4. Term nol ogy
4.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC2119 [ RFC8174] when, and only when, they appear in all

capital s, as shown here

4.2. Definitions

Handle A ~-prefixed identifier per [ MCPDNS]. Handles are the unit
of identity addressing in this docunent. Resolution proceeds by
extracting the policy zone fromthe handl e and querying the zone’s
_alter underscore-prefixed TXT record

Sovereign Tier Handle A handle representing a human individual or
formal organisation with direct cryptographic agency. Holds its
own private key. Can sign. Exanples: ~alice, ~exanple.com
~exanpl e- co. net .

Bot Tier Handle A handle representing an autononous agent acting
under scoped del egation froma sovereign. Holds a scoped key
whose authority is bounded by the sovereign's published del egation
policy. Can counter-sign within the del egation envel ope.

Exampl es: ~exanpl e-deps. bot, ~exanpl e-ner ge. bot .

Instrument Tier Handle A handle representing an Al nodel, API
endpoi nt, or tool class. Does NOT hold cryptographic keys.
Cannot sign. Exists as a DNS-resol vabl e descriptive |abel only,
suitable for attaching provenance netadata to a contribution
wi t hout nmaking any identity claimthat requires cryptographic
backi ng. Exanpl es: ~exanpl e-nodel -1, ~exanpl e-nodel -2, ~exanpl e-
nodel - 3.
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Tree Hash The SHA-1 (or SHA-256 in git's newer object format) hash
of a git tree object, as produced by git wite-tree against the
staged index, or equivalently by git cat-file -p <comm t>"{tree}
on an existing conmit. The tree hash is a function of the
conmmitted content and is invariant under operations that preserve
the tree (e.g., rebase, cherry-pick, squash nerge into an enpty
parent).

Tier-Slot Gammar The constraint that a given trailer name accepts
handl es only fromits corresponding tier. Cross-tier placenment is
a grammatical error, not a policy violation.

Conformant Verifier A consuner of commit trailers that inplenents
the parsing, rejection, and signature-verification rules defined
in Section 7.

5. ldentity Tier Taxonony (Informative Reference)

The trailer grammar in Section 4 partitions handles into three tiers.
This section defines the taxonomy normatively for the purposes of
this specification. Downstreamattribution grammars that reuse the
taxonony reference this docunent.

B oo e sl oo e s s
| Tier | Cryptographic | Trailer Slot | Exanples |
I | Agency I I I
[ ool oo oo ey e
| Sovereign | Holds own | Acted- By | ~alice, |
| | key, signs | | ~exanpl e.com |
| | | | ~exanpl e-co. net |
S oo oo Fom oo +
| Bot | Scoped | Executed-By: | ~exanpl e-deps. bot, |
| | del egated key | | ~exampl e-merge. bot |
R S S o e e e e oo +
| I'nstrunent | No key, no | Drafted-Wth: | ~exanpl e-nodel -1, |
| | signature | | ~exanpl e-nodel -2, |
| | | | ~exanpl e-nodel -3 |
Fomm e oo - o m e e e oo - o m e e e oo - Fom e e e e oo o +
Table 1

The tier of a given handle is determ ned by DNS netadata published
under its _alter TXT record per [MCPDNS]. |Inplenmentations MAY treat
the tier assignments above as authoritative when they correspond to
DNS- publ i shed tiers; inplenentations MIUST NOT pronote or denote a
handl e’ s tier w thout re-resolving DNS
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The key invariant is that Instrunment-tier handles cannot make
attestational clainms. An Drafted-Wth: trailer is informationa
provenance netadata, not a verifiable identity binding.

6. Trailer G ammar (Normative)
6.1. ABNF

The foll owi ng ABNF [ RFC5234] defines the syntax of each trailer
| mpl enent ati ons MUST accept exactly this grammar.

‘' acted-by-trailer = "Acted-By:" SP sovereign-handl e CRLF execut ed-
by-trailer = "Executed-By:" SP bot-handl e CRLF drafted-with-trailer =
"Drafted-Wth:" SP instrunent-handl e CRLF identity-signature =
"ldentity-Signature:" SP "ed25519:" base64url-signature CRLF

identity-key-id = "ldentity-Key-1d:" SP did-alter-uri CRLF identity-
anchor = "ldentity-Anchor:" SP "identitylog://" timestanp "Z/ sth/"
seq "#" commit-id CRLF

soverei gn-handl e = "~" handl e-| abel bot-handl e = "~" handl e-1 abel
".bot" instrunment-handle = "~" handl e-label ; tier determ ned by DNS
resol uti on per [ MCPDNS]

handl e-1abel =1 63( ALPHA/ DIGT / "-" [ " " [ "." ) did-alter-uri
= "did:alter:" sovereign-handl e "#" key-id key-id = 1_64( ALPHA /
bpa@T/ "-" [/ "_" ) base64url-signature = 86( base64url-char ) "==" ;
64- byt e Ed25519 signature, base64url-encoded base64url-char = ALPHA /
pDa@T/ "-"/ " " timestanp = date-fullyear "-" date-nonth "-" date-

mday "T" time-hour ":" tinme-mnute time-second seq = 1*DIG T
commit-id = 40HEXDI G/ 64HEXDI G ; SHA-1 or SHA-256 conmmit identifier

The term nals ALPHA, DIG@ T, HEXDIG SP, and CRLF are inported from
[ RFC5234] .

The bot-handle rule requires the .bot suffix, which nmakes the tier
syntactically distinguishable for Bot trailers. Sovereign and

I nstrument handl es share the sane surface syntax; their tier
distinction is enforced by DNS resol uti on per [ MCPDNS] and by
verifier-side rejection of cross-slot placenent (Section 7).

6.2. Pl acenent
Trailers MJUST appear in the conmit nessage footer block per the git
trailer convention [G@ T-TRAILERS]. The footer block is separated

fromthe conmt nessage body by exactly one blank line. Each trailer
occupi es one line of the footer block in the form Key: Val ue.
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A commit message that places trailers anywhere other than the footer
bl ock (e.g., interleaved with body paragraphs) is malformed under
this specification. Conformant verifiers MJST refuse to parse
trailers fromoutside the footer bl ock.

6.3. Odering
Trailers SHOULD appear in the foll owi ng canonical order:
1. Acted-By:
2. Executed- By:
3. Drafted-Wth:
4. ldentity-Signature:
5. ldentity-Key-1d:
6. ldentity-Anchor:

Verifiers MJST accept trailers in any order, but emtters SHOULD
foll ow the canonical order to support diff-based review. The
canoni cal order is also the order nost natural for a human reader:
sovereign first, then delegate, then instrunents, then proofs.

6.4. Miltiplicity Rules
The following multiplicity constraints apply to a single conmt:

* *Acted-By:* - Exactly one trailer per signed conmit. A squash-
merged comrit MAY contain nmultiple Acted-By: trail ers aggregating
the contributor handl es of the squashed conmts; this is the only
case in which nultiple Acted-By: trailers are permtted.
Verifiers MJST treat each aggregated Acted-By: as a separate
sovereign attribution that requires its own signature pair if
cryptographic verification is desired.

* *Executed-By:* - At nost one trailer per commt. A comit is
executed by at npbst one bot in a single del egation context.

* *Drafted-Wth:* - Zero or nore trailers per conmit. Milti-
instrument drafting (e.g., a conmit drafted partly with ~exanpl e-
nmodel -1 and partly with ~exanpl e-nodel -2) is permtted and
expected. Miltiple Drafted-Wth: trailers on a single commt form
an unordered set; order of appearance is not semantically
significant and verifiers MJST NOT attribute differenti al
authority to earlier-appearing entries.
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* *ldentity-Signhature: and ldentity-Key-1d:* - These two trailers
MJST appear together or not at all. An ldentity-Signature:
wi thout an ldentity-Key-1d: is malforned, and vice versa. Wen
present, they bind to the nbst recent preceding Acted-By: trailer
inthe trailer block

* *ldentity-Anchor:* - OPTIONAL in this version of the
specification. |Inplenmentations targeting Rung-3-conpliant
attribution (transparency-|og-anchored) MJST emt it; all other
i npl ementations MAY omt it. Future revisions of this docunent
may upgrade the requirenent.

7. Signature Al gorithm (Normative)

7.1. Algorithm
The signature algorithmis Ed25519 [ RFC8032], which uses SHA-512
internally and produces a 64-byte signature over an arbitrary input
message. | npl enentati ons MJUST use Ed25519 and MJST NOT use Ed25519ph
or Ed25519ctx vari ants.

7.2. Signed Payl oad

The signed payload is the raw byte representation of the conmit’s
tree hash:

* For repositories using SHA-1 git objects, the payload is the
20-byte SHA-1 tree hash

* For repositories using SHA-256 git objects, the payload is the
32-byte SHA-256 tree hash

The tree hash is obtained by git wite-tree at signing time
(operating on the staged index) or equivalently by git cat-file -p
<comm t>"{tree} on an existing commt. The hash is signed inits raw
binary form not as a hex-encoded string.

7.3. Rationale for Tree-Hash Signing

The decision to sign the tree hash rather than the commt hash is
| oad-bearing for the operational viability of the schene.
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A commit hash is a function of the conmit’'s tree, its parent conmits,
its author, its committer, its tinestanps, and its nessage -
including, recursively, any trailers in the nessage. Signing the
commit hash directly creates a chicken-and-egg problem (the trailer
woul d be part of the input to its own signature) and, nore
fundanental |y, invalidates the signature on any history-rewiting
operation: rebase, cherry-pick, squash nmerge, anmend, and filter-
branch all change the commt hash while preserving the tree.

A tree hash is a function of the coormitted content alone. It is
stabl e across rebase, cherry-pick, and squash nerge into an enpty
parent (the squash result has the sane tree as the union of the input
trees if no conflicts arose). Signhing the tree hash preserves
attribution across the full range of git workfl ows that nobdern teans
depend on, at the cost of being unable to distinguish between two
commits with the same tree but different histories.

This trade-off is acceptable: git's own nerkle structure ensures
content integrity, the parent chain is independently auditable
through git itself, and the cases in which two distinct conmts share
a tree are precisely the cases in which attribution should be
preserved (a clean rebase is the sane content by the sane author).

Where stronger anchoring is required, the optional |dentity-Anchor
trailer binds the sighature to a specific comrt-id within a
transparency |log entry, recovering conmit-level identity at the cost
of an external dependency.

7.4. Signature Format
The signature is encoded for placenent in the trailer as:
ed25519: <base64ur| - si gnat ur e>

The base64url encoding foll ows [RFC4648] Section 5 (URL- and
fil ename-safe al phabet) without |ine breaks. A 64-byte Ed25519
signature encodes to 86 base64url characters plus two = paddi ng
characters, for a total of 88 characters in the trailer value
foll owi ng the ed25519: prefi x.

7.5. Key Derivation and Rotation

Soverei gn keys are derived out-of-band; their public conponents are
publ i shed under the sovereign’s _alter DNS record per [ MCPDNS]. Key
derivation, custody, and recovery procedures are out of scope for
this docunment. This docunent treats the sovereign key as a pre-

exi sting Ed25519 keypair whose public conponent is reachable via the
DNS-resol ved path of Section 6.1
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8.

8.

8.

Key rotation is supported by the Identity-Key-1d: trailer, which
identifies which key was used to sign a given comnit. A sovereign's
DNS record MAY publish nultiple historical keys indexed by key-id,
allowing verifiers to validate older commts against the key that was
current at the tine of signing even after the sovereign has rotated
their primary signing key.

DNS Resol ution (Normative Reference)

1. Sovereign Key Resolution

The sovereign handle's public key is resolved via the [ MCPDNS]
_alter.<zone> DNS record mechanism Verifiers MJST use the
resolution algorithmspecified in [MCPDNS] to obtain the public key
corresponding to the key-id naned in the ldentity-Key-1d: trailer

Verifiers MJST require DNSSEC [ RFC4034] validation on the
_alter.<zone> | ookup when DNSSEC is available for the zone. For
zones | acki ng DNSSEC depl oynent, verifiers MAY accept the HITPS
.wel |l -known fallback resolution path defined in [ MCPDNS], provided
the TLS chain val i dates agai nst the policy domain.

2. Instrunent Metadata Resol ution

I nstrument - handl e netadata (provider, version, deprecation status,
capability profile) is resolved via the same _alter mechani sm but
the resolved record is descriptive only. Verifiers SHOULD treat

I nstrument netadata as informational provenance and MUST NOT treat
any field of an Instrunent record as an attestational claim

I nstrunment handl es cannot cryptographically sign comits; their DNS
records advertise what the nodel is, not that the commit was

aut horised by it.

Verifier Behaviour (Normative)
A conformant verifier MJUST performthe following steps in order:

1. *Parse all trailers fromthe footer block.* Trailers appearing
out side the footer bl ock MJST be ignored.
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2. *Reject cross-slot category errors.* For each trailer, resolve
the handle’'s tier per [ MCPDNS] (or, where DNS resolution is
unavail able, fall back to the syntactic tier indicators of
Section 4.1). If any handle appears in a slot other than its
tier's slot - for exanple, an Instrunment-tier handle in an Acted-
By: slot, or a Sovereign-tier handle in a Drafted-Wth: slot -
the commit is malformed and the verifier MIST reject it as a
category error. The error nessage SHOULD identify the offending
trail er by nane.

3. *Verify signatures, if present.* |f Identity-Signature: and
ldentity-Key-1d: are present, the verifier MJST:

a. Extract the key-id fromthe Identity-Key-1d: trailer. b.
Resol ve the correspondi ng public key by querying the Acted-By:
handle’s _alter record per Section 6.1. c. Conpute the commit’s
tree hash via git cat-file or an equivalent. d. Verify the
Ed25519 signature against the tree hash using the resolved public
key.

If signature verification fails, the verifier MJST mark the
commit as unverified and MUST NOT report it as having a valid
sovereign attribution.

4. *Verify the transparency anchor, if present.* If Identity-Anchor:
is present, the verifier SHOULD verify the anchor agai nst the
referenced | og according to the log’s own verification protocol
Failure to verify the anchor MJST be surfaced to the user but
MUST NOT silently downgrade the commit’s verified status.

A conformant verifier SHOULD additionally:

1. *Cache handl e-to-key resolutions.* DNS | ookups for the same
handle within a single verification pass should be perforned at
nmost once. Cache TTL SHOULD respect the DNS record TTL.

2. *Distinguish attribution states in user-facing output.* Verifiers
SHOULD present three distinct states to users:

* wverified - Acted-By: present with a valid Identity-Signature:
resolving to the published key.

* claimed - Acted-By: present without a signature, or with a
si gnat ure whose key cannot be resol ved.

* anonynous - no Acted-By: present.

Confl ating these states is a security defect.
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10.

10.

10.

Rung 2 Extension - Mde-Attributed Comrits
1. Motivation

The trailer grammar of Section 4 attributes each conmmit to individua
identities: one or nore Sovereign actors, at nost one Bot, zero or
more Instrunents. A class of contributions falls outside this nodel.
Joint mani festations produced by a node - a bounded, DNS-addressabl e
composi tion of Sovereigns operating under declared threshold consent
- are not authored by any single ~handle. Exanples include pair-
programm ng comits where two Sovereigns contributed

i ndi stingui shably, working-group decisions ratified by a quorum Al-
majority outputs produced by a node whose signing authority is
defined at the nmode | evel rather than at any nenber’s |evel, and
cross-organi sation commts ratified jointly by two or nore nodes.

Rung 1 of this specification has no surface for such attributions. A
conmitter nust either pick one nmenmber arbitrarily as Acted-By:, which
m sattributes, or omt Acted-By: entirely, which drops the commit to
the clained state. Rung 2 closes this gap by adding a new trailer

cl ass, Acted-By-Mde:, whose value is a node handl e and whose
semantics are threshol d-attestational rather than individual -
attestational

2. Trailer: Acted-By-Mde
The foll owi ng ABNF extends Section 4.1

act ed- by-node-trail er = "Acted-By-Mde:" SP node-handl e CRLF node-
handle = "~" org-label "." handl e-1abel org-label = 1*63( ALPHA /
u G T / II_II / II_II )

The node- handl e production is syntactically distinct fromthe
Sovereign, Bot, and Instrument handl es of Section 4.1 by the required
two-1 abel form ~<org>.<handle>.  The organi sational prefix nanes the
hosting zone of the node; the inner |abel nanes the node within that
zone. A node handl e MJST NOT bear the .bot suffix, and MJST NOT be a
bare singl e-label Sovereign handl e.
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10.

10.

The semantics of Acted-By-Mde: are threshold-attestational: the
trailer asserts that the comrmit was authored under the conpositiona
consent standing of the named node, not under the signing authority
of any single nenber. A commt MAY carry both an individual Acted-
By: trailer (nam ng the Soverei gn who physically perforned the commt
operation) and an Acted-By-Mde: trailer (naming the nbde under whose
standing the work was performed); the conbination attests "nmenber M
committed on behalf of nmode O under conpositional consent”. A commt
MJST be permtted to carry Acted-By-Mde: as its sole Acted-By-*
trailer class when the work is purely node-coupled and no single
Sovereign clainms primary authorship.

3. Tier Resolution

Rung 1 uses the syntactic tier heuristics of Section 4.1 (the .bot
suffix; the provider-prefix convention for Instrunment handl es) for
verifier dispatch. Rung 2 replaces these heuristics with DNS-based
tier resolution against the handle's _alter.<zone> TXT record per

[ MCPDNS] .

A node handl e MJST resolve to an _alter record whose capability
decl aration includes cap=node (or an equival ent capability token
established in a future revision of [MCPDNS]). The node record
carries, at mininmm

* type=node - asserts node-tier classification

* threshol d=<nunp/ <den> - declares the signing threshold required
for the node to attest to a commit (for exanmple, threshol d=2/3
requires two of three nenber signatures).

*  menbers=<uri> - a reference to the node’s nenber attestation
keylist, itself a DNS-published or HTTPS-resol ved JSON docunent
listing nmenber Sovereign handles and their currently-valid
si gni ng-key identifiers.

Verifiers MJUST resolve the node record via DNSSEC where avail abl e and
MUST fall back to the HTTPS .well-known path of [ MCPDNS] only under
the sane conditions that apply to Sovereign key resolution in

Section 6. 1.

4. Verification

Section 7 is extended for Rung 2 as follows. For each Acted-By-Mde:
trailer on a coomit, a conformant Rung 2 verifier MJST:

1. Resolve the node handl e per Section N. 3 above.

Morri son Expi res 19 Novenber 2026 [ Page 15]



I nternet-Draft ldentity-Attributed Commits May 2026

10.

10.

10.

2. Fetch the threshold-attestation netadata (threshold, nenbers).

3. Enunerate the menber signatures present on the commt - that is,
the set of ldentity-Signature: trailers whose correspondi ng
Identity-Key-1d: binds to a Sovereign handle listed in the node’'s
menmber keyli st.

4. Verify that the count of valid nenber signatures satisfies the
decl ared threshol d.

Under the Rung 2 hard-gate profile, a commt bearing Acted-By-Mde
whose nenber signhature set does not satisfy the declared threshold
MUST be nmarked unverified. Under the Rung 2 warn-only profile (the
rollout default), verification is linmted to parse-only and sl ot-
category correctness; threshold satisfaction is surfaced as

i nformati onal but does not downgrade the commt’'s verified status.

5. Slot Exclusivity

Act ed- By- Mode: accepts node-tier handles ONLY. Verifiers MJST reject
Sovereign, Bot, and Instrument handl es appearing in this slot as
cross-slot category errors per the rules of Section 7, Step 2. The
exi sting Acted-By: slot continues to accept Sovereign handl es ONLY,
regardl ess of whether an Acted-By-Mde: is also present.

6. Interaction wth Co-Authored- By

The Co- Aut hor ed-By: convention of [ ANTHROPI C- COAUTHOR] and the

equi valent GtHub commits-U trailer remain unchanged by this
extension. Conmits bearing Acted-By-Mde: SHOULD i ncl ude a Co-

Aut hored-By: |ine rendering the node handl e in human-readabl e form
so that the authoring node is visible in conmt-U surfaces that do
not parse the identity trailer grammar natively.

7. Rung 2 Roll out

Rung 2 MUST be deployed in two sub-phases. In the parse-only sub-
phase, conformant hooks and verifiers accept and recogni se the Acted-
By- Mode: trailer, enforce slot-exclusivity per Section N. 5, and
surface nmenber signature counts informationally. They do NOT enforce
the threshold. The parse-only sub-phase is permtted before the
_alter. resolver has shipped in the referenced backend

i mpl ement ati on.

Morri son Expi res 19 Novenber 2026 [ Page 16]



I nternet-Draft ldentity-Attributed Commits May 2026

11.

11.

11.

11.

In the signature-verification sub-phase, verifiers additionally
enforce that the nenber signature set satisfies the node’s decl ared
threshold. The signature-verification sub-phase MJST NOT be enabl ed
before the _alter. resolver is in production and the node record
scherma of Section N.3 is stable.

Security Considerations
1. Sovereign Key Conprom se

If a sovereign's signing key is conprom sed, the sovereign rotates
the key and publishes the new key under a new key-id in their _alter
record. The previous key SHOULD remai n published as a historica
record so that conmmts signed during its validity period continue to
verify. Sovereigns SHOULD al so publish revocation netadata

di stingui shing keys that were rotated for hygi ene fromkeys that were
rotated due to conpromise; verifiers encountering a conpronmni se-
revoked key SHOULD warn the operator that any comit signed by that
key is suspect even if the signature still validates mathematically.

2. Instrunment Handl e Spoofing

Because I nstrunment handl es cannot sign, the Drafted-Wth: trailer is
an unverified provenance claim A malicious comritter can al ways
paste Drafted-Wth: ~exanple-nodel-1 into a conmit they hand-wote.
I mpl enentati ons MJUST treat Instrument attribution as informational,
not attestational, and MJUST NOT extend trust decisions on the basis
of an Instrument trailer alone. This is explicit by design: the
Instrument tier is a docunmentation mechanism not an attestation
mechani sm  The protection against Instrunment-trailer abuse is the
soverei gn signature on Acted-By:, which binds a real cryptographic
identity to the overall commit and to the committer’s clai mabout
what tool s they used.

3. DNS Poi soni ng

A successful DNS poi soning attack against the _alter.<zone> zone
could redirect verifiers to a substitute public key under the
attacker’s control. This risk is mtigated by:

* DNSSEC val i dati on when available. Verifiers SHOULD require DNSSEC
on the policy zone and MAY refuse to verify against an unsigned
zone.

* The HITPS .well-known fallback path defined in [ MCPDNS], which
term nates the trust chain at the TLS certificate of the policy
domai n.
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11.

11.

* Independent transparency-log anchoring via the optional ldentity-
Anchor: trailer, which provides a second source of truth that is
unaf f ect ed by DNS poi soni ng.

4. Tree-Hash Collision

Most git repositories currently use SHA-1 for tree hashing. SHA-1 is
crypt ographi cally weakened (SHAttered, 2017) for collision

resi stance, and tree-hash signing inherits that weakness.

I npl enent ati ons operating in high-assurance contexts SHOULD nigrate
to SHA-256 git objects, which use SHA-256 for the tree hash and
elimnate the SHA-1 weakness. Until such migration is conplete,
verifiers SHOULD record both the tree hash and the conmit hash in any
|l ocal audit log so that any future SHA-1 collision attack agai nst the
verifier’'s history is detectable ex post.

5. Squash-Merge Trail er Aggregation Race

The aggregation of contributor Acted-By: trailers into a squash-
merged comrit is an inplenentation responsibility of the hosting
platformor nerge tool. |If aggregation is skipped or fails silently,
the trailers fromindividual contributor conmmits are lost, and the
merge conmit appears to have a single sovereign when it actually had
several . |Inplenmentations perform ng squash nmerges MJST validate that
contributor trailers have been aggregated before conpleting the
merge, and SHOULD refuse to conplete a squash that |oses trailer
attribution. This is an inplenentation concern, not a protocol -1l evel
issue, but it is listed here because the operational consequence of a
mssing trailer is a silent loss of attribution

6. Key Custody at the Conmit-Signing Boundary

The pre-commit hook (or anal ogous integration point) that invokes the
signing operation is a trust-sensitive boundary: the hook runs in the
unprivil eged devel oper process and may have access to the sovereign's
private key. Inplenentations SHOULD route signing through a
privileged hel per - for exanple, a unix donain socket exposed by a
dedi cat ed signing daenon, or a hardware authenticator using WebAut hn
PRF - rather than reading the private key directly from unprivil eged
process nenory. Direct key handling in the devel oper process is
acceptabl e for prototyping but MJUST NOT be relied upon in production
depl oynents where commit attribution carries weight.
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7. Negative-Attribution R sk

A committer may deliberately omt the Drafted-Wth: trailer to
conceal Al-instrunent involvenent in a contribution. This is
detectabl e only by out-of-band evidence and is not addressable at the
protocol layer. Were Al-disclosure obligations exist (for exanple,
in regul ated software devel opment contexts), they SHOULD be enforced
at the policy layer with this protocol providing the truthful path
for honest committers, not the verification path for di shonest ones.

I ANA Consi derations
1. Gt Trailer Nane Registration
At the time of witing, | ANA does not maintain a registry of git
commit trailer nanes. |If such a registry is established, this
docunent requests registration of the following trailer names with
reference to this specification:
* Act ed- By
*  Execut ed- By
* Drafted-Wth
* ldentity-Signature
* |dentity-Key-Id
* |dentity-Anchor
Until a formal registry exists, this docunment reconmmends that
i npl ementers coordinate via the ALTER di scovery comunity and treat
the trailer names defined here as reserved for the identity-
attributed commt grammar.
2. URl Schene Dependencies
Thi s docunent depends on the did:alter: URl schene via the ldentity-
Key-1d: trailer. The alter: URl schenme is the subject of | ANA

considerations in [ MCPDNS]; this docunent does not separately
register it.
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13.

The identitylog:// URl schene used by the optional Identity-Anchor:
trailer is reserved by this docunent for future registration when a
normative ldentitylLog specification is published. Inplenentations
encountering identitylog:// URI's without a registered scheme MJUST
treat the anchor as an opaque reference and SHOULD NOT attenpt

resol ution.

3. No O her | ANA Actions
Thi s docunent requests no other | ANA actions.
Rel ati onship to Existing Standards

The trailer grammar defined here is intended to coexist with prior
commit-attributi on nechanisns rather than to replace them

[ s s, e e e e e e e s s s s s s s
| Mechani sm | Purpose | Coexistence with this |
I I | spec I
| Gt Signed-off-by | Legal | Orthogonal. A commt |
| [DCO | attestation of | MAY carry both a |
| | contribution | Signed-off-by: and an |
| | rights | Acted-By: trailer. |
| | | They answer different |
| | | questions. |
T o e e e oo S +
| Gt commt signing | Cryptographic | Othogonal. A commit |
| (git commit -S) | identity via | MAY be both GPG signed |
| | GPE SSH key | and Act ed- By-si gnhed. |
| | directories | Verifiers handl e each |
| | | path independently. |
T o e e e oo S +
| Sigstore / gitsign | Keyl ess | Architecturally |
| [ATSIGAN | cryptographic | adjacent. Different |
| | identity via | identity provider nodel |
| | ODC | (ODC + Rekor vs DNS- |
| | | resolved DID + |
| | | IdentitylLog). My |
| | | coexist. |
g o e e e oo o m e e e aa oo s +
| Anthropic Co- | I'nformal Al co- | Superseded for Al |
| Authored-By: Caude | authorship | attribution by Drafted- |
| [ ANTHROPI C- COQAUTHOR] | convention | Wth: (Instrunent |
| | | tier). [Inplenentations |
| | | MAY emit both during a |
| | | transition wi ndow. |
g o e e oo o e e e e e e e e oo s +
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15.

15.

Li nux ker nel
Assi st ed- by [ LI NUX-

Di scl osure-only
attribution of

Architecturally
adj acent and

I I I I
I I I I
| Al-ASSI ST] | Al assistance | conpl enentary. |
| | in kernel | Assisted-by: discloses |
| | contributions; | Al involvenent in |
| | legal liability | prose-readable form |
| | remains with a | Drafted-Wth: binds the |
| | human via DCO | same involvenent to a |
| | (Signed-off-by) | DNS-resol vabl e |
| | | I'nstrunent ~handle with |
| | | machi ne-verifiable |
| | | netadata. Both MAY |
| | | appear on the sane |
| | | coomit. Bidirectional |
| | | mapping and a canonical |
| | | emission pattern are |
| | | defined in Appendix A |
g o e e oo o e e e e e e e e oo s +

Table 2

The Instrunent tier is novel to this specification and has no
anal ogue in any existing mechanism Sigstore identifies signers; the
DCO attests to legal rights; the Anthropic convention is a plain-text
mar ker. None expresses the structural distinction between a
sovereign actor, a delegated bot, and a non-signing instrunent. This
distinction is the | oad-bearing contribution of the present docunent.
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16. Appendix A Interoperability with Linux Kernel Assisted-by Policy
16.1. A 1. Scope

The Li nux kernel project has adopted a formal policy for Al-assisted
contributions in Docurmentation/process/codi ng-assi stants. rst [LINUX-
Al - ASSI ST]. The policy reserves the DCO Signed-off-by: trailer to
human devel opers excl usively and introduces a disclosure trailer,
Assi sted-by:, to docunent Al involvenent. Because the kernel is the
nmost wi dely depl oyed code review culture in the world, its
conventions set a de facto normfor Al-attribution in free and open
source contributions nore broadly.

Thi s Appendi x defines how i npl enentati ons of the present
specification SHOULD i nteroperate with the Li nux kernel Assisted-by:
trailer. Both mechanisms are di scl osure nmechani snms for Al

i nvol venent and MAY coexi st on the same commit. They are not

substi tutes.

16.2. A 2. Format Conparison
The Li nux kernel Assisted-by: trailer has the shape:
Assi st ed- by: AGENT_NAME: MODEL_VERSI ON [ TOCOL1] [ TOOL2]

AGENT_NAME i s a human-readabl e vendor or product |abel (e.g.
"Claude", "Copilot"). MODEL VERSION is a human-readabl e version
string (e.g. "opus-4-6", "3.5-Sonnet"). The bracketed tokens are
zero or nore specialised analysis utilities enployed during the Al-
assi sted authoring process (e.g. "coccinelle", "sparse", "smatch",
"clang-tidy"). Standard devel oper tools such as git, gcc, and make
are excluded by policy.

The trailer defined in Section 4 of this docunent has the shape:
Drafted-Wth: ~<instrunent-handl e>

~<instrument-handle> is an Instrunment-tier ~handle (Section 3) that
resolves via DNS (Section 6.2) to machi ne-readabl e net adat a

describing the Al instrument, including a structured vendor, nodel,
and tool manifest.
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16.3. A 3. Mpping: Drafted-Wth -> Assisted-by

An inmplenentation that emts both trailers MAY derive the Assisted-
by: value fromDrafted-Wth: as foll ows.

1. Resolve ~<instrunent-handl e> via the DNS TXT record at
_instrument. <domai n> as defined in Section 6.2. The record
SHOULD i nclude at minimmthe fields vendor, nodel, and tools (an
ordered list).

2. Format the Assisted-by: val ue as:

Assi st ed- by: <vendor >: <nodel > [tool 1] [t ool 2]

wher e <vendor > and <npdel > are taken verbatimfromthe resol ved
DNS TXT record and each [toolN] is drawn fromthe tools list.

3. If the tools list is enpty, the bracketed suffix is onmitted.

4. 1 npl enentati ons MJST NOT include standard devel oper tools (such
as git, gcc, or make) in the tools field of the Instrunent
nmet adata record. This exclusion is a policy alignment with
[ LI NUX- Al - ASSI ST] and is enforced at the netadata-publication
boundary, not at the verifier

Example. G ven an Instrument DNS TXT record for ~exanpl e-nodel -1
that resol ves to:

vendor =Exanpl eVendor ; nodel =exanpl e- nodel - 1; t ool s=MCP
the emtted trailer pair is:

Drafted-Wth: ~exanpl e-nodel -1 Assisted-by: Exanpl eVendor: exanpl e-
nodel -1 [ MCP]

16.4. A 4. Mapping: Assisted-by -> Drafted-Wth
The reverse mapping (froma Assisted-by: trailer to an | nstrunent
~handl e) is NOT generally conmputable wi thout additional information,

because the Assisted-by: fornat does not carry a DNS-resol vabl e
identifier. Two degraded nodes are avail abl e.
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Mode 1 (canonical registry). A verifier MAY maintain a | ocal vendor-
to-handl e canonicalisation table (e.g. Anthropic -> namespace prefix
~cc-, wWith nodel-string rules). Wen the AGENT_NAME: MODEL_VERSI ON
tupl e resol ves under such a table, the verifier MAY treat the
canoni cal i sed ~handl e as an inferred Instrunent binding. No
normative canonicalisation table is specified here; a conpani on

i nformati onal docunment may define one if and when community practice
conver ges

Mode 2 (informational only). Wen no canonical napping exists, the
verifier MJIST treat Assisted-by: as prose-level disclosure only. 1In
particular, the verifier MJUST NOT pronote the comrit to any trust
tier on the basis of Assisted-by: alone, and MJUST NOT treat the
AGENT_NAME: MODEL_VERSI ON tupl e as an authenticated assertion.

I mpl enentati ons of this specification SHOULD prefer em ssion of both

trailers at authoring tine over reverse napping at verification tine,
because aut horing-side enission preserves the DNS-resol vabl e net adat a
that the reverse napping | oses.

16.5. A 5. DCO and Acted-By: Liability Boundary

The Linux kernel policy reserves Signed-off-by: to human devel opers
on the grounds that only a human can legally certify DCO conpliance.
The present specification’s Acted-By: trailer is simlarly reserved
to Sovereign-tier ~handl e bindings (Section 3), which are hunman-bound
in the trust nmodel this specification is built on

Si gned-of f-by: and Acted-By: are therefore conpl enentary, not
r edundant :

* Signed-off-by: is a legal attestation bound to an email identity.
It is evaluated by human revi ewers against the DCO text and is not
cryptographically verifiable at commt tine.

* Acted-By: is a cryptographic identity binding rooted in DNS and a
sovereign key (Sections 5 and 6). It is evaluated by verifier
sof tware and produces a machi ne-verifiable result independent of
DCO eval uati on

Neither trailer supersedes the other. Contributors to projects that
requi re DCO conpliance (such as the Linux kernel) MJST continue to
provi de Signed-off-by:. Contributors who al so operate within the
ALTER identity framework SHOULD additionally provide Acted-By:
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16.

16.

17.

6. A 6. Recommended Em ssion Pattern

A contributor operating on both stacks is RECOMVENDED to enit the
followi ng trailer block:

Si gned- of f-by: <Full Nane> <emmil > Acted-By: ~<sovereign-handl e>
Assi st ed- by: <vendor>: <nodel > [tool 1] [tool2] ... Drafted-Wth:
~<i nstrument - handl e> I dentity-Si gnature: ed25519: <base64url| >
ldentity-Key-1d: did:alter:~<sovereign-handl e>#key-<yyyy- mp

Verifiers of either specification handle each line independently. A
verifier that only understands the DCO nodel (such as a kerne

mai ntainer tree) will evaluate Signed-off-by: and Assisted-by: and
ignore the remaining trailers. A verifier that inplenments the
present specification will evaluate Acted-By:, Drafted-Wth:, and the
Identity-* trailers and ignore the kernel-specific trailers. Neither
verifier fails closed on the presence of the other’'s trailers.

7. A 7. Roundtripping Concerns

The Assisted-by: format does not preserve full Instrunent DNS

nmet adata (notably the DID key identifier and any rotation
fingerprint). Inplenentations performng archival or mrroring MJST
NOT attenpt to reconstruct Drafted-Wth: from Assisted-by: in a way
that loses fidelity; the original Drafted-Wth: trailer, if present,
MJST be preserved verbatim

8 A8 (Open ltens

The following itens are out of scope for the present docunent and are
candi dates for a followup Informational draft:

* A canonical vendor-to-~handle registry, with rules for conflict
resol ution across conpeting canonicalisations.

* Normative handling of Assisted-by: trailers whose
AGENT_NAME: MODEL_VERSI ON tupl e contai ns characters outside the
Instrument-tier handl e grammar (Section 3).

* Extension of the Linux kernel exclusion rule (forbidding git, gcc,
make in Assisted-by:) to the Instrunment tools field as a normative
requi renent rather than a metadata-publisher policy.

Aut hor’ s Addr ess
Bl ake Morrison Alter Meridian Pty Ltd

Emai |l : blake@ruealter.com URI: https://truealter.com

Morri son Expi res 19 Novenber 2026 [ Page 26]



I nternet-Draft ldentity-Attributed Commits May 2026

18. References
18. 1. Nor mat i ve Ref erences

[ RFC1035] Mockapetris, P., "Domain nanmes - inplenentation and
specification", STD 13, RFC 1035, DA 10.17487/RFC1035,
Novenber 1987, <https://wwwrfc-editor.org/info/rfcl035>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC4034] Arends, R, Austein, R, Larson, M, Massey, D., and S.
Rose, "Resource Records for the DNS Security Extensions",
RFC 4034, DA 10. 17487/ RFC4034, March 2005,
<https://www. rfc-editor.org/info/rfc4034>.

[ RFC4648] Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, DO 10.17487/ RFC4648, Cctober 2006,
<https://www.rfc-editor.org/info/rfc4648>.

[ RFC5234] Crocker, D., Ed. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234,
DA 10.17487/ RFC5234, January 2008,
<https://ww.rfc-editor.org/info/rfc5234>.

[ RFC8032] Josefsson, S. and |. Liusvaara, "Edwards-Curve Digital
Signature Algorithm (EJDSA)", RFC 8032,
DA 10. 17487/ RFC8032, January 2017,
<https://ww.rfc-editor.org/info/rfc8032>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/info/rfc8174>.

[ RFC8552] Crocker, D., "Scoped Interpretation of DNS Resource
Records through "Underscored" Nam ng of Attribute Leaves",
BCP 222, RFC 8552, DA 10.17487/ RFC8552, March 2019,
<https://ww.rfc-editor.org/info/rfc8552>.

[ RFC8785] Rundgren, A., Jordan, B., and S. Erdtman, "JSON
Canoni cal i zati on Schenme (JCS)", RFC 8785,
DA 10.17487/ RFC8785, June 2020,
<https://www.rfc-editor.org/info/rfc8785>.

Morri son Expi res 19 Novenber 2026 [ Page 27]



I nternet-Draft ldentity-Attributed Commits May 2026

[ MCPDNS] Morrison, B., "Discovery of Mdel Context Protocol Servers
via DNS TXT Records", 2026,
<https://datatracker.ietf.org/doc/draft-norrison-ncp-dns-
di scovery/ >.

18.2. Infornmtive References

[ RFC7942] Sheffer, Y. and A Farrel, "Inproving Awareness of Running
Code: The Inpl enentation Status Section", BCP 205,
RFC 7942, DA 10. 17487/ RFC7942, July 2016,
<https://www. rfc-editor.org/info/rfc7942>.

[ SIGSTORE] "Sigstore: Software Signing for Everybody", 2022,
<https://wwv. si gstore. dev/>.

[@TSIG "gitsign: Keyless Gt Signing", 2023,
<https://docs. sigstore. dev/ cosi gn/signing/gitsign/>.

[ DCTO "Devel oper Certificate of Origin vi.1", 2004,
<https://devel opercertificate. org/>.

[ A T- TRAI LERS]
"git-interpret-trailers(1)", n.d.,
<https://git-scmcomdocs/git-interpret-trailers>.

[ ANTHROPI C- COAUTHOR]
Ant hr opi ¢, "Co-Aut hored-By: C aude - convention for Al-
assi sted commits", 2025,
<https://docs. ant hropi c. cont cl aude/ docs/ co- aut hor ed- by-
conventi on>.

[ MORRI SON- | FT]
Morrison, B., "ldentity Field Theory: Toward a Physics of
Bei ng Known", 2026,
<https://doi.org/10. 6084/ nD. figshare. 31951383>.

Aut hor’ s Addr ess
Bl ake Morri son

Alter Meridian Pty Ltd
Emai |l : bl ake@rueal ter.com

Morri son Expi res 19 Novenber 2026 [ Page 28]



