Net wor k Wor ki ng G oup B. Morrison
I nternet-Draft Alter Meridian Pty Ltd
I ntended status: Informational April 2026
Expires: 13 Cctober 2026

Identity-Attributed Gt Conmits via Tier-Structured Trailers
draft-norrison-identity-attributed-comits-00

Abst r act

Thi s docunent defines a git conmit trailer grammar for identity-
attributed contributions using the ~handle identity prinitive defined
in [MCPDNS]. The grammar binds sovereign actors, autonmated bots, and
Al instruments to specific conmts via three tier-structured trailers
(Act ed- By, Executed-By, Drafted-Wth) and three optiona

cryptographic trailers (ldentity-Signature, ldentity-Key-1d,

I dentity-Anchor). The signature is conputed with Ed25519 over the
conmit’s tree hash rather than its commt hash, preserving
attribution across rebase, cherry-pick, and squash nerge operations.
Conf ormant parsers reject cross-tier category errors (e.g., an
Instrunment-tier handle in an Acted-By slot) as nalfornmed. The
mechani smis provider-neutral, depends only on DNS [ RFC1035] and the
~handl e resolution algorithmof [MCPDNS], and requires no centra
authority or platformspecific verification service

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 3 Cctober 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Cctober 9, 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

I nt roduction
1. Problem Statenment

Modern source-control workfl ows produce conmits whose authorship is
shared between human contributors, automated bots, and Al instrunments
operating under varying degrees of delegation. The prevailing
mechani sms for attaching identity to a conmt are fragnented and

i ndividually inadequate for this mxed reality:
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*A@t Signed-off-by [DCO.* A legal attestation of contribution

rights under the Devel oper Certificate of Oigin. It carries no
cryptographic identity proof, no tier distinction, and no
resolution to a verifiable key. A Signed-off-by: line is whatever

the conmitter types.

*Gt conmit signing (git conmit -S).* Cryptographically binding,
but the key nodel is provider-|ocked: GPG keys upl oaded to Gt Hub,
SSH keys upl oaded to GtLab, with each platformmaintaining its
own key directory. There is no DNS-resol ved key path and no
canoni cal identity-to-key mapping.

*Sigstore / gitsign [ATSIGY.* A keyless signing path using
short-lived certificates issued fromQODC identity tokens and
recorded in the Rekor transparency |og. The cryptography is

sound, but the identity layer is bound to the operator of the O DC
provider. Mgrating between providers re-roots identity. No tier
structure exists for non-sovereign signers.

*Ant hropi ¢’ s Co- Aut hored-By: C aude conventi on

[ ANTHROPI G- CQAUTHOR] . * An informal text convention for Al
attribution. It is unverifiable, ungrammatical with respect to
the underlying identity |ayer (the nodel is not a co-author in the
sovereign sense), and offers no resolution path. Any comitter
can paste any string.

None of the above provides a provider-neutral, DNS-resolvable, tier-
structured identity binding for the human/bot/Al contribution mx
that has becone typical of agent-augnented codebases

3. 2.

Desi gn CGoal s

Thi s docunent defines a trailer grammar with the foll owi ng goals:

1.

*Provider-neutral .* No dependency on any specific identity
provider, certificate authority, or transparency |og operator

*DNS-resol vabl e.* Public key material is reached via the ~handl e
resolution algorithmof [MCPDNS], which itself resolves to a DNS
TXT record under the handle’s policy zone.

*Tier-structured.* Three distinct trailer slots correspond to
three distinct identity tiers: Sovereign (humans and

organi sations wi th cryptographic agency), Bot (autononous agents
under scoped del egation), and Instrunent (Al nodels and too
classes that |ack keys). Each slot accepts only handles fromits
corresponding tier.
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4. *Cryptographically verifiable at the sovereign layer.* Sovereign
attribution is bound by an Ed25519 signature whose public key is
reachabl e from DNS wi thout prior trust establishnent.

5. *Category-safe against msattribution.* Conformant parsers reject
cross-tier handle placenent (e.g., an Instrunment handle in an
Acted-By slot) as a structural grammar violation, not a policy
decision. Msattribution is detected at parse tine.

3.3. Scope

Thi s docunent specifies:

* The trailer grammar in ABNF [ RFC5234].

* Miltiplicity, placenent, and ordering rules.

* The Ed25519 signature algorithmover the conmit’s tree hash

* Verifier behaviour for accepting, rejecting, and surfacing
attribution states.

* Security considerations specific to the trailer nechani sm
Thi s docunent does NOT specify:

* The ~handle identity primtive itself. This is defined by
[ MCPDNS] and i ncorporated here by reference.

* The full normative tier taxonomy. This is maintained as an
internal ALTER doctrine in [ALTER-DID8]. Section 3 of this
docunent restates the taxonomy briefly so the spec is standal one-
readabl e.

* Sovereignh key custody, derivation, and recovery. These are
addressed by [ ALTER- KEY- CUSTODY] .

* The ldentitylLog transparency-log mechani sm backi ng the optiona
ldentity-Anchor trailer. A future docunent will define it.

4. Term nol ogy
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4.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC2119 [RFC8174] when, and only when, they appear in all

capitals, as shown here

4. 2. Definitions

Handle A ~-prefixed identifier per [ MCPDNS]. Handles are the unit
of identity addressing in this docunent. Resolution proceeds by
extracting the policy zone fromthe handl e and querying the zone's
_alter underscore-prefixed TXT record

Sovereign Tier Handle A handle representing a hunman individual or
formal organisation with direct cryptographic agency. Holds its
own private key. Can sign. Exanples: ~blake, ~truealter.com
~ant hr opi c. com

Bot Tier Handle A handle representing an autononous agent acting
under scoped del egation froma sovereign. Holds a scoped key
whose authority is bounded by the sovereign's published del egation
policy. Can counter-sign within the del egati on envel ope.

Exanpl es: ~dependabot . bot, ~github. merge. bot .

Instrument Tier Handle A handle representing an Al nodel, API
endpoint, or tool class. Does NOT hold cryptographic keys.
Cannot sign. Exists as a DNS-resol vabl e descriptive |abel only,
suitable for attaching provenance netadata to a contribution
wi t hout naking any identity claimthat requires cryptographic
backi ng. Examples: ~cc-opus-4.6, ~gpt-5-turbo, ~gemni-ultra-2

Tree Hash The SHA-1 (or SHA-256 in git's newer object format) hash
of a git tree object, as produced by git wite-tree agai nst the
staged index, or equivalently by git cat-file -p <commi t>"{tree}
on an existing commt. The tree hash is a function of the
committed content and is invariant under operations that preserve
the tree (e.g., rebase, cherry-pick, squash nerge into an enpty
parent).

Tier-Slot Gcammar The constraint that a given trailer nanme accepts
handl es only fromits corresponding tier. Cross-tier placenment is
a grammatical error, not a policy violation

Conformant Verifier A consuner of commt trailers that inplenents

the parsing, rejection, and signature-verification rules defined
in Section 7.
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5.

6.

6.

Identity Tier Taxonony (Informative Reference)

The trailer grammar in Section 4 partitions handles into three tiers.
The normative reference for the tier taxonony is the internal ALTER
doctrine [ALTER-DID8]. This section restates the taxonony briefly so
thi s docunent is standal one-readabl e.

[ sl el s s el
| Tier | Cryptographic | Trailer Slot | Exanples |
| | Agency | | |
[ el s e e e e e e
| Sovereign | Holds own | Acted- By | ~bl ake, |
| | key, signs | | ~truealter.com |
| | | | ~anthropic.com |
Fommm e e e e oo Fommm e e e e e e oo Fommm e e e e e e oo e e e e e e e e oo +
| Bot | Scoped | Executed-By: | ~dependabot.bot, |
| | del egated key | | ~github. merge. bot |
e o o s +
| I'nstrunent | No key, no | Drafted-Wth: | ~cc-opus-4.6, |
| | signature | | ~gpt-5-turbo, |
| | | | ~gemni-ultra-2 |
S s s s +
Table 1

The tier of a given handle is determ ned by DNS netadata published
under its _alter TXT record per [MCPDNS]. |Inplenentations MAY treat
the tier assignnments above as authoritative when they correspond to
DNS- publ i shed tiers; inplenentations MIJST NOT pronote or denpte a
handl e’ s tier w thout re-resolving DNS.

The key invariant is that Instrunment-tier handl es cannot make
attestational clainms. An Drafted-Wth: trailer is informational
provenance netadata, not a verifiable identity binding.

Trailer Grammar (Normative)

1. ABNF

The foll owi ng ABNF [ RFC5234] defines the syntax of each trailer.
| mpl enent ati ons MJUST accept exactly this grammar.
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‘*' acted-by-trailer = "Acted-By:" SP sovereign-handl e CRLF execut ed-
by-trailer = "Executed-By:" SP bot-handl e CRLF drafted-with-trailer =
"Drafted-Wth:" SP instrunment-handl e CRLF identity-signature =
"ldentity-Signature:" SP "ed25519:" base64url-signature CRLF
identity-key-id = "ldentity-Key-1d:" SP did-alter-uri CRLF identity-
anchor = "ldentity-Anchor:" SP "identitylog://" timestanp "Z/ sth/"
seq "#" commit-id CRLF

soverei gn-handl e = "~" handl e-| abel bot-handl e = "~" handl e-1 abel
".bot" instrunment-handle = "~" handl e-label ; tier determ ned by DNS
resol uti on per [ MCPDNS]

handl e-1 abel = 1_63( ALPHA/ DIGT / "-" [ " " [ "." ) did-alter-uri
= "did:alter:" sovereign-handle "#" key-id key-id = 1_64( ALPHA /

bpDa@Tt/ "-" [/ "_" ) base64url-signature = 86( base64url-char ) "==" ;
64- byt e Ed25519 signature, base64url-encoded base64url-char = ALPHA /
pgagTt/ "-"/ " " timestanp = date-fullyear "-" date-nonth "-" date-

mday "T" time-hour time-mnute ":" time-second seq = 1*DIGAT
commit-id = 40HEXDI G/ 64HEXDI G ; SHA-1 or SHA-256 commit identifier

The termnals ALPHA, DIG@ T, HEXDIG SP, and CRLF are inported from
[ RFC5234] .

The bot-handle rule requires the .bot suffix, which nmakes the tier
syntactically distinguishable for Bot trailers. Sovereign and

I nstrument handl es share the sane surface syntax; their tier
distinction is enforced by DNS resol ution per [ MCPDNS] and by
verifier-side rejection of cross-slot placenment (Section 7).

6.2. Pl acenent
Trailers MJUST appear in the conmit nessage footer block per the git
trailer convention [G@T-TRAILERS]. The footer block is separated
fromthe conmit nessage body by exactly one blank line. Each trailer
occupies one line of the footer block in the form Key: Val ue.
A commit message that places trailers anywhere other than the footer
bl ock (e.g., interleaved with body paragraphs) is malformed under
this specification. Conformant verifiers MJST refuse to parse
trailers fromoutside the footer bl ock.

6.3. Odering
Trail ers SHOULD appear in the foll owi ng canonical order:

1. Acted-By:
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2. Executed- By:

3. Drafted-Wth:

4. ldentity-Signature:
5. ldentity-Key-1d:

6. ldentity-Anchor

Verifiers MJST accept trailers in any order, but emtters SHOULD
foll ow the canonical order to support diff-based review. The
canoni cal order is also the order nost natural for a human reader
sovereign first, then del egate, then instrunents, then proofs.

6.4. Miltiplicity Rules
The following multiplicity constraints apply to a single conmit:

* *Acted-By:* - Exactly one trailer per signed conmt. A squash-
merged comrit MAY contain nmultiple Acted-By: trailers aggregating
the contributor handl es of the squashed commts; this is the only
case in which nultiple Acted-By: trailers are pernitted.
Verifiers MJST treat each aggregated Acted-By: as a separate
sovereign attribution that requires its own signature pair if
cryptographic verification is desired.

* *Executed-By:* - At npbst one trailer per conmt. A conmmit is
executed by at nobst one bot in a single del egation context.

* *Drafted-Wth:* - Zero or nore trailers per conmmit. Milti-
instrument drafting (e.g., a commit drafted partly with ~cc-opus-
4.6 and partly with ~gpt-5-turbo) is permtted and expected.
Multiple Drafted-Wth: trailers on a single commt form an
unordered set; order of appearance is not semantically significant
and verifiers MJUST NOT attribute differential authority to
earlier-appearing entries.

* *ldentity-Signature: and ldentity-Key-1d:* - These two trailers
MUST appear together or not at all. An ldentity-Signature:
without an ldentity-Key-1d: is malforned, and vice versa. Wen
present, they bind to the nobst recent preceding Acted-By: trailer
in the trailer block
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* *ldentity-Anchor:* - OPTIONAL in this version of the
specification. |Inplenmentations targeting Rung-3-conpliant
attribution (transparency-|og-anchored) MJST emt it; all other
i npl ementations MAY omt it. Future revisions of this docunent
may upgrade the requirenent.

7. Signature Al gorithm (Normative)
7.1. Algorithm

The signature algorithmis Ed25519 [ RFC8032], which uses SHA-512
internally and produces a 64-byte signature over an arbitrary input
message. | npl enentati ons MJUST use Ed25519 and MJST NOT use Ed25519ph
or Ed25519ctx vari ants.

7.2. Signed Payl oad

The signed payload is the raw byte representation of the commit’s
tree hash:

* For repositories using SHA-1 git objects, the payload is the
20-byte SHA-1 tree hash

* For repositories using SHA-256 git objects, the payload is the
32-byte SHA-256 tree hash

The tree hash is obtained by git wite-tree at signing time
(operating on the staged index) or equivalently by git cat-file -p
<comm t>"{tree} on an existing commt. The hash is signed inits raw
binary form not as a hex-encoded string.

7.3. Rationale for Tree-Hash Signing

The decision to sign the tree hash rather than the commt hash is
| oad-bearing for the operational viability of the schene.

A commit hash is a function of the conmmit’s tree, its parent conmits,
its author, its committer, its tinestanps, and its nessage -
including, recursively, any trailers in the nessage. Signing the
commit hash directly creates a chicken-and-egg problem (the trailer
woul d be part of the input to its own signature) and, nore
fundanental |y, invalidates the signature on any history-rewiting
operation: rebase, cherry-pick, squash nerge, anmend, and filter-
branch all change the commt hash while preserving the tree.

A tree hash is a function of the commtted content alone. It is

stabl e across rebase, cherry-pick, and squash nerge into an enpty
parent (the squash result has the sane tree as the union of the input
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7

7

8.

trees if no conflicts arose). Signhing the tree hash preserves
attribution across the full range of git workflows that nodern teans
depend on, at the cost of being unable to distinguish between two
commits with the same tree but different histories.

This trade-off is acceptable: git's own nerkle structure ensures
content integrity, the parent chain is independently auditable
through git itself, and the cases in which two distinct conmts share
a tree are precisely the cases in which attribution should be
preserved (a clean rebase is the sane content by the sane author).

Where stronger anchoring is required, the optional |dentity-Anchor
trailer binds the sighature to a specific commit-id within a
transparency |log entry, recovering conmit-level identity at the cost
of an external dependency.

4. Signature Format
The signature is encoded for placenent in the trailer as:
ed25519: <base64ur| - si gnat ur e>

The base64url encoding foll ows [RFC4648] Section 5 (URL- and
fil ename-safe al phabet) without |ine breaks. A 64-byte Ed25519
signature encodes to 86 base64url characters plus two = paddi ng
characters, for a total of 88 characters in the trailer val ue
foll owi ng the ed25519: prefi x.

5. Key Derivation and Rotation

Soverei gn keys are derived out-of-band; their public conponents are
publ i shed under the sovereign’s _alter DNS record per [ MCPDNS]. Key
derivation, custody, and recovery procedures are out of scope for
this docunment. This docunent treats the sovereign key as a pre-

exi sting Ed25519 keypair whose public conponent is reachable via the
DNS-resol ved path of Section 6.1

Key rotation is supported by the Identity-Key-1d: trailer, which
identifies which key was used to sign a given comnt. A sovereign' s
DNS record MAY publish multiple historical keys indexed by key-id,
allowing verifiers to validate older commts against the key that was
current at the tine of signing even after the sovereign has rotated
their primary signing key.

DNS Resol ution (Normative Reference)
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8.1. Sovereign Key Resol ution

The sovereign handle’s public key is resolved via the [ MCPDNS]
_alter.<zone> DNS record nmechanism Verifiers MJST use the
resolution algorithmspecified in [MCPDNS] to obtain the public key
corresponding to the key-id naned in the lIdentity-Key-1d: trailer

Verifiers MJST require DNSSEC [ RFC4034] validation on the
_alter.<zone> | ookup when DNSSEC i s avail able for the zone. For
zones | acki ng DNSSEC depl oynent, verifiers MAY accept the HITPS
.wel |l -known fallback resolution path defined in [ MCPDNS], provided
the TLS chain validates against the policy donmain.

8. 2. I nstrunment Met adata Resol ution

I nstrunent - handl e netadata (provider, version, deprecation status,
capability profile) is resolved via the sanme _alter nmechani sm but
the resolved record is descriptive only. Verifiers SHOULD treat

I nstrument netadata as informational provenance and MUST NOT treat
any field of an Instrunent record as an attestational claim

I nstrument handl es cannot cryptographically sign comrts; their DNS
records advertise what the nodel is, not that the commt was

aut horised by it.

9. Verifier Behaviour (Normative)
A conformant verifier MJST performthe follow ng steps in order

1. *Parse all trailers fromthe footer block.* Trailers appearing
outside the footer bl ock MJST be ignored.

2. *Reject cross-slot category errors.* For each trailer, resolve
the handle’s tier per [ MCPDNS] (or, where DNS resolution is
unavail able, fall back to the syntactic tier indicators of
Section 4.1). |If any handle appears in a slot other than its
tier’s slot - for exanple, an Instrument-tier handle in an Acted-
By: slot, or a Sovereign-tier handle in a Drafted-Wth: slot -
the commit is malformed and the verifier MIST reject it as a
category error. The error nessage SHOULD identify the offending
trailer by nane.

3. *Verify signatures, if present.* If Identity-Signature: and
ldentity-Key-1d: are present, the verifier MJST:
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10.

10.

a. Extract the key-id fromthe lIdentity-Key-I1d: trailer. b.
Resol ve the correspondi ng public key by querying the Acted-By:
handle’s _alter record per Section 6.1. c. Conpute the commit’s
tree hash via git cat-file or an equivalent. d. Verify the
Ed25519 signature against the tree hash using the resol ved public
key.

If signature verification fails, the verifier MJIST mark the
commit as unverified and MJUST NOT report it as having a valid
sovereign attribution.

4. *Verify the transparency anchor, if present.* If Identity-Anchor:
is present, the verifier SHOULD verify the anchor agai nst the
referenced | og according to the log’s own verification protocol
Failure to verify the anchor MJST be surfaced to the user but
MUST NOT silently downgrade the commt’s verified status.

A conformant verifier SHOULD additionally:

1. *Cache handl e-to-key resolutions.* DNS | ookups for the same
handle within a single verification pass should be perforned at
nost once. Cache TTL SHOULD respect the DNS record TTL.

2. *Distinguish attribution states in user-facing output.* Verifiers
SHOULD present three distinct states to users:

* wverified - Acted-By: present with a valid Identity-Signature:
resolving to the published key.

* claimed - Acted-By: present without a signature, or with a
si gnat ure whose key cannot be resol ved.

* anonynous - no Acted-By: present.
Conflating these states is a security defect.
Security Considerations
1. Sovereign Key Conprom se

If a sovereign' s signing key is conprom sed, the sovereign rotates
the key and publishes the new key under a new key-id in their _alter
record. The previous key SHOULD remai n published as a historica
record so that commts signed during its validity period continue to
verify. Sovereigns SHOULD al so publish revocation netadata

di stingui shing keys that were rotated for hygi ene fromkeys that were
rotated due to conpromise; verifiers encountering a conpronmni se-
revoked key SHOULD warn the operator that any comit signed by that
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10.

10.

10.

key is suspect even if the signature still validates mathematically.
2. Instrument Handl e Spoofing

Because I nstrunent handl es cannot sign, the Drafted-Wth: trailer is
an unverified provenance claim A malicious comritter can al ways
paste Drafted-Wth: ~cc-opus-4.6 into a commit they hand-wote.

I mpl enentati ons MJUST treat Instrument attribution as informational,
not attestational, and MJUST NOT extend trust decisions on the basis
of an Instrument trailer alone. This is explicit by design: the
Instrument tier is a docunmentation mechanism not an attestation
mechani sm  The protection against Instrunment-trailer abuse is the
soverei gn signature on Acted-By:, which binds a real cryptographic
identity to the overall commit and to the committer’s clai mabout
what tool s they used.

3.  DNS Poi soni ng

A successful DNS poi soning attack against the _alter.<zone> zone
could redirect verifiers to a substitute public key under the
attacker’s control. This risk is mtigated by:

* DNSSEC val i dati on when available. Verifiers SHOULD require DNSSEC
on the policy zone and MAY refuse to verify against an unsigned
zone.

* The HTTPS .well -known fallback path defined in [ MCPDNS], which
term nates the trust chain at the TLS certificate of the policy
domai n.

* I ndependent transparency-log anchoring via the optional ldentity-
Anchor: trailer, which provides a second source of truth that is
unaf f ect ed by DNS poi soni ng.

4. Tree-Hash Collision

Most git repositories currently use SHA-1 for tree hashing. SHA-1 is
crypt ographi cally weakened (SHAttered, 2017) for collision

resi stance, and tree-hash signing inherits that weakness.

I npl enent ati ons operating in high-assurance contexts SHOULD nigrate
to SHA-256 git objects, which use SHA-256 for the tree hash and
elimnate the SHA-1 weakness. Until such migration is conplete,
verifiers SHOULD record both the tree hash and the conmit hash in any
|l ocal audit log so that any future SHA-1 collision attack agai nst the
verifier’'s history is detectable ex post.
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5. Squash-Merge Trail er Aggregation Race

The aggregation of contributor Acted-By: trailers into a squash-
merged comt is an inplenentation responsibility of the hosting
platformor nerge tool. |If aggregation is skipped or fails silently,
the trailers fromindividual contributor commits are lost, and the
merge commit appears to have a single sovereign when it actually had
several . Inplementations perform ng squash merges MJST validate that
contributor trailers have been aggregated before conpleting the
merge, and SHOULD refuse to conplete a squash that |oses trailer
attribution. This is an inplenentation concern, not a protocol-|eve
issue, but it is listed here because the operational consequence of a
mssing trailer is a silent loss of attribution

6. Key Custody at the Conmit-Signing Boundary

The pre-commit hook (or anal ogous integration point) that invokes the
signing operation is a trust-sensitive boundary: the hook runs in the
unprivil eged devel oper process and may have access to the sovereign's
private key. Inplenmentations SHOULD route signing through a

privil eged hel per - for exanple, a unix domain socket exposed by a
dedi cat ed si gning daenon, or a hardware authenticator using WbAut hn
PRF - rather than reading the private key directly from unprivil eged
process nmenory. Direct key handling in the devel oper process is
acceptabl e for prototyping but MJUST NOT be relied upon in production
depl oynents where commit attribution carries weight.

7. Negative-Attribution Risk

A committer may deliberately omt the Drafted-Wth: trailer to
conceal Al-instrunment involvenent in a contribution. This is
detectabl e only by out-of-band evidence and is not addressable at the
protocol |ayer. \Where Al-disclosure obligations exist (for exanple,
in regul ated software devel opnent contexts), they SHOULD be enforced
at the policy layer with this protocol providing the truthful path
for honest comritters, not the verification path for di shonest ones.

I ANA Consi derati ons
1. Gt Trailer Nane Registration
At the tine of witing, | ANA does not maintain a registry of git
commit trailer nanes. |If such a registry is established, this
docunent requests registration of the following trailer names with

reference to this specification

*  Act ed- By
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*  Execut ed- By

* Drafted-Wth

* |dentity-Signature

* ldentity-Key-Id

* ldentity-Anchor

Until a formal registry exists, this docunent reconmends that

i npl ementers coordinate via the ALTER di scovery comunity and treat
the trailer nanmes defined here as reserved for the identity-
attributed commt grammar.

2. URI Schene Dependencies

Thi s docunment depends on the did:alter: UR scheme via the ldentity-
Key-1d: trailer. The alter: URI scheme is the subject of |ANA
considerations in [ MCPDNS]; this docunent does not separately
register it.

The identitylog:// URl schene used by the optional Identity-Anchor:
trailer is reserved by this docunent for future registration when a
normati ve ldentitylLog specification is published. |Inplenmentations
encountering identitylog:// URIs without a registered scheme MJUST
treat the anchor as an opaque reference and SHOULD NOT attenpt
resol ution.

3. No O her I ANA Actions

Thi s docunent requests no other | ANA acti ons.

Rel ati onship to Existing Standards

The trailer grammar defined here is intended to coexist with prior
conmit-attribution mechani snms rather than to replace them
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| Mechani sm | Purpose | Coexistence with this |
| | | spec |
[ s e sl s sy e s U
| Gt Signed-off-by | Legal | Orthogonal. A commit MNAY |
| [DCO | attestation | carry both a Signed-off- |
| | of | by: and an Acted- By: |
| | contribution | trailer. They answer |
| | rights | different questions. |

Gt commt signing
(git commit -Y9S)

| Cryptographic | Orthogonal. A commt MAY |
| identity via | be both GPG signed and |
| GPE SSH key | Acted-By-signed. |
| directories | Verifiers handl e each |
| | path independently. |

| Sigstore / gitsign | Keyl ess | Architecturally adjacent. |
| [ATSIGAN | cryptographic | Different identity |
| | identity via | provider nodel (O DC + |
| | ODC | Rekor vs DNS-resolved DD |
| | | + ldentitylLog). My |
| | | coexist. |
g oo e e e e e e e eaea oo n +
Ant hropi ¢ Co- I nformal Al Super seded for Al

Aut hor ed- By: C aude
[ ANTHROPI C- COAUTHOR]

co- aut hor shi p
convention

I

| attribution by Drafted-
| Wth: (Instrunent tier).
| I'npl ementations MAY em t
| both during a transition
| wi ndow.

Table 2

The Instrunent tier is novel to this specification and has no
anal ogue in any existing mechanism Sigstore identifies signers; the
DCO attests to legal rights; the Anthropic convention is a plain-text
mar ker. None expresses the structural distinction between a
sovereign actor, a delegated bot, and a non-signing instrument. This
distinction is the | oad-bearing contribution of the present docunent.
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