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Abst ract

This meno specifies the Identity Accord Protocol, a peer cerenpny by
whi ch two principals, each represented by an organi sational identity
substrate and acting under a recorded del egation froma legal entity,
execute a bilateral agreenent as a portable, self-verifying COSE-

si gned CBOR docunent. The protocol conposes DNS-based substrate

di scovery, Ed25519 sovereign signhatures, an append-only identity |og,
and a tanper-evidence descriptor quoruminto a single artefact that
is verifiable by any third party with access to the public DNS, the
parties’ identity |ogs, and an on-chain anchor of the agreenent’s
content hash. The protocol does not require a central registry, a
designated verifier, or any infrastructure operated by the
specification's author; verification succeeds when the author’s
reference deployment is offline. The canonical bilateral target is a
mut ual non-di scl osure agreenent, but the wire format generalises to
any bilateral consent envel ope between two | egal entities each
represented by an identity substrate. An associated MCP too

surface, an associated pre-send enforcenent gate, and an associ at ed
di scl osure-1| edger schena are specified, all of which are optiona

| ayers above the wire format. The nenmp is Informational; the
underlying COSE and CBOR formats are normative per [RFC9052] and

[ RFC8949] .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

2. Introduction

A bil ateral agreement between two organisations is, in current
commercial practice, a docunent drafted by either party' s | ega
counsel, signed by an authorised officer of each party, exchanged by
email or by a third-party signature platform and stored in each
party’ s docunent - managenent system The agreenent’s existence, its
terns, and its lifecycle events (execution, anendment, revocation,
expiry) are not directly verifiable by any third party; they are
matters between the parties and their records. A third party who
needs to verify that an agreenent is in force nmay, at best, request a
copy fromone of the parties.

This meno specifies a different arrangenment. Two principals, each
representing a legal entity and each bound to an organi sationa
identity substrate, execute the agreenent as a portable self-
verifying docunent. The docunent carries the contract text, the
parties’ identities, the del egations under which the principals sign,
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the agreenment’s termand jurisdiction, and a set of tanper-evidence
descriptors anchored in independent substrates. A third party who
recei ves the docunent, or who resol ves the agreenent’s content
address through public discovery, can verify the agreenent’s
authenticity and |lifecycle status against the public DNS, the
parties’ identity logs, and any on-chain anchor the descriptors
reference. No party holds an authoritative copy that the other party
| acks; the agreenment is symretric.

The protocol conposes with [ MCPDNS] for substrate discovery, with

[ 1 DPRONOUNS] for the principal-handl e nanespace, with [I DCOW TS] for
the attribution grammar that names the authorising officer, and with
[ ORGPOLI CY] for the policy stack under which the agreenment is
admitted to the parties’ agent-runtime sessions. An associated pre-
send enforcenent gate (Section 9) integrates with the agent- runtine
governance flow specified by [ORGPCLI CY] so that an agreenent’s
permtted-purpose scope can be applied to outbound tool invocations
of either party’s runtines.

The canonical bilateral target of the vO specification is a nmutua
non-di scl osure agreenent. The wire format generalises to any

bil ateral consent envel ope: naster services agreenents, data
processi ng agreenents, statenents of work, reseller agreenents,
partnership letters. Milti-party extensions (three or nore parties)
are out of scope for this version and are anticipated for a successor
draft.

3. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC2119 [RFC8174] when, and only when, they appear in all

capitals, as shown here

The following terns are defined for the purposes of this docunent.

Accord A bilateral agreement executed under the protocol of this
meno. The wire-format artefact is the Accord docunent; the act of
reachi ng nutual signature is the Accord cerenony.

Identity substrate An organisational identity prinitive of the kind
speci fied by [ ORGPOLI CY], addressable by a domai n-qualified handl e
(e.g. ~exanple.con). Each party to an Accord is represented by
one substrate.

Sovereign-tier handle A principal identity handle in the Sovereign
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trust tier of [IDPRONOUNS] (e.g. ~alice). An authorised officer
of a legal entity signs an Accord under their Sovereign-tier
handl e.

Del egation instrument A recorded, bounded, revocable, content-
addressed assertion by the authorising officer of a party that a
naned handl e (the delegate) is authorised to execute a specified
Accord on the party’'s behalf. The delegation instrument is itself
a COSE-signed CBOR document and is included by content address in
the Accord payl oad.

Tanper - evi dence descriptor A pointer to an i ndependent substrate
agai nst whi ch the Accord’ s content address is anchored. The
m ni mum descriptor set is defined in Section 7. A verifier
requires a substrate-defined quorum of descriptors to consider the
Accord tanper-evident.

Permtted purpose A natural-language paragraph in the Accord payl oad
that defines the scope of disclosures permitted under the
agreenment. The perm tted-purpose paragraph is legally
authoritative; the structured topic taxonony of Section 8 is a
deterministic runtime classifier and is subordinate to the
permtted-purpose prose in any conflict.

Topi ¢ taxonony A structured tag list, scoped to the Accord,
identifying the topics on which disclosures are permtted,
bl ocked, or require explicit consent. The taxonony is operative
for runtime gating (Section 9) and is informative for |ega
interpretation.

Di scl osure-1 edger event A typed signhed event witten to an Accord
party’s identity log recording a pernmtted disclosure, a blocked
attenpt, an anmendnent, a revocation, or an expiry. Events carry
met adata and content hashes only; they do not carry the disclosed
content.

4., Architectural Overview

The protocol comprises five conposed | ayers, each addressabl e
i ndependent | y:

1. *Wre format* (Section 5). A COSE-signed CBOR docunent carrying
the Accord payload, with two counter-signatures (one per party).

2. *Sovereign signing* (Section 6). Each party’ s signhature is
produced by an Ed25519 soverei gn key associated with the
authorising officer’'s ~handle, with the signature carried in a
COSE_Si gn or COSE_Signl envel ope per [RFC9052].
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3. *Discovery* (Section 7). The Accord is publicly discoverable via
a content-addressed DNS TXT record under each party’'s substrate
zone, conplenenting the existing _alter.<domain> record of
[ MCPDNS] .

4. *Tanper-evi dence descriptor quorunt (Section 8). Each party
contributes descriptors anchoring the Accord s content address in
i ndependent substrates: per-party identity |og, on-chain anchor,
public DNS record. A verifier requires a quorumsufficient for
the policy under which the verifier operates.

5. *MCP tool surface and enforcenent* (Sections 10 and 11). An
optional MCP tool surface allows agent runtinmes of either party
to participate in the cerenony, query Accord state, and record
di scl osure events. An optional pre-send enforcenent gate applies
the Accord s topic taxonony to outbound tool invocations of
either party’'s runtines.

Layers 1 through 4 are required for any conformant Accord. Layers 10
and 11 are optional inplenentation surfaces and nmay be om tted by
parti es whose use of the protocol does not extend to agent-runtine-
nmedi at ed executi on.

5. Wre Format

An Accord is a CBOR object [RFC8949] carrying the Accord payl oad,
wrapped in a COSE signature envel ope [ RFC9052].

The Accord payload is a CBOR map with the foll owi ng keys.

version (text string, REQURED) The wire-format version. vO of this
specification uses the literal "identity-accord-v0"

accord_type (text string, REQU RED) A token identifying the
agreenent type. Recognised values for vO

* nutual -nda-v2 for the canonical nutual non-disclosure target.

* mea-vl, dpa-vl, sowvl, reseller-vl, partnership-vl for the
additional bilateral types this neno antici pates.

Addi tional values MAY be registered in the I ANA Accord Types
registry (Section 13).

accord_id (text string, REQU RED) A UU Dv4 assigned at cerenony

commencenent. ldentifies the Accord within each party’s records
and in the disclosure | edger.
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contract_body (CBOR map, REQUIRED) The contract text and its content
addr ess.

* text (text string): the UTF-8 contract body. Legally
authoritative.

* content_address (byte string): the SHA-256 hash of the UTF-8
text. Verifiers MJST reconpute and conpare

parties (CBOR array, REQU RED, length 2) One entry per party. Each
entry is a CBOR nap:

* role (text string): one of party_a, party_b.

* handle (text string): the authorising officer’s Sovereign- tier
handl e per [I DPRONOUNS] (e.g. —~alice).

* Jlegal _entity (text string): the registered nane of the party’'s
| egal entity.

* entity registry_ id (text string): the entity’s registry
identifier (e.g. ACN, EIN, conpany nunber). Format is
jurisdiction-specific.

* soverei gn_pubkey (byte string): the Ed25519 public key agai nst
which the party’' s signhature verifies.

* delegation_ref (byte string): the content address of the
del egation instrunent (Section 6.2).

perm tted_purpose (CBOR map, REQUI RED) The agreenent’s scope.

* text (text string): the natural -l anguage permtted-purpose
paragraph. Legally authoritative in any conflict.

* hash (byte string): SHA-256 of the UTF-8 text.

topi c_t axonomy (CBOR map, OPTIONAL) The structured tag list for
runtime gating.

* version (text string): the taxononmy version identifier (e.g.
Ilvlll) .

* pernmitted tags (array of text strings): topic tags on which
disclosure is permtted.

* blocked tags (array of text strings): topic tags on which
di sclosure is refused.
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6

6

* escalation_tags (array of text strings, OPTIONAL): topic tags
that require explicit consent fromthe disclosing principal at
di scl osure tine.

* nl_authority _anchor (byte string): the hash of
permitted purpose.text, binding the taxonony to its natural -
| anguage source

term (CBOR map, REQUI RED) Lifecycle paraneters

* effective date (text string, RFC 3339 tinestanp)

* initial_termdays (unsigned integer)

* ordinary_survival _days (unsigned integer, optional)

* categorical _survival (CBOR nap, optional): per-category
survival rules, where the keys are category identifiers (e.qg.
trade_secret, personal _information) and the values are either
an unsi gned integer day-count or the literal "indefinite".

jurisdiction (CBOR map, REQUI RED) Governing |law and forum

* governing_law (text string): jurisdiction identifier (e.g.
"NSW Australia").

* exclusive_forum (text string, OPTIONAL).

tanmper _evi dence_descriptors (CBOR array, REQUI RED, length >= 2) An
array of descriptors per Section 7. Each descriptor is a CBOR map
with a type key and type-specific fields.

The Accord payl oad is canonicalised per the determ nistic CBOR
encodi ng rul es of [RFC8949] Section 4.2 before signing. Verifiers
MUST canoni cal i se before reconputing content addresses or verifying
si gnatures

Si gni ng
1. Sovereign Signature
Each party signs the canonicalised Accord payload with the Ed25519
private key associated with the Sovereign-tier handle named in the
party’s entry. Signatures are carried in a COSE envel ope per
[ RFC9052] :

* For cerenonies conpleted in a single co-signing event, a COSE_Sign
envel ope with two signatures i s REQU RED.
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* For cerenonies conpleted in tw stages (party A signs and
publi shes; party B counter-signs fromthe published artefact),
each stage MAY emit a COSE _Signl envel ope and a counter- signature
MAY be added | ater per [ RFC9052] counter-signature semantics.
Verifiers MUST treat the conbined two-signature envel ope as
authoritative; a single-signature artefact is a draft, not an
Accord

The signature’ s protected header SHALL carry:
* alg: EJDSA (RFC 8032).
* content type: application/identity-accord+cbor
* Kkid: the content address of the Accord payl oad.
The signature’s unprotected header MAY carry inplenentation- specific
met adata; verifiers MJUST NOT rely on unprotected-header fields for
aut henticity.

6.2. Delegation Instrunent
Each parties[].delegation ref resolves to a delegation instrunment: a
separ at e COSE-si gned CBOR docunent, signed by the party’s Sovereign-
tier handl e, that names the authorised signatory of the present
Accord and bounds the del egation’s scope.
The del egation instrunment’s payload is a CBOR map wi th keys:

* version (text string): "identity-accord-del egation-v0".

* principal _handle (text string): the Sovereign-tier handle granting
the del egati on.

* delegate _handle (text string): the handle authorised to act. In
v0, the del egate handl e MUST equal the principal handle;
Sovereign-to-lnstrunment delegation is anticipated for a successor
draft.

* del egated _accord_id (text string): the accord_id of the present
Accord

* scope (text string): a natural-language description of the scope
of the delegation (e.g. "execution of the present Accord and any
amendments to it").

* inception (text string, RFC 3339): start of the del egation
validity w ndow.
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* expiry (text string, RFC 3339, OPTIONAL): end of the del egation
validity wi ndow, absent inplies no expiry beyond the Accord s own
term

* revocation_comitment (byte string): the hash of a revocation
token; revocation is effected by publishing the preinmage to the
principal’s identity |og.

Verifiers MIST resol ve each del egation instrunent fromits content

address, verify its signature against the principal handle’s

soverei gn key, and verify that the del egation’s del egated _accord_id
equal s the Accord’'s accord_id.
7. Tanper-Evi dence Descriptor Quorum

Each party contributes one or nore tanper-evidence descriptors to the

Accord’'s tanper_evidence_descriptors array. Descriptors anchor the

Accord’'s content address (the SHA-256 of the canonicalised Accord

payl oad) in an independent substrate.

The mi ni mum descriptor types for vO

identitylog entry A reference to an event in a party’s append-only
identity log, the event recording the Accord s content address at
executi on.

* party (text string): party_a or party_b.

* log_handle (text string): the substrate handl e whose | og
carries the entry.

* entry_id (text string): the log entry identifier.

* signature (byte string): the log's signature over the entry.
onchai n_anchor A reference to a transaction on a public bl ockchain

whose payl oad anchors the Accord’s content address (typically via

inclusion in a Signed Tree Head of a per-substrate Merkle |og

inspired by [ RFC6962]).

* chain (text string): chain identifier (e.g. "base",
"et hereunt').

* bl ock (unsigned integer): block nunber.

* tx (byte string): transaction hash.
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* sth_root (byte string): the Merkle root including the Accord’s
content address.

dns_txt _record A reference to a DNS TXT record under a party’s
substrate zone whose value is the Accord s content address.

* domain (text string): the fully-qualified domain name of the
TXT record (typically _agreenent. <content-address-
base32>. alter.<party-domain>).

* record_value (text string): the TXT record’ s val ue encoding the
content address.

The TXT record SHOULD be DNSSEC-val i dated [ RFCA033] per the
practice established by [ MCPDNS] .

wel | known_artefact A reference to a content-addressed artefact
published at a party’s well-known URI per [RFC8615].

* url (text string): the fully-qualified URL of the well-known
resource.

* expected_hash (byte string): SHA-256 of the resource body.

Addi tional descriptor types MAY be registered in the | ANA Tanper -
Evi dence Descriptor Types registry (Section 13).

A descriptor quorumis sufficient when at | east two descriptors of

i ndependent type and i ndependent substrate operator have been
verified. |Inplenentations SHOULD treat a quorum of one type, or a
quorum of two descriptors operated by the same substrate operator, as
I NSUFFI CI ENT and refuse to adnit the Accord as tanper-evident.
Substrate operators SHOULD publish the quorum policy they apply.

Graceful degradation is REQU RED, neaning parties w thout access to
the full descriptor set SHOULD participate at the nini mum confor mant
quorum r at her than be excl uded.

8. Discovery

8.1. Substrate Discovery
Each party SHALL publish the existence and nmetadata of its identity
substrate under the _alter.<domain> DNS TXT schenme of [ MCPDNS].

Substrate discovery for the Accord protocol reuses [ MCPDNS] w t hout
nodi fi cati on.
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8.2. Accord Discovery

The exi stence of an Accord MAY be advertised by each party under a
content - addr essed sub-record:

_agreenent . <cont ent - addr ess- base32>. alter. <party-donai n>
The record’ s value is a TXT carrying:

* content _address: the base32 encodi ng of the SHA-256 content
addr ess.

* accord_type: the value of the Accord payload’s accord_type field.
* effective date: the effective date in RFC 3339

* expiry: the expected expiry tinmestanp in RFC 3339, conputed from
effective date + initial _termdays.

* parties: a comma-separated pair of Sovereign-tier handles (e.qg.
~al i ce, ~bob) for human readability.

* sth_anchor (OPTIONAL): a reference to an on-chain anchor per the
onchai n_anchor descriptor type.

I mpl enent ati ons SHOULD treat absence of an Accord di scovery record as
orthogonal to Accord validity; parties MAY execute a private Accord
(with dns_txt record descriptors omtted) and distribute the Accord
artefact directly out of band. An Accord without DNS di scovery stil
verifies against the descriptor quorumif at |east two non-DNS
descriptors are present.

8.3. Third-Party Verification Wl kt hrough

A third party who receives an Accord artefact and a content address
performs the followi ng verification:

1. Canonicalise the Accord payl oad per [RFC8949] and recompute the
SHA- 256 content address. Conpare to the provided val ue.

2. For each party in parties
* Resolve the party’'s _alter.<domai n> per [ MCPDNS] .

* Verify the party’s soverei gn_pubkey against the public
envel ope published under [ MCPDNS].
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10.

* Resolve the del egation_ref content address and verify the
del egati on instrunent per Section 6. 2.

3. Verify the COSE signatures agai nst each party’s soverei gn_pubkey.
4. Verify the descriptor quorum per Section 7

5. For each party, query the party' s identity log for any
accord_revoked event referencing the Accord’ s content address.
Refuse to admt a revoked Accord.

6. Confirmthe Accord has not expired agai nst term

A third-party verifier requires no access to ALTER infrastructure or
to either party' s private systens beyond the public DNS, the public
identity logs, and the on-chain anchor

Topi ¢ Taxonomny

The optional topic_taxonony field of the Accord payl oad provides a
determnistic runtine classifier of the agreenent’s permtted scope.
Taxonony tags are short structured identifiers (e.qg.

engi neering.architecture, finance.revenue, personnel.salaries) drawn
froma substrate-published canonical registry or froma per-Accord
ext ensi on thereof.

The taxonomy is informative for |legal interpretation and operative
for runtime gating. In the event of a conflict between the topic
taxonony and the pernitted-purpose paragraph, the natural -l anguage
par agraph prevails per Section 4 (permitted purpose.text legally
authoritative).

Substrate operators SHOULD publish a canoni cal topic-taxonony
registry at a stable URL under their substrate zone (typica

| ocation: https://registry. <substrate-donai n>/topic-taxonony/vl).
Accords SHOULD reference the registry version they extend and SHOULD
decl are per-Accord additions or restrictions explicitly.

MCP Tool Surface (Optional)

Substrates MAY expose the following MCP tool surface to authenticated
agent runtines of recogni sed nenbers, enabling runtinme participation
in Accord cerenony and |ifecycle.

begi n_agreenent (counterparty_handl e, accord_type) Creates a draft
Accord between the calling party and a counterparty handl e.
Returns an accord _draft _id.
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11.

‘propose_terns(accord_draft_id, contract_content_address,
permtted_purpose, topic_taxonomny, term jurisdiction,
del egation_ref)’ Populates the draft with proposed terns.

accept _ternms(accord_draft_id) Counterparty’s acceptance; noves the
draft to a signing-ready state.

sign_accord(accord draft _id, sovereign signature) Attaches an
Ed25519 signature fromthe authorising officer’s Sovereign-tier
handl e.

publ i sh_t anper _evi dence(accord_id, descriptor_set) Enmits tanper-
evi dence descriptors to the substrate’s identity log, to on-chain
anchors, and to DNS as confi gured.

query_accord_status(accord_id _or_content_address) Returns the
Accord’'s lifecycle state (draft, executed, active, revoked,
expired) and the descriptor set. Available to any caller who
knows the content address; no privileged authentication is
required for this read.

revoke accord(accord_id, reason) Either party MAY invoke; triggers
return-or-destruction obligations and enits agreenent_revoked to
the identity | og.

‘record_di scl osure(accord_id, recipient_handle, topic_tags,

content hash, size, nmethod) Records a permtted disclosure to the
di scl osure | edger.

record_scope_violation(accord_id, attenpted_tags, reason) Records a
bl ocked di scl osure attenpt for audit.

The MCP tool names above SHALL be registered in the MCP Tool Surface
Nanes registry referenced in [ ORGPOLI CY] (or a successor
specification establishing said registry).

Pre-Send Enforcenent Gate (Optional)

A party MAY operate a pre-send enforcenment gate that intercepts

out bound tool invocations fromthe party’ s agent runtines and
classifies the invocation's payl oad agai nst the topic taxonom es of
any active Accords binding the calling principal to the recipient
princi pal .

The gate al gorithm

Morri son Expi res 19 Novenber 2026 [ Page 14]



I nternet-Draft ldentity Accord May 2026

1. For each prospective outbound tool invocation

*

Resol ve the recipient handle fromthe invocation s argunents.

Look up any active Accord whose parties set includes the
caller and the recipient.

If no active Accord exists between the parties, the gate does
not apply; the invocation proceeds per the runtinme’ s default
policy (which may be bl ock, pronpt, or allow per the runtine’'s
enforcenment-gate specification of [ ORGPCLICY]).

2. For each active Accord:

*

Classify the invocation’s payload into a set of topic tags
usi ng a substrate-defined classifier. The classifier MAY

conbi ne a fast-path structured matcher on payl oad net adata
with a sl ow path nodel -based cl assifier on payl oad content.

Conpare the classified tag set to the Accord’ s permitted_tags,
bl ocked_t ags, and escal ati on_t ags.

3. Take action:

*

If the classified set lies entirely within permitted_tags,
emt a disclosure recorded event and allow the invocation

If the classified set intersects blocked tags, enmt a
scope_vi ol ati on_bl ocked event and refuse the invocation with a
structured error.

If the classified set intersects escal ati on_tags, present a
confirmation pronpt to the Sovereign-tier principal and
proceed only on confirmation.

If classification is anbiguous, fail closed: refuse the
i nvocation and enit scope_violation_blocked with the anbiguity
f 1 agged.

Di scl osure-| edger events are witten to the calling party’'s identity
| og under the event types of Section 11.

The enforcenent gate is conposable with the per-runtine enforcenent-
gate specification of [ORGPOLICY]: an outbound invocati on MJST
satisfy both the party’s runtine gates and any applicable Accord

gat es.

Morri son

Where both apply, the nore restrictive action prevails.
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12.

13.

Di scl osure Ledger

Each party SHALL rmaintain, in its identity log, the follow ng event
types under the agreenent scope:

agreenent _executed Emitted by both parties on cerenpny conpletion
Payl oad: the Accord s content address, the descriptor quorum and
the signing handl e.

di sclosure_recorded Emtted per permtted outbound disclosure.
Payl oad: the Accord' s content address, the recipient handle, the
topic tag set, the content hash, the size in bytes, the nethod
(tool name). Content is NEVER included; only the hash

scope_viol ation_bl ocked Emtted per blocked disclosure attenpt.
Payl oad: the Accord s content address, the attenpted topic tag
set, the block reason.

agreenment _anended Emitted on negotiated amendnent of an Accord
Payl oad: the prior and successor content addresses, the diff hash,
and the authorising signatures of both parties.

agreenent _revoked Emtted on revocation by either party. Payl oad:
the Accord’ s content address, the revoking party, the reason, the
revocation token preinmage.

agreenment _expired Emtted on termexpiry. Payload: the Accord s
content address and the expiry tinmestanp.

Each party’ s identity | og SHOULD be cross-anchored to the
counterparty’'s log via periodic hash-chain exchange so that both
parties hold matching event subsets for the agreenent. Cross-
anchoring is a substrate-side concern and is not specified here
beyond the requirement that each party’'s log is verifiable

i ndependent | y.

Revocati on

Ei ther party MAY revoke an Accord at any time during its term
Revocati on:

1. The revoking party publishes a agreenent_revoked event to its
identity log carrying the revocation token preinmage.

2. The substrate emits a notification to the counterparty’s
subscription channel for the Accord.
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14.

14.

14.

14.

3. The counterparty’s substrate records the receipt in its own
identity | og under agreenent_revoked with the cross- reference to
the originating event.

4. Any pre-send enforcenent gate (Section 9) ceases admitting the
Accord; subsequent outbound invocations between the parties
default to the runtinme’s no-Accord policy.

5. Return-or-destruction obligations under the contract body take
effect per the contract’s terms. The protocol records the
I'ifecycle event; the contract specifies the substantive
obl i gati ons.

Revocation is not retractable. A re-executed agreenment between the
same parties on the sane subject matter is a new Accord with a new
accord_id and a new content address.

Di scovery, ldentity, and Trust-Ti er Conposition

The Accord protocol conposes with the broader Mrrison-famly
identity architecture as foll ows.

1. Wth Substrate D scovery

The _alter.<domai n> TXT schene of [ MCPDNS] supplies both parties
substrate endpoints, signing keys, and capability profiles. Accord-
specific records under _agreenent.<content-address>. alter.<domai n>
extend the sanme zone without creating a new | abel nanespace.

2. Wth Handle Tier Semantics

Sovereign-tier handl es per [I DPRONOUNS] are the only tier authorised
to sign an Accord in v0. Instrunent-tier handl es MAY participate in
the cerenony surfaces (Section 10) under Sovereign-tier del egation
per [IDCOVMWM TS] attribution (Acted-By: is the Sovereign signer;
Drafted-Wth: may nane the Instrument that drafted the contract
body), but the authoritative signature is always Sovereign-tier

3. Wth Og-Ater Policy Provision

When either party operates an agent runtinme under the policy-

provi sion flow of [CORGPOLICY], any active Accord adds an enforcenent-
gate conposition | ayer above the substrate’'s default policy stack
The conposition rule of Section 9 applies in addition to the
strictest-applicable rule of [ORGPCLI CY] Section 8.
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14. 4. Milti-Party Anticipation
This menmo specifies bilateral Accords only. An N party Accord (N >
2) requires N-way signature collection, an N-way descriptor quorum
and a generalised topic-taxonony conposition rule. These extensions
are anticipated for a successor draft and are explicitly out of scope
her e.

15. | ANA Consi derations
This menpo requests that | ANA establish two registries.

15.1. Accord Types Registry

A registry of accord_type values for the wire-format field of

Section 5. Initial entries:
| accord_type | reference | description |
| mutual -nda-v2 | this docunent | Mitual non-disclosure |
| | | agreenment, v2 tenplate famly. |
. S I . +
| nsa-vl | this docunment | Master services agreenent. |
. I IRy S +
| dpa-vi | this document | Data processing agreenent. |
o e T o e e e e e e e e e e e o m o +
| sowvl | this document | Statement of work. |
. S I . +
| reseller-vl | this docunment | Reseller agreenent. |
. I IRy e +
| partnership-vl | this docunent | Partnership letter. |
o e T o e e e e e e e e e e e o m o +

Table 1
Regi stration policy: Specification Required. New accord_type val ues
are registered by Internet-Draft or by an RFC defining the contract-
body shape and any type-specific protocol extensions.
15. 2. Tanper-Evi dence Descriptor Types Registry

A registry of tanper_evidence_descriptors[].type values for
Section 7. Initial entries:
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| type | reference | description |
[} g ————————— Ll ——————_ s —_—(——(———(————————r L
| identitylog entry | this | Reference to an event in a |
| | docunment | party’s append-only identity |
I I | 1og. I
Fom e e e e e oo o S o m e e e e e e aaa oo +
| onchai n_anchor | this | Reference to a transaction on
| | document | a public blockchain anchoring
| | | the content address. |
o e e e e o s S o m e e e e e e e aaao o +
| dns_txt record | this | Reference to a DNS TXT record
| | document | bearing the content address. |
Fom e e e e oo o Fomm oo - o e e e e e e e meme oo +
| wellknown_artefact | this | Reference to a well-known URI |
| | docunment | artefact bearing the content |
| | | address. |
o e e oo Fom e oo o m e e e e e e aaao o +

Table 2

15.

15.

Morri son

Regi stration policy: Specification Required. New descriptor types
are registered by Internet-Draft or RFC defining the descriptor
fields and the verification procedure.

3. MCP Tool Surface Nanes

The MCP tool surface nanmes of Section 10 (begi n_agreenent,
propose_terns, accept _terns, sign_accord, publish_tanper_evidence,
query_accord_status, revoke accord, record_disclosure,
record_scope_violation) are registered in the MCP Tool Surface Nanes
registry referenced in [ORGPOLICY]. Establishnent of that registry,
if not already done, is the subject of [ORGPOLICY]'s | ANA
Consi der ati ons.

4. Media Type

This menmo requests registration of the nmedia type application/
i dentity-accord+cbor per RFC 6838, with the follow ng informtion

* Type nane: application
* Subtype nane: identity-accord+cbor
* Required paraneters: none

* (Optional paraneters:
version field).

version (the value of the Accord payload’s
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16.

16.

16.

* Encoding considerations: binary; deterministic CBOR per [RFC8949]
Section 4. 2.

* Security considerations: see Section 14 of this docunent.
* Interoperability considerations: see Section 5 of this docunent.
* Published specification: this docunent.
Security Considerations
1. Sovereign-Key Conpromn se

An Accord’s authenticity rests on the Sovereign-tier handl e’ s Ed25519
signing key. Conpronise of either party’s signing key permts an
attacker to forge new Accords under the party’'s identity, or to forge
revocations of existing Accords. Mtigations:

* Sovereign-tier signing keys SHOULD be held in hardware-backed
custody (HSM secure enclave, hardware security token) and SHOULD
NOT be exported in plaintext under any circunstances.

* The handl e’ s published envel ope per [ MCPDNS] is the canonica
pubkey; a conproni sed key SHALL be rotated by publishing a new
envel ope and recording the rotation in the substrate’'s identity
log. Verifiers SHOULD check whether the signing key recorded in
the Accord was the current key at the tinme of the Accord’'s
effective date.

*  Tanper-evi dence descriptors anchored at the tinme of execution
defend the Accord agai nst post-hoc forgery by anchoring the
content address in substrates the attacker does not control

2. Descriptor-Quorum Subversion

An attacker controlling one substrate party may attenpt to publish
descriptors anchoring a falsified Accord content address.
M tigations:

* The quorum policy of Section 7 requires descriptors of independent
type and i ndependent substrate operator. An attacker controlling
a single substrate cannot satisfy the quorum al one.

* On-chain anchors SHOULD reference chains the attacker does not
control; well-known artefacts SHOULD be hosted under the party’s
verifiable substrate zone, not under an attacker- controll abl e
third party.
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16.

16.

16.

* Verifiers SHOULD conpare independent descriptors against each
ot her; descriptors anchoring conflicting content addresses for the
same Accord ID are evidence of an attenpted forgery.

3. Del egation-Instrunment Replay

A revoked del egation instrunment, if its revocation has not been
propagat ed, may be replayed to forge new signatures. Mtigations:

* Del egation revocations SHALL be recorded in the principal’s
identity log under a typed event before any reliance on the
del egation is admitted.

* Verifiers SHALL check the principal’s identity log for any
revocation event referencing the delegation’s content address
before treating the del egation as valid.

* Delegation expiry tinmestanps SHOULD be set conservatively; a
del egation that outlives the Accord s effective scope is an
unnecessary liability.

4. Enforcenent-Gate Bypass

A party operating the pre-send enforcenment gate of Section 9 nay have
its gate bypassed by a runtine that does not source its policy from
the substrate per [ORGPCLICY]. Mtigations:

* Parties SHOULD configure all agent runtines bound to the party’'s
identity to operate under [ORGPOLICY] policy provision

* Qutbound tool invocations from non-conformant runtimes SHOULD be
detected by the substrate’s audit-signal flow and the discl osure-
| edger conpari son SHOULD reveal the divergence

* Qutbound network traffic from non-conformant runtines is outside
the scope of this meno; the Accord’ s enforcenment posture is a
protocol l|ayer, not a perimeter control

5. Cdassifier Adversarial Inputs

The pre-send enforcenment gate’'s topic-tag classifier my be
adversarially mani pul ated through crafted payl oads that evade
classification or that classify into pernitted tags spuriously.
M tigations:

* The classifier’'s anmbiguity threshold SHOULD be conservati ve;
anbi guous cl assifications SHALL fail closed per Section 9
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17.

17.

17.

17.

* The classifier’'s structured fast-path SHOULD operate on payl oad
met adat a under cryptographic integrity binding, not solely on
payl oad content susceptible to crafting.

* Periodic adversari al - payl oad rehearsal of the classifier is
RECOMVENDED.

Privacy Consi derations
1. Content Confidentiality

The Accord' s contract body MAY contain confidential terms; the Accord
wire format preserves the body’'s confidentiality only to the extent
that the artefact is not published. Parties wishing to retain
content confidentiality SHOULD:

* Omt the dns_txt _record and wel | known_artefact descriptors,
retaining only identitylog entry and onchai n_anchor (which record
content addresses, not content).

* Distribute the artefact directly between the parties, out of band
of the public substrate surface.

2. Disclosure-Ledger Privacy

Events under the disclosure | edger of Section 11 record content
hashes, recipient handles, and topic-tag sets. An adversary wth
access to a party’'s identity | og can observe disclosure patterns even
wi t hout access to disclosed content. Mtigations

* ldentity | ogs MAY be encrypted at rest; the cross-anchor hash-
chai n exchange between parties’ |ogs does not require exposing |og
contents.

* Recipient handles in disclosure events SHOULD be pseudonynous
where the substrate permits; the Accord’' s pernitted-purpose scope
bi nds the disclosure regardl ess of recipient pseudonymty.

3. Third-Party Verification Privacy

A third-party verifier accessing public discovery records and on-
chai n anchors | eaves network and chai n-observation footprints. Such
verifiers SHOULD operate over privacy- preserving DNS (DNS over HITPS
or DNS over TLS) and SHOULD treat their verification queries as
potentially observabl e.

Morri son Expi res 19 Novenber 2026 [ Page 22]



I nternet-Draft ldentity Accord May 2026

17.

18.

19.

4. Cross-Substrate Audit Fan-Qut

VWher e an out bound tool invocation between Accord parties involves a
third substrate (e.g. a tool whose execution is nediated by a third
party), the disclosure-ledger event is witten to all participating
substrates per the audit fan-out of [ORGPOLICY] Section 8. Parties
SHOULD declare in their permtted-purpose paragraph any third-
substrate invol venent so that fan-out is anticipated rather than

i nci dent al

Rel ati on to Conpani on Menos
This menmo conposes with five Mrrison-fanmily Internet-Drafts.

[ MCPDNS] supplies substrate discovery (_alter.<domai n> TXT schene)
and the cryptographic identity envel ope that publishes each party’'s
Sovereign-tier signing key. The Accord protocol does not introduce
new DNS | abel s except as content-addressed sub-records under the
existing _alter. zone.

[ | DPRONOUNS] supplies the handl e namespace and trust-tier taxonony.
Sovereign-tier handles are the authoritative signatories of an
Accord. No new tier is introduced.

[ DCOW TS] supplies the attribution grammar used by the optional MCP
tool surface and by Accord-adjacent git commts recordi ng amendnent
activity. The Accord protocol’s parties[].handl e field corresponds
semantically to the Acted-By: trailer slot of [IDCOWM TS].

[ ORGPOLI CY] supplies the agent-runtinme policy provision flowinto
whi ch the Accord’'s enforcenent gate conmposes. The Accord gate of
Section 9 layers above the per-runtinme gate set of [ ORGPOLI CY]
Section 5 under a strictest-applicable conposition rule.

The substrate-observation posture of the conpani on substrate-
observation neno (the present author’s prior I-D) is not directly

i nvoked by the Accord protocol but is a sibling posture: both rest on
the principle that bilateral and multilateral coordination problens
benefit from substrate- physics commtnents rather than from
canoni cal - broker arbitration

I mpl ement ati on Status

A reference inplementation of the bilateral Accord cerenony is in
active devel opnent by the specification’s author. Initial cerenony
targets are private; post-cerenpony case studies are anticipated as
the public artefacts of this work.
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In the spirit of [RFC7942], the present author notes that this
section docunents inplementation intent and is expected to be renoved
bef ore the docunent advances beyond the | ndependent Stream No claim
of interoperability is nade; the reference deploynent is a single
substrate operated by the specification's author with a single

antici pated counterparty.
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