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Abst ract

Thi s docunent specifies a one-tinme password generation mechani smfor
Hypertext Transfer Protocol (HTTP) Digest access authentication based
on d obal System for Mbobile Conmunications (GSM authentication and
key generation functions A3 and A8, also known as GSM AKA or 2G AKA.
The HTTP Aut hentication Framework includes two authentication
schenes: Basic and Digest. Both schenes enploy a shared secret based
mechani sm for access authentication. The GSM AKA nmechani sm perfornms
user authentication and session key distribution in GSM and Uni ver sal
Mobi | e Tel econmuni cati ons System (UMIS) networks. GSM AKA is a

chal | enge-response based nmechani smthat uses symetric cryptography.
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Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on Cctober 16, 2014.

Copyri ght Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction and Mtivations

1.1. Motivation

The Hypertext Transfer Protocol (HTTP) Authentication Framework,
described in [RFC2617], includes two authentication schenes: Basic
and Digest. Both schenes enploy a shared secret based nmechani smfor
access authentication. The Basic schene is inherently insecure in
that it transmts user credentials in plain text. The Di gest schene
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i mproves security by hiding user credentials with cryptographic
hashes, and additionally by providing limted nessage integrity.

The 2G AKA functions [TS55.205] perform authentication and session
key distribution in G obal System for Mbile Conmunication (GSM and
Uni versal Mbbil e Tel ecommuni cati ons System (UMIS) networks. 2G AKA i s
a chal | enge-response based nechani smthat uses symretric
cryptography. 2G AKA is typically run in a GSM Subscri ber Identity
Module (SIM, which resides in a snart card |ike device that al so
provi des tanper resistant storage of shared secrets. The 3G

Aut hentication and Key Agreenent (AKA) nmechani sm also known as UMIS
AKA, relying on the use of the UMIS Subscriber Identity Mdule (USIM
instead of the GSM SIM is nost closely associated with UMS;

however, nobile operators comonly distribute GSM SIMs with UMIS

nmobi | e phones, resulting in the use of 2G (GSM AKA in place of UMIS
AKA.

Thi s docunent specifies a mapping of GSM AKA parameters onto HTTP

Di gest authentication. |In essence, this mapping enabl es the usage of
GSM 2G AKA as a one-tine password generation mechani smfor D gest

aut henti cati on.

Thi s docunent is based heavily on [ RFC3310] which specified a mapping
of Authentication and Key Agreement (AKA) onto HTTP Di gest

aut hentication. Wile D gest AKA can be generally used when the

mobi | e phones are equi pped with a UMIS SIMcard, it may be useful for
nmobi | e operators who have not yet fully deployed USIMs and have still
mllions of SIMs deployed in the network. Digest 2G AKA al |l ows
access to applications in a nore secure way than woul d be possible
with the use of passwords or with GSM w t hout enhancenents.

Moreover, as the Session Initiation Protocol (SIP) [RFC3261]

Aut hentication Framework closely follows the HITP Authentication
Framewor k, Digest 2G AKA is directly applicable to SIP as well as to
any ot her enbodi nent of HTTP Di gest.

1.2. Relationship with 3GPP authenticati on nechani sm over HTTP

3GPP has defined the Generic Bootstrapping Architecture (GBA) that
enabl es the authentication of nobile subscriber based on AKA protocol
[ TS33.220]. This architecture is originally designed to allow 3G AKA
aut henti cati on over HTTP [ RFC3310], involving the user’s nobile
smartcard, a bootstrapping server function (BSF) and the

aut hentication center (AuC) colocated with the nobile subscriber
profile repository in the nobile operator network (HLR/HSS). GBA

al so provides the optional support of authentication of 2G nobile
users with the procedure called 2G GBA. This docunent does not

Mor and Expi res Cctober 16, 2014 [ Page 3]



I nternet-Draft HTTP Di gest 2G AKA April 2014

intend to define a new standard mechanismfor 3GPP. The aimof this
docunent is to provide nobile operators with an 2G AKA aut henti cati on
mechani sm over HITP in networks when no GBA is deployed in the nobile
operator network. Wen the GBA architecture is deployed in the
nmobi | e operator network, it is recoment to rely on the 3GPP TS
33.220 [TS33.220] to perform 2G AKA autentication over HTTP instead
of the mechani sm described in this document.

2. Term nol ogy

3. Acronyns
AuC Aut hentication Center.
AKA Aut hentication and Key Agreenent.
GSM d obal System for Mbile Communication.
IMS | P Miltinedia Subsystem
I MSI  International Mbile Subscriber Identity
ISIM | M5 Subscriber ldentity Mdul e.
Kc Ci pher Key.
Ki Subscri ber Key.
RAND Random Chal | enge.
SIM Subscriber ldentity Mdule.
SRES Signed Authentication Response.
UMIS Uni versal Mobil e Tel econmuni cati ons System
USIM UMIS Subscriber ldentity Mdule.

4. GSM 2G AKA Mechani sm Over vi ew
This following figure (Fig. 1) provides an overview of the GSM 2G AKA
mechani sm which is based on a shared secret key (Ki) and the use of
A3/ A8 al gorithmns.
The GSM 2G AKA mechanismis a chal |l enge-response mechani smt hat
al l ows the authentication of the nobile subscriber/device in the

network. This nechani sminvolves the Subscriber Identity Mdul e
(SIM hosted by the mobil e subscriber’s device, a server in the
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serving network and the Authentication Centre (AuC) in the nobile
subscri ber’s home network. Wen required, the authentication of the
mobi | e subscriber is performed by the serving network using

aut hentication material provided by the AuC.

A shared secret (Ki) is established beforehand between the SIM and
the AuC. The secret is stored in the SIM which resides on a snart
card like, tanper resistant device. The SIMis identified by the
IMSI (International Mbile Subscriber Identity), which is al so used
to identify the nobile subscriber/device in the network and the
shared secret (Ki) in the AuC (Authentication Center).

<--- 4. AV (RAND, SRES, Kc) ---
<-- 5. Auth. Request (RAND) -

S M Server Au_C
(Ki) (Ki)
I I
|---- 1.Request (IMSI) ----- >| |
| | 2.Authen. Data Request (IMSI) |
| R RREEEEEEEEEEE >|
| |
| o e +----+
I | (3)
| | ITMSI --> Ki
| | A3(RAND, Ki) = SRES
| | A8(RAND, Ki) = Kc
| oo o - +- - - - -
I
I
I
I

Fomm - Fommm e +
| (6) ,

| A3(RAND, Ki) = SRES* |
| AS(RAND, Ki) = Kc |
R oo +

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
- 7.Auth. Response (SRES*)->|
I+

T S +

I
| SRES*= SRES? |
R S +

I
I
|
I
I | (8)
I
I

Figure 1. GSM 2G AKA overvi ew

Mor and Expi res Cctober 16, 2014 [ Page 5]



I nternet-Draft HTTP Di gest 2G AKA April 2014

1. The nobile subscriber initiates a access/service request towards a
server in the serving network. The request contains the | M

2. Wen the request needs to be authenticated, the server queries
the AuC of the nobile subscriber’s hone network to retrieve the
necessary material for authenticating the nobile subscriber
identified by the I NS

3. The IMSl received fromthe server is used as key entry by the AuC
to select the corresponding shared secret Ki. The AuC uses the
shared secret Ki and a generated random val ue (RAND) for cal culating
the expected response (SRES) using the A3 al gorithmand the cipher
key Kc using the A8 algorithm the triple RAND, SRES and Kc form an
Aut henti cati on Vector (AV).

4. The authentication vector (RAND, SRES, Kc) is downl oaded to a
server. Optionally, if request by the server, the AuC can
al so downl oad nore than one authentication vector, each AV generated
with a different RAND val ue.

5. The server creates an authentication request, which contains the
random chal | enge RAND and the authentication request is delivered
to the client.

6. The client produces a authentication response RES, using
the shared secret Ki and the random chal | enge RAND provi ded in
the aut hentication request received fromthe server

7. The authentication response RES is delivered to the server

8. The server conpares the authentication response RES with the
expected response SRES. |If the two match, the user has been
successful ly authenticated, and the session key Kc can be used
for protecting further conmmunicati on between the client and the
server

5. Exanple of Digest 2G AKA operations
Figure 2 bel ow descri bes a message fl ow describing a Digest 2G AKA

process of authenticating a SIP request, nanely the SIP REQ STER
request.

Mor and Expi res Cctober 16, 2014 [ Page 6]



I nternet-Draft HTTP Di gest 2G AKA April 2014

SIM HTTP Server AuC
(Ki) (Ki)
| 1) GET (IMBl) | |
|- >|
| | 2) Authen. Data Request (I1Msl)|
| R RREEEEEEEEEEE >|
I I I
| | R +- -+
| | I MBI --> Ki
I | | A3(RAND, Ki) = SRES |
| | | AB(RAND, Ki) = Kc
| | Femm e e e +- -+
I I I
| | 3) AV (RAND, SRES, Kc)
| | < |
| 4) 401 Unaut horized (RAND) | |
| <o | |
I I I
+----- Fom e e e oo - + | |
| A3(RAND, Ki) = SRES* | | |
| A8(RAND, Ki) = Kc | | |
+--mna S + | |
I I I
| 5) GET (IMSI, RAND, SRES) | |
| o >| |
| | |
| AR, +o-m - - + |
| | SRES*= SRES? | |
| - S R + |
I I I
| 6) 200 K | |
| |
I I

Fi gure 2: Message flow representing a successful authentication

1) Initial request

CET / HTTP/1.1

Aut hori zati on: Di gest
user name="user 1 _private@onel. net",
real me"servi cel. honel. net™

nonce="",

uri="/",
response=
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6.

2)

3)

4)

5)

Request to the AuC for 2G AKA authentication vector (AV) for the
gi ven | MSI

Response fromthe AuC providing 2G AKA AV (RAND, SRES, Kc)
associated with the | Ml

Response containing a chal |l enge

HTTP/ 1.1 401 Unaut hori zed
WAV Aut henti cat e: Di gest

real m="servicel. honel. net",

nonce="base64( RAND) ",

gop="aut h, aut h-i nt",
opaque="6dae728da9089dah9112373¢c9f 0a9731",
al gor i t hm=2GAKA- VD5

Request containing credentials

GET / HTTP/ 1.1
Aut hori zati on: Di gest

user name="user 1 _privat e@onel. net",
real n¥"servicel. honel. net",
nonce="base64( RAND) ",

uri="/",

nc=00000001,

cnonce="0b8f 29d6",

response="6629f ae49393a05397450978507c4ef 1",
opaque="6dae728da9089dah9112373¢c9f 0a9731",

al gori t hmr2GAKA- VD5

6) Successful response

Mor and

HTTP/ 1.1 200 OK
Aut hent i cati on- I nf o:

gop=aut h-int,

r spaut h="6629f ae49394a05397450978507c4ef 1",
cnonce="6629f ae49393a05397450978507c4ef 1",
nc=00000001,
opaque="6dae728da9089dah9112373c9f 0a9731",
nonce="base64( RAND) "

Speci fication of Digest 2G AKA

In general, the Digest 2G AKA operation is identical to the D gest
operation in [RFC2617]. This chapter specifies the parts in which

Di gest 2G AKA extends the Digest operation. The notation used in the
Augnent ed BNF definitions for the new and nodified syntax elenments in
this section is as used in SIP [RFC3261], and any el enments not
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6.

6.

1.

2.

defined in this section are as defined in SIP and the docunents to
which it refers.

Al gorithm Directive
In order to direct the client into using 2G AKA for authentication
i nstead of the standard password system the RFC 2617 defined

algorithmdirective is overloaded in Digest 2G AKA:

algorithm = "al gorithm' EQUAL ( 2GAKA- nanespace / al gorithmval ue
)

2GAKA- namespace = "2GAKA" "-" al gorithmval ue

al gorithmval ue ( "MD5" / "MD5-sess" / token )

al gorithm

A string indicating the algorithmused in producing the digest and
the checksum |If the directive is not understood, the nonce
SHOULD be ignored, and another challenge (if one is present)

shoul d be used instead. Reuse of the same SRES value in

aut henti cati ng subsequent requests and responses is NOT
RECOMMENDED. An SRES val ue SHOULD only be used as a one-tine
password, and al gorithms such as "MD5-sess", which linmt the
anount of material hashed with a single key, by producing a
session key for authentication, SHOULD NOT be used.

Creating a Challenge

In order to deliver the GSM 2G AKA aut hentication challenge to the
client in Digest 2G AKA, the nonce directive defined in [ RFC2617] is
ext ended:

nonce = "nonce" EQUAL ( 2GAKA-nonce / nonce-val ue )

2GAKA- nonce = LDQUOT 2GAKA- nonce-val ue RDQUOT

2GAKA- nonce-val ue = <base64 encodi ng of RAND>

nonce

A parameter which is populated with the Base64 [ RFC2045] encodi ng
of the 2G AKA aut hentication random chal | enge RAND.
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6.3. dient Authentication

When a client receives a Digest 2G AKA aut hentication chall enge, it
extracts the RAND fromthe "nonce" paraneter and runs the A3-A8
algorithms with the RAND chal | enge and shared secret Ki

The resulting A3-A8 SRES paraneter is treated as a "password" when
cal culating the response directive of [RFC2617]. Due to the fact
that the SRES paraneter is 32 bits and the response directive of
[ RFC2617] is defined as 32 hex digits, SRES is encoded in the | ow
order (i.e. rightnost) 32 bits of "response", padded with | eading
zer oes.
Exanpl e:
SRES="0000000000000000000000007018d8a1"

6.4. Server Authentication
Wth Digest 2G AKA, the server MJIST use the expected response SRES
received in the authentication vector as "password" when cal cul ating
the "response-auth" of the "Authentication-Info" header defined in
[ RFC2617] .

7. 1 ANA Consi derations

IANA is kinly requested to register the following fields in the HITP
Aut henti cation Schene Registry:

0 Authentication Schene Name: Digest-2G AKA
o Pointer to specification text: draft-norand-http-di gest-2g-aka-05
0 Notes: This docunent specifies a mappi ng of GSM AKA par aneters
onto HTTP Digest authentication independent of the GBA
architecture defined by 3GPP.
8. Security Considerations
In general, Digest 2G AKA is vulnerable to the sane security threats
as HTTP authentication [RFC2617]. This chapter discusses the
rel evant exceptions.
8.1. Authentication of dients using D gest 2G AKA
2G AKA is typically -- though this isn't a theoretical limtation --

run on a SIMapplication that usually resides in a tanmper resistant
smart card. Interfaces to the SIMexist, which enable the host
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device to request authentication to be perforned on the card.
However, these interfaces do not allow access to the | ong-term secret
outside the SIM and the authentication can only be performed if the
devi ce accessing the SIM has know edge of a PIN code, shared between
the user and the SIM Such PIN codes are typically obtained from
user input, and are usually required when the device is powered on

The use of tanper resistant cards with secure interfaces inplies that
Di gest 2G AKA is typically nore secure than regul ar D gest

i npl ementations, as neither possession of the host device nor Trojan
Horses in the software give access to the long-termsecret. Were a
PIN schene is used, the user is also authenticated when the device is
powered on. However, there nay be a difference in the resulting
security of Digest 2G AKA, conpared to traditional D gest

i npl ement ati ons, dependi ng on whet her those inpl enentations cache/
store passwords that are received fromthe user

8.2. Limted Use of Nonce Val ues

The Di gest scheme uses server-specified nonce values to seed the
generation of the request-digest value. The server is free to
construct the nonce in such a way that it may only be used froma
particular client, for a particular resource, for a limted period of
time or nunmber or uses, or any other restrictions. Doing so
strengthens the protection provided agai nst, for exanple, replay

att acks.

Digest 2G AKA limts the applicability of a nonce value to a
particular SIM Typically, the SIMis accessible only to one client
device at a tine. However, the nonce values are strong and secure
even though limted to a particular SIM Additionally, this requires
that the server is provided with the client identity before an

aut henti cati on chall enge can be generated. |If a client identity is
not available, an additional round trip is needed to acquire it.

8.3. Miltiple Authentication Schenes and Al gorithns

In HTTP aut hentication, a user agent MJST choose the strongest
aut henti cation schene it understands and request credentials fromthe
user, based upon that chall enge.

I n general, using passwords generated by Digest 2G AKA with other
HTTP aut hentication schenmes is not recomrended even though the realm
val ues or protection domains would coincide. |In these cases, a
password shoul d be requested fromthe end-user instead. Digest 2G
AKA passwords MJST NOT be re-used with such HTTP aut hentication
schenes, which send the password in the clear. In particular, 2G AKA
passwords nust not be re-used with HTTP Basi c.
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8. 4.

8.

8.

5

6

The sane principle nust be applied within a schene if severa
al gorithms are supported. A client receiving an HITP D gest
chal l enge with several avail able al gorithms MJST choose the strongest
algorithmit understands. For exanple, Digest with "2GAKA- MD5" woul d

be stronger than Digest with "M)5
Online Dictionary Attacks

Si nce user-sel ected passwords are typically quite sinple, it has been
proposed that servers shoul d not accept passwords for HITP Di gest
which are in the dictionary [RFC2617]. This potential threat does
not exist in HITP Di gest 2G AKA because the algorithmwll use SIM
origi nated passwords. However, the end-user nmust still be carefu
with PIN codes. Even though HTTP Di gest 2G AKA password requests are
never displayed to the end-user, the end-user will be authenticated
to the SIMvia a PIN code. Commonly known initial PIN codes are
typically installed to the SIMduring manufacturing and if the end-
users do not change them there is a danger than an unauthorized user
may be able to use the device. Naturally this requires that the
unaut hori zed user has access to the physical device, and that the
end-user has not changed the initial PIN code. For this reason, end-
users are strongly encouraged to change their PIN codes when they
receive a SIM

Sessi on Protection

Di gest 2G AKA is able to generate an additional session key for
integrity (Kc) protection. Even though this docunent does not
specify the use of these additional keys, they nmay be used for
creating additional security within HTTP authentication or sone other
security nmechani sns.

Repl ay Protection

The generation of RAND used as one-tine or very |imted-use nonces
and the use of the integrity protection of qop=auth-int will limt
the possibility of replay attacks.

In GSM the network is allowed to re-use the RAND chall enge in
consecutive authentication exchanges. This is not allowed in D gest
2G AKA.  The server is nmandated to use fresh triplets (RAND
chal l enges) in consecutive authentication exchanges. Digest 2G AKA
does not nandate any nmeans for the client to check if the RANDs are
fresh, so the security of the schene | eans on the secrecy of the
triplets. However, the peer MAY enpl oy inpl enentation-specific
mechani sns to renenber sone of the previously used RANDs, and the
client MAY check the freshness of the server’s RANDs.
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8.7. Mitual Authentication

Wth Digest 2G AKA, network authentication is perforned only after
client authentication, in contrary to D gest AKA [RFC3310] in which
the UE authenticates the network before responding to the chall enge.
To prevent an inpersonation attack of the server to the client, the
aut hentication of the server to the UE SHOULD be i nproved by
protecting the comruni cation with Transport Layer Security (TLS). An
attacker succeeds only if he can break both, the certificate-based
TLS authentication to the client and nutual authentication provided
by HTTP Digest using a password derived from GSM procedures. One way
to break TLS is to conpronise the certificate. However, the risk of
clients using the root certificates associated with a conproni sed
Certification Authority (CA) is mninmzed if the clients use a
preconfigured list of trusted root certificates restricted to a | ow
nunber of CAs trusted by the operator, as opposed to the list of al
root certificates in a browser’'s key store, as described in section
8. 10.

When TLS is used for server authentication, the recomrendations given
in section 8.10 apply.

8.8. Flooding the Authentication Centre

The server typically obtains authentication vectors fromthe

Aut hentication Centre (AuC). Digest 2G AKA introduces a new usage
for the AuC. The protocols between the server and the AuC are out of
the scope of this docunment. However, it should be noted that a
mal i cious client may generate a | ot of protocol requests to nount a
deni al of service attack. The server inplenentation SHOULD take this
into account and SHOULD take steps to limt the traffic that it
generates towards the AuC, preventing the attacker fromfl ooding the
AuC and from extendi ng the denial of service attack from Di gest 2G
AKA to other users of the AuC

8.9. AKA Security

Evol uti ons of GSM networks, specifically Universal Mobile

Tel ecommuni cati ons System (UMIS) and IP Multinedia System (1 M)
networ ks, use an enhanced shared secret based mechani sm for

aut henti cati on known as Authentication and Key Agreenment (AKA). In
these networks, AKA is typically run in a UMIS Services ldentity
Module (USIM or IP Miltimedia Services Identity Mddule (ISIM. GSM
phones can al so be equipped with a USIMor ISIM |In that case,

Di gest AKA as described in [RFC3310] is used for authentication as
opposed to Di gest 2G AKA
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8.10. TLS Profile

VWhen TLS is used for server authentication prior to the Digest 2G AKA
aut henti cation procedures, the follow ng recommendati ons apply.

0 The TLS endpoi nts MJST support TLS version 1.1 as specified in RFC
4346 [ RFC4346] and SHOULD support TLS version 1.2 as specified in
RFC 5246 [ RFC5246] shoul d be supported. -

0 The highest TLS version supported on both TLS endpoi nts MJST be
used.

0 The TLS endpoints MJST conmply with the 3GPP TLS profile given in
3GPP TS 33.310, Annex E [TS33.310] is . The only difference is
that TLS ci pher suites w thout encrypti on MIUST not be used.

o0 The certificates used for TLS MJST conply with the 3GPP
certificate profile defined in the section 6.1 of 3GPP TS 33. 310
[ TS33.310] is .

0 Support of certificate revocation and of the related fields in
certificates is recomended

0 Server nane matching MJIST be perforned by the client using the
mat chi ng rul es specified by RFC 2818 [ RFC2818] is

o The client MJST use a preconfigured list of trusted root
certificates for server certificate validation

0 Server certificate validation MJST not require manual user
i nteraction.

o0 The server MJST not request a certificate in a Server Hello
Message fromthe client (as the client is authenticated using
Di gest 2G AKA as described in section 5).

0 The TLS endpoints MJST allow for resuming a session. The lifetine
of a Session IDis subject to local policies set on the TLS
endpoi nt s.
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