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Abst ract

Thi s specification introduces Entity Profiles as a nmechanismto
categorize QAuth 2.0 entities—clients and subjects—based on their
operational context. Entity Profiles provide structured descriptors
for the client initiating the QAuth flow and the subject represented
in tokens. This docunent defines new JWI C ai mnanes and net adat a
paraneters for use in JWs issued or consunmed in QAuth fl ows,
including but not Iimted to access tokens, |ID tokens, JW

aut hori zation grant assertions, and transaction tokens, as well as in
token introspection responses, dynamc client registration, and

Aut hori zation Server netadata. It also defines vocabulary for
classifying acting entities within del egation chains.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
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https://drafts.srey.io/draft-nora-oauth-entity-profiles.htm. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-nora-oauth-entity-profiles/.
Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Goup mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww. ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com Sreyant h/draft-nora-oauth-entity-profiles.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

Thi s specification introduces a nechanismfor classifying entities
participating in QAuth 2.0 and Openl D Connect flows using standard or
customdefined "Entity Profiles.” These profiles offer a structured
way to describe the nature or operational context of clients and
token subj ects, enhancing authorization decisions, policy
enforcement, risk assessnment, and audit capabilities.

Thi s specification introduces two new C ai is:

* client_profile: Describes the nature of the client software or
application initiating the QAuth flow (e.g., web app, native app,
Al agent).

* sub_profile: Describes the entity represented by the subject (sub)
Claimin an issued token (e.g., user, service, Al agent).

Thi s specification establishes a registry for QAuth Entity Profiles
and defines an initial set of Entity Profile values. This docunent
al so defines how the Entity Profiles can be used in any JW issued or
consurmed in QAuth flows, including but not limted to access tokens,
I D tokens, JWI authorization grant assertions, and transaction
tokens, as well as in token introspection responses, dynam c client
regi stration, and Authorization Server netadata.

Thi s specification also defines the use of Entity Profiles in

del egati on scenarios through the act C aim[RFC8693], introducing the
concept of an Actor Profile to classify acting entities. By applying
the sane Entity Profile vocabulary to each actor in a del egation
chain, this approach enabl es consistent classification of entities
across both direct and del egated access contexts.
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1.1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s specification uses the Augnented Backus- Naur Form ( ABNF)
not ati on of [ RFC5234].

1.2. Term nol ogy

Thi s docunment uses the ternms "User", "Resource Owmer", "Cient"
"Aut hori zation Server", "Resource Server", and "Access Token" defi ned
in [RFC6749] and the terns "JSON Wb Token (JWNH)", "Clain, "daim
Nane" defined in [ RFC7519].

* *Entity Profile*: A string-valued descriptor classifying an QAuth
entity (client or subject) according to its operational role or
cont ext .

* *Client Profile*: An Entity Profile that characterizes the client
software or application initiating the QAuth flow (e.g., web
app, native app, Al agent, etc.).

* *Subject Profile*: An Entity Profile that characterizes the
entity represented by the token subject (e.g., user, Al agent,
service account, etc.).

* *Actor Profile*: An Entity Profile that characterizes the acting
entity within an act C ai mnode [ RFC8693].

2. Mdtivation and Use Cases

As QAuth 2.0 continues to be used in increasingly diverse

envi ronment s—i ncl udi ng cl oud-native architectures, zero-trust
systens, |oT ecosystens, and Al-driven platfornms—the nature of
entities participating in QAuth fl ows has become nore heterogeneous.

Current QAuth deploynents | ack a standardi zed way to represent and
reason about these differing entity types. The introduction of
Entity Profiles hel ps address several practical needs:

* *Access Control and Policy Enforcenment*: Resource Servers can

apply different access policies depending on whether the caller is
a user, service, device, or Al agent.
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3.

3.

3.

* *Risk Scoring and Security Posture*: Authorization Servers can
assess and adjust risk and their security measures based on client
type (e.g., public native app vs. backend service).

* *Auditing and Forensics*: Security |ogs becone nore useful and
interpretable when entity types are nade explicit.

* *Future-Proofing QAuth Flows*: As Al agents and aut ononmous systens
take on greater roles, profiles offer a way to signal and manage
their participation explicitly.

* *User Experience*: Custom zed interfaces and consent flows, such
as enhanced di scl osures and controls for human users and granul ar
perm ssions for Al agents.

By introducing a consistent way to describe the operational context
of clients and subjects, this specification enhances the overal

aut hori zati on decisions, policy enforcenent, risk assessnent, and
audit capabilities in QAuth 2.0 and Openl D Connect depl oynments.

Entity Profiles
1. Standardized Entity Profiles

The following is a list of Entity Profile values defined by this
specification. These identifiers are not intended to be exhaustive,
and additional profiles can be defined by inplenmenters or through

ot her specifications. The values defined herein are an intentionally
smal | set that covers the nbst common scenari os.

1.1. user

A user is a human resource owner who interacts with the system
through a client such as a web application, native application, user-
agent - based application, or device interface. Users provide consent,
make aut horization decisions, and are typically assunmed to have
access to their own credentials, session tokens, and authorization
settings on their devices. Wile users often act directly through a
client, they may al so del egate access to applications or Al agents
acting on their behalf. It is assuned that users can nmke i nfornmed
consent decisions, understand the inplications of del egated access,
and nanage their own perm ssions within the system
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3.1.2. device

A device is a hardware-based conmputing entity (e.g., smart TVs, loT
sensors, nobile phones, kiosk termnals) that can host client
applications. Devices may have limted user interfaces and may act
aut ononously or under user control. They are often constrained in
security capabilities (e.g., lack of secure storage, no loca

di splay, indirect input nmethods) and typically require indirect

aut hori zati on nechani sns such as the Device Authorization G ant

[ RFC8628]. Devices are generally considered public clients unless
they can securely protect credentials.

Devi ces are distinct from backend services or virtualized conpute
instances (e.g., VMs, containers) based on their physical depl oynent
and user-facing interaction nodel .

3.1.3. native_app

Same as "native application" defined in Section 2.1 of [RFC6749].
3.1.4. web_app

Sane as "web application" defined in Section 2.1 of [RFC6749].
3.1.5. browser_app

Sane as "user-agent-based application” defined in Section 2.1 of
[ RFC6749] .

3.1.6. service

A service is a non-human actor that represents a | ogical service,
backend process, or mcroservice within a distributed system Wen
acting as a client in QAuth flows, services are classified as
confidential applications, neaning they can securely store
credentials and access tokens. Unlike user-facing applications,
services do not involve direct user interaction and typically operate
wi thin system defined scopes and trust boundaries, often performng
aut omated tasks or facilitating comuni cati on between conponents in
the system

Mora, et al. Expires 17 October 2026 [ Page 7]



I nternet-Draft QAuth Entity Profiles April 2026

3.1.7. ai_agent

An Al agent is an autononbus or sem -autonompous system capabl e of
initiating actions and naki ng deci sions independently or on behal f of
a user or organi zation. These agents nmay participate in QAuth flows
as clients, subjects, or both. They m ght perform del egated tasks
based on user instructions, operate persistently across sessions and
services, possess their own identity, credentials, and entitlements.
They are typically powered by nachine | earning or reasoning systens,
exhi biting adaptive, context-aware, non-determnistic, and proactive
behavi or over extended sessions and across nultiple systens.

Al agents can be deployed in various environnents, such as backend
servi ces, cloud-based systens, edge devices, or within user-
controlled platfornms. Depending on their operational context and
depl oynent, Al agents can be clients -- naking outbound APl calls and
initiating QAuth flows; or, subjects -- acting as the resource owner
in systens that authorize autononous services. Depending on their
ability to securely store credentials and maintain integrity, they
may be classified as either confidential or public clients. In sone
contexts, even well-secured Al agents may be treated as public
clients due to the inherent conplexity and unpredictability of their
behavior. Wiile it can be difficult to objectively verify that an
entity truly qualifies as an Al agent, trusted publishers or
registries may attest to the nature of the entity.

3.2. Private or CustomEntity Profiles

Entity Profiles can be defined at will by those using this
specification. However, in order to prevent collisions, any new
Entity Profile should either be registered in the 1 ANA QAuth Entity
Profiles registry (see Section 14.1) or be a collision-resistant

val ue. The definer of the value needs to take reasonabl e precautions
to ensure they are in control of the part of the namespace they use
to define the Entity Profile.

3.3. Representation in Token C ains and Met adat a

The value of an Entity Profile, whether appearing as a daimin JW
tokens or as a paraneter in nmetadata or introspection responses, is
expressed as a space-delinited, case-insensitive |ist of strings.
Each string represents a classification of the entity (either a
client or a subject) and MJST adhere to the syntax defined bel ow

Mul tiple val ues MAY be included if the entity fits into nore than one
category. The order of values is insignificant, and there is no

inmplicit hierarchy or relationship between the values. Wen nmultiple
Entity Profiles are present, each value is interpreted independently.
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Val ues SHOULD NOT be duplicated within a single Entity Profile list;
recei vers SHOULD i gnore duplicate values. When including multiple
val ues, the Entity Profile conbinati ons SHOULD be senantically

meani ngf ul and val i dat ed agai nst expected usage patterns.
Conflicting profiles (e.g., user service) SHOULD be avoi ded unless a
clear operational justification exists (e.g., user ai_agent to
indicate an Al agent acting as a digital enployee).

entity-profile = profile-token * ( SP profil e-token )
profile-token = 1*( ALPHA/ DIGT / "-" [ "_" [ "." )

Exanpl es:

* "user"

* "ai _agent"

* "service ai _agent"

Al'l profile values MJST either:

* Be registered in the QAuth Entity Profiles IANA registry (see
Section 14.1), or

* Be privately defined (see Section 3.2).

VWhen processing these val ues, Authorization Servers and Resource
Servers MJST NOT assune any inplicit relationships or hierarchies
between the Entity Profiles unless explicitly agreed upon by the
Aut hori zation Server and the Resource Server or if defined in a
different specification

Entity Profiles are orthogonal to the QAuth 2.0 client type (public
or confidential) as defined in Section 2.1 of [RFC6749]. The client
type classifies a client based on its ability to maintain credentia
confidentiality. The sane Entity Profile value nmay apply to both
public and confidential clients.

Aut hori zation Servers that process tokens containing syntactically
valid Entity Profile val ues whose semantics they do not understand

| ocal |y SHOULD preserve those val ues unchanged when produci ng derived
tokens, provided the values are registered for the applicabl e usage

|l ocation or are valid private Entity Profiles. Authorization Servers
MUST NOT preserve val ues that are syntactically invalid or invalid
for the applicabl e usage | ocati on.
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For exanple, a token might include the Entity Profil es ai_agent
acnme_verified robot, where acne_verified robot is a vendor-defined
profile used to identify industrial automation clients from ACVE

Corp. These two profiles are i ndependent — the presence of both does
not inply that one is a subtype of the other, nor that they share
privilege or trust levels. Treating acne_verified robot as a

subcl ass of ai_agent, or vice versa, could result in incorrect access
deci si ons.

4. Entity Profile JWI Clains

Thi s specification defines two new C ai m Nanes: client _profile and
sub_profile. These Cains nay appear in JWs |ike JW access tokens
[ RFC9068], Openl D Connect ID tokens [ODC], and Transacti on Tokens
[I-D.ietf-oauth-transaction-tokens], as well as in JW authorization
grant assertions [ RFC7523] presented to the token endpoint. These
Clains MAY al so appear in other QAuth-related JWI's when their use is
defined by the rel evant specification or profile.

4.1. client_profile daim

The client _profile (Client Profile) aimindicates the Entity
Profile(s) of the Cient identified by the client_id (Cdient ID)
Caimina JW. |If included, the value of this O aimMJST conformto
the rules defined in Section 3.3. Use of this Caimis OPTI ONAL.

4.2. sub_profile daim

The sub_profile (Subject Profile) Caimindicates the Entity
Profile(s) of the Subject represented by the sub (Subject) daimin a
JWI.  If included, the value of this CaimMJST conformto the rules
defined in Section 3.3. Use of this Caimis OPTI ONAL.

The sub_profile O aimMY al so appear within act (Actor) d ai mnodes
[ RFC8693] to identify the Entity Profile of the acting entity at each
step in a delegation chain. This allows acting entities in

del egati on scenarios to be classified using the same Entity Profile
vocabul ary. The value MJUST conformto the sane syntax and registry
requi renents defined in Section 3. 3.

Bel ow i s a non-nornative exanple illustrating how the new Entity

Profile Clainms can appear within a JW access token. O her standard
Clainms are onmitted for brevity:
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{
"sub": "user123",
"sub_profile": "user",
"client _id": "client456",
"client _profile": "service ai_agent"
}
Bel ow i s a non-normative exanple illustrating how sub_profil e appears

within an act Claimnode in a delegation context. Oher standard act
menbers such as iss are onmtted for brevity.

{
"sub": "user123",
"sub_profile": "user",
"client _id": "client789",
"client _profile": "ai _agent",
"act": {
"sub": "client789",
"sub_profile": "ai_agent"
}
}

5. Authorization Server Metadata

If an Authorization Server supports publishing netadata as defined in
[ RFC8414] and al so inplenments the nechani sns defined in this
specification, it SHOULD advertise its support for the mechani snms
defined in this specification using the followi ng netadata paraneter
inits Authorization Server Metadata docunent:

"entity profiles_supported': OPTIONAL. JSON object containing
menbers: client, subject, and actor, each a JSON array of
supported Entity Profiles. The client array lists Entity Profiles
supported for client classification. The subject array lists
Entity Profiles supported for subject classification

The actor array, if present, lists Entity Profiles that the

Aut hori zation Server recognizes and will validate when they appear
as sub_profile values within act nodes [RFC8693] in inbound
tokens, actor assertions, or issued tokens. Actors whose
sub_profile values are not listed in this array MAY be rejected by
the Authorization Server. |Its absence indicates that no support
for Actor Profile usage in delegation contexts is declared.

Aut hori zation Servers SHOULD include all supported profiles in
each array but MAY omt sone supported profiles fromthis netadata
if desired. Values in the actor array need not match those in the
subj ect array, as an Authorization Server may support different
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profiles for different contexts. Enpty arrays MJST NOT be

i ncluded, and menbers with no val ues SHOULD be omitted. When
entity _profiles_supported is present, it MJST include at |east one
of client, subject, or actor, and that nmenber MJST contain at

| east one value. |If no Entity Profiles are supported, the entire
par anet er SHOULD be onitted

Clients can use this metadata to determ ne which Entity Profiles the
Aut hori zation Server recognizes, to understand how their own Entity
Profiles mght be interpreted or classified, and to determ ne whet her
the Aut horization Server supports Entity Profiles in del egated access
scenarios. Receivers encountering an enpty array for any key SHOULD
treat it as equivalent to the key being absent.

Bel ow i s an exanpl e of how this metadata parameter m ght be included
in the Authorization Server Mtadata document. Oher standard
paraneters are onmitted for brevity:

{
"entity _profiles_supported":
{
"client": ["native_app", "web_app", "browser app", "service", "ai_agent"],
"subject": ["user", "device", "service", "ai_agent"],
"actor": ["service", "ai_agent"]
}
}

6. Dynamic Cient Registration Metadata

If an Authorization Server supports Dynamic Cient Registration as
defined in [ RFC7591] and al so inplenents the mechani sns defined in
this specification, it SHOULD allow clients to declare their Entity
Profile using the followi ng netadata paranmeter in their registration
requests:

"client _profile": OPTIONAL. The Entity Profile of the client. This
val ue MAY be included in the client’s registration request and, if
present, SHOULD match the client’s actual Entity Profile. |If
omtted, the Authorization Server MAY assign a default Entity
Profile based on its policies or the client’s other netadata.

If the provided client _profile does not match the server’s policy or
fails the server’s validation and verification checks, the

Aut hori zation Server MUST reject the registration request with an
invalid client_nmetadata error. The verification nechanisns for the
client _profile value are out of scope for this specification, but it
is recommended that Authorization Servers inplenment appropriate
checks based on their security policies and operational context.
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They may al so enpl oy verification strategies |ike checking agai nst
known registries, validating against trusted sources, adm n approval,
met adata i nference, out-of-band attestation by an accountable party
et c.

An Aut hori zation Server that recognizes a client _profile value as
valid but chooses not to apply it based on policy is not required to
reject the registration request; it MAY onmt that value fromthe
effective profile in the registration response. Authorization
Servers MAY al so choose to assign additional Entity Profiles that are
not requested by the client based on their policies. Wen the

Aut hori zation Server has determined a client _profile value — whether
fromthe client’s request, server policy, or default assignment — it
MUST include the effective value in the registration response in
accordance with Section 3.2 of [RFC7591]. |If the Authorization

Server nodified, augnented, or assigned a client _profile that differs
fromthe client’s request, the response reflects the server’s
aut horitative assignment.

Bel ow i s an exanpl e of how this metadata parameter m ght be included
in a Dynamic Client Registration request. O her standard paraneters
are omtted for brevity:

{
"client_nane": "Exanmple dient",
"redirect _uris": ["https://exanpl e.com cal |l back"],
"client_profile": "service ai_agent"
}
Bel ow i s an exanpl e of how the Authorization Server’s registration
response night reflect a nodified client_profile. 1In this case, the
server assigned only service based on its policies:
{
"client _id": "client456",
"client_nane": "Exanmple dient",
"redirect _uris": ["https://exanpl e.com call back"],
"client_profile": "service"
}

7. Token Introspection Response Paraneters
If an Authorization Server supports Token Introspection as defined in
[ RFC7662] and al so i nplements the nechani sns defined in this
specification, it SHOULD include the follow ng paraneters in its
i ntrospection responses:

"sub_profile": OPTIONAL. The Entity Profile of the resource owner
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identified by the sub O aimassociated with the token.

"client_profile": OPTIONAL. The Entity Profile of the client
identified by the client_id Caimassociated with the token.

When the introspection response includes the act paranmeter as defined
in [ RFC8693], the Authorization Server SHOULD include a sub_profile
menber within act objects, using the same syntax and semantics as the
sub_profile Claim to classify acting entities when it has assigned
an Actor Profile.

The following is a non-nornative exanple of how these paraneters

nm ght appear in a token introspection response for a direct (non-

del egated) access context. Oher standard paraneters are onmitted for
brevity:

{
"active": true,
"sub": "user123",
"sub_profile": "user",
"client _id": "client456",
"client _profile": "native_app"
}

The following is a non-normative exanpl e of how these paraneters

m ght appear in a token introspection response for a del egated access
context. Oher standard act nmenbers such as iss are omtted for
brevity:

{
"active": true,
"sub": "user123",
"sub_profile": "user",
"client _id": "client456",
"client _profile": "native_app",
"act": {
"sub": "ai_agent_789",
"sub_profile": "ai_agent”
}
}

8. dient Behavior
8.1. Registration

Clients inplenmenting this specification:
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9

* MAY declare client_profile at registrati on when using QAuth
Dynamic Client Registration

* MJST use registered or private Entity Profiles

*  MJUST NOT attenpt to register with Entity Profiles that do not
mat ch their actual nature

In environnents where clients are manual ly registered or configured
(e.g., enterprise deploynents), client_profile provided MJST
accurately represent the nature of the client. The value MJST be a
registered Entity Profile or follow the nanming conventions for
private Entity Profiles.

Clients are incentivized to declare accurate client_profile val ues
because aut horization and access policies rely on them

M srepresenting profiles may cause stricter enforcenent, failed

aut hori zations, or rejection due to inconpatible policy constraints.
Mor eover, Authorization Servers and Resource Servers shoul d nonitor
client behavior to ensure consistency with the declared profile, with
devi ations potentially resulting in penalties or revocation of

access.

Aut hori zati on Server Behavi or
1. dient Registration

During client registration (dynamcally or otherw se), Authorization
Servers inplenmenting this specification

* MUIST verify the client_profile value during client registration,
if present in the registration request.

* MJST ensure that the client_profile value conforns to the rules
defined in Section 3.3.

* MUIST reject registration requests with syntactically invalid
client_profile values or values that are neither registered in the
QAuth Entity Profiles registry nor valid private Entity Profiles.

* SHOULD provide clear error nessages when rejecting registration
requests due to invalid or unrecognized client_profile val ues.

* MAY log Cient Profile information for auditing and nonitoring
pur poses.
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* MAY restrict clients fromupdating their client_profile after
registration or limt the frequency of such updates, dependi ng on
their policies.

9.2. Subject Profile Assignnent

The Authorization Server MAY determine the sub_profile val ue based
on:

* Attributes of the subject (e.g., user, service account, Al agent)
as provided during registration.

* Subject attributes returned during authentication

* The grant type used (e.g., client_credentials inplies service
account).

* Preconfigured mappi ngs.

The client’ s declared profile or request parameters MJST NOT directly
i nfluence or determ ne the value of sub_profile to prevent
mani pul ati on or unauthorized el evati on of subject classification

9.3. JW Issuance
Aut hori zation Servers inplenenting this specification

* MAY include sub _profile and client _profile Clainms in access tokens
and I D tokens, according to their policies and client registration
met adata. When included, these Cains MJST conformto the rules
defined in Section 3.3.

* SHOULD issue registered Entity Profile values only in the usage
| ocations defined for those values in the QAuth Entity Profiles
registry (Section 14.1), such as client _profile, top-leve
sub_profile, or sub _profile within act nodes. Private Entity
Profile values SHOULD be issued only in usage contexts consistent
with their private definitions.

* NMAY automatically include Entity Profile Clains for certain
categories of clients, such as always providing client_profile for
aut ononobus Al agent clients.

* SHOULD include these Clainms when explicitly requested by clients

t hrough supported nmechanisns (e.g., OpenlD Connect C ains
paraneter [O DC], specific scope requests)
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*  SHOULD popul ate these Cains consistently using verified Entity
Profile information obtained during client registration or other
trusted validation nethods.

* \When issuing refreshed or exchanged tokens, Authorization Servers
SHOULD re-evaluate the Entity Profiles and update themif context
or identity has changed. Entity Profiles MJST NOT be assuned to
persi st across sessions w thout validation.

Thi s specification does not prescribe how clients request Entity
Profile Claims, but it is expected that existing nechanisns will be
re-used. Future extensions nay define additional request nechani sns
along with any associated rejection rules and error handling. In
practice, Authorization Servers may enforce the inclusion of these
Clains by default, especially for high-risk or privileged profiles
such as Al agents, to ensure consistent and secure policy
enforcement. For other entity profiles, to reduce token size and
privacy exposure, Clainms nmay be omtted by default and included only
when explicitly requested. This approach bal ances the need for
security and efficient token managenent, while preventing clients
fromarbitrarily adding or omtting Entity Profile information to
mani pul at e access control deci sions.

As an exanmple, in OpenlD Connect deploynents, clients rmay use the
clains request paraneter [ODC] to request Entity Profile O ains.
The following is a non-normative exanpl e of requesting both
client_profile and sub_profile in an access token

{

"access_token": {
"client_profile": null
"sub_profile": nul

}

}

9.4. Token Introspection Responses
Aut hori zation Servers inplenenting this specification

* SHOULD include sub _profile and client_profile paraneters in token
i ntrospection responses. |f included, Authorization Servers MJST
ensure that the values of these paranmeters conformto the rules
defined in Section 3.3.

* MAY include sub_profile within act nodes in introspection
responses when the token is associated with a del egati on cont ext
and the Authorization Server has assigned an Actor Profile to the
acting entity.
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9.5.

Val i dati on Requirenents

Aut hori zati on Servers:

1.

MUST verify that Entity Profile values conformto the syntax in
Section 3.3 and are either registered in the QAuth Entity
Profiles registry for the applicable usage |location or are valid
private Entity Profiles used in a context consistent with their
private definitions.

SHOULD ensure that Entity Profile assignnments are trustworthy and
not based solely on unverified self-assertion. The mechani sns
for these verifications are out of scope for this specification,
but it is recommended that Authorization Servers inpl enent
appropri ate checks based on their security policies and
operational context.

MUST enforce authentication assurance and policy requirenents
appropriate to the Entity Profile.

validation fails during

*Client registration*: Authorization Servers SHOULD return
invalid client _netadata (as defined in [ RFC7591]).

*Token issuance*: Servers MAY refuse to issue tokens or omt the
invalid profile d ains.

*Token introspection*: Servers SHOULD ensure introspection results
mat ch stored profile nmetadata and MJUST NOT fabricate or guess
unknown profiles.

*JWI' aut hori zation grant processing*: Servers SHOULD return
invalid grant as defined in Section 3.1 of [RFC7523] if the
assertion contains syntactically invalid Entity Profile val ues,
val ues that are not valid for the applicable usage | ocation, or
val ues that are disallowed by |ocal policy.

*Token exchange*: When processing i nbound tokens or assertions
(e.g., subject token or actor_token in [RFC8693]), Authorization
Servers SHOULD validate Entity Profile Clains in the presented
tokens and MAY reject the exchange request if the values are

i nvalid, unrecognized, or conflict with local policy.

Clear, actionable error responses MJST be returned in accordance wth
QAut h and Openl D Connect error handling frameworks

Aut hori zati on Servers MNAY:

Mor a,
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6

Log Entity Profile assignments to support auditing and forensic
anal ysi s.

I ncorporate Entity Profiles into rate limting and other risk-
based control s.

Return clear, descriptive error nmessages if Entity Profile
val idation fails.

Consum ng Tokens and Assertions

When an Aut hori zation Server consumes tokens or assertions containing
Entity Profile dainms, such as during token exchange [ RFC8693] or JWI
aut hori zati on grant processing [RFC7523], it acts in a rol e anal ogous
to a Resource Server with respect to evaluating those Clains. In
addition to the validation requirenments defined in Section 9.5,

Aut hori zation Servers in this context:

*

10.

SHOULD use Entity Profile Clains in the presented tokens and
assertions to informauthorization and policy decisions for the
requested operation

MUST NOT interpret or infer additional neaning beyond the
profile’ s definition.

SHOULD treat Entity Profile values that are syntactically invalid
or that appear in a usage |location not defined for that value in
the registry as unrecogni zed, and apply policies accordingly.

MAY reject a token containing a client_profile menber within an
act node or ignore the offending menber for the purposes of
aut hori zati on deci si ons.

MUST NOT preserve values that are syntactically invalid or invalid
for the applicabl e usage | ocation.

Resource Server Behavi or

Resource Servers handling tokens with Entity Profile C ains:

*

SHOULD use sub _profile and client _profile Cains to i nform access
control decisions and apply appropriate policies.
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*  SHOULD apply conservative or default-deny policies when Entity
Profile Clainms are mssing, unrecogni zed, or have unknown
semantics for the usage |ocation that the Authorization Server has
advertised support for in entity profiles_supported. For exanple,
if the subject array is present in entity profiles_supported but
sub_profile is absent froma token, the Resource Server SHOULD
apply conservative policies for subject classification.

* SHOULD NOT penalize tokens for mssing Entity Profile Clains for
unadverti sed usage | ocations.

* MAY log Entity Profile information for auditing, nonitoring, and
anomal y detection purposes.

* MJST NOT interpret or infer additional meaning beyond the
profile’ s definition.

* SHOULD treat Entity Profile values that are syntactically invalid
(i.e., do not conformto the profile-token syntax in Section 3.3)
or that appear in a usage |location not defined for that value in
the registry as unrecogni zed, and apply policies accordingly.

* DMAY reject a token containing a client_profile nmenber within an
act node or ignore the offending menber for the purposes of
aut hori zati on deci si ons.

Thi s specification does not prescribe specific behaviors or policies
for Resource Servers based on Entity Profiles. However, it

encour ages Resource Servers to use these Clains to strengthen
security, enforce fine-grained policies, and inprove user experience.

When a Resource Server obtains Entity Profile values fromboth a JW
access token and a token introspection response, and the val ues
differ, the introspection response SHOULD take precedence as it
reflects the Authorization Server’'s current state. A nmismatch

bet ween the two sources MAY be | ogged as an anonaly for nonitoring
pur poses.

VWhen rejecting a request due to invalid, mssing, or unsupported
Entity Profile O ains, Resource Servers SHOULD provide informative
error responses to assist with diagnostics and troubl eshooti ng.
These responses SHOULD use existing QAuth 2.0 and HTTP mechani sns,
such as the WAV Aut henticate [ RFC6750] header or the
error_description field [RFC6749] in the response body, to convey
addi ti onal context.
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These nessages are intended for human end-users or devel opers and are
not standardi zed by this specification. Cdients MIUST NOT rely on
specific error formats for automated deci si on- naki ng.

10.1. Handling Multiple Entity Profiles in Authorization Policies

When nultiple Entity Profiles are present, authorization policies
associ ated with each should be evaluated in conbination. Entity
Profiles do not define an inherent hierarchy or ordering; no profile
is automatically "nore trusted" than another. However, when policy
out cones conflict, deploynments SHOULD apply the nobst restrictive
outconme to avoid unintended privilege escalation. |nplenenters
shoul d avoid witing Entity Profile checks that override previous
deci sions inperatively, as this can |l ead to inconsistent behavior.

Here is a non-normative pseudo-code exanpl e of how these val ues can
be used for enforcing authorization policies at a Resource Server

raw client = token.get("client_profile", "").strip()
client_profiles = set(raw client.split()) if raw client else set()

raw sub = token.get("sub _profile", "").strip()
sub_profiles = set(raw sub.split()) if raw sub el se set()

# Define applicable policies
policies_to_apply =[]

if "service" in client_profiles:
# Add service-specific policies
policies to _apply.append(apply_service policy)

if "ai_agent" in sub_profiles:
# Add Al agent-specific policies
policies to _apply.append(apply_ai _agent policy)
if "user" in sub _profiles:
# Add user-specific policies
policies_to_apply.append(apply_user_policy)
# Eval uate conbined policies (e.g., intersection of perm ssions or nost restrictive)
final _decision = eval uate_conbi ned_policies(policies_to apply, nbpde="npbst _restrictive"
11. Entity Profiles in Del egation Contexts

Entity Profiles classify entities participating in QAuth flows. They
do not, by thenselves, create or inply delegation relationships.
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When QAuth 2.0 Token Exchange [ RFC8693] is used to represent

del egation, the act Claimallows tokens to include information about
acting entities, and the sub_profile Caimcan be used within each
act node to indicate the Actor Profile that classifies those
entities. This specification defines the "Actor Profile" usage
location in the QAuth Entity Profiles registry (Section 14.1) and the
actor array in the entity_profiles_supported nmetadata (Section 5) to
support this use.

At the top level of a token, sub profile classifies the primary
subj ect of the token (e.g., a user or service account). Wthin act
nodes, sub_profile classifies the acting entity at each step of the
del egation chain (e.g., an Al agent acting on behal f of a user).
Client classification using the client_profile C aimMJST be
expressed only at the top level of the token. The client_profile
Clai m MUST NOT appear within act nodes.

The val ue of sub_profile within an act node, when included, MJST
conformto the syntax defined in Section 3.3 and MJST use val ues from
the QAuth Entity Profiles registry (Section 14.1) with the "Actor
Profile" usage location, or valid private Entity Profiles as defined
in Section 3.2.

An act node can contain another act node, form ng a chain that
represents nultiple hops of delegation. By including sub_profile in
each act node, the Authorization Server can provide consistent
classification of all entities involved in the del egation, enabling
Resource Servers to make informed access control decisions based on
the nature of each actor

The Authorization Server is responsible for constructing the act
chain, validating subject tokens, and assigning appropriate
sub_profile values based on its policies and the del egati on context.
The rules for these operations are expected to be defined in a
separate specification focused on actor and del egati on chains.

If a Resource Server encounters an act node wi thout a sub_profile
menber, and the Authorization Server’ s netadata indicates support for
Actor Profiles through the actor array in entity _profil es_supported,
the Resource Server SHOULD treat the acting entity as unclassified
Where local policy for the protected resource requires Actor Profile

i nformati on, the Resource Server SHOULD apply conservative or

defaul t-deny policies consistent with Section 10. If the

Aut hori zation Server’ s netadata does not declare support for Actor
Profiles, the absence of sub _profile carries no normative
significance under this specification
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12.

12.

12.

Bel ow is a non-normative exanple of a nulti-hop del egation chain
where a user delegates to an Al agent, which in turn del egates to a
backend service. Each act node includes a sub_profile menber to
classify the acting entity. Qher standard act nenbers such as iss
are omtted for brevity:

{

"sub": "user123",
"sub_profile": "user",
"client _id": "agent_app",
"client _profile": "ai _agent",
"act": {
"sub": "agent_app",
"sub_profile": "ai_agent",
"act": {
"sub": "tool service",
"sub_profile": "service

}
}

Security Considerations
1. Trust and Verification

Entity Profile dainms should only be trusted when issued by verified
and trusted authorities. Wthout proper validation, self-asserted or
spoofed Clains may result in msclassification and undernm ne security
policies. Authorization Servers should enforce strict validation
during client registration and token issuance.

2. Entity Profile Spoofing

Malicious clients may attenpt to register or use false Entity
Profiles to bypass access controls. To mitigate this, Authorization
Servers should require verification for all profiles, especially
privileged types like "ai _agent", and restrict dynam c registration
of sensitive profiles unless additional validation is perfornmed.

I mpl enent ati ons are encouraged to nonitor client behavior for
consistency with the declared profile, applying penalties or revoking
access when di screpancies indicate potential abuse or security risks.
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12.

12.

12.

3. Entity Profiles in JW Authorization G ant Assertions

VWhen Entity Profile Clains are conveyed in JW authorization grant
assertions [ RFC7523], the Authorization Server receives
classification information froman external issuer rather than from
its own registration or authentication processes. This introduces
addi tional trust considerations. Authorization Servers nust not
accept client_profile or sub_profile values fromJW assertions at
face value, and should verify these val ues agai nst i ndependent

know edge of the client or subject, or against the issuer’s
attestation trustworthiness.

An attacker who conpromni ses or forges a JW assertion could include a
m sl eadi ng sub_profile value (e.g., user for a service account) to
obtain access privileges not intended for the actual entity type.

Aut hori zation Servers should apply the sanme | evel of scrutiny to
Entity Profile Clains in JW assertions as they do to other assertion
Cl ai ms such as sub and aud.

4. Consistency and Senmantics

Aut hori zation Servers, Resource Servers, and Cients nust interpret
Entity Profile Cains consistently. To avoid msclassification or
policy errors they should follow the definitions and semantics
outlined in the specification, and not infer additional neanings or
rel ati onshi ps beyond the defined Entity Profiles. This consistency
is crucial for interoperability and security.

5. Separation from Aut henticati on and Assurance

Entity Profile Claims are intended solely for classification and do
not convey authentication strength or assurance. It is advised not
to use these Entity Profile Cains as replacenents for C ains such as
acr (Authentication Context Class Reference [ODC]). Authorization
deci si ons shoul d i ncorporate authentication context C ains al ongside
Entity Profiles to ensure robust access control

Different Entity Profiles may require different |evels of

aut henti cation assurance. It is recomended that Authorization
Servers define m ni mum assurance requirenents per Entity Profile,
express these through the acr Caim and reject authorization
requests that do not neet the required assurance level. This

al i gnment hel ps prevent unauthorized access by weakly authenticated
entities.
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12.

12.

12.

12.

12.

6. Layered Policy Enforcenent

It is recomrended that Entity Profile C ains be used as one el enent
within a nmulti-layered authorization policy. Relying exclusively on
Entity Profile Clains can create brittle or exploitable policies.

| mpl enenters should conbine Entity Profile Clains with scopes, roles,
aut henti cati on assurance, and other contextual information.

7. Audit and Monitoring

It is recomended that Entity Profile Cains be incorporated
thoughtfully into logging, telenetry, and audit trails to inprove
visibility into system behavi or and support forensic investigations.
However, inplenmenters should bal ance these benefits agai nst potential
privacy concerns, ensuring that sensitive classification information
is not overexposed or retained | onger than necessary. Careful access
controls and data minimzation practices are advi sed when handling

| ogs containing Entity Profile details.

8. Default Handling

Wiile it is recommended to apply conservative or restrictive policies
when Entity Profile Clains are mssing, Resource Servers should al so
consi der backward compatibility. Mny existing tokens and systens
may not include these Cains, so resources mght need to accept
requests without them |In such cases, applying default or fallback
policies that balance security and usability is advised. NMbonitoring
and | ogging requests mssing Entity Profile Cains can help identify
when stronger enforcenent or client registration updates are needed.

9. Msclassification Risks

Entity Profile Cainms can be misclassified or msinterpreted, |eading
to incorrect access control decisions. It is recomended that

i npl ementers validate Entity Profile O ains agai nst known registries
or trusted sources to ensure accurate classification. |[|nplenmenters
shoul d al so consider the inplications of msclassification and

i mpl ement fall back mechani sms or default policies to mitigate risks.

10. Token Bl oating

Entity Profile Claims can increase the size of JW access tokens or

I D tokens, especially when multiple profiles are included. This can
| ead to performance issues, particularly in environnents with limted
bandwi dth or storage. |Inplenenters should consider the inpact of
token size on their systens and apply data m nim zation principles,
only including Entity Profile C aims when necessary. |nplenmenters

shoul d enforce reasonable linits on both the nunber of Entity Profile
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12.

12.

12.

values in a single Caimand the | ength of individual profile value
strings. Excessively large profile values could increase token

si zes, degrade performance, or be exploited as a denial -of -service
vect or.

11. Actor Profile Verification in Del egation Chains

When sub_profil e val ues appear within act C ai mnodes [ RFC8693], they
i ntroduce additional classification assertions about acting entities
in a delegation chain. Authorization Servers nust not accept or

i ssue sub_profile values in act nodes wi thout verifying them agai nst
registration data, trusted issuer assertions, attestation evidence,
or other policy inputs. Resource Servers must not trust sub_profile
val ues in act nodes unless they are obtained froma trusted

Aut hori zation Server and the token or introspection response has been
val i dated according to the applicable QAuth and JWI requirenents.

Unverified actor profiles nay enable privilege escal ation; for
exanpl e, an attacker could craft a del egation chain where an inner
act node clainms a sub_profile value of "user" when the actual actor
is a "service", potentially causing a Resource Server to apply user-
| evel permissions to a service.

12. Del egation Chain Depth

Deeply nested act chains can contain many sub_profile val ues,

i ncreasing token size and processing complexity. |Inplementers should
i mpose a maxi mum chain depth appropriate to their depl oynent context
to prevent resource exhaustion. A depth limt of 3 to 5 levels is
generally sufficient for nost del egation scenari os.

13. Confused Deputy Risk in Del egation

When a token carries both a top-level sub profile and a different
sub_profile within an act node (e.g., a top-level sub_profile of
"user" and an act sub _profile of "ai_agent"), Resource Servers that
use Entity Profiles in authorization decisions must consider the
del egati on context and rmust not treat the top-Ilevel sub _profile as
fully describing the active actor. Relying only on the top-I|eve
subj ect classification can | ead to a confused deputy scenari o where
the acting entity obtains access beyond what the del egati on context
war r ant s.
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13.

13.

13.

13.

13.

Privacy Considerations

Entity Profile Cainms can reveal sensitive information about clients,
users, or systemarchitecture. Wen exposed inproperly, they may
increase risks related to fingerprinting, profiling, or data |eakage.
I mpl enenters shoul d evaluate the privacy inpact of using these Cains
and apply protective measures accordingly.

1. Fingerprinting

Entity Profile Cains can potentially be used to fingerprint clients
or subjects based on their operational context. It is reconmended
that inplementers consider the privacy inplications of exposing
Entity Profile information in tokens, especially when these C ains
are accessible to untrusted parties. It is reconmended to only
include Entity Profile C aims when necessary, and assess whet her
their inclusion could enable cross-context tracking or re-
identification.

2. Profiling and Behavioral |nference

Entity Profile Cains may unintentionally support profiling of users
or clients, enabling assunpti ons about behavior, preferences, or
roles. It is recomended that inplenenters carefully consider the
potential for behavioral inference and ensure that Entity Profile
Clains are not used to make unwarranted assunptions about user
behavi or or preferences. |Inplenenters should al so be cautious about
exposing sensitive Entity Profile information in tokens that could be
accessible to untrusted parti es.

3. M nim zation

I mpl enenters should apply data m nim zation principles when including
Entity Profile Clains in tokens. This neans only including Entity
Profile information that is necessary for the intended purpose and
avoi di ng overexposure of sensitive classification details.

I mpl ementers shoul d al so consi der whether Entity Profile Clains are
needed in all contexts or if they can be omitted in certain scenarios
to reduce privacy ri sks.

4. Data Exposure

Entity Profile Claims may reveal sensitive information about system
architecture or user categories. It is advised to carefully consider
the exposure of these Clains in tokens accessible to untrusted
parties. Limting or anonym zing Entity Profile information can
reduce the risk of unintended data disclosure.
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13.

14.

14.

14.

5. Del egation Chain Exposure

VWhen sub_profile values are present within nested act C ai m nodes

[ RFC8693], the resulting token preserves the Entity Profile of each
principal in the delegation chain. This nay reveal sensitive

i nformati on about organizational structure, internal service

topol ogy, or delegation patterns across donains. |nplenenters should
consi der whether the full del egation chain needs to be present in
tokens presented to Resource Servers, or whether a truncated
representation is sufficient. Data mnimzation principles from
Section 13.3 apply to sub_profile values within act nodes as well.

I ANA Consi derations
1. CQAuth Entity Profiles Registry

Thi s specification requests the creation of a new | ANA registry
titled "QAuth Entity Profiles Registry" within the "QAuth Paraneters”
group. This registry will contain the string identifiers used to
represent the Entity Profiles described in this specification

NOTE: Private or vendor-specific Entity Profiles may use nanmespaced
val ues and do not require | ANA registration

1.1. Registration Tenpl ate
Each registry entry MJIST incl ude:

* Entity Profile Name: A case-insensitive ASCI| string representing
the entity type (e.g., "user") conforning to the profile-token
syntax defined in Section 3.3.

* Entity Profile Description: Brief human-readabl e description of
the entity type

* Usage Location: The |l ocation(s) where the Entity Profile can be
used. The possible locations are "Subject Profile", "Cient
Profile", and "Actor Profile".

* Change Controller: The party responsible for the definition (e.g.,
| ESG) .

* Specification Docunent: A stable URL or RFC that defines the
semantics and use of the val ue.

Desi gnat ed Experts reviewi ng registration requests SHOULD verify that
the proposed Entity Profile Name is clearly defined and appropriate
for its declared Usage Location. For registrations that include the
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"Actor Profile" Usage Location, Designated Experts SHOULD verify that
the val ue describes a type of acting entity relevant to OQAuth

del egation scenarios and is suitable for use as a sub_profile val ue
within an act object.

14. 1.

14. 1.

14.1

14. 1.

*

2. Initial Registry Contents
2.1. user
Entity Profile Name: "user"

Entity Profile Description: Human resource owner interacting
through a client.

Usage Location: "Subject Profile", "Actor Profile"
Change Controller: |ESG

Speci fication Docunment: Section 3.1 of this docunent.
2.2. device

Entity Profile Nanme: "device"

Entity Profile Description: Hardware device or |0oT endpoint
Usage Location: "Client Profile", "Subject Profile"
Change Controller: |ESG

Speci fication Docunment: Section 3.1 of this docunent.
2.3. native_app

Entity Profile Name: "native_app"

Entity Profile Description: Native application running on a device
(e.g., nobile app, desktop app).

Usage Location: "Cient Profile"
Change Controller: |ESG

Speci fication Docunment: Section 3.1 of this docunent.
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14.1.2.4. web_app

*

14. 1

Entity Profile Name: "web_app"

Entity Profile Description: Wb application as defined in
[ RFC6749] .

Usage Location: "Cient Profile"
Change Controller: |ESG

Speci fication Docunment: Section 3.1 of this docunent.

.2.5. browser_app

Entity Profile Name: "browser app"”

Entity Profile Description: User-agent-based application as
defined in [ RFC6749] .

Usage Location: "Client Profile"
Change Controller: |ESG

Speci fication Docunment: Section 3.1 of this docunent.

14.1.2.6. service

*

Entity Profile Nanme: "service"

Entity Profile Description: Non-human backend service or
m croservice

Usage Location: "Cient Profile", "Subject Profile", "Actor
Profile"

Change Controller: |ESG

Speci fication Docunment: Section 3.1 of this docunent.

14.1.2.7. ai_agent

*

Entity Profile Nanme: "ai _agent"

Entity Profile Description: Autononobus or sem -autonomous Al -based
entity.
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14.

14.

14.

14.

14.

* Usage Location: "Cient Profile", "Subject Profile", "Actor
Profile"

* Change Controller: |IESG
* Specification Docunment: Section 3.1 of this docunent.
2. JW dains Registration

Thi s docunent requests registration of the following Clains in the
"JSON Web Token C ai ns8" registry:

2.1. client_profile Claim

* ClaimNane: "client_profile"

* CaimDescription: Cient Entity Profile information
* Change Controller: |IESG

* Specification Docunent: Section 4 of this docunent.
2.2. sub _profile Caim

* ClaimNane: "sub_profile"

* (ClaimDescription: Subject, resource owner, or acting entity
Entity Profile information

* Change Controller: |IESG
* Specification Docunent: Section 4 of this docunent.
3. Authorization Server Mtadata Registration

I ANA is requested to register the following fields in the "QAuth
Aut hori zation Server Metadata" [RFC38414] registry:

3.1. entity profil es_supported
* NMetadata Nane: entity profiles_supported

* Metadata Description: JSON object containing JSON arrays (client,
subj ect, and actor) listing the Entity Profil es support ed.

* Change Controller: |IESG

* Specification Docurment: Section 5 of this docunent.
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14. 4.

Dynamic Client Registration Metadata Registration

April 2026

I ANA is requested to register the following field in the "OAuth
Dynami c Client Registration Metadata" registry:

14. 4.

*

14. 5.

1. client_profile

Client Metadata Name: "client_profile"

Client Metadata Description: Entity Profile information of the

registering client
Change Controller: |ESG
Speci fication Docunent: Section 6 of this docunent.

Token Introspecti on Response Registration

IANA is requested to register the following fields in the "QAuth
Token Introspecti on Response" [RFC7662] registry:

14. 5.

*

14. 5.

15.

15. 1.

Mor a,

1. client_profile

Nane: "client _profile"

Description: Entity Profile information of the client
Change Controller: |ESG

Speci fication Docunent: Section 7 of this docunent.
2. sub_profile

Nane: "sub_profile"

Description: Entity Profile information of the subject,

owner, or acting entity

Change Controller: |ESG

Speci fication Docunent: Section 7 of this docunent.
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Appendi x A,  Exanple Usage in Various Flows and Use Cases

The foll owing non-normative exanples illustrate how Entity Profiles
m ght appear in various QAuth fl ows.

[§ pleemesfommsbomsbesoe s esos s ese s ese s s s fes s b foms e fos e es e s el us e fespe e pes ey jspees s pe s p e o}
| Flow / Use Case | dient | Subject | Actor |
| | Profile | Profile | Profile |
[ oo s el el e <3
| Authorization Code Flow | web_app | user | NA |
| (\Web App) I I I
o e e e e e e oo S TS TS +
| Authorization Code Flow | browser_app | user | NA |
| (SPA) I I I I
Fom e S S S +
| Authorization Code Flow | native_app | user | NA |
| (Mobile App) I I I
o e e e e e e oo S TS TS +
| Adient Credentials Flow | service | service | NA |
| (Backend Service) | | | |
Fom e S S S +
| Device Authorization | native_app | user | NA |
| Flow (Smart TV app) | | |
o e e e e e e oo S TS TS +
| 10T sensors reporting | device | device | NA |
| telemetry | | | |
oo S S S +
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| Aweb app talking to a | service | user | NA |
| downstream APl on | web_app | | |
| behal f-of a user | | | |
o e e e e e e e e oo oo S TS TS +
| Resource Owner Password | web_app | user | NA |
| Credentials Flow | | | |
| (1 egacy) I I I I
St o m e e e oo - Fomm oo - Fomm oo - +
| S2S OBO Flows (e.qg., | service | service | NA |
| Service Mesh) | | | |
o m e e e e e e aao o Fom e o - S S +
| An Al acting as itself | service | ai _agent | NA |
| (e.g., Workspace bots) | ai_agent | service | |
St o m e e e oo - Fomm oo - Fomm oo - +
| Al agent acting on | ai_agent | user | ai _agent

| behalf of a user (e.g., | | | |
| personal assistant) | | | |
o m e e e e i oo S S S +
| An Al agent running in | native_app | user | ai _agent |
| a desktop app | ai _agent | | |
o e e e e e e oo S TS TS +
| Multi-hop del egation | ai_agent | user | ai _agent |
| (planner -> tool -> | | | (nested) |
| user) I I I I
o e e e e a e oo oo R S S +

Table 1

Appendi x B. Docunent Hi story

B. 1.

*

draft-01

Introduced Actor Profiles to classify acting entities in
del egati on contexts

Ext ended Entity Profile use to JW authorization grant assertions
Added Karl M CGui nness as co-aut hor

Clarified DCR behavior when the AS nodifies or omts a requested
client_profile

Refi ned RS behavior to condition enforcenent on
entity_profiles_supported adverti senent

Editorial refinements to definitions and exanpl es
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B.2. draft-00
* Initial draft
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