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Abst r act

This specification introduces Entity Profiles as a mechanismto
categorize QAuth 2.0 entities—clients and subjects—based on their
operational context. Entity Profiles provide structured descriptors
for the client initiating the QAuth flow and the subject represented
in tokens. This docunent defines new JWI d ai mnanes and net adat a
paraneters for use in access tokens, |D tokens, token introspection
responses, dynanmic client registration, and Authorization Server

met adat a.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://drafts.srey.io/draft-nora-oauth-entity-profiles.htm. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-nora-oauth-entity-profiles/.

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Wrking Goup mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww. ietf.org/mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com Sreyant h/ draft-nora-oauth-entity-profiles.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

1.

1.

I nt roducti on

Thi s specification introduces a nechanismfor classifying entities
participating in QAuth 2.0 and Openl D Connect fl ows using standard or
customdefined "Entity Profiles."” These profiles offer a structured
way to describe the nature or operational context of clients and
token subj ects, enhancing authorization decisions, policy
enforcement, risk assessment, and audit capabilities.

Thi s specification introduces two new C ai is:

* client_profile: Describes the nature of the client software or
application initiating the QAuth flow (e.g., web app, native app,
Al agent).

* sub_profile: Describes the entity represented by the subject (sub)
Claimin an issued token (e.g., user, service, Al agent).

Thi s specification establishes a registry for QAuth Entity Profiles
and defines an initial set of Entity Profile values. This docunent

al so defines howthe Entity Profiles can be used in access tokens, ID
tokens, token introspection responses, dynamc client registration,
and Aut horization Server netadata.

1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thi s specification uses the Augnented Backus- Naur Form ( ABNF)
not ati on of [ RFC5234].

2. Term nol ogy

Thi s docunment uses the ternms "User", "Resource Owmer", "Cient"
"Aut hori zation Server", "Resource Server", and "Access Token" defi ned
in [RFC6749] and the terns "JSON Wb Token (JWNH)", "Clain, "daim
Nane" defined in [ RFC7519].

* *Entity Profile*: A string-based descriptor identifying the
category of an QAuth entity (client or subject) based on its
operati onal context.

* *Client Profile*: A descriptor for the client software or
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3.

application initiating the QAuth flow (e.g., web app, native
app, Al agent etc.).

* *Subject Profile*: A descriptor for the entity represented by the
token subject (e.g., user, Al agent, service account etc.).

Motivation and Use Cases

As QAuth 2.0 continues to be used in increasingly diverse

envi ronment s—i ncl udi ng cl oud-native architectures, zero-trust
systens, |oT ecosystens, and Al-driven platforns—the nature of
entities participating in QAuth fl ows has becone nore heterogeneous.

Current QAuth depl oynents | ack a standardized way to represent and
reason about these differing entity types. The introduction of
Entity Profiles hel ps address several practical needs:

* *Access Control and Policy Enforcenment*: Resource Servers can
apply different access policies depending on whether the caller is
a user, service, device, or Al agent.

* *Risk Scoring and Security Posture*: Authorization Servers can
assess and adjust risk and their security neasures based on client
type (e.g., public native app vs. backend service).

* *Auditing and Forensics*: Security |ogs becone nore useful and
interpretable when entity types are nade explicit.

* *Future-Proofing QAuth Flows*: As Al agents and autononobus systens
take on greater roles, profiles offer a way to signal and nanage
their participation explicitly.

* *User Experience*: Custonized interfaces and consent flows, such
as enhanced di scl osures and controls for hunan users and granul ar
perm ssions for Al agents.

By introducing a consistent way to describe the operational context
of clients and subjects, this specification enhances the overal

aut hori zati on decisions, policy enforcenment, risk assessnent, and
audit capabilities in QAuth 2.0 and Qpenl D Connect depl oynents

Entity Profiles
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3.1. Standardized Entity Profiles

The following is a list of Entity Profile values defined by this
specification. These identifiers are not intended to be exhaustive,
and additional profiles can be defined by inplenenters or through

ot her specifications. The values defined herein are an intentionally
smal | set that covers the nbst commopn scenari os.

3.1.1. user

A user is a human resource owner who interacts with the system
through a client such as a web application, native application, user-
agent - based application, or device interface. Users provide consent,
make aut horization decisions, and are typically assumed to have
access to their own credentials, session tokens, and authorization
settings on their devices. Wile users often act directly through a
client, they may al so del egate access to applications or Al agents
acting on their behalf. It is assuned that users can nmake i nfornmed
consent decisions, understand the inplications of del egated access,
and manage their own perm ssions within the system

3.1.2. device

A device is a hardware-based conmputing entity (e.g., smart TVs, |oT
sensors, nobile phones, kiosk terminals) that can host client
applications. Devices may have limted user interfaces and may act
aut ononously or under user control. They are often constrained in
security capabilities (e.g., lack of secure storage, no |loca

di splay, indirect input nethods) and typically require indirect

aut hori zati on nechani sns such as the Device Authorization G ant

[ RFC8628]. Devices are generally considered public clients unless
they can securely protect credentials.

Devi ces are distinct from backend services or virtualized conpute
instances (e.g., VMs, containers) based on their physical depl oynent
and user-facing interaction nodel.
3.1.3. native_app
Sane as "native application" defined in Section 2.1 of [RFC6749].
3.1.4. web_app

Sane as "web application" defined in Section 2.1 of [RFC6749].
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3.1.5. browser_app

Sane as "user-agent-based application” defined in Section 2.1 of
[ RFC6749] .

3.1.6. service

A service is a non-human actor that represents a | ogical service,
backend process, or mcroservice within a distributed system Wen
acting as a client in QAuth flows, services are classified as
confidential applications, neaning they can securely store
credentials and access tokens. Unlike user-facing applications,
services do not involve direct user interaction and typically operate
wi thin system defined scopes and trust boundaries, often performng
aut omated tasks or facilitating comuni cati on between conponents in
the system

3.1.7. ai_agent

An Al agent is an autononous or sem -autonompous system capabl e of
initiating actions and nmaki ng deci sions independently or on behal f of
a user or organization. These agents may participate in QAuth flows
as clients, subjects, or both. They m ght perform del egated tasks
based on user instructions, operate persistently across sessions and
services, possess their own identity, credentials, and entitlenments.
They are typically powered by nachine | earning or reasoning systens,
exhi biting adaptive, context-aware, non-determnistic, and proactive
behavi or over extended sessions and across nultiple systens.

Al agents can be deployed in various environnents, such as backend
servi ces, cloud-based systens, edge devices, or within user-
controlled platforms. Depending on their operational context and
depl oynent, Al agents can be clients -- naking outbound APl calls and
initiating QAuth flows; or, subjects -- acting as the resource owner
in systens that authorize autononous services. Depending on their
ability to securely store credentials and nmaintain integrity, they
may be classified as either confidential or public clients. In sone
contexts, even well-secured Al agents may be treated as public
clients due to the inherent conplexity and unpredictability of their
behavior. Wiile it can be difficult to objectively verify that an
entity truly qualifies as an Al agent, trusted publishers or
registries may attest to the nature of the entity.
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3.2. Private or CustomEntity Profiles

Entity Profiles can be defined at will by those using this
specification. However, in order to prevent collisions, any new
Entity Profile should either be registered in the 1 ANA QAuth Entity
Profiles registry established by (Section 14.1) or be a collision-
resistant value. The definer of the value needs to take reasonable
precautions to ensure they are in control of the part of the
nanespace they use to define the Entity Profile.

3.3. Representation in Token C ai ns and Met adat a

The value of an Entity Profile, whether appearing as a Caimin JW
tokens or as a paraneter in metadata or introspection responses, is
expressed as a space-delinted, case-insensitive list of strings.
Each string represents a classification of the entity (either a
client or a subject) and MJST adhere to the syntax defined bel ow

Mul tiple values MAY be included if the entity fits into nore than one
category. The order of values is insignificant, and there is no
inmplicit hierarchy or relationship between the values. When multiple
Entity Profiles are present, each value is interpreted independently.
When including multiple values, the Entity Profil e conbinations
SHOULD be senantical |y neani ngful and vali dated agai nst expected
usage patterns. Conflicting profiles (e.g., user service) SHOULD be
avoi ded unl ess a clear operational justification exists (e.g., user

ai _agent to indicate an Al agent acting as a digital enployee).

entity-profile = profile-token * ( SP profile-token )
profile-token = 1*( ALPHA/ DIGT / "-" [/ " " [ "." )

Exanpl es:

* "user"

* "ai _agent"

* "gservice ai _agent"

Al'l profile values MIST either:

* Be registered in the QAuth Entity Profiles I ANA registry (see
Section 14.1), or

* Be privately defined (see Section 3.2).
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When processing these val ues, Authorization Servers and Resource
Servers MJST NOT assume any inplicit relationships or hierarchies
between the Entity Profiles unless explicitly agreed upon by the
Aut hori zation Server and the Resource Server or if defined in a
di fferent specification.

For exanple, a token might include the Entity Profil es ai_agent
acnme_verified robot, where acne _verified robot is a vendor-defined
profile used to identify industrial automation clients from ACVE

Corp. These two profiles are i ndependent — the presence of both does
not inply that one is a subtype of the other, nor that they share
privilege or trust levels. Treating acne_verified robot as a

subcl ass of ai_agent, or vice versa, could result in incorrect access
deci si ons.

4. Entity Profile JWI Clains

Thi s specification defines two new C aimNanes: client _profile and
sub_profile. These Cainms nay appear in access tokens (e.g., JW
access tokens) and Openl D Connect |D tokens.

4.1. client _profile Caim

The client_profile (Cient Profile) Claimindicates the Entity
Profile(s) of the Client identified by the client_id (Cient ID)
Claimin a JW access token or |D token. If included, the val ue of
this daimMJST conformto the rules defined in Section 3.3. Use of
this Caimis OPTI ONAL.

4.2. sub_profile daim

The sub_profile (Subject Profile) Claimindicates the Entity
Profile(s) of the Subject represented by the sub (Subject) daimin a

JWI' access token or ID token. [If included, the value of this Caim
MJUST conformto the rules defined in Section 3.3. Use of this Cam
is OPTI ONAL.

Bel ow i s a non-normative exanple illustrating how the new Entity

Profile Clainms can appear within a JW access token. O her standard
Clains are omtted for brevity:

{

"sub": "user123",

"sub_profile": "user",

"client _id": "client456",

"client _profile": "service ai_agent"
}
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5. Authorization Server Metadata

If an Authorization Server supports publishing netadata as defined in
[ RFC8414] and al so inplenments the nechanisns defined in this
specification, it SHOULD advertise its support for the nmechani sns
defined in this specification using the follow ng netadata paraneter
inits Authorization Server Metadata docunent:

"entity _profiles_supported”: OPTIONAL. JSON object containing two
JSON arrays: client and subject. Each array lists the Entity
Profiles supported by the Authorization Server. The client array
SHOULD include all Entity Profiles that the server can issue in
client_profile Cainms, and the subject array SHOULD include all
Entity Profiles that the server can issue in sub_profile C ains.
Aut hori zation Servers MAY onmit some supported profiles fromthis
met adata if desired

Clients can use this netadata to deternine which Entity Profiles the
Aut hori zation Server recognizes and to understand how their own
Entity Profiles mght be interpreted or classified.

Bel ow i s an exanple of how this netadata parameter m ght be included
in the Authorization Server Mtadata document. O her standard
paraneters are omitted for brevity:

"entity_profiles_supported":

"client": ["native_app", "web_app", "browser_app", "service", "
"subject": ["user", "device", "service", "ai_agent"]

}

ai _agent"],

}

6. Dynamic Cient Registration Metadata

If an Authorization Server supports Dynamic Cient Registration as
defined in [ RFC7591] and al so i nplenents the mechani sns defined in
this specification, it SHOULD allow clients to declare their Entity
Profile using the foll owi ng netadata paranmeter in their registration
requests:

"client _profile": OPTIONAL. The Entity Profile of the client. This
val ue MAY be included in the client’s registration request and, if
present, SHOULD match the client’s actual Entity Profile. |If
omtted, the Authorization Server MAY assign a default Entity
Profile based on its policies or the client’s other netadata.
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If the provided client_profile does not match the server’s policy or
fails the server’s validation and verification checks, the

Aut hori zation Server MUST reject the registration request with an
invalid client_netadata error. The verification mechanisns for the
client _profile value are out of scope for this specification, but it
is reconmended that Authorization Servers inplenment appropriate
checks based on their security policies and operational context.
They may al so enmploy verification strategies |ike checking agai nst
known registries, validating against trusted sources, adm n approval,
met adata i nference, out-of-band attestation by an accountable party
etc.

Aut hori zation Servers MAY choose to ignore all or some of the
provided Entity Profil e values during registration, depending on
their policies and other client netadata. Authorization Servers MAY
al so choose to assign additional Entity Profiles that are not
requested by the client based on their policies.

Bel ow i s an exanpl e of how this metadata paraneter mght be included
in a Dynamic Client Registration request. O her standard paraneters
are omtted for brevity:

"client_nane": "Exanmple dient",
"redirect _uris": ["https://exanpl e.com call back"],
"client_profile": "service ai_agent"

}

7. Token Introspection Response Paraneters

If an Authorization Server supports Token Introspection as defined in
[ RFC7662] and al so i nplenments the nechani sns defined in this
specification, it SHOULD include the follow ng paraneters in its

i ntrospection responses:

"sub_profile": OPTIONAL. The Entity Profile of the resource owner
identified by the sub Claimin the access token

"client_profile": OPTIONAL. The Entity Profile of the client
identified by the client _id Caimin the access token

The following is a non-nornative exanple of how these paraneters

nm ght appear in a token introspection response. Oher standard
paraneters are omitted for brevity:
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8.

8.

9.

9.

1.

1.

{
"active": true,
"sub": "user123",
"sub_profile": "user",
"client _id": "client456",
"client _profile": "native_app"
}

Client Behavior
Regi stration
Clients inplenmenting this specification:

* MAY declare client_profile at registration when using QAuth
Dynam c Client Registration

* MJST use registered or private Entity Profiles

*  MJST NOT attenpt to register with Entity Profiles that do not
match their actual nature

In environnents where clients are nanually regi stered or configured
(e.g., enterprise deployments), client_profile provided MJST
accurately represent the nature of the client. The value MJST be a
registered Entity Profile or follow the naming conventions for
private Entity Profiles.

Clients are incentivized to declare accurate client_profile val ues
because authorization and access policies rely on them

M srepresenting profiles may cause stricter enforcenment, failed

aut hori zations, or rejection due to inconpatible policy constraints.
Mor eover, Authorization Servers and Resource Servers shoul d nonitor
client behavior to ensure consistency with the declared profile, with
devi ations potentially resulting in penalties or revocation of

access.

Aut hori zati on Server Behavi or
Client Registration

During client registration (dynamcally or otherw se), Authorization
Servers inplementing this specification:

* MJIST verify the client_profile value during client registration,
if present in the registration request.
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*  MUIST ensure that the client_profile value confornms to the rules
defined in Section 3.3.

* MJST reject registration requests with invalid or unrecognized
client_profile val ues.

*  SHOULD provide clear error messages when rejecting registration
requests due to invalid or unrecognized client_profile val ues.

* MAY log Cdient Profile information for auditing and nonitoring
pur poses.

* MAY restrict clients fromupdating their client_profile after
registration or limt the frequency of such updates, dependi ng on
their policies.

9.2. Subject Profile Assignnent

The Authorization Server MAY determine the sub_profile val ue based
on:

* Attributes of the subject (e.g., user, service account, Al agent)
as provided during registration.

* Subject attributes returned during authentication

* The grant type used (e.g., client_credentials inplies service
account).

* Preconfigured mappi ngs.

The client’ s declared profile or request parameters MJST NOT directly

i nfluence or determ ne the value of sub_profile to prevent

mani pul ati on or unauthorized el evati on of subject classification

9.3. JWI Token |ssuance

Aut hori zation Servers inplenenting this specification

* MAY include sub _profile and client _profile Clainms in access tokens
and I D tokens, according to their policies and client registration
met adata. Wen included, these Cainms MJST conformto the rules
defined in Section 3.3.

* MAY automatically include Entity Profile Clainms for certain

categories of clients, such as always providing client_profile for
aut ononous Al agent clients.
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*  SHOULD include these Cains when explicitly requested by clients

9. 4.

9.5.

Mor

t hrough supported mechanisns (e.g., OpenlD Connect C ains
paraneter [O DC], specific scope requests)

*  SHOULD popul ate these Clainms consistently using verified Entity
Profile information obtained during client registration or other
trusted validation nethods.

* \When issuing refreshed or exchanged tokens, Authorization Servers
SHOULD re-evaluate the Entity Profiles and update themif context
or identity has changed. Entity Profiles MJST NOT be assuned to
persi st across sessions w thout validation

Thi s specification does not prescribe how clients request Entity
Profile Claims. |In practice, Authorization Servers may enforce the
inclusion of these Cains, especially for high-risk or privileged
profiles such as Al agents, to ensure consistent and secure policy
enforcement. For other entity profiles, to reduce token size and
privacy exposure, Clainms may be omtted by default and included only
when explicitly requested through standard nmechani sns |ike the OpenlD
Connect clains paranmeter [O DC] or QAuth scopes. This approach

bal ances the need for security and efficient token managenent, while
preventing clients fromarbitrarily adding or omtting Entity Profile
i nformati on to nani pul ate access control decisions.

Token Introspecti on Responses
Aut hori zation Servers inplenenting this specification

*  SHOULD include sub _profile and client _profile paraneters in token
i ntrospection responses. If included, Authorization Servers MJST
ensure that the values of these parameters conformto the rules
defined in Section 3.3.

Val i dati on Requirenents
Aut hori zati on Servers:

1. MJST verify that Entity Profile values are either registered in
the QAuth Entity Profiles registry or foll ow proper nanmespaced
private conventions per the rules defined in Section 3.3.

2. SHOULD ensure that Entity Profile assignnents are trustworthy and
not based solely on unverified self-assertion. The nechanisns
for these verifications are out of scope for this specification,
but it is recormended that Authorization Servers inpl enent
appropri ate checks based on their security policies and
operational context.
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3.

MUST enforce authentication assurance and policy requirenents
appropriate to the Entity Profile.

validation fails during:

*Client registration*: Authorization Servers SHOULD return
invalid_client_netadata (as defined in [ RFC7591]).

*Token i ssuance*: Servers MAY refuse to issue tokens or omt the
invalid profile O ains.

*Token introspection*: Servers SHOULD ensure introspection results
mat ch stored profile nmetadata and MJUST NOT fabricate or guess
unknown profil es.

Clear, actionable error responses MJST be returned in accordance wth
QAut h and Openl D Connect error handling frameworKks.

Aut hori zati on Servers MNAY:

1.

10.

Log Entity Profile assignments to support auditing and forensic
anal ysi s.

Incorporate Entity Profiles into rate linmting and other risk-
based controls.

Return clear, descriptive error nmessages if Entity Profile
validation fails.

Resource Server Behavi or

Resource Servers handling tokens with Entity Profile d ains:

*

SHOULD use sub _profile and client _profile Clains to i nform access
control decisions and apply appropriate policies.

SHOULD apply conservative or default-deny policies when processing
unrecogni zed Entity Profile C ainms, when Entity Profile values are
m ssing, or when the semantics of the Entity Profile are not
known.

MAY |og Entity Profile information for auditing, nonitoring, and
anomal y detection purposes.

MUST NOT interpret or infer additional neaning beyond the
profile’ s definition.
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Thi s specification does not prescribe specific behaviors or policies
for Resource Servers based on Entity Profiles. However, it

encour ages Resource Servers to use these Clains to strengthen
security, enforce fine-grained policies, and i nprove user experience.

When rejecting a request due to invalid, mssing, or unsupported
Entity Profile C ainms, Resource Servers SHOULD provide informative
error responses to assist with diagnostics and troubl eshooti ng.
These responses SHOULD use existing QAuth 2.0 and HTTP mechani sms,
such as the WAV Aut henticate [ RFC6750] header or the
error_description field [RFC6749] in the response body, to convey
addi ti onal context.

These nessages are intended for human end-users or devel opers and are
not standardi zed by this specification. Cdients MIST NOT rely on
specific error formats for automated deci si on- naki ng.

10.1. Handling Multiple Entity Profiles in Authorization Policies

VWhen multiple Entity Profiles are present, authorization policies
associ ated with each should be evaluated in conbination, with the
nost restrictive outcone prevailing. Inplenenters should avoid
witing Entity Profile checks that override previ ous deci sions

i nperatively, as this can |l ead to inconsistent behavior

Here is a non-normative pseudo-code exanpl e of how these val ues can
be used for enforcing authorization policies at a Resource Server

client _profiles = set(token.get("client_profile", "").split(" "))
sub_profiles = set(token.get("sub_profile", "").split(" "))

# Define applicable policies
policies_to_apply = []

if "service" in client_profiles:
# Add service-specific policies
policies_to_apply.append(apply_service_policy)

if "ai_agent"” in sub_profiles:
# Add Al agent-specific policies
policies to _apply.append(apply_ai _agent policy)

if "user" in sub_profiles:
# Add user-specific policies
policies_to_apply.append(apply_user_policy)

# Eval uate conbined policies (e.g., intersection of perm ssions or nost restrictive)
final _decision = eval uate_conbi ned_policies(policies to apply, npde="npbst restrictive"
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11.

12.

12.

12.

12.

Del egati on Consi derati ons

Entity Profile Clainms do not define or inmply del egation

rel ati onships. They are intended solely to classify entities
participating in an QAuth flow and to provi de additional infornmation
that can assist relying parties in enforcing policies or naking

aut hori zati on deci si ons.

I mpl enent ati ons MAY include Entity Profile Cains in del egated
contexts to convey additional infornmation about the del egator or
del egate. For exanple, in a token exchange flow [ RFC8693], the act
Claimcould include a sub_profile value to indicate the profile of
the acting entity within the del egati on chain.

Security Considerations
1. Trust and Verification

Entity Profile dainms should only be trusted when issued by verified
and trusted authorities. Wthout proper validation, self-asserted or
spoofed Clains may result in msclassification and underm ne security
policies. Authorization Servers should enforce strict validation
during client registration and token issuance.

2. Entity Profile Spoofing

Malicious clients may attenpt to register or use false Entity
Profiles to bypass access controls. To mitigate this, Authorization
Servers should require verification for all profiles, especially
privileged types like "ai _agent", and restrict dynam c registration
of sensitive profiles unless additional validation is perforned.

I mpl enent ati ons are encouraged to nonitor client behavior for
consistency with the declared profile, applying penalties or revoking
access when di screpancies indicate potential abuse or security risks.

3. Consistency and Senantics

Aut hori zation Servers, Resource Servers, and Cients nust interpret
Entity Profile Cdains consistently. To avoid msclassification or
policy errors they should follow the definitions and semantics
outlined in the specification, and not infer additional neanings or
rel ati onshi ps beyond the defined Entity Profiles. This consistency
is crucial for interoperability and security.
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12.

12.

12.

12.

4. Separation from Aut hentication and Assurance

Entity Profile Clainms are intended solely for classification and do
not convey authentication strength or assurance. It is advised not
to use these Entity Profile Cains as replacenents for Cains such as
acr (Authentication Context C ass Reference [ODC]). Authorization
deci si ons shoul d i ncorporate authentication context C ains al ongside
Entity Profiles to ensure robust access control

Al so, different Entity Profiles often require different |evels of
aut hentication assurance. It is recommended that Authorization
Servers define m ni num assurance requirements per Entity Profile,
express these through the acr Caim and reject authorization
requests that do not meet the required assurance level. This

al i gnment hel ps prevent unauthorized access by weakly authenticated
entities.

5. Layered Policy Enforcenent

It is recomrended that Entity Profile O ains be used as one el enent
within a multi-layered authorization policy. Relying exclusively on
Entity Profile Clains can create brittle or exploitable policies.

I mpl enenters should conbine Entity Profile Clains with scopes, roles,
aut henti cati on assurance, and other contextual information.

6. Audit and Monitoring

It is recomended that Entity Profile Cains be incorporated
thoughtfully into logging, telenetry, and audit trails to inprove
visibility into system behavi or and support forensic investigations.
However, inplenmenters should bal ance these benefits agai nst potential
privacy concerns, ensuring that sensitive classification information
is not overexposed or retained | onger than necessary. Careful access
controls and data minimzation practices are advi sed when handling

| ogs containing Entity Profile details.

7. Default Handling

VWiile it is reconmended to apply conservative or restrictive policies
when Entity Profile Clains are mssing, Resource Servers should al so
consi der backward conpatibility. Mny existing tokens and systens
may not include these Cains, so resources mght need to accept
requests without them |In such cases, applying default or fallback
policies that balance security and usability is advised. NMbonitoring
and | ogging requests mssing Entity Profile Clains can help identify
when stronger enforcenent or client registration updates are needed.
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12.

12.

13.

13.

13.

8. Msclassification Risks

Entity Profile Cainms can be misclassified or msinterpreted, |eading
to incorrect access control decisions. It is recomended that

i npl ementers validate Entity Profile O ains agai nst known registries
or trusted sources to ensure accurate classification. |I|nplenmenters
shoul d al so consider the inplications of msclassification and

i mpl ement fall back mechani sms or default policies to mitigate risks.

9. Token Bl oating

Entity Profile Claims can increase the size of JW access tokens or

I D tokens, especially when multiple profiles are included. This can
| ead to performance issues, particularly in environnents with [imted
bandwi dt h or storage. |Inplenenters should consider the inpact of
token size on their systens and apply data m nim zation principles,
only including Entity Profile C ains when necessary.

Privacy Considerations

Entity Profile Cainms can reveal sensitive information about clients,
users, or systemarchitecture. Wen exposed inproperly, they may
increase risks related to fingerprinting, profiling, or data |eakage.
I mpl enenters shoul d evaluate the privacy inpact of using these Cains
and apply protective measures accordingly.

1. Fingerprinting

Entity Profile Cains can potentially be used to fingerprint clients
or subjects based on their operational context. It is reconmended
that inplementers consider the privacy inplications of exposing
Entity Profile information in tokens, especially when these C ains
are accessible to untrusted parties. It is reconmended to only
include Entity Profile C aims when necessary, and assess whet her
their inclusion could enable cross-context tracking or re-
identification.

2. Profiling and Behavioral |nference

Entity Profile Cains may unintentionally support profiling of users
or clients, enabling assunpti ons about behavior, preferences, or
roles. It is recomended that inplenenters carefully consider the
potential for behavioral inference and ensure that Entity Profile
Clains are not used to make unwarranted assunptions about user
behavi or or preferences. |Inplenenters should al so be cautious about
exposing sensitive Entity Profile information in tokens that could be
accessible to untrusted parti es.
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13.

13.

14.

14.

14.

3. M nim zation

I mpl enenters should apply data m nim zation principles when including
Entity Profile Clains in tokens. This neans only including Entity
Profile information that is necessary for the intended purpose and
avoi di ng overexposure of sensitive classification details.

I mpl ementers shoul d al so consi der whether Entity Profile Clains are
needed in all contexts or if they can be omtted in certain scenarios
to reduce privacy risks.

4. Data Exposure

Entity Profile Claims may reveal sensitive information about system
architecture or user categories. It is advised to carefully consider
the exposure of these Clains in tokens accessible to untrusted
parties. Limting or anonym zing Entity Profile information can
reduce the risk of unintended data disclosure.

I ANA Consi derations
1. CQAuth Entity Profiles Registry
Thi s specification requests the creation of a new | ANA registry
titled "QAuth Entity Profiles Registry" within the "QAuth Paraneters”
group. This registry will contain the string identifiers used to

represent the Entity Profiles described in this specification

NOTE: Private or vendor-specific Entity Profiles may use nanmespaced
val ues and do not require | ANA registration

1.1. Registration Tenpl ate
Each registry entry MJIST incl ude:

* Entity Profile Name: A case-insensitive ASCI| string representing
the entity type (e.g., "user").

* Entity Profile Description: Brief human-readabl e description of
the entity type

* Usage | ocation: The | ocation(s) where the Entity Profile can be
used. The possible |ocations are "Subject Profile" and "Cient
Profile".

* Change Controller: The party responsible for the definition (e.qg.,
| ESG) .
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*

Speci fication Docunent: A stable URL or RFC that defines the
semantics and use of the val ue.

14.1.2. Initial Registry Contents

14.1.2. 1. user

*

14.1

Entity Profile Name: "user"

Entity Profile Description: Human resource owner interacting
through a client

Usage Location: "Subject Profile"
Change Controller: |ESG

Speci fication Docunment: Section 3.1 of this docunent.

.2.2. device

Entity Profile Nanme: "device"

Entity Profile Description: Hardware device or 10T endpoint
Usage Location: "Cient Profile", "Subject Profile"

Change Controller: |ESG

Speci fication Docunment: Section 3.1 of this docunent.

14.1.2.3. native_app

*

Entity Profile Name: "native_app"

2025

Entity Profile Description: Native application running on a device

(e.g., nobile app, desktop app)
Usage Location: "Cient Profile"
Change Controller: |ESG

Speci fication Docunment: Section 3.1 of this docunent.

14.1.2.4. web_app

*

Entity Profile Nanme: "web_app"
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* Entity Profile Description: Wb application as defined in

[ RFC6749] .

* Usage Location: "Client Profile"

* Change Controller

| ESG

* Specification Docunent: Section 3.1 of this docunent.

14.1.2.5. browser_app

* Entity Profile Name: "browser app"

* Entity Profile Description: User-agent-based application as
defined in [ RFC6749].

* Usage Location: "Client Profile"

* Change Controller

| ESG

* Specification Docunent: Section 3.1 of this docunent.

14.1.2.6. service

* Entity Profile Nane: "service"

* Entity Profile Description: Non-human backend service or

m croservice

* Usage Location: "Client Profile", "Subject Profile"

* Change Controller:

I ESG

* Specification Docunment: Section 3.1 of this docunent.

14.1.2.7. ai_agent

* Entity Profile Nanme: "ai _agent"

* Entity Profile Description: Autononous or sem -autononous Al -based

entity.

* Usage Location: "Client Profile", "Subject Profile"

* Change Controller

I ESG

* Specification Docunment: Section 3.1 of this docunent.
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14.2. JWI C ainms Registration

Thi s docunent requests registration of the following Cainms in the
"JSON Web Token C ai ns" registry:

14.2.1. client_profile caim
* Claim Nane: "client_profile"
* ClaimDescription: Cient Entity Profile information
* Change Controller: |IESG
* Specification Docunent: Section 4 of this docunent.
14.2.2. sub profile Caim
* ClaimNanme: "sub _profile"

* (CaimDescription: Subject or resource owner Entity Profile
i nformation

* Change Controller: |IESG
* Specification Docunent: Section 4 of this docunent.
14.3. Authorization Server Metadata Registration

I ANA is requested to register the following fields in the "QAuth
Aut hori zation Server Metadata" [RFC8414] registry:

14.3.1. entity_profiles_supported
* NMetadata Nane: entity profiles_supported

* Metadata Description: JSON object containing two JSON arrays:
client and subject, each listing the Entity Profil es support ed.

* Change Controller: |IESG
* Specification Docunment: Section 5 of this docunent.
14. 4. Dynamic Cient Registration Metadata Registration

I ANA is requested to register the following field in the "OQAuth
Dynami c Client Registration Metadata" registry:
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14.

14.

14.

14.

15.

15.

4.1. client_profile
* Cient Metadata Nane: "client_profile"

* Cient Metadata Description: Entity Profile information of the
registering client

* Change Controller: |IESG
* Specification Docunment: Section 6 of this docunent.
5. Token Introspecti on Response Registration

I ANA is requested to register the following fields in the "QAuth
Token Introspecti on Response” [RFC/7/662] registry:

5.1. client _profile

* Nanme: "client_profile"

* Description: Entity Profile information of the client
* Change Controller: |IESG

* Specification Docunent: Section 7 of this docunent.
5.2. sub_profile

*  Nane: "sub_profile"

* Description: Entity Profile information of the subject or resource
owner

* Change Controller: |IESG

* Specification Docurment: Section 7 of this docunent.
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The foll owi ng non-normative exanples illustrate how Entity Profiles

m ght appear in various QAuth fl ows.

[S leemsfomsbumsbesos b esoefsesoe s ese s ess s esps s es e
o e e e e e e e e e e e e e e e e e e e m e e e — ==
| Authorization Code Flow (SPA)
e
| Authorization Code Flow (Mbile |
| App) |
o e e e e e e e e e e e e oo oo +
| dient Credentials Flow (Backend

| Service) |
o m oo +
| Device Authorization Flow (Smart |
| TV app) |
o e e e e e e e e e e e e oo oo +
| 1oT sensors reporting telenetry |
o m o e e +

| A web app talking to a downstream |

| APl on behal f-of a user |
o e e e e e e e e e e e e e o m o +
| Resource Owner Password |
| Credentials Flow (legacy) |
S +
| S2S OBO Flows (e.g., Service |
| Mesh) |
o e e e e e e e e e e e e e o m o +
| An Al acting as itself (e.g., |

| Workspace bots)

| Al agents acting on behalf of a |
| user (e.g., personal assistant) |
o e e e e e e e e e e e e e o m o +
| An Al agent running in a desktop |
| app I
Fem e e eeeeecieesaeceieaaaaaan- +

Table 1
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Subj ect |
| Profile |
+
| user |
S +
| user |
S +
| user |
| |
TS +
| service |
I I
S +
| user |
| |
TS +
| device |
S +
| user |
I I
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| user |
I I
S +
| service |
I I
TS +
| ai _agent |
| service |
S +
| user |
I I
TS +
| user |
I I
S +
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