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Abst ract

Thi s docunent specifies Unified Transition Overlay (UTO, a mninal
encapsul ati on nechani sm desi gned to enabl e bi directional

communi cati on between | Pv4-only and | Pv6-only hosts w thout requiring
NAT64, DNS64, heavy protocol translation, or global changes to
Internet routing. UTO introduces a conpact 12-byte header that
carries a Renote Native Address (RNA) and allows a packet to traverse
a networ k whose forwardi ng pl ane uses the opposite |IP version. The
underlying network remains purely I Pv4d or purely |IPv6, ensuring
compatibility with existing hardware and reduci ng operati onal

conmpl exi ty.
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Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 15 June 2026.
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1. I nt roduction

The transition fromIPv4 to | Pv6 has progressed far slower than
originally expected. Although |IPv6 was standardi zed in 1998 and
provi des an address space sufficient for global-scal e expansion, |Pv4
continues to dom nate a significant portion of Internet traffic and

i nfrastructure.
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Exi sting coexi stence nechani sns such as NAT64, 464XLAT, DS-Lite, MAP-
T, MAP-E, and tunneling technologies allow partial interoperability
between the two protocol famlies. However, these sol utions

i ntroduce operational challenges including stateful translation, DNS
rewiting, multi-stage encapsul ation, conpl ex custoner-preni ses

equi prent requirenents, and decreased visibility for operators and

ni ddl eboxes.

Unified Transition Overlay (UTO defines a mnimal and efficient
encapsul ati on nechanismallow ng | Pv4-only hosts to communicate with
| Pv6-only hosts, and vice versa, without altering the forwarding
behavi or of the underlying network. UTO preserves the original IP
packet by wrapping it in a conmpact mcro-header that carries the
Renote Native Address (RNA) of the intended destination host.

UTO operates exclusively at transition gateways and does not require
updat es to backbone routers, end-host stacks, or the semantics of the
| Pv4/ 1 Pv6 version field. The nmechanismis suitable for increnental
depl oynent and does not disrupt existing routing architectures.

2. Mot i vati on

The continued coexi stence of IPv4 and | Pv6 has created operationa
envi ronments in which many hosts are limted to a single IP version
| Pv4 depl eti on has pushed cl oud providers and | oT systens toward

| Pv6-only depl oynents, while nunerous enterprise networks still rely
heavily on 1 Pv4 due to | egacy applications, security policies, or
har dwar e constraints.

The industry has generally adopted transl ati on-based nodel s for
cross-version comuni cation. Wile functional, these nodels rely on
compl ex transformati on of packet headers, manipul ati on of DNS
records, and mmi ntenance of large state tables. Such approaches can
reduce transparency, conplicate troubl eshooting, and introduce

| at ency.

UTO addresses these issues by avoiding deep translation entirely.
Instead, the original |IP packet remains intact, and only a concise
transition overlay header is added. The underlying network sees only
IPv4 or IPv6 traffic, while the UTO Gateway perforns m ni nal
processing at the boundaries between donmi ns.

The goal s of UTO i ncl ude:

* Preserving native IPv4 and | Pv6 senanti cs.

* Enabl ing communi cati on between | Pv4-only and | Pv6-only hosts.
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* Maintaining conpatibility with existing hardware forwarding
pi pel i nes.

* Reduci ng operational conplexity conpared to NAT64 or dual -stack
depl oynent s.

* Supporting increnental deploynent w thout global coordination
3. Term nol ogy

UTO Gateway (UGW A device that applies or renoves the UTO header
and perforns encapsul ati on or decapsul ati on based on the direction
of cross-version traffic.

Renote Native Address (RNA) The IPv4 or I Pv6 address of the fina
destination host in its native format, carried inside the UTO
header .

Underlyi ng Network The forwarding plane over which the encapsul at ed
packet travels. This network may be | Pv4-only or |Pv6-only,
dependi ng on depl oynent .

Native Packet The sender’s original |1Pv4 or |IPv6 packet before
encapsul ati on.

UTO Header A conpact 12-byte transition header inserted before the
native packet during encapsul ati on.

Endpoint A host that supports only one |IP version (IPv4-only or
| Pv6-only).

4. Architecture Overview
UTO enabl es cross-versi on comuni cation by inserting a conpact
overlay header that carries the Renote Native Address (RNA) of the
destination host. The underlying network transports the encapsul at ed
packet using its native forwarding plane (I1Pv4 or 1Pv6), while the
UTO Gateway (UGW at the rempte boundary restores the original packet
and delivers it to the destination.
| Pv4 Host ----> UGN v4v6) ----> |IPv6 Network ----> UGN v6v4) ----> | Pv6 Host
| Pv6 Host ----> UGN v6v4) ----> |Pv4d Network ----> UGN V4v6) ----> | Pv4 Host

Figure 1: UTO Architecture
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5.

1.

In all cases, the underlying forwardi ng devices (routers,

m ddl eboxes, fabric switches, and hardware ASIC pipelines) see only
pure 1 Pv4 or pure |IPv6 packets. UTO does not nodify the nmeani ng of
any field in either I P header, does not introduce m xed-version
headers, and does not require new behaviors fromthe routing
subsystem

Encapsul ati on occurs only at the edges of transition domains, where
UGN have explicit configuration defining which prefixes or hosts
reside in opposite-version networks. Traffic between sane-version
hosts (I Pv4-1Pv4 or |Pv6-1Pv6) remains native and is unaffected by
uto

UTO Header For mat

The UTO header precedes the native packet and has a fixed size of 12
bytes. It contains the Renbte Native Address (RNA) of the
destination host, encoded according to the address famly and
conmpressed when necessary. The general |ayout is:

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Vers | Flags| HLen| Reserved |
I i S e i i S S S S N it N S
| Renote Native Address (part 1) |
B i s T T i i o S o T Ji I
| Renote Native Address (part 2) |
i I i S i S S it SN DR DU Y

Fi gure 2: UTO Header Layout

The UTO header is inserted imediately after the outer |P header

(I Pv4 or IPv6), depending on the direction of encapsul ation. Wen
decapsul ating, the receiving UGNrenoves the UTO header, restores the
native packet, and forwards it according to its nornmal routing table.

Field Definitions

*Vers (4 bits):* Indicates the version of the UTO protocol. This
specification defines Vers=1 (0001).

*Flags (4 bits):* ldentify the address fam ly encoded in RNA. 0001 -
RNA contains an | Pv4 address. 0010 - RNA contains an | Pv6 address
(conpressed).

*HLen (8 bits):* Total length of the UTO header in bytes. For this
versi on, HLen MJST be set to 12.
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*Reserved (16 bits):* Reserved for future use. MJST be set to zero
on transm ssion and i gnhored on receipt.

*Renpte Native Address (RNA):* Carries the destination host’s native
| Pv4 or | Pv6 address. Wen the address is IPv6, the RNA bl ock
contains a conpressed representation sufficient to reconstruct the
full 128-bit address at the receiving UGN

5.2. Encoding of I1Pv4 Renpte Native Address
When the Flags field indicates an | Pv4 address (0001), the RNA field
carries the 32-bit I Pv4 address left-aligned within the 64-bit RNA
space. The remaining bits MIST be set to zero
Exanpl e:

| Pv4 address: 192.0.2.44
RNA encodi ng: 0xC000022C 00000000

Figure 3: | Pv4d RNA Exanpl e
5.3. Encoding of IPv6 Renpte Native Address
When the Flags field indicates |Pv6 (0010), the RNA carries a
conmpressed representation of the full 128-bit |Pv6 address.
Conpression is determ nistic and reversi bl e.
UTO uses a two-conponent encodi hg schene:

* A local 16-bit Label that identifies a known |Pv6 prefix.

* A 64-bit Interface ldentifier (I11D) copied directly fromthe
native | Pv6 address.

Each UGW mai ntains an internal Prefix Table:
Label (16 bits) | Pv6 Prefix (48 bits)
Figure 4: Prefix Table
During encapsul ation, the UGN
1. Splits the native | Pv6 address into: Prefix (48 bits) + Subnet-ID

(16 bits) + 11D (64 bits).
2. Replaces the Prefix+Subnet-1D (64 bits) with a single 16-bit

Label
3. Keeps the original IIDintact.
4. Inserts: [Label | 11D into the RNA field of the UTO header
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Duri ng decapsul ation, the receiving UGN

1. Reads the Label

2. Recovers the 48-bit Prefix fromits Prefix Table.

3 Reconstructs the | Pv6 address as: Prefix (48 bits) + Subnet-ID
(16 bits from Label context) + 11D (64 bits).

Conpressi on reduces RNA size while preserving uni queness and al |l owi ng
fast Q(1) reconstruction

6. Protocol Qperation

Thi s section describes the behavior of UTO Gateways (UGM) during
encapsul ati on and decapsul ati on, and defines the forwarding |ogic for
| Pv4d-to-1Pv6 and | Pv6-to-1Pv4 transitions. UTO operates strictly at
adm ni strative boundaries and does not nodify packets traveling
within a single address famly.

Cross-version traffic is identified by UGW policy, typically based on
destination prefixes, routing tables, interface roles, or explicitly
configured host mappi ngs.

6.1. |Pv4-to-1Pv6 Fl ow

When an | Pv4-only host sends a packet toward an | Pv6-only host, the
foll owi ng steps occur:

1. The IPv4 host transmits a normal |Pv4 packet.

2. The out bound UGW checks its policy and identifies the destination
prefix as belonging to an I Pv6 donain.

3. The UGWconstructs a UTO header with Flags=0010 (I Pv6é RNA) and
encodes the destination | Pv6 address.

4. The UGW encapsul ates the native |Pv4 packet inside an | Pv6 outer
header. The RNA in the UTO header allows the renpte UGNtO
restore the intended destination address.

5. The underlying I Pv6 network forwards the packet normally, with no
know edge of UTO

6. At the receiving boundary, the renote UGN renoves the UTO header,
reconstructs the full IPv6 address, and delivers a native |Pv6
packet to the IPv6-only host.

6.2. |Pv6-to-I1Pv4d Flow
When an | Pv6-only host sends a packet toward an |Pv4-only host:
1. The I Pv6 host generates a normal |Pv6 packet.

2. The outbound UGWidentifies that the destination belongs to an
| Pv4 domai n.
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3. The UGWconstructs a UTO header with Flags=0001 (I Pv4 RNA) and
inserts the 32-bit |Pv4 address.

4. The UGW encapsul ates the native | Pv6 packet inside an |Pv4 outer
header .

5. The underlying I Pv4 network forwards the encapsul at ed packet
wi t hout inspecting the UTO header

6. The renote UGW decapsul ates the packet, extracts the | Pv4d RNA
and forwards a native | Pv4 packet to the destination.

6.3. Behavior of UTO Gateways (UGW
UGW MUST inpl ement the follow ng | ogic:

* Maintain policy tables for identifying opposite-version prefixes
or host mappi ngs.

* Apply encapsul ation only when necessary; native sane-version
traffic MUST NOT be altered.

* Validate UTO header integrity and RNA encodi ng upon receipt.

* Reconstruct full 1Pv6 destinations using prefix tables associated
with their domain.

* Enforce security policies that restrict which prefixes may
originate cross-version traffic.

* Drop mal fornmed UTO headers or reconstruction failures.

UGN MAY inplenment rate limting or filtering on cross-version flows,
dependi ng on adninistrative policy.

UGN MUST NOT nodify the inner native |IP header except when
decrenenting the Hop Limt or TTL, as required by nornal forwarding
semanti cs.

*Per formance Considerations:* UTO is designed for efficient
forwarding in both software and hardware inpl ementations.
Encapsul ati on and decapsul ati on are statel ess operations requiring
only header insertion/renoval and optional prefix-table |ookup. This
avoi ds the per-flow state, checksumrewites, and nulti-field
translations required by stateful transition nechani sns such as
NAT64. | npl ementati ons MAY | everage hardware of fl oad where
avail abl e.
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7. Deploynment Scenarios
UTO i s designed for deploynent in environnments where one | P version
dom nates the core, while hosts or services using the opposite
version exist at the edges. This section outlines representative
depl oynent patterns.

7.1. Enterprise with Legacy |Pv4 Core
Many organi zati ons operate | Pv4-centric networks due to | egacy
equi pnent or applications. Coud services, |oT systens, and externa
APl's may be IPv6-only. UTO allows such enterprises to:
* Maintain an | Pv4-only core.
* Enable I Pv4 hosts to reach | Pv6-only resources.
* Avoid NAT64 or DNS64 depl oynent.

* Preserve end-to-end semantics for |Pv6 destinations.

UGN are deployed at the enterprise perineter, typically at WAN
routers or firewalls.

7.2. ISP with IPv6-Only Access Network
| SPs depl oying | Pv6-only access (e.g., nobile or FTTH networks) may
still need to support IPv4-only services hosted externally. UTO
enabl es:
* Native |Pv6 access network operation
* Cross-version conmuni cation without per-flow state.
* Reduction of CGNAT pressure.

* (Cl ean separation between access | Pv6 and external |Pv4 routes.

UGN are deployed at the ISPs edge to minimze translation
conmpl exity.

7.3. 10T I Pv6 Devices Reaching | Pv4d Infrastructure
| oT depl oynents commonly use | Pv6 due to address abundance and
nei ghbor - di scovery efficiency. However, control servers or |egacy

nmoni toring systens may operate only in IPv4. UTO allows |Pv6-only
| oT devices to:
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* Reach | Pv4 managenent systens w thout NAT-based hacks.
* Maintain native |IPv6 addressing internally.
* (Operate over an | Pv4-only backhaul if required.

UGN in this scenario are placed at aggregati on points or border
concentrators

8. Advantages and Limtations
8.1. Advantages
UTO of fers the foll owi ng benefits:
* M nimal encapsul ation overhead (12-byte header).
* No nodification to IPv4 or |IPv6 protocol semantics.
* No need for NAT64, DNS64, or stateful per-flow translation
* Conpatible with existing IPv4-only and | Pv6-only hosts.
* Works with hardware forwarding pipelines already depl oyed.
* No inpact on m ddl eboxes that operate on the outer |P header.
* FEasily deployable at adm nistrative boundari es.
* Reduces operational and troubl eshooting conplexity.
* Supports incremental and partial depl oynents.
8.2. Limtations
UTO i ntroduces certain linitations:
* Requires UTO Gateways at transition points
* Does not elimnate the need for proper routing policies.
* Requires prefix mapping tables for 1 Pv6 RNA reconstruction
* Encapsul ated traffic nay have a slightly larger MIU footprint.

* Cannot function as a global replacenent for dual -stack
architectures.
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10.

11.

UTO i ncreases packet size by 12 bytes in addition to the outer IP
header. UGN MJST i npl ement Path MIU Di scovery (PMIuD) on the
encapsul ati on path, or alternatively support |P-layer fragnentation
when required. Operators SHOULD provision appropriate MU val ues on
boundary interfaces to avoi d encapsul ati on-i nduced | oss.

Security Considerations

UTO does not alter 1Pv4 or I Pv6 security properties. However,
several operational considerations apply:

* UGN MJST validate UTO header integrity before decapsul ation
* RNA val ues MJST be verified against authorized prefixes.

*  Admi nistrators SHOULD restrict which hosts can initiate cross-
version traffic.

*  Adm nistrators SHOULD apply ingress filtering on UGWinterfaces to
prevent spoofi ng.

* UTO traffic MAY be protected using | Psec, MACsec, or tunnel-node
encryption if confidentiality is required.

* Msconfigured prefix tables could result in incorrect RNA
reconstruction; inplementations SHOULD detect inconsistencies.

Si nce UTO encapsul ates entire packets, its security posture is
simlar to other tunneling protocols. Operators SHOULD ensure that
moni toring systens can observe both outer headers and encapsul at ed
fl ows when necessary.

I ANA Consi derati ons
Thi s docunent requests that | ANA al | ocate:
* A new | P Protocol Nunmber for use as the UTO protocol header

* A new | Pv6 Next Header value identifying UTO encapsul ati on

These val ues are required for correct identification of UTO packets
when conveyed over native |IPv4 or |Pv6 networks

Backward Conmpatibility
UTO is conpatible with existing IPv4 and | Pv6 networks because:

* UGN handl e all encapsul ation and decapsul ati on
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*

*

*

End hosts remai n unchanged.
Routers forward only native IPv4 or |Pv6 outer headers.

M ddl eboxes operate normally, inspecting only outer |ayers.

No nodifications to TCP, UDP, |ICWP, |Pv4, or |Pv6 behavior are
required. UTO can coexist with other transition technol ogies,
i ncludi ng NAT64, DS-Lite, MAP-E, MAP-T, and traditional tunnels

12. Exanpl es
12.1. Conplete IPv4-to-1Pv6 Packet Flow
The following exanple illustrates a full cross-version transition:

Source |1 Pv4 host: 10.1.1.10

Destination | Pv6: 2001: db8: 20:: 44

St eps:

1.

The |1 Pv4 host sends: |Pv4 Header, TCP/UDP/|CVMP Payl oad.

2. The out bound UGW constructs a UTO header with Fl ags=0010 and
encodes the I Pv6 address using the prefix and 11D reconstruction
met hod.

3. The UGWencapsul ates the native |Pv4 packet inside an | Pv6 outer
header: | Pv6 Quter Header, UTO Header, |Pv4 Native Packet.

4. The | Pv6 backbone forwards the packet.

5. The renote UGW decapsul ates, reconstructs the | Pv6 address, and
forwards a native | Pv6 packet to the destination

12.2. Conplete I Pv6-to-1Pv4d Packet Flow

Exanpl e:

Source | Pv6 host: 2001: db8:10::50

Destination | Pv4: 192.0.2.99

St eps:

1. The IPv6 host sends a native |Pv6 packet.

2. The outbound UGWinserts a UTO header with Fl ags=0001 and encodes
the 32-bit 1 Pv4 address (RNA field).

3. Encapsul ation produces: |Pv4 Quter Header, UTO Header, |Pv6
Nati ve Packet.

4. The I Pv4 network forwards the packet normally.
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5. The receiving UGWextracts the | Pv4 RNA and delivers a native
| Pv4 packet to the destination.
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