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1. Introduction

Domai nKeys ldentified Mail v2 (DKIM) addresses significant
limtations of DKIML [ RFC6376] and the experinmental ARC protoco

[ RFC8617], including DKIMreplay attacks, backscatter from

unaut hori zed use of envel ope senders and the absence of cryptographic
bi ndi ng bet ween message si gnatures and SMIP envel ope paraneters.

The core technical contribution of DKIM2 - binding the MAIL FROM and
RCPT TO val ues of each SMIP transaction to the nessage signature at
every hop - is a genuine inprovenent over both DKIML and ARC and is
sufficient to address the primary threat nodels identified in
[1-D.ietf-dki mdkin2-notivation].

However, the current specification also includes a body recipe
mechani smthat allows internediaries to describe nodifications nade
to the nmessage body in sufficient detail to reconstruct previous
versions. This nechani smintroduces significant architectura
complexity: it requires stateful mlter inplenmentations with

persi stent shared storage, JSON parsing in the delivery critical path
and software nodifications across the entire ecosystem of

intermedi aries. The body reci pe nechani smal so rai ses data
protection concerns under GDPR and equi val ent franeworks that have
not yet been addressed in the specification

Thi s docunent proposes a structured separation of DKIM2 functionality
into two profiles:

* DKIM2-core: a mandatory profile inplenenting envel ope binding,
chain of custody, header accountability, replay prevention and DSN
aut hentication. DKIM-core is fully inplenmentable via the mlter
interface without MIA core nodifications, using header formats
already famliar to the ecosystemthrough ARC depl oynent.
Critically, DKIM-core requires no persistent state between SMIP
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sessions - all information needed for signing and verification is
avail able within the current session and the nessage headers
thensel ves. State managenment is only required for body recipe
generation, which bel ongs exclusively to DKI M2-ext ended.

*  DKI M2- ext ended: an optional profile adding body recipe generation
and verification via Message-|nstance headers and JSON encoded
reci pes. DKIM-extended may require stateful mlter
i npl ementations or MIA core integration and is appropriate for
operators who require full body accountability and are willing to
accept the associated architectural cost.

This separation is consistent with the DKIM working group charter

[ DKI M CHARTER], which states that "the working group will prefer a
result that is increnental to the depl oyed ecosystent and that
"proposed solutions are expected to be robust in terns of
interoperability and scalability".

The approach taken in this docunment is explicitly constructive: it
does not propose to replace DKIM2 but to define a depl oynent path
that allows the ecosystemto adopt the core benefits of DKI M
incremental ly, without requiring sinultaneous changes to every node
in the delivery chain.

1.1. Relationship to DKIM Specifications

Thi s docunent is a deploynment profile, not a conpeting specification
It references and depends on [I|-D.ietf-dki mdki n2-spec] and
[1-D.ietf-dki mdki n2-header] for the underlying nmechanisnms. Were
this docunment proposes alternative encoding formats - specifically
for envel ope binding fields - these are offered as contributions to
t he ongoi ng design di scussion in the working group

1.2. Motivation

The Internet email infrastructure is not conposed solely of |arge
providers with dedicated engineering teanms. A substantial portion of
email is handl ed by operators of all sizes outside the |argest
comrercial providers: small |1SPs, universities and research
institutions, regional hosting providers, non-profit organizations
and snmal | businesses. Wat these operators have in common is not
smal | scale per se - a university may handle millions of nmessages per
day - but linited engineering resources dedicated to nai
infrastructure. Their adm nistrators depend on the milter interface
for incremental deploynment of new authentication features precisely
because it allows themto adopt new protocols wi thout nodifying MA
core software, waiting for upstream vendor rel eases or dedicating
engi neering cycles to core systemchanges. Every authentication
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protocol that has achi eved broad adoption - SPF, DKIM., DMARC and to
alinmted extent ARC - has been deployable via this nodel. DKIM as
currently specified breaks this pattern

Furthernore, the body reci pe mechani smencounters a fundanent al
operational obstacle: the nodes nost likely to make substantial body
nmodi fications - security gateways, DLP systenms, URL rewriting
proxies, antivirus engines - are precisely the nodes least likely to
i npl ement recipe generation. These nodes will systematically produce
nul | recipes, which provide no additional accountability over

i ncremental body hash chaining. The overhead of the recipe
infrastructure is therefore paid by the entire ecosystemwhile the
benefit accrues only to the nminority of cases where al

i ntermedi ari es cooperate fully.

The pragmatic approach to body integrity docunented in [ RFC6376]
Appendi x B - using rel axed canonicalization to tol erate conmon beni gn
transformations rather than requiring internmediaries to declare or
reconstruct them- has proven effective in practice and has
contributed to the broad adoption of DKIML. It should be noted
however that rel axed canonicalization does not address all categories
of involuntary body transformati on: base64 |ine-w dth re-encoding,
for exanpl e, breaks both sinple and rel axed canonicalization equally.
DKI M2-core preserves the rel axed canonicalization approach for body
integrity while adding the cryptographic envel ope bindi ng and header
accountability that DKIML | acks. The body reci pe mechani sm of

DKI M2- ext ended represents a deliberate departure fromthis node
toward determnistic reconstruction - a departure whose operationa
cost and depl oynent inplications are addressed in Section 4.

1.3. Design Phil osophy

Thi s docunent is guided by three principles that reflect the
depl oynent realities described in Section 1. 2.

Additive, not transformative - every nechani sm defined in DKI M2-core
adds new header fields or new signed content to existing nmessages.
Not hi ng in DKI M2-core requires existing software to change its core
behavior. A |legacy node that does not inplement DKI M passes DKI M2
headers through wi thout interpreting them exactly as it handl es any
unrecogni zed header field today. This is the sanme property that

al | oned SPF, DKI ML, DMARC and ARC to be depl oyed incrementally across
a het erogeneous ecosystem wi thout flag-day transitions.

Mlter-first - the milter interface is the depl oynent mechani smt hat
has enabl ed i ncrenental adoption of every successful emil

aut hentication protocol. DKIM-core is designed so that every
mandatory feature is inplenmentable as a milter w thout MIA core
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nmodi fications. This is not a constraint inmposed fromoutside - it is
a deliberate architectural choice that maxi nizes the probability of
adoption across the full range of operators described in Section 1.2,
fromlarge providers to small |1SPs and universities

Statel ess by design - DKIM-core requires no persistent state between
SMIP sessions. All information needed for signing and verification
is available within the current session and the nmessage headers
thenselves. This elimnates the need for shared storage between
mlter instances, reduces operational conplexity and renpves a
category of failure nodes that stateful inplenentations introduce
State managenent is only required for body reci pe generation, which
bel ongs exclusively to DKI M2-ext ended.

These three principles together define the boundary between

DKI M2-core and DKI M2- ext ended. Any nechani smthat requires MIA core
nodi fi cations, persistent inter-session state, or content parsing
beyond what the milter interface provides belongs in DKl M2-extended.
Any mechani smthat can be inplenented additively, via mlter and
statel essly bel ongs in DKIM-core.

2. Term nology and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY" and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

Thi s docunent uses terni nology from[RFC5598] (Internet Mai
Architecture) and inherits definitions from
[1-D.ietf-dkimdkin-spec]. The followi ng additional ternms are
defined for use in this docunent.

DKI M2-core: The mandatory depl oynment profile defined in this
docunent. DKIM-core inplenents envel ope binding, chain of
cust ody, header accountability, replay preventi on and DSN
authentication. 1t is fully inplementable via the nmilter
interface without MIA core nodifications and requires no
persi stent state between SMIP sessions.

DKI M2- ext ended: The optional deploynent profile defined in this
docunent. DKI M2- ext ended adds body reci pe generation and
verification via Message-Instance headers and JSON-encoded
recipes. It may require stateful mlter inplenentations with
persi stent shared storage or MIA core integration

M | ter-capabl e node: An MIA depl oynent that inplenments DKIM2-core
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functionality via the milter interface. A nilter-capable node
requires no nodifications to the MIA core software

Legacy node: A node in the delivery chain that does not inplenent
DKIM2 in any form Legacy nodes pass DKIM2 headers through the
delivery chain without interpreting them exactly as they handl e
unrecogni zed header fields today.

Transparent relay: A node that adds only trace headers (Received:,
Return-Path:) and nakes no other nodifications to the nessage.
Transparent relays do not need to participate in DKIM signing or
verification. Note however that in practice nany nonminally
transparent relays introduce involuntary body transformations -
base64 re-encoding at different line widths, MM reassenbly by
antivirus engi nes, whitespace normalization - that affect body
hash val ues

Revi ser: A node that nmekes intentional nodifications to nessage
headers or body. A Reviser MJUST declare its nodifications using
DKI M2- Mod headers (DKI M2-core) or Message-I|nstance recipes
(DKI M2- ext ended) and MJST add a new DKI M2 signature covering the
nodi fi ed message.

Inbound mlter: The milter instance responsible for verifying
i nconmi ng DKI M2 signatures during the SMIP session. The inbound
mlter operates at EndOf Body and has access to the conplete
envel ope state accunul ated during the session via Mil FromRequest
and Rcpt ToRequest cal | backs.

Qutbound nilter: The milter instance responsible for generating
DKI M2- Mod headers and addi ng DKI M2 signatures to outgoing
messages. The outbound milter is positioned last in the mlter
chain, after all other mlters that may nodify the nessage and
signs the final state of the nmessage.

DKI M2- Mod header: A signed header field added by a Reviser to
declare a nodification made to an existing header field.
DKI M2- Mod headers carry an instance index (i=) aligned with the
DKI M2- Si gnat ure hop nunber, a sequence index (seqg=) for multiple
nodi fications to the sane field at the sane hop and an optiona
frame index (fr=) to split values |onger than 998 characters per
[ RFC5322] .

Envel ope binding: The cryptographic binding of SMIP MAIL FROM and
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RCPT TO values to the DKIM signature at each hop, inplenented via
DKI M2- Si g-nf and DKI M2-Sig-rt header fields. Envel ope binding
prevents DKIMreplay attacks by making it inmpossible to reuse a
valid signature for a different recipient wthout breaking the

chai n.

Chain of custody: The verifiable record of all entities that have
handl ed a nessage, established by the sequence of DKIM signatures
and envel ope bindings fromoriginator to final recipient. Each
hop in the chain signs the current state of the nessage and
ref erences the previous hop’s signature.

Nul |l recipe: A Message-Instance declaration that a nodification was
made to the nessage body but that the previous state cannot be
reconstructed. Null recipes are only relevant in DKI M2-extended.
In DKI M2-core, body nodifications are declared inplicitly through
a changed bh= value with attribution to the signing hop

Rel axed domain match: The al gorithm defined in
[1-D.ietf-dki mdkinR-spec] Section 11.3 for matching the signing
domai n (d=) against the MAIL FROM domai n, all ow ng subaddress
schenes used for bounce handling. Labels are renoved fromthe
| eft side of the MAIL FROM domain until a match is found or no
| abel s remain.

Thi s docunent inherits definitions from[I-D.ietf-dkimdkinR-spec]
and [I-D.ietf-dki mdkin2-header]. Were ternms are used w thout
definition in this docunment, the definitions in those docunents

apply.
3. DKIM2-core: Mandatory Profile

DKI M2-core is the mandatory depl oynent profile. Al nodes that w sh
to participate in DKIM2 MJST inplenent DKI M2-core. Nodes that

i npl ement only DKIM2-core are fully interoperable with nodes that

i mpl emrent DKI M2- ext ended.

The nmilter interface is an integration point, not a replacenent for
MIA functionality. DKIM-core uses the milter interface to observe,
verify and sign nessages as they flow through the MIA' s nor nal
processing pipeline. Functions that belong to the MIA - transaction
managenent, BCC splitting, queue handling, routing - remain with the
MIA.  The nilter does not substitute for these functions and is not
designed to do so. This separation of concerns is what nakes mlter-
based depl oynent non-invasive and conpatible with existing MA
infrastructure
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3.1. Envel ope Binding

Envel ope binding is the primary technical contribution of DKIM over
DKIML and ARC. By cryptographically binding the SMIP MAI L FROM and
RCPT TO val ues to the nessage signature at every hop, DKI M-core
makes it inpossible to replay a valid signature for a different
recipient or sender w thout breaking the chain.

Envel ope binding is inplenmented via two new si gned header fields:

DKI M2-Si g-nf (carrying the MAIL FROM val ue) and DKI M2-Sig-rt
(carrying the RCPT TO values). These fields use the indexed header
pattern already deployed at scale in ARC, where ARC Seal, ARC
Message- Si gnat ure and ARC- Aut hentication-Results use i= instance
nunbers to build a verifiable chain across multiple hops. Every
mlter that inplenents ARC al ready parses and generates headers with
i = indexing. DKIM-Sig-nf and DKIM2-Sig-rt are a natural extension
of this existing pattern, requiring no new parsing infrastructure.

3.1.1. Envel ope Binding Format

The DKI M2-Sig-nf field carries exactly one address - the SMIP MAI L
FROM val ue. The DKIM2-Sig-rt field carries one or nore RCPT TO
val ues, using one header per address.

Both fields use the i= instance indexing convention already

establi shed by ARC [ RFC8617], where ARC- Seal, ARC-Message- Signhature
and ARC- Aut henti cation-Results use the same i= nunbering to build a
verifiable chain across nultiple hops. Inplenenters famliar with
ARC wi Il recognize this pattern imediately. Major email providers

i ncludi ng Google and M crosoft inplenment ARC natively in their
infrastructure and ARC nilter inplenentations are depl oyed across the
ecosystem DKI M2-Sig-nf and DKIM2-Sig-rt extend this existing
pattern to carry envel ope val ues, requiring no new parsing concepts
beyond what ARC inpl enentations al ready handl e.

DKI M2- Si g-nf: i=1; addr=bounce@rai |l chi np.com

DKI M2-Sig-rt: i=1;, v=1; addr=destl@senpi o.com
DKI M2-Sig-rt: i=1; v=2; addr=dest2@senpi 0.com
DKI M2-Sig-rt: i=1; v=3; addr="john;doe"@are.com

One header per address, including recipients with quoted |ocal parts.
The v= tag provi des a sequence nunber that distinguishes nmultiple

DKI M2-Si g-rt headers at the same hop. DKIM-Sig-nf always carries
exactly one address and does not require v=.

This format handl es all RFC5321 |ocal part cases including quoted

| ocal parts containing special characters - within a single header
value there is no separator anbiguity regardl ess of the characters
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present in the local part. The format copies exactly the ARC

i nstance i ndexi ng pattern, requires no new parsing | ogic beyond what
ARC i npl ement ati ons al ready provide and produces output directly
inspectable in mail |ogs and headers wi thout decodi ng tools.

The design avoids the parsing conplexity that arises when envel ope
addresses with display nanes, quoted local parts, or multiple
addresses are enbedded in nore conpl ex header formats. DKIM-Sig-rt
carries only the bare RFC5321 addr-spec - the envel ope address

wi t hout display name - one per header. This is the natural format
for SMIP envel ope val ues, which by definition do not carry display
nanes. |t avoids the parsing conplexity of RFC5322 address-Iist
syntax, which includes display nanes, group syntax and ot her
constructs that are irrelevant for envel ope bindi ng purposes.

This format coul d produce nore bytes than the JSON+base64 encodi ng
currently specified in [I-D.ietf-dki mdkin2-spec] for nessages with
very many recipients. For the common case of nessages with a snall
number of recipients - which represents the substantial majority of
real-world email traffic - the size difference is negligible or
absent. It remains directly human-readabl e wit hout decodi ng tools,
has a parsing conplexity of Q(1) per header rather than Q(n) on the
full recipient list and allows individual recipient nmenbership
verification without deserializing the conplete |ist.

It is worth noting that quoted | ocal parts containing specia
characters such as semcolons are permtted by [ RFC5321] but are not
observed in practice in real-world email infrastructure. The fornmat
handl es them correctly wi thout any speci al -casi ng.

3.1.2. Relationship to Existing From/To: Headers

The DKI M2-Si g-nf and DKIM2-Sig-rt fields carry the SMIP envel ope

val ues, which may differ significantly fromthe RFC5322 From, To:
and Cc: header fields. This distinction is particularly inportant in
two scenari os:

Programmati c and bul k email - the envel ope sender is typically a
bounce handl i ng address such as bounce-12345@rai | . mai | chi np. com and
the envel ope recipients are individual subscriber addresses that may
not appear in the nmessage headers at all. Using RFC5322 headers to
i nfer envel ope values would fail for this comon case.

Group syntax and enpty groups - RFC5322 permts constructs such as
To: Enpty Group:; where the To: header carries no actual recipient
addresses. The envel ope RCPT TO values are the only reliable source
of recipient information in these cases.
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Usi ng exi sting RFC5322 headers to infer envel ope val ues, as has been
proposed in some alternatives, would require parsers to handl e these
edge cases correctly and would fail for progranmatic email where no
correspondence between envel ope and headers exists. DKIM-Sig-nf and
DKI M2-Sig-rt carry the envel ope values explicitly and i ndependently
of the I MF headers, elinmnating this anbiguity.

It is also worth noting that the support for multiple rt= val ues -
rather than a single recipient per nmessage - was notivated by a
specific operational requirenment froma |arge nail box provider whose
anti-fraud systemrelies on verifying consistency between envel ope
reci pients and To:/Cc: header fields to detect nmessages fraudulently
presented as sent to nmultiple recipients but actually sent to only
one. This use case requires that all RCPT TO values for a given SMIP
transaction be visible in the signed envel ope binding.

3.1.3. Relaxed Domai n Match

The rel axed domain match al gorithm defined in

[1-D.ietf-dki mdkin2-spec] Section 11.3 is retained unchanged. The
si gning domain (d=) nmust match the domain of the DKI M2-Sig-nf address
via rel axed domain match, allow ng subaddress schenes used for bounce
handl i ng such as bounce-12345@rai | . mai | chi np. comto match
d=mai | chi np. com

3.1.4. BCC Recipients

BCC recipients require separate SMIP transacti ons - one per BCC
recipient - to prevent disclosure of BCC addresses to other

reci pients, consistent with [ RFC5322] Section 3.6.3. This is already
best practice for correct BCC semantics independent of DKIM. The
DKIM2-Sig-rt field for each separate transaction carries only the
address of that specific BCC recipient.

Qperators that need to communi cate BCC status fromthe MJA to the
signing system MAY use a subni ssi on-phase header convention such as
X-BCC:. which the outbound nmilter reads and strips before externa
transmission. This allows the milter to identify which RCPT TO
addresses are BCC and generate separate transactions accordingly,

wi t hout requiring MIA core nodifications.

Including nultiple BCC recipients in a single SMIP transaction with
all addresses listed in DKIM-Sig-rt would reveal BCC recipient
addresses in the signed headers, which are visible to all recipients
of the message and to any archiving systemthat receives it. This
directly violates the privacy requirenent of BCC as defined in

[ RFC5322] Section 3.6.3 and MJUST NOT be done.
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It should be noted that the current DKIM specification mandates that
BCC reci pients MIST NOT be revealed to other recipients but provides
no mechani sm by whi ch the signing system can distinguish BCC
recipients fromTo: and Cc: recipients at the SMIP | evel. The SMIP
envel ope does not carry the BCC distinction explicitly - al
recipients appear as RCPT TO regardless of their role. BCC

reci pients can only be identified by conparing the RCPT TO |i st

agai nst the To: and Cc: header fields, which requires content parsing
that MIAs traditionally avoid. The X-BCC subnission header
convention descri bed above addresses this gap for depl oynents where
the MJA and MIA can be configured to cooperate. The working group
shoul d consi der defining a normative nmechani smfor this purpose.

3.1.5. Formal Syntax

The foll owi ng ABNF defines the header fields introduced by this
docunent. Rules are inported from|[RFC5234] and [ RFC5321] as not ed.

; DKI M2-Si g-nf header field

; Carries exactly one SMIP MAI L FROM address

dki m2- si g- nf "DKI M- Si g-nf:" SP dki n2-nf-parans CRLF
dki nm2- nf - par ans dki m2- hop-i ndex ";" SP dki nR-addr

; DKIM2-Sig-rt header field
; Carries exactly one SMIP RCPT TO address per header
; Multiple recipients use nultiple headers with incrementing v=

dki m2-sig-rt = "DKIM2-Sig-rt:" SP dkinR-rt-paranms CRLF
dki m2-rt-parans = dki n2-hop-index ";" SP

dki m2-rcpt-index ";" SP

dki n2- addr

; DKI M2- Mod header field
; Declares a nodification nade to an existing header field

dki n2- nod = "DKI M2- Mbd: " SP dki n2- nod- parans CRLF
dki m2- nod- parans = dki n2- hop-index ";" SP

dki m2- nod-seq ";" SP

dki nm2-field-tag

[ ";" SP dkinm-fr-tag ]

" " SP dki n2- nod- val ue

"field=" header-fiel d-nane
"fr=" 1*DIAT
OPTI ONAL - absent when value fits in single header

dki m2-field-tag
dki m2-fr-tag

dki n2- nod- val ue
dki m2- del -t ag

*(VCHAR / W8P)

"del =" dki n2- nod- val ue
MUST appear |ast in header
"new=" dki n2- nod- val ue

dki m2- newt ag
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del = only
new= only
del = + new= ->

DKI M2 Depl oynment Profile

MJST appear |ast in header

del = and new= MJST be on separate header |ines
Presence rul es per conpl ete operation:

-> renoval

-> addition

nmodi fi cati on

DKI M2- | nt ended- Mai | From header field

I nt er nal

Not e:
dki n2-i nt ended- nf

transm ssi on

prefix per [RFC6648]

; Shared index rul es

dki n2- hop-i ndex =

dki m2-rcpt - i ndex

dki m2- nod- seq

; Address rule
dki n2- addr =

3

; Header field name

header -fi el d- nane

’

; Supporting rules
tag-1ist
t ag- spec
t ag- name
t ag-val ue

donai n- name
sub- domai n
sel ect or - nane
base64string

"i=" 1*DIAT
hop sequence nunber, starts at 1
"v=" 1*DIGT

Apri

; interoperability header between |ist nmanager and MIA
; MUST be renoved before externa

; intentionally not using X-
= "DKI M2- | nt ended- Mai | From " SP addr-spec CRLF

reci pi ent sequence numnber for

DKI M2- Si g-r't

2026

starts at 1,
"seq="

increments per recipient at sane hop

1*DAT

DKI M2- Mod

nmodi fi cati on sequence nunber for

"addr =" addr-spec

addr-spec as defined in [ RFC5321] Section 4.1.2

i ncluding quoted | ocal parts

1*( ALPHA / DIG T/ "-" )
as defined in [ RFC5322] Section 2.2

tag-spec *( ";" tag-spec ) [ ";" ]
tag-nane "=" tag-val ue

ALPHA *( ALPHA / DA T/ "_" )

*( 9%21-3A / %3C-7E)

printable ASCI| except semnicol on

sub-domain *("." sub-donai n)

1*( ALPHA/ DI T/ "-")

1*( ALPHA/ DIGT / "-" [ " ")

1*( ALPHA / DIG T / "+" [ "™ [ "=")
standard base64 al phabet per [RFC4648]

; Core rules inported from [ RFC5234]

ALPHA
DAT

Mocci a
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SP = W20

CRLF = % 0D %0A
VCHAR = %&21-7E
WEP = SP/ %09

3.1.6. DKIM-Signature Envel ope Tags

; DKI M2- Si gnat ure envel ope tags
; These tags appear within the DKI M2-Signature header field
; as defined in [I-D.ietf-dki mdkin2-spec]

dki m2-sig-tag-i = %69 "=" 1*DIAT
; i = hop sequence numrber
; MUST start at 1 and increment by 1 at each signing hop
; gaps in sequence MJST be treated as maki ng the nessage unsi gned

%76 "=" 1*DIAT

v= val ue sequence numnber

used in DKIM2-Sig-rt to distinguish
multiple recipients at the same hop
MJUST start at 1 and increnment by 1

dki n2-si g-tag-v

%64 "=" dommi n- nane
; d= signing domain

dki n2-si g-tag-d

%73 "=" sel ector-nane
;. s= sel ector

dki m2-si g-tag-s

dki n2- si g-tag- bh %62 968 "=" baseb4string

; bh= body hash

dki nR2-sig-tag-b

%62 "=" baseb4string
; b= signature val ue

; Tag-value list structure

tag-1ist = tag-spec *( ";" tag-spec ) [ ";" 1]
t ag- spec = tag-name "=" tag-val ue

t ag- name = ALPHA *( ALPHA / DI T/ " ")

t ag- val ue = *( %21-3A / %3C-T7E)

3.2. Chain of Custody

Each hop in the delivery chain MJST add a DKI M2- Si gnat ure header
field signing the current state of the nessage. The chain of custody
is established by the sequence of signatures and envel ope bindi ngs
fromoriginator to final recipient.
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3.2.1. Signature Content
The DKI M2-Si gnature at each hop covers

* Al DKIM-Sig-nf and DKI M2-Sig-rt headers with the current i=
val ue

* Al DKIM2-Md headers with i= values | ess than or equal to the
current hop

* Al previous DKI M- Signature headers

* The inconplete current DKIM-Signature header with the signature
val ue absent

3.2.2. Body Hash

Each hop MJST cal cul ate and include a body hash (bh=) of the current
message body using the canonicalization algorithmspecified in the
signature. The bh= val ue changes whenever the body is nodified,
providing inplicit notification that a nodification occurred and
attribution of that nodification to the signing hop.

No body recipe or reconstruction is required or expected in

DKI M2-core. The change in bh= val ue between hops, combined with the
identity of the signing domain at the nodifying hop, provides
sufficient accountability for delivery decisions.

3.2.3. Sequence Nunbering
DKI M2- Si gnat ure headers are nunbered sequentially starting at i=1
Gaps in the sequence MJST be treated as maki ng the nessage unsi gned.
The maxi mum sequence nunber is 50 as defined in
[1-D.ietf-dki mdki n2-header].

3.2.4. Signed Header Set

The DKI M2 signature at each hop covers a specific set of header
fields. The signed header set MJST incl ude:

* Al DKIM-Sig-nf headers with i= value equal to the current hop

* Al DKIM2-Sig-rt headers with i= value equal to the current hop

* Al DKIM-Md headers with i= value |less than or equal to the
current hop. DKIM-Md headers are subject to the sane
canoni calization rules as other signed headers per [ RFC6376]
Section 3.4. The del = and new= val ues are canonicalized as header
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field values - line endings are normalized and fol di ng whitespace
i s handl ed per the canonicalization algorithmspecified in the
si gnature.

* Al previous DKI M2-Signature headers with i= value | ess than the

current hop

* The inconplete current DKIM-Signature header with the b= val ue
set to enpty or a placeholder as defined in
[1-D.ietf-dki mdki n2-spec]

The signed header set does NOT include Received: headers, Return-
Path:, or other trace headers added during transport. These headers
are explicitly excluded because they are added by every relay and
their inclusion would make signatures fragile in a way that provides
no security benefit.

Header fields not |isted above MAY be included in the signed header
set at the discretion of the signer. Signers SHOULD i ncl ude headers
that have security relevance for the nessage - From, To:, Subject:
Date: - and SHOULD declare their inclusion or exclusion consistently
across all nessages.

The b= value is calculated over the signed header set using the
canoni cal i zation algorithmspecified in the signature, follow ng the
same procedure defined in [RFC6376] Section 3.7 with the
nmodi fi cations for DKIM header ordering defined in
[1-D.ietf-dki mdki n2-spec].

I mpl enent ati ons MJUST NOT assune that header fields arrive in a
specific order. The signed header set is identified by field nane
and instance index (i=, seq=), not by physical position in the
message. Internediate MIA software may reorder header fields during
transit without affecting chain of custody verification, since
canoni cal ordering is established through the i= and seq= i ndex

val ues enbedded in DKI M2-Si g-nf, DKIM-Sig-rt and DKI M2- Mod headers.
I mpl ement ati ons MUST use these index val ues, not header field
position, to reconstruct the chain of custody.

Thi s approach differs deliberately fromthe sorting requirenent in
[1-D.ietf-dki mdki n2-spec], which nandates al phabetical ordering of
header field nanes and bottomup ordering for duplicates before
computing the header hash - an QU N log N) operation that is both
comput ationally nore expensive than the Q(N) index-based approach and
fragile in the presence of internediaries that reorder headers during
transit.
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3.3. Header Accountability

When a Reviser nodifies, renoves, or adds a header field, it MJST
decl are the change by addi ng one or nore DKI M2-Md headers before
signing. These headers MJST be included in the signed header set of
the nodi fying hop and all subsequent hops, meking the declaration
cryptographically bound to the chain.

3.3.1. Modi fi cati on Cases

Modi fication - header existed and its val ue was changed. del = and
new= on separate headers with same i= and seqg=:

DKI M2- Mod: i =2; seq=1; field=Subject; del ="Original subject text"
DKI M2- Mod: i =2; seq=1; field=Subject; new="Mdified subject text"

Renoval - header existed and was renoved. Only del =:

DKI M2- Mod: i =2; seq=1; fiel d=Subject; del ="Renoved subject text"

Addition - header did not exist and was added. Only new=:

DKI M2- Mod: i =2; seq=1; field=List-1d; new=<I|ista@senpio.conpr

Note that new= is technically redundant for additions since the added

value is already visible in the nessage headers. It is declared

explicitly to provide an unanbi guous cryptographi c bi ndi ng between

the nodification declaration and the hop signature, particularly in

cases where nmultiple headers of the same type exist in the nessage.
3.3.2. Miltiple Mdifications

Multiple instances of the sane field, each with its own seqg=:

DKI M2- Mod: i =2; seq=1; fi el d=X- EVALUATI ON; del =" pi ppo"

DKI M2- Mod: i =2; seq=1; field=X-EVALUATI ON;, new="paperi no"

DKI M2- Mod: i =2; seq=2; fi el d=X- EVALUATI ON; del ="pl ut 0"

DKI M2- Mod: i =2; seq=2; fi el d=X- EVALUATI ON; new="paperone"

Successi ve hops use their own i=:

DKI M2- Mod: i =2; seq=1; fiel d=Subject; del ="Val ue before hop 2"

DKI M2- Mod: i =2; seq=1; fiel d=Subject; new="Value after hop 2"

DKI M2- Mod: i =3; seq=1; fiel d=Subject; del="Value after hop 2"

DKI M2- Mod: i =3; seq=1; fiel d=Subject; new="Value after hop 3"

The del = and new= tags MJST appear |ast in the DKIM2-Md header field
value. Al other tags (i=, seq=, field=, fr=) MJST precede them
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3.3.3. Long Val ues
For val ues that exceed practical inline length, inplenmentations MAY
use the optional fr=tag to split across nultiple headers with
incrementing fr= values. fr=is independent for del= and new=:

DKI M2- Mod: i =2; seqg=1; field=X-Mcrosoft-Antispam fr=1; del="first part..."

DKI M2- Mod: i =2; seq=1; field=X-M crosoft-Antispam fr=2; del="...second part..

DKI M2- Mod: i =2; seq=1; field=X-Mcrosoft-Antispam fr=3; del="...third part"”
DKI M2- Mod: i =2; seq=1; field=X-Mcrosoft-Antispam new="new val ue"

fr= absent nmeans value is conplete in that single header. Wen fr=
is present, headers with same i=, seq=, field= and sane tag type
(del = or new=) are concatenated in fr= order.

I mpl enent ati ons that do not support fr= MJST treat a fragnented
declaration as a null declaration for that field.

Fragments MUST be concatenated wi thout any interveni ng whitespace or
separators. The reconstructed value is the exact concatenation of
the fragnent values in fr= order

3.3.4. Relationship to Existing Conventions

DKI M2- Mod headers fornmalize and cryptographically bind the infornmal
X-Original - convention already w dely depl oyed in the ecosystem
Systens using X-Oiginal-From X-Oiginal-Subject and simlar headers
preserve previous header val ues across internmediary nodifications -
the sane senantic goal as the del=tag in DKIM2-Md. The key
difference is that DKIM2-Mod decl arations are included in the signed
header set and cryptographically bound to the chain of custody,
maki ng them verifiable rather than merely informational

This pattern is already practiced infornmally in the ecosystem- for
exanpl e, Google Goups preserves the original sender address in an X-
Ori gi nal - Sender header alongside its own Sender: field. DKIM-Md
formalizes this existing convention by making the decl aration
cryptographically signed and part of the verifiable chain of custody,
rather than an informational annotation with no authentication

bi ndi ng.

Thi s approach has precedent in
[1-D.chuang-mailing-list-nodifications], which proposed X-Prior-
headers and Cont ent - Footer headers as ARC extensions for the sane
pur pose, declaring nmailing list nodifications in human-readabl e form
wi t hout JSON encodi ng. DKIM2-Mod fornmalizes and generalizes this
approach within the DKIM chain of custody franework
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3.3.5. Header Order and Multiple Instances

DKI M2-core signatures cover a defined set of header fields. The
mandat ory signed header set is specified in Section 3.2.4. Signers
MAY additionally include security-rel evant header fields such as
From, Subject: and Reply-To: by declaring themin the signature.

VWhen multiple header fields with the same nanme exist, their relative
physical order in the message may be altered by internedi ate systens
- mlters, antivirus scanners and content filters routinely
reconstruct nessages in ways that can reorder header fields with

i dentical nanes. |If the signed header set includes such fields and
their order changes, any existing signature covering the origina
order will no | onger validate.

DKI M2-core addresses this through DKI M- Mod decl arations. Wen a hop
adds a new i nstance of an existing header field, it declares the
addition via DKIM2-Mod with an explicit i= hop index and seq=
sequence number. A verifier encountering nultiple instances of the
same header field uses the DKI M2-Modd decl arations to determ ne which
i nstance was present at each hop, rather than relying on physica
header position.

This elimnates the need for any canoni cal ordering of header field
nanes - the chain of custody established by i= and seq= i ndexes
provi des unanbi guous attribution wi thout sorting and w thout relying
on physi cal header position, consistent with the stateless mlter
nmodel described in Section 1.3.

For exanple, consider a nmessage with a single Reply-To: header from
the originator. A mailing list at hop 2 adds a second Reply-To: for
the list address and declares the addition via DKI M2-Md: i=2; seq=1
fiel d=Reply-To; new=lista@senpio.com |If a subsequent internediary
reorders the two Reply-To: headers, the verifier can deternmine the

i ntended ordering: the Reply-To: without a correspondi ng DKI M2- Mod
entry is the original, and the Reply-To: declared in DKIM-Md with
i=2 is the addition. The index val ues provi de unanbi guous
attribution w thout requiring physical reordering.

Thi s approach differs fromthe DKIM base specification
[1-D.ietf-dki mdki n2-spec], which nandates al phabetical ordering of
header field nanes and bottomup ordering for duplicate names before
computing the header hash. Such sorting adds inplenmentation burden
and i nposes (N log N) processing cost that is unnecessary when
canoni cal ordering is established through explicit index val ues.
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3.4. Replay Prevention

Repl ay prevention is a direct consequence of envel ope binding. Since
DKI M2- Si g-nf and DKIM2-Sig-rt are cryptographically signed at every
hop and contain the actual SMIP envel ope values, it is inpossible to
reuse a valid signature for a different recipient wthout breaking
the chain. An attacker who attenpts to replay a nmessage to a
recipient not listed in DKIM2-Sig-rt will produce a m smatch between
the signed rt= value and the actual RCPT TO of the new transacti on,
whi ch MUST be rejected by a conformant verifier

Mailing list redistributionis not a replay attack. Wen a nailing
list receives a nmessage and redistributes it to subscribers, it adds
its own DKIM2 signhature with its ow nf= and rt= values, explicitly
declaring the redistribution. The chain of custody shows the
original sender, the mailing list and the final recipient as distinct
entities in the chain.

3.5. DSN and Bounce Aut hentication

DKI M2-core provides the infrastructure for authenticated Delivery
Status Notifications (DSNs) that prevent backscatter to innocent
sender donmi ns.

3.5.1. Verification During SMIP Session

DKI M2-core verification is performed during the SMIP session at two
di stinct points:

During RCPT TO - the inbound mlter MAY performlocal policy checks
based on the envel ope sender and recipient, for exanple checking
against local allowists or denylists. No DKIM-specific
verification is possible at this stage because the message headers,
i ncluding DKI M2 signatures, have not yet been received.

At EndO'Body - full signature verification is performed when the
conmpl ete nessage and accunul ated envel ope state are avail able. The
i nbound milter verifies the DKIM signature chain, the envel ope

bi nding i n DKIM2-Sig-nf and DKI M2-Sig-rt and the consistency of

DKI M2- Mod decl arations with the signed header set. The milter then
returns one of the following to instruct the MMA:

*  SMFI'S_CONTINUE - the nessage is correctly signed and the chain is
valid; the MIA proceeds with delivery

* SMFIS REJECT - the signature is invalid, the chain is broken, or

the envel ope bi ndi ng does not match; the MIA i ssues a 5xx
rejection to the connected peer
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* SMFIS TEMPFAIL - a transient error occurred, for exanple a DNS
ti meout during key | ookup; the MIA issues a 4xx tenporary failure
to the connected peer

When the mlter returns SM-IS REJECT, the MIA i ssues a 5xx rejection
directed at the connected peer - the systemcurrently delivering the
nmessage over the active SMIP connection. This rejection is never
directed at the original envel ope sender. This is the fundanmenta
mechani smthat prevents backscatter: no DSN is ever generated toward
an address that was not the source of the current SMIP session

3.5.2. Reject Propagation and Backscatter Prevention

VWhen a DKI M2-core node rejects a nmessage with 5xx during the SMIP
session, the connected peer - the previous hop in the delivery chain
- receives the rejection and is responsi ble for propagating it back
toward the original sender. Each hop nmanages its own rejection
toward its direct peer. The rejection propagates back al ong the

aut henti cated chain hop by hop w thout generating backscatter at any
poi nt .

A node that accepts a nmessage with an invalid or mssing DKIM
signature and subsequently generates a DSN to the origi nal envel ope
sender violates a MJUST NOT in the protocol and produces backscatter
During the transition period, nodes MAY accept nessages with invalid
or mssing DKIM2 signatures as a matter of |ocal policy while
adoption is inconplete. Nodes that do so MJUST NOT generate DSNs to
the original envel ope sender - they MJUST either discard silently or
generate DSNs only to the connected peer

3.5.3. Authenticated DSN Generati on

A node that has accepted a DKI M2-signed nessage and needs to generate
a DSN does not need to possess a signing key aligned with the rt=

val ue of the incomng signature. It needs only to sign the DSN with
a key authorized for its own domain and direct it to the connected
peer that delivered the original nmessage. The DSN propagates back

al ong the chain via the same hop-by-hop rejecti on nmechani sm descri bed
in Section 3.5.2.

3.5.4. Transition Period Behavi or

During the transition period when DKI M2-capabl e and | egacy nodes
coexist, a receiver that gets a nessage without a valid DKI M

si gnature cannot perform DKI M2-specific verification - envel ope

bi ndi ng, chain of custody validation and authenticated DSN generation
toward the connected peer are not available. The receiver falls back
to pre-DKIM2 behavior: verify DKIML signhatures if present, apply
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DMARC policy if configured and generate DSNs as today - including the
backscatter risk that DKIM2 was designed to elimnate. Backscatter
prevention is only fully effective when all internediate nodes
participate in DKIM2. A single |legacy node in the chain breaks

aut henti cated DSN propagation for downstreamreceivers. This is a
known limtation of the transition period addressed in Section 5.

3.6. Cryptographic Al gorithns

DKI M2- core mandat es support for RSA- SHA256 and Ed25519- SHA256 si gni ng
algorithms as defined in [I-D.ietf-dkimdkin2-spec]. Verifiers MJST
i mpl ement both algorithns. Signers SHOULD i npl ement both al gorithns
and MAY sign a nmessage with multiple algorithms simultaneously - for
exanpl e RSA- SHA256 for conpatibility with | egacy verifiers and
Ed25519- SHA256 for efficiency. Additional signing algorithmns,

i ncludi ng post-quantum al gorithns, MAY be defined in future docunents
and added to the set of supported algorithnms without requiring
changes to this profile. The DKIM-core architecture does not
publish the hash val ue separately fromthe signature, which pernits
use of signing algorithnms that incorporate their own hash function

For body hash cal cul ati on, DKI M2-core supports both rel axed and
strict canonicalization as defined in [ RFC6376] Section 3.4. The
choi ce of canonicalization algorithmis indicated in the signature
and is a per-hop deci sion.

The choi ce between rel axed and strict canonicalization for body
hashing refl ects a fundanmental tradeoff docunented in [ RFC6376]
Appendi x B. Rel axed canonicalization tol erates common benign
transformati ons nade by internediate systens - whitespace
normel i zation, |line ending conversion, quoted-printable to 8bit
transcoding - at the cost of reduced sensitivity to intentiona
nmodi fications. Strict canonicalization detects all byte-Ileve
changes but is nore sensitive to involuntary transfornmations.

DKI M2-core inplementations that include | egacy infrastructure in
their deploynment path SHOULD use rel axed canoni calization for body
hashing to maxim ze chain continuity.

3.7. Mlter Inplenentation
DKI M2-core is designed to be inplenentable via the milter interface
wi t hout nodifications to MIA core software. This section describes
the recomrended depl oynment patterns.

3.7.1. Two-MIter Pattern

The recomended i npl ementation uses two mlter instances:
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Inbound nmilter - runs on the receiving MIA. (QOperates at two points
in the SMIP sessi on:

* During RCPT TO MAY performlocal policy checks based on the
envel ope sender and recipient - for exanpl e checki ng agai nst | ocal
allowists or denylists. No DKIM-specific verification is
possible at this stage because the nessage headers, including
DKI M2 si gnatures, have not yet been received.

* At EndOrBody: perforns full DKIM2 verification with access to the
conpl ete nessage and accunul ated envel ope state from
Mai | FromRequest and Rcpt ToRequest cal |l backs. The milter verifies
the DKIM2 signature chain, the envel ope binding in DKI M-Sig-nf
and DKI M2-Sig-rt and the consistency of DKIM2-Md decl arati ons
with the signed header set. The mlter returns SMFI S REJECT to
instruct the MIA to issue a 5xx rejection, SMFIS TEMPFAIL for
transient errors, or SMFI'S CONTINUE to accept.

The inbound nilter requires no persistent state between sessions -
all information needed for verification is available within the
current SMIP sessi on.

I mpl enentations MAY initiate DNS key | ookup at EndOf Headers as an
optinization, when d= and s= are avail able fromthe DKI M- Signhature
header. This allows the DNS | ookup to proceed in parallel with body
reception, reducing total verification latency. Full signature
verification including body hash conparison MIST still be performnmed
at EndOr Body.

Qut bound nmilter - runs on the transmtting MIA, positioned |ast in
the milter chain after all other mlters that may nodify the message.
Operates at EndOfBody with access to:

* The conplete nessage in its final state after all other mlters

* Envel ope val ues accunul ated via Mil FronmRequest and Rcpt ToRequest
cal | backs

* Al DKIM-Md headers added by nodifying entities earlier in the
chain

Constructs DKIM-Sig-nf and DKI M2-Sig-rt from envel ope val ues,

val i dates the formal correctness of any DKI M2-Md headers present and
adds the DKIM2 signature covering the final state of the message.
Requires no persistent state between sessions.
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The inbound mlter is inactive on outbound traffic and the outbound
mlter is inactive on inbound traffic - this is standard mlter
behavi or al ready i npl emented and depl oyed.

The two milter instances do not need to run on the sane server. Each
hop in the delivery chain signs independently with its own key. The
i nbound milter of hop N and the outbound nilter of hop N+1 have no
need to conmuni cate - the chain of custody is established through the
si gned headers in the nessage itself.

3.7.2. Responsibility for Declaring Mdifications

A fundanental principle of DKIM-core is that every entity that
nmodi fi es a message MUST declare its nodifications via DKI M- Md
headers at the tinme of nodification. This responsibility belongs to
the entity that nakes the nodification, not to the signing mlter

This principle has an inportant architectural consequence: the
outbound nmilter does not need to reconstruct what was changed by
comparing the current nessage with a previously cached version. It
trusts that nodifications have al ready been decl ared by whoever made
them and signs the nessage as presented. This elimnates the need
for stateful mlter inplenentations with persistent shared storage in
the DKI M2-core profile.

I mpl enent ati ons that del egate nodification declaration to the signing
mlter rather than to the nmodifying entity - requiring the milter to
i nfer changes by conparing with a cached copy - are technically
possi bl e but architecturally unsound. They coupl e the signing
infrastructure to the nodification logic in ways that create
operational fragility and are inconpatible with the statel ess

depl oynent nodel described here.

3.7.3. Miiling List Managers Del egating to an MIA

When a nmailing list manager such as Miil man or Synpa passes nessages
to a local MIA for transmi ssion, the reconmended pattern is:

* The |ist manager nodifies the nmessage - adding List-* headers,
nmodi f yi ng Subj ect, appendi ng footer

* The list manager adds DKI M2- Mbd headers decl ari ng each
nmodi fication it made

* The |ist manager adds a DKI M2-1nt ended- Mai | From header carrying
the MAIL FROM value it intends the MIA to use for transm ssion

* The |ist nmanager submits the nessage to the | ocal MIA
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* The outbound milter on the MIA reads DKI M2-1ntended- Mail From
renoves it before external transm ssion, constructs DKI M-Sig-nf
and DKI M2-Sig-rt fromthe envel ope val ues and signs the nessage

* The DKI M2-1ntended- Mai | From header is an internal interoperability
convention between the list manager and the | ocal MIA. It MJST be
renoved by the outbound milter before transmission. |t MJST NOT
appear in messages transmtted to external recipients. This
pattern is consistent with existing conventions such as X-BCC
handl i ng.

* List managers that cannot be nodified to add DKI M2- Mbd headers MAY
rely on the outbound nilter to detect undeclared nodifications by
comparing the signed headers agai nst the incom ng DKIM signature.
However this approach requires stateful mlter operation and is
therefore classified as DKI M2-extended behavior. It is NOT part
of the DKIM2-core profile.

I mpl ement ati ons MUST val i date that the domain in DKI M-I ntended-
Mai |l Fromis authorized for the authenticated submitter on the

submi ssi on channel. Accepting DKI M-I ntended- Mai | From val ues from
unaut henti cated or unauthorized submitters creates a signature
authority escalation risk in nmulti-tenant environnents.

In multi-tenant environnents where nessage content cannot be fully
trusted, operators SHOULD configure the outbound milter to derive the
si gni ng domai n exclusively fromthe authenticated SMIP envel ope

rat her than from DKI M2- | nt ended- Mai | From  The DKI M2- 1| nt ended-

Mai | From convention is appropriate only in controlled environnments
where the subm ssion channel is authenticated and the submitter is
aut hori zed for the declared domain. Where MIA header filtering is
avail abl e - for exanple via Postfix header_checks or equival ent
mechani sms - operators SHOULD strip any pre-existing DKI M-I ntended-
Mai | From header at nessage ingestion to prevent injection by
untrusted clients.

The nane DKI M2-1ntended-Mil Fromis suggested as a convention for
interoperability between |ist manager software and mlter

i mpl ementations fromdifferent vendors. Operators who control both
the list manager and the milter MAY use any internal header nane they
find convenient, provided that the header is renoved before externa
transm ssion. The suggested nane is provided only to facilitate
interoperability in heterogeneous depl oynents where the |ist nmanager
and the mlter are fromdifferent vendors.
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3.7.4. Mailing List Managers with Integrated SMIP

Sone mailing |ist managers - including mmj and simlar |ightweight
i mpl ementations - open SMIP connections directly w thout passing
through a local MIA. These inplenentations act as their own MIA for
the purpose of nessage transm ssion and MJST inpl ement DKI M2-core
signing directly, without relying on an external milter.

Such i npl ement ati ons MJST:

* Declare all nodifications made to the nessage via DKI M2- Mod
headers before signing

* Construct DKIM-Sig-nf fromthe MAIL FROM val ue used in the SMIP
transaction

* Construct DKIM2-Sig-rt fromthe RCPT TO val ues used in the SMIP
transacti on

* Sign the message with a key authorized for the signing domain

Al ternatively, these inplenentations MAY be configured to rel ay
through a local MIA that carries an outbound nilter, del egating
signing responsibility to that MTA. This is the RECOMVENDED appr oach
for operators who wish to mnimze the scope of DKIM-core

i mpl ement at i on.

3.7.5. Hop Counting and Multiple Hops Wthin the Sanme Administrative
Dormai n

When a nmessage passes through nmultiple MIAs within the sane

adm nistrative domain - for exanple, a receiving MIA that passes to a
list manager that passes to a transmitting MIA - each SMIP
transaction that adds a new DKIM signature constitutes a new hop
with an increnmented i= val ue.

Operators MAY choose not to add a DKIM2 signature at internediate
hops within their own adm nistrative domain if the intermedi ate hop
does not nodify the message and does not need to be independently
attributed in the chain of custody. Transparent internal relays that
add only Received: headers do not need to participate in DKI M

si gni ng.

However, any hop that nodifies the message - including the list
manager hop - MJST be represented in the chain of custody with its
own DKI M2 signature, regardl ess of whether it is within the sane
adm ni strative donai n as adj acent hops.
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3.

4.

7.6. Confirmation of MIter-Based Inplenmentability

The feasibility of inplenmenting DKIM-core via the mlter interface
wi t hout MTA core nodifications has been confirnmed by nultiple
participants in the working group discussion.

Murray Kucherawy, co-chair of the DKI M working group, confirned
publicly on the working group mailing list that core MIA

nmodi fications are not necessary to add DKI M2 support via mlter -
consistent with the depl oynent nodel used for DKI M, SPF, DMARC and
ARC.

G W Haywood, nmintainer of Sendmail::PMIlter - a Perl milter

i mpl ement ati on supporting both Sendmail and Postfix - noted that
mlter protocol version 6 already provides the necessary primtives:
addi ng, deleting and nodi fyi ng headers and repl aci ng the nessage
body. He assessed that inplenmenting DKIM2 via mlter would not be a
significant inplementation effort once the specification stabilizes
and expressed intent to inplement DKIM2 support. John Levine
subsequently confirned on the working group list that the primary
difference fromexisting DKIMin ternms of mlter inplementation is
access to envel ope addresses - and that SMFIC MAIL and SMFI C_RCPT
cal | backs already provide these in the nmilter protocol. He
characterized the milter-based inplenmentation of DKIM as a Smal |
Matter OF Programming. G W Haywood concurred with this assessnent.

A working mlter inplementation of DKIM2 in Perl using
Sendmai | : : PM | ter has been published by Bron Gondwana, co-author of
the DKIM2 specification, in the working group interoperability
repository at https://github. coni dki newg/interop/. This

i mpl ement ati on denonstrates that the nilter interface provides the
primtives necessary for DKIM inplenentation - including Message-
I nstance generation and out bound signing - w thout MIA core
nmodi fi cations. The existence of this inplenentation confirns the
m | ter-based depl oynent nodel described in this docunent,

i ndependently of whether the full DKI M2-extended profile or only
DKI M2-core i s inplenmented.

These confirmati ons fromactive MIA i npl ementers are consistent with
the DKI M2-core design principle described in this docunent: al
mandatory functionality is expressible within the existing milter
interface without requiring changes to MIA core software

DKI M2- ext ended: Optional Profile
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4.1. Overview and Scope

DKI M2-ext ended is a superset of DKIM2-core. A node that inplenents
DKI M2- ext ended i npl enments all of DKIM-core plus the body recipe
mechani sm described in this section. DKIM-extended is not a
separate protocol - it is an additional |ayer of functionality built
on top of the nmandatory core profile.

The body reci pe mechanismallows internediaries to describe
nodi fi cations made to the message body in sufficient detail to allow
reconstruction of previous versions. This capability has forensic
val ue for operators who need to investigate nmessage handling after
the fact, audit nodification chains, or satisfy conpliance

requi renents that mandate retention of original message content.

However, the body recipe mechanismis not required for the primry
operational objectives identified in the DKIM working group charter
replay prevention, backscatter nitigation and nodification
attribution. These objectives are fully satisfied by DKI M-core.

The working group charter states that "the working group will prefer
a result that is increnental to the depl oyed ecosystent and that
"proposed solutions are expected to be robust in terns of
interoperability and scalability." DKIM-extended should be

eval uat ed agai nst these criteria by operators considering depl oynment.

Operators who do not require forensic body reconstructi on SHOULD

i mpl ement DKI M2-core only. Operators who require body accountability
for conpliance or forensic purposes NMNAY inpl enent DKI M2-ext ended,

subj ect to the operational considerations described in this section

4.2. Body Recipes and Message-|nstance Headers

The body recipe mechanismis described in detail in
[1-D.ietf-dkimdkinR-spec]. This section summarizes the nechani sm
and identifies operational considerations relevant to depl oynent
deci si ons.

A Message- | nstance header is added by each hop that nodifies the
message body. It contains a JSON-encoded recipe - a structured
description of the nodifications nmade - encoded in base64. The
reci pe provides sufficient information for a verifier to reconstruct
the previous version of the nessage body fromthe current version by
applying the recipe in reverse.

A null recipe declares that a nodification was nade but that the

previous state cannot or should not be reconstructed. Null recipes
are discussed further in Section 4.5.
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An alternative approach of storing the original nmessage content in
the M ME preanbl e or epil ogue area has been discussed in the working
group. This approach has two significant limtations identified
during discussion: first, a substantial fraction of nodern enmil -
particularly bulk and transactional mail - is sent as single-part
HTML wi t hout M ME boundaries, maki ng preanbl e and epil ogue areas
unavai |l abl e; second, the use of these areas for structured signed
content has not been tested and their behavior across the

het er ogeneous ecosystem of MIA and filtering software i s unknown.
The approach requires extensive testing before it could be considered
for standardization.

Furt hernore, proposals to store original nessage content in the MM
epi |l ogue and reference it via non-nonotone copy instructions would
require recipe processors to access arbitrary positions in the
message rather than reading it sequentially. Wrking group

di scussi on has confirnmed that non-nonotone reci pes nake stream ng
reci pe processing with bounded nenory inpossible, as the processor
must buffer the conpl ete nessage before applying any recipe step
This elimnates the stream ng processing nodel that DKIM and

DKI M2-core support natively.

4.3. Computational and Traffic Overhead

Oper ators consi deri ng DKI M2- ext ended depl oynent shoul d be aware of
the follow ng overhead costs:

JSON parsing in the delivery critical path - Message-Instance headers
contai n base64-encoded JSON that must be decoded and parsed at every
verifying hop. JSON parsing introduces a dependency on a JSON
library in the MITA or milter critical path. Wile JSON Ilibraries are
available in all |anguages, their presence in the delivery path

i ntroduces attack surface that does not exist in DKIML or DKIM-core.
Section 4.4 addresses the security inplications.

Traffic overhead - every nessage that transits DKI M-extended-aware
nodes accunul at es Message- | nstance headers with base64-encoded JSON
reci pes, additional DKIM-Signature headers and potentially
substantial body recipe content. These headers travel in the nmessage
to all recipients, including those on servers that do not inplenent
DKIM2 at all. The overhead is not optional - it is inposed on the
entire ecosystem by nodes that inplenment DKI M2-extended, regardless
of whether downstreaminfrastructure can use it.

Stateful mlter requirenment - unlike DKIM-core, which is stateless
by design, DKIM-extended requires the signing mlter to have access
to the nessage state before and after nodifications in order to
cal cul ate body recipes. This requires either a stateful mlter

Mocci a Expires 7 Cctober 2026 [ Page 30]



I nternet-Draft DKI M2 Depl oynment Profile April 2026

i npl ementation with persistent shared storage accessible to both the
i nbound and out bound mlter instances, or MIA core nodifications that
provi de equival ent capability. This is a significant architectural
difference fromDKIM-core and fromall previous email authentication
pr ot ocol s.

4.3.1. Recipe Size Limts and Conputational Overhead

The JSON reci pe format introduces conplexity dinmensions that nust be
explicitly bounded to prevent denial of service attacks. Unlike

DKI ML and ARC whose conputational cost is bounded and predictabl e,

DKI M2- ext ended reci pe processing has a cost that depends on recipe
complexity - a paraneter controlled by the sender or any intermnediary
in the delivery chain.

The following limts MJST be enforced by all DKIM-extended
i mpl ement ati ons:

Maxi mum r eci pe object count - inplenmentations MJST enforce a maxi num
limt on the nunber of top-level objects in a recipe. During the
devel opment of this specification, a limt of 50 top-level objects
was proposed as a DoS mtigation neasure. This value has not been
formally validated and inplenentati ons MAY choose a different limt
based on their operational experience. The need for any such limt
is itself evidence of the attack surface introduced by the recipe
mechani sm

Maxi mum nesting depth - the current specification does not define a
maxi mum JSON nesting depth. |nplenentations MJST enforce a maxi num
nesting depth of 8 levels. This is sufficient for any legitimte

M ME structure - real-world nessages rarely exceed 4-5 | evels of MM
nesting - while preventing attacks that use artificially deep nesting
to exhaust parser stack space or trigger pathol ogical behavior in
JSON libraries.

Maxi mum reci pe size in bytes - inplenentations MIUST enforce a maxi num
size for individual recipes and for the total accumul ated Message-

I nstance header content in a nessage. Until normative limts are
defined in [I-D.ietf-dki mdkin2-spec], inplenmentations SHOULD enforce
a maxi mum i ndi vi dual recipe size of 64KB and a maxi numtotal Message-
I nstance header size of 256KB. These values are conservative
estimates pendi ng operational data from depl oynents.

Maxi mum header |ine count - operators with MIA configurations that
enforce limts on header count or total header size MJST be aware
that accumul at ed Message-| nstance headers across multiple hops can
exceed these limts, causing silent truncation that will break recipe
chain verification downstream

Mocci a Expires 7 Cctober 2026 [ Page 31]



I nternet-Draft DKI M2 Depl oynment Profile April 2026

The one concrete data point currently available is from an

i npl ement ati on denonstrated during the devel opnent of this
specification: a nessage of six lines of plain text with a footer
added produces a conpact recipe. However, nessages containing
base64- encoded attachnments require recipe content that describes
base64 |ine-wi dth re-alignnment, which can produce Message-I| nstance
headers substantially larger than the nodified content itself. At
the time of witing, no quantitative analysis of overhead across
representative nessage types has been produced. Operators should
eval uate this overhead against their specific traffic profiles before
committing to DKI M2-extended depl oynent.

It is worth noting that all four linmts defined above are
operationally notivated val ues derived frominpl ementati on experience
rather than from principled bounds inherent in the protocol design.
DKI ML and ARC require no equivalent limts because their tag-val ue
structure has bounded conplexity by design: a tag-value list of N
itenms has exactly Nitens, no recursive structures and no parser
state beyond the current position in the list. The fact that

DKI M2- ext ended requires explicit limts to prevent denial of service
attacks is evidence that the recipe format introduces conplexity that
cannot be bounded by the protocol design itself. This is a
qualitative difference fromall previous email authentication
protocol s and shoul d be eval uated as such by operators and

i mpl enent er s.

Beyond CPU cycles, the requirenment to reassenble fragmented

Base64- encoded JSON buffers forces MIAs to nove froma zero-copy or
streamoriented header processing nodel to a buffered nodel
significantly increasing the per-connection nmenory footprint and the
pressure on nenory allocation subsystens at scale. DKIM, ARC and
DKI M2-cor e tag-val ue headers can be processed in a streaning fashion
wi th constant nmenory per header - each tag is read, processed and

di scarded. DKI M2-extended reci pe processing requires accumrul ating
the conplete recipe content before any verification can begin.

At tens of thousands of transactions per second, even a nodest

i ncrease in per-nmessage processing time - one mllisecond of
additional JSON parsing - translates to hundreds of core-seconds per
second of additional load. On a server processing 50,000 nessages
per second, one additional mllisecond per nessage requires 50

addi tional CPU cores dedi cated exclusively to recipe processing.
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Cont ai neri zed architectures support horizontal scaling to absorb this
| oad, but scaling has latency. An attacker who sends a burst of
messages with conpl ex reci pes can saturate the processing pool before
the autoscal er responds. Operators running on-prem se infrastructure
wi t hout horizontal scaling - including universities, regional | SPs
and smal | businesses, precisely the operators for whommlter-based
depl oynent is nost inportant - have no autoscaling fallback

The fundanental issue is that DKIM-extended introduces a protoco
conponent whose conputational cost is controlled by potentially
adversarial input - the recipe content - rather than bei ng bounded by
the protocol design itself. DKIML and ARC do not have this property.

4.3.2. Base64 Re-encodi ng and Reci pe Conpl exity

Wor ki ng group di scussion has identified the need for additiona
reci pe types beyond the initial design, including base64-decode-and-
copy operations to handl e transfer encodi ng changes. Each additiona
reci pe type increases parser conplexity and attack surface. This
pattern of complexity growth under contact with real -world depl oynent
scenarios is consistent with the general concern raised in this
section about unbounded conpl exity.

Base64 re-encoding with different |ine w dths changes the body hash
under both strict and rel axed canonicalization equally. Relaxed
canoni cal i zati on per [RFC6376] Section 3.4.2 addresses trailing
whi t espace and internal whitespace conpression but does not affect
the CRLF |ine separators that determ ne base64 |ine boundaries. Re-
wr appi ng base64 content at a different line width inserts CRLF
sequences at different positions, producing a different hash
regardl ess of canonicalization algorithm

The conplexity of base64 re-w apping in recipe generation has been
acknow edged by the authors of the base specification. Mintaining
synchroni zati on between origi nal and nodified base64 |ine boundaries
requires tracking both representations sinultaneously and fails when
the original line boundary information is unavail able due to prior
intermedi ary processing. |In practice, such cases are expected to
produce null recipes.

4.4. Security Considerations for Body Recipes
The body reci pe mechani smintroduces security considerations beyond

those of DKI M2-core. Three categories of concern are relevant to
depl oynent deci si ons:
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JSON parsing attack surface - recipe processing introduces a JSON
parser in the delivery critical path that processes untrusted
external input. This creates attack surface that does not exist in
DKI M2-core or DKIML. The need for explicit resource limts,

di scussed in Section 4.3.1, is evidence that this attack surface is
real .

Reci pe chain integrity - a malicious internediary can construct a
recipe that presents a clean original nessage to verifiers while
delivering nodified content to recipients. This attack is feasible
for any conproni sed node in the chain.

Reci pe stripping - operators may strip reci pe content for operationa
or conpliance reasons, renoving information that downstreamverifiers
depend on.

These concerns are addressed in detail with normative requirenents in
Section 7. 3.

4.5. The Null Recipe and Its Inplications

A null recipe declares that a nodification was nade to the nessage
body but that the previous state cannot be reconstructed. Nul
recipes are the correct response for several categories of
intermediary that are common in real -world depl oynent:

* Security gateways that rewite URLs - the original URLs may be
sensitive and should not be reconstructed

* Antivirus gateways that renove nalicious attachnents - the renoved
content should not be preserved or transmtted

* DLP systenms that redact sensitive content - reconstruction would
defeat the purpose of the redaction

* Legacy MIAs that perform 7bit/8bit conversion - the conversion nay
not be perfectly reversible

* Miiling |ist nmanagers that strip attachnents or filter content -
software such as Mail man and Synpa supports configurable M ME type
renoval as an active deploynent option. Wen a list policy
renoves attachnments based on type or size, the Iist nanager MJST
use a null recipe because the renoved content shoul d not be
reconstructed downstream This is a currently depl oyed scenari o,
not a | egacy or transitional case.

* Any intermediary that nmakes nodifications it cannot or shoul d not
describe in a recipe
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These categories collectively represent a substantial fraction of
real -world email infrastructure. Wen any of these nodes is present
in the delivery chain, the result is a null recipe at that hop -

whi ch provides no additional body accountability beyond the bh=
change already available in DKIM-core. |If null recipes are
acceptable at the nodes nost likely to nmake substantial body

nodi fications, the incremental benefit of DKIM-extended over

DKI M2-core for body accountability is limted to the cases where all
intermedi ari es cooperate fully - which is the mnority of real-world
delivery paths

This is not a criticismof the body reci pe nechanism It is an
accurate characterization of the depl oynment |andscape that operators
need to understand before conmitting to DKI M2-extended
infrastructure

It is worth noting that [ RFC6376] Appendi x B al ready addressed the
fragility of body signatures in DKIML through a pragmatic approach
rel axed canoni calization tol erates common beni gn transfornations -
whi t espace normalization, line ending differences, quoted-printable
to 8bit conversion - without requiring internmediaries to declare or
reconstruct those changes. DKIM’'s strict canonicalization and body
reci pe nechani smrepresent a deliberate departure fromthis
pragmatismin favor of a deterministic reconstruction nodel. The
null recipe outcone is the price of that departure: cases that

rel axed canoni cali zati on woul d have handl ed silently becone explicit
failures in the DKI M2-extended nodel. Operators shoul d eval uate
whet her the forensic val ue of body reconstruction justifies this
tradeoff for their specific deploynent scenario.

The systematic use of null recipes by security gateways is not a
theoretical concern - it has been confirmed enpirically by a mgjor
gat eway vendor participating in this working group. Philip Guenther
of Proofpoint, whose products perform substantial alteration of
nmessage headers and bodi es under custoner security policies, has
stated explicitly on the working group list that reversibility of
those changes is "the opposite of a goal" for their customers and
that their products will use the null recipe nechani sm"when
necessary” - and will not follow the specification at all if nul

reci pes are not avail able as an option.

This confirmation froma major in-path gateway vendor illustrates the
structural limtation of the body reci pe nechanism the nodes nost
likely to make substantial body nodifications - security gateways,
DLP systens, antivirus engines - are by design and by customner

requi renent the nodes that will systematically produce null recipes.
The forensic value of body reconstruction is therefore unavail abl e
precisely at the hops where attribution would matter nost.
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4.

5.

5

5.

6. Privacy Considerations for Body Recipes

Body recipes raise data protection concerns that operators in GDPR
and equi val ent jurisdictions nmust eval uate before depl oynent. These
concerns are addressed in detail in Section 6. A sumary relevant to
t he depl oynent decision is provided here.

Body recipes create structured, recoverable representations of

previ ous nessage content that travel in the nmessage to all downstream
reci pients and archiving systens. For npbst recipe types - range
references, line counts - the privacy inplications are linited.
However for recipes that contain literal text fromthe origina
message, or for the specific cases of DLP redaction and URL

rewiting, the recipe nechani smmay cause personal data or sensitive
content to circulate in a formthat was not intended by the operator
that originally processed it.

Operators subject to GDPR shoul d eval uate whet her body recipe
generation and transmission is consistent with their data

m nim zation obligations under Article 5 and whether their use of
null recipes for sensitive content nodifications is sufficient to
meet their conpliance requirenents.

Transition and Interoperability
1. Overview

The depl oynment of DKIM2 will occur increnentally across a

het er ogeneous ecosystemthat includes DKIM-core nodes,

DKI M2- ext ended nodes, DKIML-only nodes and | egacy nodes t hat

i mpl ement no cryptographi c authentication. This section describes
the expected behavi or of each node type in the presence of the others
and identifies the properties that are and are not achi evabl e during
the transition period.

2. Node Types and Behaviors

DKI M2-core node - inplenents envel ope binding, chain of custody,
header accountability, replay prevention and DSN aut hentication as
defined in Section 3. Adds DKI M2-Sig-nf, DKIM-Sig-rt, DKIM-Md and
DKI M2- Si gnature headers. Verifies inconing DKIM signatures. Passes
DKI M2- ext ended headers through without interpreting them

DKI M2- ext ended node - inplenments all of DKIM-core plus body recipe
generation and verification as defined in Section 4. Adds Message-
I nstance headers with JSON-encoded recipes in addition to al
DKI M2- core headers
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DKI ML- only node - inplenents DKIML [ RFC6376] but not DKIM2. Passes
DKI M2 headers through as unrecogni zed header fields. Does not add
DKI M2 signatures. Does not break DKIM2 chains - it sinply does not
extend them

ARC node - inplenents ARC [ RFC8617]. ARC and DKI M2-core address
overl apping problens with different mechanisns. DKIM-core is a
functional superset of ARC - it provides the sane nodification
attribution and trust chain capabilities plus cryptographic envel ope
binding. During the transition period, nodes that inplenent ARC but
not DKI M2-core continue to provide ARC chains independently of the
DKI M2 chain. The two chains coexist w thout conflict but do not

bri dge each other - a gap in the DKIM2 chain caused by a non-

partici pati ng node remai ns a gap regardl ess of whether that node

i mpl ements ARC

Legacy node - inplenments no cryptographic authentication. Passes al
aut henti cati on headers through without interpreting them Does not
add signatures. Does not break chains but does not extend them

5.3. Chain Continuity and Legacy Nodes

A |l egacy node in the delivery chain does not break the DKI M
signature chain, it sinply passes existing signatures through w thout
addi ng new ones. A downstream receiver that encounters a nessage
with a valid DKIM2 chain ending at a hop before the | egacy node can
verify the chain up to that point and apply local policy for the

unsi gned segnent.

A | egacy node that nakes nodifications to the message - adding or
changi ng headers, nodifying the body, rewiting URLS - represents a
more significant gap in the chain of custody than a transparent
relay. Such nodifications are not declared via DKI M2- Mbd headers and
cannot be attributed to any signing domain. A downstreamreceiver
that encounters a changed bh= val ue or unexpected header differences
bet ween two consecutive DKIM signhatures can identify that a
modi fi cation occurred in the gap but cannot determnm ne what was
changed or by whom Receivers that apply strict chain of custody
policies SHOULD treat gaps containing undecl ared nodifications with
addi tional suspicion, even if the signatures on either side of the
gap are individually valid.

This is a known linmitation of the transition period. The properties
achi evabl e end-to-end depend on the conposition of the delivery path:
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Repl ay prevention - fully effective only when every hop adds a DKI M
signature with envel ope binding. A |legacy node between the
originator and the final recipient neans that the rt= value at the

| ast signed hop does not necessarily reflect the actual fina

recipi ent.

Backscatter prevention - fully effective only when every hop
participates in DKIM2. A single | egacy node breaks authenticated DSN
propagation for all downstreamreceivers. During the transition
period, receivers that encounter nessages w th broken DKI M2 chains
MUST fall back to current DKIML behavior: apply local policy,
generate DSNs as today.

Chain of custody - provides attribution for all hops that participate
in DKIM2. Legacy hops are visible as gaps in the i= sequence. A gap
in the sequence does not invalidate the chain - it identifies the
segnment where accountability is absent.

Header accountability - fully effective for all hops that inplenent
DKI M2-core. Modifications made by | egacy nodes are not decl ared but
are detectable as changes in the signed header set between
consecutive DKI M2 signatures

5.4. Coexistence with DKI ML

DKI M2 reuses DKIML DNS key infrastructure. A domain that has DKI ML
keys depl oyed does not need to make DNS changes to support DKI M
signing by an ESP or MIA acting on its behalf. This is a deliberate
design decision in [I-D.ietf-dki mdkin2-spec] that significantly
reduces the barrier to adoption for domain owners

During the transition period, nmessages MAY carry both DKIML and DKI M2
signatures. Receivers that inplement only DKIML will verify the

DKI ML signature and ignore the DKIM2 headers. Receivers that
implement DKIM2 will verify the DKIM2 chain and MAY al so verify the
DKI ML signature for conpatibility with existing policy frameworks
such as DVARC.

5.5. Coexistence with ARC

ARC [ RFC8617] and DKI M2-core address overl apping problens with

di fferent nechanisns. ARC provides a trust chain for mailing |ist
redistribution by recording the authentication state of a nessage as
it passes through internediaries. DKIM-core is a functiona

superset of ARC - it provides the same nodification attribution and
trust chain capabilities plus cryptographic envel ope binding that ARC
| acks.
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During the transition period, nodes that inplenment ARC but not

DKI M2-core continue to provide ARC chai ns independently of the DKI M
chain. The two chains coexist wthout conflict but do not bridge
each other - a gap in the DKIM2 chain caused by a non-participating
node renmai ns a gap regardl ess of whether that node inplenents ARC
ARC does not conpensate for the absence of DKI M participation.

Operators that have depl oyed ARC should not renove it during the
DKIM2 transition period. ARC continues to provide value for
receivers that evaluate ARC chains as part of their local policy,
i ndependent|y of DKIM2 adoption status.

The Iimted adoption of ARC after six years of availability -
approxi mately 10, 000 si gni ng domai ns conpared to 9.5 m|lion DKI M
records as reported in [I|-D. adans-arc-experinment-conclusion] - is
informative for DKIM2 depl oynent expectations. ARCis mlter-

depl oyabl e and architecturally sinpler than DKI M2-extended. Its
adoption trajectory suggests that even mlter-depl oyabl e protocols
face significant ecosysteminertia. This reinforces the inportance
of the DKIM2-core profile: reducing depl oyment conmplexity to the

m ni mum necessary to achieve the primary objectives of the protocol
maxi m zes the probability of neaningful adoption

DKI M2- core enabl es a nmodel of trust based on cryptographic chain of
custody rather than direct domain alignment - a nodel that mgjor
provi ders already inplenent enpirically through ARC eval uation. The
approach taken in DKIM-core is consistent with and buil ds upon
experinmental work al ready depl oyed in production

[1-D. chuang-repl ay-resi stant-arc] proposes extending ARC with
explicit envel ope binding via dara= and darn= tags in the ARC Seal,
signing SMIP recipients at each hop and declaring the forwarding
path. This protocol has been inplenmented in production by Google on
Googl e Groups infrastructure, as evidenced by headers observed in
real message flows. DKIM-core formalizes and extends this approach
wi th stronger cryptographic binding and a conpl ete chain of custody
nodel .

5.6. Increnmental Depl oynment Path

The recomended increnental depl oynent path for operators adopting
DKI M2-core i s:

Phase 1 - outbound signing only: deploy the outbound milter to add
DKI M2- Si g-nf, DKIM-Sig-rt and DKI M2- Si gnat ure headers to out goi ng
messages. No inbound verification. This establishes the operator’s
presence in the DKIM2 ecosystem and all ows downstreamreceivers to
begin building chain of custody records.
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Phase 2 - inbound verification: deploy the inbound milter to verify
i ncom ng DKI M2 signatures and record results in Authentication-
Results headers. Apply local policy based on verification results.
Thi s phase can be inplenented in nonitoring-only node initially -

| ogging verification results without affecting delivery - to assess
the inpact before enforcing policy.

Phase 3 - policy enforcement: begin rejecting nessages that fai

DKI M2 verification according to | ocal policy. This phase requires
confidence that the majority of expected senders have depl oyed DKI M
out bound si gni ng.

Phase 4 - mailing list and internediary participation: update mailing
list managers and other intermediaries to add DKI M2- Mod headers for
their nodifications and to pass the DKI M-I ntended- Mail From
convention to the outbound mlter. This phase conpletes the chain of
custody for messages that transit these systens.

DKI M2- ext ended MAY be added at any phase by operators who require
body accountability, subject to the operational considerations
described in Section 4.

5.7. The DVARC p=reject Miiling List Problem

The DVARC p=reject mailing list problemis a known limtation of the
current email authentication ecosystemthat predates DKIM. It
arises fromthe interacti on between DVMARC s domai n al i gnnent

requi renent and the routing changes introduced by nmailing |ist

redi stribution.

The nechani sm of failure: DMARC requires that at |east one of SPF or
DKI M provide a pass with domain alignment to the RFC5322 From
header. Wien a nessage passes through a mailing list two failure
nodes are possi bl e depending on how the list handles the From
header .

Case A - list without From rewiting: when a nmailing |ist
redistributes a message w thout nodifying the From header, SPF fails
because the list server IPis not in the original sender’s SPF record
and DKIM alignnment fails because the list's signing domain differs
fromthe From dommin. The follow ng Authentication-Results header
was observed on a nessage fromith.it that transited Google G oups
and was delivered to a Mcrosoft Exchange recipient:

dmarc=fail header.fronmritb.it

dki mepass header. d=googl egr oups. com

spf =pass sntp. nmail fromegoogl egr oups. com
ar c=pass
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The nessage body was plain text with no nodifications. DMARC failed
purely on alignnent grounds - not because the body was nodifi ed.

M crosoft delivered the message via ARC override. Body recipes
cannot fix this failure - even with full body reconstruction, the

si gni ng donai n googl egroups.comis not aligned with the From donmain
ith.it.

Case B - list with From rewiting: when a mailing list replaces the
From header with its own domain, DMARC passes because the list’s
signing domain is now aligned with the new From donmain. The

foll owi ng Aut henti cation-Results header was observed on a nessage
fromvittorio.mccia@mail.comthat transited a nailing list on
ith.it and was delivered to a Mcrosoft Exchange recipient:

dki mFpass header.d=itbh.it
dmar c=pass header.fronritb.it
spf=pass sntp.nailfronrith.it
ar c=pass

DMARC passed conpletely. But the original sender’s identity was
destroyed - the recipient sees "Lista Uenti utenti @tb.it" instead
of the original author. This is the architectural hack that nakes
DMARC work today for nmailing lists - and it is unsound because it
destroys sender identity to achi eve alignnent.

Body recipes do not resolve this problem |In Case A, DMARC fails on
domai n alignnment - a problemin the header and envel ope | ayer that

body reconstructi on cannot address. |n Case B, DMARC passes only
because the From header was replaced - a header nodification that
has nothing to do with body integrity. |In neither case does body

reconstruction affect the DVMARC out cone.

DKI M2-core offers a third path that neither Case A nor Case B
provides today. A mailing list inplenmenting DKIM-core can

* Retain the original From header - preserving the origina
sender’s identity

* Declare the addition of List-* headers and any Subject:
nodi fi cations via DKI M2-Mod headers

* Sign with its own DKIM key, cryptographically binding the
envel ope and the chain of custody

* Provide receivers with a verifiable record that the |ist handl ed
the nessage and what nodificati ons were nmade
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This allows receivers that evaluate DKIM2 chain of custody - as

M crosoft already does empirically with ARC - to nake an inforned
trust decision without requiring From rewiting or body
reconstruction. DKIM-core provides the cryptographic substrate
necessary for a future DMARC2 or an evol ved DVMARC policy eval uation
that recognizes transitive trust through a verified Chain of Custody.

This allows receivers that evaluate DKIM2 chain of custody - as

M crosoft and Googl e already do enpirically with ARC - to make an
informed trust decision without requiring From rewiting or body
reconstruction. Critically, it achieves this without requiring new
DNS records or SMIP capabilities.

By utilizing the i= and rt= fields, DKIM-core establishes a
verifiable cryptographic |link between the original message and the
nmodi fi ed version distributed by the list. Trust is derived fromthe
verifiable path of the nmessage rather than from an obsol ete and

hi dden body state. This approach naintains the "What You See |s What
WAas Aut henticated" principle, which is abandoned by the body
reconstructi on nechani sm

DKI M2-core provides the cryptographic substrate necessary for a
future DMARC2 or an evol ved DMARC policy eval uati on that recognizes
transitive trust through a verified Chain of Custody. The enpirica
evi dence from current ARC depl oynent denonstrates that the trust
model is sound and al ready accepted by major providers in practice.

Utimately, DKIM-core restores DVARC interoperability with nailing
lists by authenticating the nodification path, whereas DKI M2-extended
fails to address the root cause of nisalignment while introducing
significant privacy and security overhead.

6. Privacy Considerations

Thi s section addresses privacy inplications of DKIM-core and
DKI M2- ext ended i n accordance with [ RFC6973], which provi des gui dance
on privacy considerations in Internet protocol design

6.1. DKIM-core Privacy Properties
DKI M2-core adds the following information to nessages in transit:

DKI M- Si g-nf and DKIM2-Sig-rt headers - these fields carry the SMIP
envel ope val ues, which may include email addresses not present in the
RFC5322 headers. In the common case of direct delivery, these val ues
are already inplicit in the message routing. For mailing list
redistribution, the rt= value at each hop reveals the address of the
i ndi vi dual subscriber receiving that copy of the nessage. This is
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not new i nformation - the SMIP envel ope already contains this
information - but it is nowcarried in a signed header field that
persists in the message and may be archived by downstream systens.

DKI M2- Mod headers - these fields carry previous val ues of nodified
header fields. For header nodifications that involve personal data -
for exanple a From header that is rewitten by a nailing list - the
original value is preserved in a signed header that travels with the
message. Operators that nodify headers containing personal data
shoul d be aware that the original values will be visible to all
downstream recipients and archiving systens.

This pattern is already practiced informally in the ecosystem- for
exanpl e, Google G oups preserves the original sender address in an X-
Origi nal - Sender header alongside its own Sender: field. DKIM-Md
formalizes this existing convention by making the declaration
cryptographically signed and part of the verifiable chain of custody,
rather than an informational annotation with no authentication

bi ndi ng.

Aut henti cation-Results headers - these fields record the outconme of
DKI M2 verification at each hop. They do not contain nessage content
or personal data beyond what is already present in the nessage
header s.

The privacy inpact of DKIM2-core is linmted and proportionate to its
functional objectives. The additional data carried in DKIM-core
headers is necessary for the envel ope binding and chain of custody
mechani snms and does not represent a naterial increase in the persona
data surface of the nmessage beyond what is already present in the
SMIP transaction

6.2. DKIM-extended Privacy Considerations

DKI M2- ext ended rai ses privacy concerns that are qualitatively
different fromthose of standard email processing. Enail nessages
al ready transit through systenms that read, analyze and archive them -
exi sting data protection frameworks address this reality. What

DKI M2- ext ended adds is the systematic creation of structured,
cryptographically signed records of previous versions of nessage
content that did not previously exist as discrete data objects. A
standard enmmi| nessage represents the current state of a

communi cation. A nessage with body recipes represents both the
current state and a signed history of previous states distributed to
every downstream reci pi ent and archiving systemin cryptographically
i mmut abl e form
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This distinction is relevant to data protection |aw in the ways
descri bed bel ow.

6.2.1. The Null Recipe Mechani sm

The null recipe is the primary technical instrunment available to
i nternmedi aries for managi ng privacy risk in DKI M2-extended

depl oynents. An internediary that nodifies nmessage content may
declare null rather than generating a content-bearing reci pe,
signalling that a nodification occurred and who nade it wi thout
creating any structured record of the previous content.

The null recipe preserves the core accountability property of DKIM -
the nmodification is declared and attributed - while avoiding the
creation of personal data records that would otherw se travel with
the nmessage to all downstreamrecipients and archiving systenms. It
is the correct response in any situation where generating a content-
bearing recipe would conflict with data protection obligations or
organi zational security policy.

The current specification does not provide normative gui dance on when
intermediaries are obligated to use null recipes. This docunent
addresses that gap for specific deploynent scenarios in the sections
that foll ow.

6. 2. 2. Data M ni m zati on

GDPR Article 5(1)(c) requires that personal data be adequate,
relevant and linmted to what is necessary for the purposes for which
it is processed. The prinmary operational objectives of DKIM -
replay prevention, backscatter nmitigation, nodification attribution -
are achi evabl e wi thout body recipes as argued in Section 4.5. Body
reci pe data collection may therefore not neet the necessity test
under Article 5(1)(c).

The specific mninization problem of body recipes is not that
personal data is processed - it is that body recipes create a new
category of structured data that did not previously exist:
recoverabl e representations of previous nmessage content, distributed
in signed formto all downstreamsystens. This is qualitatively
different fromthe processing that occurs in standard email transit
and rai ses mnimzation questions that do not arise for DKIM-core.

This is not a definitive | egal assessnent. Operators subject to GDPR

shoul d seek | egal advice on whether their specific use of body
recipes is consistent with their data mnimzation obligations.
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6.2.3. Data Retention

GDPR Article 5(1)(e) requires that personal data be kept in a form
that permts identification of data subjects for no |onger than
necessary. Body recipes travel in the nmessage and may be archived by
any systemthat receives or intercepts it - including the fina
recipient’s mail store, conpliance archiving systenms and, in some
jurisdictions, systens operated under |lawful interception or judicial
oversight obligations. Unlike the nessage body itself, body recipes
enbedded in signed headers cannot be selectively renoved w t hout
invalidating the signature chain. This creates a retention problem
that has no clean technical resolution: the data persists in signed
formin every copy of the nessage held by any systemthat archived
it, regardless of the originating organization's retention policy.

Furthernore, internediaries that inplenment DKIM-extended may find
that the body recipe itself constitutes an audit trail of

nmodi fications - and in many jurisdictions, audit records are subject
to mandatory retention obligations that may exceed the retention
period applicable to the comunication content itself. An
intermediary may therefore find itself obligated to retain recipe
content as an audit record for extended periods, regardless of its
nornmal data retention policy. This obligation did not exist before
DKI M2- ext ended because no structured nodification record was created
during transit.

Operators shoul d eval uate whether their archiving systens can handl e
reci pe content consistently with applicable obligations under [ GDPR]
Article 5(1)(e) and any sector-specific retention requirenments in
their jurisdiction.

6.2.4. DLP Systens and Body Reci pes

A Data Loss Prevention systemthat redacts sensitive content does so
preci sely because that data nust not circulate. A body recipe that
al l ows reconstruction of the content before redaction creates a
structured record of the very data the DLP system was designed to
protect - a structural contradiction between the purpose of the
system and what DKI M2-extended asks it to generate.

Qperators depl oying DLP systens in conjunction wth DKI M2-extended

MUST use null recipes as described in Section 6.2.1 for al
nodi fications that involve redaction of sensitive content.
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6.2.5. Antivirus Gateways and Body Reci pes

VWhen an antivirus gateway renoves a malicious attachnent, the renoved
content should be elimnated, not preserved. A content-bearing
reci pe for such a renoval creates a structured record of content that
shoul d not exi st downstream

Operators depl oying antivirus gateways in conjunction with

DKI M2- ext ended MUST use null recipes as described in Section 6.2.1
for all nodifications that involve renpbval of nalicious or suspicious
content.

6.2.6. URL Rewiting and Body Reci pes

Security gateways that rewite URLS generate recipes containing the
original URLs, which may reveal sensitive communication content or
internal infrastructure details not intended for downstream exposure.

Operators who cannot expose original URLs in recipe content MJST use
null recipes as described in Section 6.2.1

6.2.7. Conpliance with Data Subject R ghts

GDPR Articles 16 and 17 grant data subjects the right to
rectification of inaccurate personal data and the right to erasure.
Body recipes create structural conflicts with both rights that

mani fest differently depending on the stage of the nessage |ifecycle.
In addition to GDPR, operators nust consider Directive 2002/58/ EC
(ePrivacy Directive) [ePrivacy], which mandates the confidentiality
of communications. By creating structured, cryptographically signed
records of previous body states that are durably enbedded in the
message itsel f, DKIM-extended converts transient communi cation
content into a verifiable content history that travels with the
message to every downstream system This conversion rai ses questions
about the applicability of nere conduit exenptions under Article 12
of the e-Commerce Directive and its successor provisions, which
condition that exenption on the internediary not nodifying the
information transmtted. Generating a body recipe may be consi dered
a formof content processing that goes beyond nere transport,
potentially requiring an explicit |legal basis for the creation and
retention of such records at internedi ate hops.

The erasure problem- the null recipe described in Section 6.2.1 is a
preventive instrunent: if applied consistently before personal data
enters the recipe, no erasure conflict arises. However it is not a
renedi al instrunent. Once a content-bearing reci pe has been
generated and distributed, the Right to Erasure under Article 17 GDPR
becones technically unenforceabl e: the organi zati on that generated
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the recipe can delete its own copy, but the recipe exists in
cryptographically signed formin every downstream copy of the
message. GDPR Article 17 inposes an obligation on the controller to
erase data - but it provides no nechanismto conpel deletion from
systens in other adm nistrative domai ns, other jurisdictions, or
operated by parties who are not data controllers under the sane | ega
f ramewor k.

Furthernmore, an internediary that generated a recipe may itself face
conflicting obligations: the erasure request requires deletion, but
audit trail or docunentary evidence obligations - contractual,

regul atory, or legal - may require retention of records of
modi fi cati ons made. These two obligations cannot be simultaneously
fulfilled. This conflict is not a gap in the legal framework - it is

a structural consequence of DKI M2-extended creating cryptographically
i mut abl e records at transit nodes.

The rectification problem- the rectification conflict is
structurally irresol vabl e and ari ses specifically when the nessage is
in archival state. During transit the nmessage exists transiently and
the probl em does not arise. The problem energes when the nessage is
archived - by any systemat any point in the delivery chain - with a
reci pe containing inaccurate personal data.

At that point three obligations come into direct conflict. First,
GDPR Article 16 requires that the inaccurate personal data be
corrected. Second, correcting the value in the recipe invalidates
the cryptographic signature of the hop that generated it, which
cascades through all subsequent signatures in the chain. Third, if
the archive is used as certified docunentary evidence - for
compliance, audit, or |egal purposes - its integrity nust be
preserved. Mdifying it to fulfill the rectification request
destroys its evidentiary value. Not nodifying it violates the data
subj ect’s right.

This three-way conflict between data subject rights, cryptographic
integrity and docunentary evi dence obligations has no technica
resolution within the current DKI M2-extended architecture. It does
not arise in standard email archiving, where an organization can

nmodi fy or delete its own archives w thout affecting cryptographic
chai ns, because standard enmil archives do not carry inmmutabl e signed
records of previous content versions.

Joint controllership - an internmediary that generates body recipes is
no longer nerely transporting the message - it is creating a new
structured record of personal data by determ ning what previous
content to include in the recipe and ensuring its persistence through
cryptographic binding. This may constitute joint controllership
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under CDPR Article 26, with associated obligations including the
potential requirenent for a Data Protection |Inpact Assessnent under
Article 35. Operators should eval uate whether their recipe
generation activities trigger these obligations.

6.2.8. Privacy Review Reconmendati on

At the time of witing, [I-D.ietf-dkimdkinR-spec] does not include a
Privacy Considerations section and the Security Considerations
section is marked TBA. Subsequent versions nmay address sone of the
concerns rai sed here follow ng di scussion on the ietf-dkimnailing
list initiated in March 2026

For a specification intended to becone an | ETF Standards Track
docunent, privacy and security considerations are required per
[ RFC3552] (BCP 72). This docunent provides suggested privacy
consi derations text based on [ RFC6973] for consideration by the
wor ki ng group as a contribution to the base specification

Note on [RFC6973]: this is an | AB docunment rather than an | ETF
docunent. However |AB docunents on protocol design are explicitly
relevant to | ETF Standards Track work - the | AB and | ETF coordi nate
on architectural and privacy matters as part of the overall Internet
standards process. The privacy considerations in this docunent are
consistent with both [RFC6973] and the security considerations

requi renents of [RFC3552].

6.2.9. Architectural Concl usion

The privacy considerations described in this section lead to a clear
architectural conclusion: DKIM-extended MJST remain optional and

| oosely coupled to DKIM2-core. This is not nerely a depl oynent
preference - it is a requirenent derived fromdata protection
princi pl es.

An operator subject to [GDPR] and [ePrivacy] who activates

DKI M2- ext ended takes on explicit data processing obligations for the
personal data contained in body recipes, including obligations that
may not arise under standard email processing - anobng themthe
creation of audit-trail records at transit nodes, potential joint
control |l ership under CDPR Article 26 and questions about nere conduit
exenptions under the e-Commerce Directive. An operator who

i mpl erents only DKIM2-core has no such obligations beyond those that
exi st today for standard email processing. The optional nature of
DKI M2-ext ended is therefore not a technical convenience but a | ega
necessity for a significant portion of the global emil
infrastructure
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DKI M2-core and DKI M2- ext ended are designed to coexist cleanly: a

DKI M2- cor e-only node passes Message-|nstance headers through as
opaque signed content without interpreting themand a DKI M2-ext ended
node adds full body recipe functionality on top of the core.
Activating DKI M2-extended adds capabilities; not activating it does
not degrade the core functionality in any way. This clean separation
is the architectural property that nmakes DKI M2 depl oyabl e across
jurisdictions with different data protection requirenents.

7. Security Considerations
7.1. Security Properties of DKIM-core

Repl ay prevention - a valid DKIM signature cannot be reused for a

different recipient without breaking the chain. The cryptographic

bi nding of RCPT TO values in DKIM2-Sig-rt to the signature at every
hop makes replay attacks detectable by any conformant verifier

DKI M2-cor e envel ope bi ndi ng uses one DKI M2-Sig-rt header per

reci pient address. A verifier checks that the RCPT TO of the current
SMIP sessi on mat ches exactly the addr= val ue of the corresponding

DKI M2-Si g-rt header. This provides conplete replay prevention - a
nmessage signed for recipients A, B and C cannot be replayed to only
reci pi ent A because the DKIM-Sig-rt header carrying addr=A was
signed as part of a chain that also includes headers for B and C
This is a structural inprovenment over designs that aggregate al
recipients in a single signed bl ob, where a subset of recipients
coul d be used without breaking the signature.

The base specification [I-D.ietf-dki mdkinm-spec] addresses this risk
through an optional "exploded" flag (Section 8.9) that signals a
message was sent to nultiple recipients. However this mtigation has
structural weaknesses: the flag is optional and depends on the signer
including it, and if the signer omits it or an attacker renpves it,
the protection fails. The flag al so does not prevent replay to a
subset of the original recipients - it only signals that multiple
reci pients existed. DKIM-core's one-header-per-address design
elimnates this category of attack wi thout requiring any optiona
flag: the signed set of DKIM2-Sig-rt headers is cryptographically
bound to the chain and any attenpt to replay the nessage to a
reci pi ent subset or a different recipient produces a verifiable

m smat ch.

Sender accountability - the signing domain at each hop is
cryptographically bound to the message and the envel ope. A receiver
can establish a verifiable chain of custody fromoriginator to fina
recipient, identifying every entity that handl ed the nessage and
declared its nodifications.
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Backscatter prevention - DSN generation is authenticated through the
chain of custody. A receiver that rejects a message during the SMIP
session directs the rejection to the connected peer, never to the
envel ope sender. This prevents backscatter to i nnocent sender

donai ns.

Header integrity - nodifications to header fields are declared via
DKI M2- Mod headers and are covered by the signature of the nodifying
hop. Undecl ared header nodifications are detectable as

i nconsi stenci es between the signed header set and the decl ared

nmodi fi cati ons.

Body integrity - the bh= value at each hop provides a hash of the
current message body. Changes in bh= between consecutive signatures
identify hops where body nodifications occurred and attribute themto
the signing domain. Full body reconstruction is not provided in

DKI M2-core and is not required for the primary security objectives.

7.1.1. Inplenentation Robustness and Reduced Attack Surface

DKI M2-core uses the tag-value syntax of DKIML [ RFC6376] throughout,
wi t hout nested or opaque data structures such as JSON-encoded val ues
within header fields. This design choice has direct security

i nplications.

The elimnation of nulti-layered parsing - JSON-in-base64 enbedded in
header fields - renoves a category of attack surface that does not
exist in DKIML or ARC. Parser vulnerabilities in JSON |libraries,

i ncludi ng nenory exhaustion and type confusion attacks, cannot be
triggered by DKI M2-core header processing. This is consistent with
the attack surface analysis in Section 7.3.1

Al'l DKI M2-core declarations - envel ope binding, nodification
attribution, chain of custody - are in cleartext tag-val ue format,
directly inspectable in mail |ogs without specialized tooling. This
transparency supports real-tine threat detection and incident
response i n ways that base64-encoded opaque bl obs do not.

Interoperability testing of [I-D.ietf-dkimdkin2-spec] conducted
during | ETF hackat hon activities in March 2026 identified multiple
confirmed interop failures between independent inplenentations,

i ncludi ng di sagreenents on header ordering for signing input and
header hash conmputation. DKIM-core’'s use of explicit i= and seg=

i ndex val ues rather than positional ordering elimnates this category
of inplenmentation anbiguity.
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The practical consequence of these design choices is i mediate

i mpl ementability. DKIM-core header processing requires only the
tag-val ue parser already present in every DKIML and ARC

i npl ementation - no new libraries, no new data structures, no new
parsing infrastructure. A conformant DKIM2-core nilter can be built
by extending an existing ARC milter with envel ope binding and
nmodi fi cation declaration. The increnental inplenentation cost above
a working ARC milter is neasured in a few weeks, not nonths. This
stands in contrast to DKI M2-extended, which requires JSON parsing
infrastructure, stateful nessage buffering and persistent shared
storage, none of which are present in existing DKIML or ARC

i mpl ement ati ons.

7.2. Security Limtations of DKIM-core

Legacy node gap - a legacy node in the delivery chain does not extend
the DKIM2 chain. Mbdifications nade by | egacy nodes are not decl ared
and cannot be attributed. The gap is visible as a discontinuity in
the i = sequence but the content of the gap is unknown. Receivers
must apply local policy for nessages with gaps in the chain.

Key conprom se - conprom se of a signing key allows an attacker to
generate valid signatures for that domain. Key rotation procedures
as defined in [ RFC6376] apply to DKI M keys. The i= sequence

provi des some mitigation - an attacker who generates a forged
signature must insert it into a plausible position in the chain.

DNS security - DKIM2 inherits the DNS security properties of DKI M.
Key publication relies on DNS, which is subject to cache poi soning
and other attacks unl ess DNSSEC i s depl oyed. Operators SHOULD depl oy
DNSSEC for their signing donains.

Rel axed domain match - the rel axed domain match al gorithmfor nf=
al | ows subaddress schenes used for bounce handling. Operators should
be aware that this algorithmpermts signatures from subdomai ns of
the MAIL FROM donai n, which nmay be exploitable if subdomain

del egation is not carefully controll ed.

7.3. Security Considerations for DKIM-extended
DKI M2- ext ended i ntroduces additional attack surface beyond

DKI M2-core. Operators considering DKIM2-extended depl oynent shoul d
eval uate the foll ow ng.
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7.3.1. JSON Parsing Attack Surface

Message- | nst ance headers contai n base64-encoded JSON t hat nust be
decoded and parsed at every verifying hop. JSON parsers process
untrusted external input in the delivery critical path and are
subject to algorithm c conplexity attacks that cause excessive CPU
consunption, menmory exhaustion through deeply nested structures,
par ser inconsistency across inplenentations and buffer overflows in
poorly inplenented parsers

A specific concern is Type Confusion: differences in JSON parser

i mpl ement ati ons regardi ng duplicate keys and numnerical precision can
cause a recipe to be interpreted differently by internediaries and
final recipients. An attacker could craft a recipe that validates
correctly at intermedi ate hops - where the signature is verified -
but is interpreted differently at the final recipient, causing
signature validation to succeed on a nessage body that differs from
what the signer intended. This attack exploits parser inconsistency
rat her than cryptographi c weakness and cannot be nitigated by
stronger signing algorithns.

The JSON reci pe syntax al so exhibits semantic anbiguity: the sane
construct - an enpty array [] - is used in different contexts with

di fferent nmeanings. |n backward-I|ooking recipes it declares that a
header field was added by the current hop and had no previous val ue.

I n forward-I| ooking reci pe proposals discussed in the working group,
the sanme construct declares that a header field should be ignored
during verification of a future nessage. This dual neaning requires
i npl ementations to deternmine the correct interpretation from context,
i ntroduci ng a category of parser confusion that does not exist in the
tag-value formats used by DKIML and DKI M2-core.

The need to define explicit limts on object count, nesting depth and
total recipe size - as discussed in Section 4.3.1 - denonstrates that
this attack surface has been recogni zed. Operators MJST ensure that
their JSON parsing inplementation enforces strict resource linmts on
i nput size, nesting depth and object count appropriate to their
operational environnent. |nplenmentations SHOULD use a JSON parser
that strictly confornms to [ RFC8259] and rejects input that is

anbi guous under that specification - in particular, inplenentations
MUST reject JSON objects with duplicate keys rather than silently

sel ecting one value. Sandboxing the JSON parser fromthe MIA
delivery process is RECOWENDED where operationally feasible.
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7.3.2. Recipe Chain Integrity

A malicious intermediary that controls a node in the delivery chain
can construct a recipe that presents a clean original nessage to the
verifier while the delivered content is nalicious. This attack
requires control of a node in the chain and the ability to generate a
valid signature for that node’s domain, but is feasible for a

comprom sed or malicious internediary. Verifiers MJST validate the
compl ete recipe chain fromoriginator to final recipient and MJST NOT
rely on individual recipes in isolation

7.3.3. Semantic Gap Between Verification and Visualization

DKI M2- ext ended i ntroduces a structural discrepancy between the
reconstructed body - the previous state that is cryptographically
verified - and the transferred body - the nodified state that is
rendered to the end user. This creates a semantic gap that

underm nes the fundanental prem se of emmil authentication: that the
content being displayed is the content that was authenticated.

VWhen a receiver applies a body recipe to validate a DKIM signhature on
a version of the nessage that is no | onger present, a verification
pass result is semantically anbiguous. The user is presented with a
verified status - a positive Authentication-Results header or a trust
indicator in a mail client - but the content displayed does not
correspond to the cryptographically covered data.

This gap is a vector for social engineering. A conpron sed
intermediary can craft nodifications that are functionally nalicious
while providing a valid reconstruction recipe that produces a clean
original. The receiver’'s verification passes on the ghost version;
the user sees and acts on the malicious version

There is no standardi zed mechani smto conmmuni cate a "reconstructed
aut hentication" state to human recipients without creating U
confusion or warning fatigue. The DKI M2-extended body recipe

mechani smtherefore constitutes a departure fromthe "Wat You See Is
VWhat Was Signed" principle. It should be treated as a specialized
tool for automated forensic processing rather than a general - purpose
body integrity nechani smfor end-user trust decisions.

This concern is distinct frombut related to the Recipe Injection
attack described in Section 7.3.4. Recipe Injection exploits the gap
to authenticate a stolen message. The semantic gap concern exists
even without malicious intent - any legitimte body nodification
creates a divergence between what was authenticated and what is

di spl ayed.
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7.3.4. Attribution of Change vs. Verification of State

It has been argued that body recipes provide attribution for
nodi fi cations. However, attribution of a state change is not

equi valent to verification of the previous state. In nxed

envi ronments (DKI ML/ DKI M2), an intermediary can provide a
cryptographically consistent recipe for a state that never existed,
effectively signing a fabrication. As long as the fabrication is
consistent with a previously obtained DKI ML signature, the nmechani sns
described in the DKI M2-extended profile validate the lie as truth.

The attack proceeds as follows: a nalicious internediary in
possession of a stolen DKIM-signed nessage receives a legitimte but
unsi gned nessage. It provides a signed recipe that, when applied to
the legitimte nmessage, reconstructs the stolen DKIML nessage. The
intermediary’s DKIM signature validates the recipe’'s integrity. The
reci pe validates the stolen nessage’s DKIML signature. The receiver
sees a valid chain and believes the trusted domain sent the stol en
message in the current delivery.

DKI M2-core avoids this entirely. An internediary declares what it
received and what it changed - attestation of flow, not
reconstruction of state. There is no recipe nechanismthat can be
used as a payl oad injector because there is no mechani smfor claimnng
what the previous state was.

DKI M2-core provides a statel ess chain of custody over nessage headers
and body content as transmitted. This property is well-suited to
general Internet nmail flow across administrative boundari es.

DKI M2- ext ended i ntroduces stateful body reconstruction across those
sane boundaries, with the verification limtations described above.

| mpl enenters SHOULD carefully eval uate the operational, security and
I egal inplications of deploying DKI M2-extended before adoption and
MUST NOT treat a passing DKIM2-extended verification result as

equi valent to verification of the reconstructed prior nmessage state.

7.3.5. Null Recipe Anbiguity

A null recipe declares that a nodification was made but provi des no

i nformati on about the nature or extent of the nodification. A
mal i cious internediary can use a null recipe to conceal arbitrary
body nodifications while remaining nonminally conpliant with the
protocol. Receivers that rely on body recipe verification for
security decisions MIST treat null recipes as untrusted nodifications
equi valent to a conpl ete body repl acenent.
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7.3.6. Recipe Stripping

An internediary that strips body recipe content froma nessage
renoves information that downstream verifiers depend on. The
specification does not currently define how receivers should handl e
messages with stripped or truncated recipes. |nplenentations MJST
handl e this case gracefully wi thout crashing or producing incorrect
verification results. Stripped recipes SHOULD be treated as nul
reci pes for the purpose of verification policy.

7.3.7. Stateful MIter Attack Surface

The persistent shared storage required by stateful DKIM-extended
mlter inplenentations is an additional attack surface. Conprom se
of the shared storage allows an attacker to mani pul ate cached nmessage
state and cause the mlter to generate incorrect recipes or
signatures. QOperators MJST apply appropriate access controls to
stateful nmilter storage and MJST nonitor for unexpected

nmodi fi cati ons.

7.4. Cryptographic Agility

DKI M2- core mandat es support for RSA-SHA256 and Ed25519- SHA256. The
architecture does not publish the hash value separately fromthe
signature, which pernmts future adoption of post-quantum signing
algorithms that incorporate their own hash function. Operators
shoul d nmoni tor the devel opment of post-quantum al gorithm standards
and be prepared to add support for new algorithns as they are

st andar di zed.

The use of both RSA- SHA256 and Ed25519- SHA256 in parallel is
RECOMVENDED during the transition period to provide cryptographic
agility. Ed25519 signatures are significantly shorter than RSA
signatures and i npose | ower conputational overhead at scale.

7.5. Timestanp Handling

DKI M2 signatures include a tinestanp. Receivers SHOULD reject
signatures with timestanps significantly in the future, which may
indicate replay of pre-generated signatures. The acceptable clock
skew i s inplenentation-defined. Operators should bal ance two
conpeting concerns: a tight skew wi ndow reduces the w ndow for pre-
generated replay attacks but may cause legitimte rejections due to
cl ock synchronization differences between sendi ng and receiving
systens; a | oose skew wi ndow accommodat es cl ock differences but

i ncreases the wi ndow avail able for replay attacks. NTIP-synchronized
infrastructure typically maintains clock accuracy w thin seconds,
maki ng a skew wi ndow of a few minutes sufficient for nost
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depl oynent s.
Signatures with timestanps significantly in the past MAY be treated
with additional suspicion as potential replays, subject to |oca
policy. The appropriate age threshold depends on the depl oynent
context - mailing list redistribution may legitinately introduce
del ays of hours or days and operators with nailing list traffic in
their delivery paths should configure age threshol ds accordingly.
This is consistent with operational experience from DKI M
depl oynents, where signature expiry tinmestanps are often set
generously or ignored precisely because |legitinmate redistribution
pat hs introduce unpredictable del ays.

8. | ANA Consi derations
Thi s docunent requests the registration of the follow ng header
fields in the Permanent Message Header Field Registry naintained by
I ANA in accordance with [ RFC3864].

8.1. DKIM-Sig-nf
* Header field nane: DKI M2-Sig-nf
* Applicable protocol: mail
* Status: standard
*  Aut hor/ Change controller: |ETF
* Specification docunent: this document, Section 3.1

* Related information: carries the SMIP MAIL FROM val ue bound to a
DKI M2 signature at a specific hop, indexed by i=

8.2. DKIM-Sig-rt
* Header field name: DKIM2-Sig-rt
* Applicable protocol: mail
* Status: standard
*  Aut hor/ Change controller: |ETF

* Specification docunent: this docunment, Section 3.1
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Rel ated i nformation: carries exactly one SMIP RCPT TO address per
header, bound to a DKIM signature at a specific hop. Miltiple
recipients use nultiple headers with increnmenting v= sequence

i ndex. |Indexed by i= for hop and v= for recipient sequence.

DKI M2- Mod

Header field nane: DKI M2-Mod

Applicabl e protocol: mail

Status: standard

Aut hor/ Change controller: |ETF

Speci fication docunment: this docunent, Section 3.3

Rel ated information: declares a nodification nade to a header
field by a Reviser node, using:

- field= - identifies the nodified header field nane
- del= - previous value, present for renovals and nodifications
- new= - new value, present for additions and nodifications

- fr=- optional frame index for splitting |ong val ues across
mul ti pl e headers

- i=- hop index
- seqg= - field instance index

- del = and new= MJST appear on separate header |ines and MJST be
last in the header field val ue

DKI M2- | nt ended- Mai | From

Header field name: DKI M2-1ntended- Mail From
Appl i cabl e protocol: nmail

Status: informationa

Aut hor/ Change controller: |ETF

Speci fication docunent: this docunent, Section 3.7.3
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* Related information: internal interoperability header used by
mai ling list managers to comuni cate the intended MAIL FROM val ue
to the outbound signing mlter. MJST be renpoved before external
transm ssion. MJST NOT appear in nessages delivered to external
recipients.
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Appendi x A. I nplementation Notes (Informative)
A. 1. DKI M2-Mdd Header Representation
A DKI M2- Mbd header declaration maps directly to a sinple flat data

structure. The following Go exanple illustrates a conplete
representation:
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/1 Header Mod represents a single DKIM-Md header decl aration
type Header Mbd struct ({

Hopl ndex i nt /1 i=tag: hop sequence number
Seqgl ndex i nt /1 seq= tag: field instance index
Framel ndex i nt /[l fr=tag: fragnent index, 0 if not fragnented

Fi el dName string // field= tag: nane of the nodified header field
Del Val ue string // del= tag: previous value, enpty if addition
Newval ue string // new= tag: new value, enpty if renoval

}

/1 ModChai n accunul ates all DKIM2- Mod decl arations for a nessage
/1 at a single hop
type MbdChai n [] Header Mod

/1 ModificationType returns the type of nodification
func (m Header Mod) ModificationType() string {
switch {
case mDelValue '= "" &% m Newvalue !'="":
return "nodification"
case mDel Value = "":
return "renoval "
case m Newval ue !'= "":
return "addition"
def aul t:
return "invalid"
}

}

Al fields are primtive types. No JSON parser, no base64 decoder,
no recursive structures. The conplete state for a hop can be built
by iterating the nessage headers once in Q' n) time with Q(1) nenory
per header.

A. 2. Conparison: DKIM-Md vs JSON Header Reci pe Encoding
The current DKI M2 specification encodes header nodifications as JSON
i nside the Message-I|nstance header. The following is a real exanple

froma working inplenmentati on denonstrated during the devel opment of
this specification. The r= field decoded from base64 contai ns:
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{

"h": {
"content-transfer-encodi ng":
"content-type": [],
"l'ist-help": [],

"list-id": [],

"list-owner": [],
"list-post": [],
"list-subscribe": [],
"list-unsubscribe": [],
"precedence": [],

"subject": ["s= format 23:26:28"]

[[1,1]]

(1.

’

"b":

This structure is not directly readable in nail

DKI M2 Depl oynment Profile

April 2026

logs - it requires

base64 decoding followed by JSON parsing before any field can be

i nspect ed.

DKI M2- Mod:

The equi val ent decl arati on usi ng DKI M2- Mbd headers:

i =2; seq=1; field=Subject; del="s= format 23:26: 28"

DKI M2- Mod: i =2; seq=1; field=List-1d; new="dkinR. mail man. dki n2. con{
DKI M2- Mod: i =2; seq=1; field=List-Help; new="<nmilto:dkin2-request @mil nan. dki n2. conp"
DKI M2- Mod: i =2; seq=1; fiel d=Precedence; new="list"

The Go data structures required for each approach illustrate the

i mpl ement ati on conplexity difference:
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/1 DKIM2-Mod - flat structure, no JSON dependency
type Header Mbd struct ({

Hopl ndex i nt [l i=

Seqgl ndex i nt [l seq=

Framel ndex i nt /1 fr= optiona

Fiel dNane string // field=

Del Val ue string // del= enpty if addition

Newval ue string // new= enpty if renova

}

/1 JSON recipe - requires recursive structure and runtine type assertion
type Header Reci pe struct {

Headers map[string][]interface{} ‘json:"h"'

Body [1[]int ‘json:"b"

/'l Processing requires:
/1 1. Accurul ate conpl ete base64 val ue across folded |ines

/1 2. Decode base64 into buffer

/1 3. Unmarshal JSON into map with interface{} val ues

/1l 4. Type-assert each value to determne if string or enpty
/1 5. Apply resource limts before processing

The DKI M2- Mod approach requires only the tag-val ue parser already
present in every DKIML and ARC i npl enentation. The JSON recipe
approach requires base64 decodi ng, JSON unmarshaling with dynanic
type handling and resource Iimt enforcenment as discussed in Sections
4.3.1 and 7. 3.
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