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1.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

I nt roduction

From t he begi nning, the I Pv6 addressing plan was based on a 128 bit
address format made up of 8 hextets which were broken down into a 64
bit four hextet prefix and 64 bit four hextet interface identifier
For exanple, the address 2001:db8:3:4::1 has the first 4 hextets
formng the /64 prefix 2001:db8: 3:4::/64, whereas the |ast four
hextets forman interface identifier abbreviated as ::1 (a 'hextet’
is a group of max 4 hex digits between two columms, e.g. "2001" and
"db8" are each a hextet). A conprehensive analysis of the 64-bit
boundary is provided in [RFC7421]. The history of IPve O assfu
nmodel s proposed, and the | ast remmant of |Pv6 O assful addressing
rigid network interface identifier boundary at /64 is discussed in
detail as well as the renoval of the fixed position of the boundary
for interface addressing in draft [I-D. bourbaki-6man-cl assl ess-i pv6].

Thi s docunent di scusses the reasons why the interface identifier has
been fixed at 64 bits, and the problens that can be addressed by
changing the GUA interface identifier fromfixed 64 bit size to a
variable interface identifier. This change would be consistent with
static and DHCPv6 stateful |Pv6 address assignnent. This docunent
tries to achieve clearing the confusion related to prefix length, and
provi de consi stency of variable length prefix across the three | Pv6
addressi ng strategi es deployed, static, DHCPv6 and Statel ess Address
Aut oconfi gurati on(SLAAC), and finally update all RFCs with the new
variable |1 D standard.

Over the years one of the nerits of increasing the prefix |length, and
reducing the size of the interface identifier has been incorrectly
stated as the possibility of |IPv6 address space exhaustion could be
circunvented, or that a 64 bit interface identifier is an efficient
use of address space.

The Hi story behind the 64 bit fixed boundary

The fixed length of an Interface lIdentifier has roots in other early
non- |1 P networks such as | PX of Novell and another from Apple.
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Over the course of the history of the | Pv6 protocol, severa

addr essi ng nodel s have been proposed to break up the prefix into a
hi erarchical format. One of the first attenpts was [ RFC2450] which
was based on a 13 bit Level Aggregation (TLA), 24 bit Next-Leve
Aggregation (NLA), 16 bit Site Level aggregator ldentifiers. The
current | Pv6 addressing architecture for global unicast addressing
uses [ RFC3587] for global unicast address currently being del egated
by 1 ANA 2000::/3 prefix. Wth the recomrendation in [RFC3177] which
called for a default end site assignment of a /48 which was adopted
by the Regional Internet Registry was revised with [ RFC6177] to a
smal l er block size of /56 prefix to end sites to avoid risk of

premat ure address depletion. The current |Pv6 addressing
architecture [ RFC3587] for gl obal unicast addressi ng was now based on
an | Pv6 hierarchical format which now consists of a 45 bit gl oba
routing prefix, 16 bit subnet ID followed by 64 bit interface
identifier. 1In the earlier deploynents of IPv6 due to the stringent
gui del i nes of [RFC4291] which stated that for all unicast addresses,
except those that start with the binary value 000, Interface IDs are
required to be 64 bits long and to be constructed in Mdified EU -64
format. Referencing | Pv6 Addressing architecture [ RFC3513] section
2.5.5 depicts exanpl es of global unicast addresses that start with
binary 000 are |1 Pv6 addresses with enbedded | Pv4 addresses and | Pv6
address contai ni ng encoded NSAP addresses [ RFC4548] described in

[ RFC6052]. An exanple use case woul d be for NAT64 [ RFC6146] as well
as many ot her use cases that exist with transition technol ogy
tunneling using I Pv4 | Pv6 translators.

The general format for | Pv6 gl obal unicast addresses is as follows:

| n bits | mbits | 128-n-mbits |

| global routing prefix | subnet 1D | interface 1D |

Figure 1: Format of the |IPv6 gl obal unicast addresses

Even though [ RFC4291] states that all global unicast addresses except
those that start with binary val ue 000, which use ipv4 ipv6
translators [ RFC6052], that static and DHCPv6 viol ates [ RFC4291] as
variabl e I ength masking to 128 is supported, where SLAAC vari abl e

| engt h masking remains forbidden. |Pv6 packets over LAN based
technol ogi es such as ethernet must use 64 bit interface identifier
per [ RFC2464]. Nothing is nmentioned regarding wrel ess based
technol ogi es such as MP6, V2V or 6l oWPAN, with regards to interface
identifier length stringent requirenment for 64 bit prefix |ength.
Stateful Address Autoconfiguration [ RFC4862] states that the sum
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total of the prefix length and interface identifier should equal 128
bits, but does not state that the interface identifier should be 64
bits. Note that [RFC4861] states that the PIO (Prefix information
Options), that the A-bit Autononpus address-configuration flag when
set indicates that the prefix can be used for (SLAAC) stateless
address autoconfiguration, and [ RFC4862] states to silently ignore
the PIO options if the Aflag is not set in the Router Advertisenent.
If the Aflag is not set then /64 is only a recommendati on which
applies to DHCPv6 and static.

During the early deploynents of IPv6, /64 was a 'de facto’ standard
prefix length for deploynent to all router interfaces including

poi nt-to-point and | oopbacks. In early deploynents of |Pv6, due to
the conplexity and overall |earning curve, and change going fromlPv4
to I Pv6, the keep it sinple approach of /64 everywhere was the
general rule of thunb for deploynent. After decades of depl oynent,
operators started to dig further into how | Pv4 started out as
classful with classful routing protocols such as RIP or IGRP. Later
as Cassless inter-domain routing with BGP becanme mai nstreamwith

| arger enterprises and service providers, operators started | ooking
at I Pv6 and vari able | ength masking. Operators now started
experinmenting trying to subnet at nibble boundaries to start and
becane brave enough to tackle subnetting on a bit boundary. As
variabl e | ength subnet masking became nore mainstreamw th | Pv6,
operators started to use /126 nmask on point-to-point |inks. Around
that time [RFC3627] came out which tal ked about the harnful effects
of /127 and that it was forbi dden due to operational imnpacts.

Harnful inpacts of /127 were due to subnet-router anycast being in
conflict with [ RFC2526] /121. Later was found the benefits of /127
avoi ded the ping-pong effect and the subnet-router anycast conflict
coul d be avoi ded by disabling Duplicate address detection thus the
status of use of /127 on point-to-point |inks was updated by

[ RFC6164]. As the evolution of IPv6 continued, questions would come
as to why the interface identifier is so large at 64 bits, as 64 hits
equates to 18, 446, 744,073, 709, 551, 616 | Pv6 addresses, which is nore
than anyone could ever inagine on a single flat subnet far into the
distant future. The main reason for the larger 64 bit interface
identifier is for privacy when connected directly to the internet, or
on an unsecure public hotspot or |ocation so your device is not
traceabl e.

From t he begi nning of |Pv6 depl oynents nost enterprises went with
SLAAC, but as DHCPv6 matured, enterprises migrated to DHCPv6, and
network infrastructure remai ned configured manually using static
configurations. Since so many RFC s nention the SLAAC 64 bit
boundary requirenent and confusion related to this topic, in fact
prevented operators proliferation of even attenpting to use |onger
prefixes on host subnets with static or DHCPv6 stateful. Mbst |Pv6
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i mpl ementations even to this day do not use |onger than 64 bit
prefixes, and still maintain the 64 bit boundary for host subnet, for
bot h DHCPv6 and static, even though technically feasible, due to fear
of interoperability issues that may arise. Wth this new evol ution
of I Pv6 addressing architecture with variable SLAAC, we can bring
back SLAAC to the mainstreamfor all |Pv6 deploynments. This wll

al so all ow operators to now confortably deploy both DHCPv6 and static
with greater than 64 bit prefix length to host subnets, wthout fear
of interoperability problens.

Today we have three nmethods of | Pv6 address depl oynent, SLAAC, DHCPv6
and static. DHCPv6 does not provide an adequate |Pv6 addressing
solution as described in detail in the DHCPv6, Static, and SLAAC
compari son section. As user subnets flatten out further, as the |IPv4
under pinning is elimnated, renmoving the shackles on IPv6, the
subnets will get nuch flatter. As the subnets flatten out in large
Enterprise networks where you have 100" s of Dual Stack subnets
mgrate to a single “IPV6-ONLY” subnet, the overhead DHCPv6 Nor nal
nmode messagi hg beconmes exacerbated. The problemw th DHCPv6 is that
once the “M managed bit is set to “1” , all hosts on the subnet cache
the Mbit and change to DHCPv6 stateful node. Hi gher probability of
rouge devices such as printers or other appliances m sbehaving with

| Pv6 enabl ed by default, now in DHCPv6 nbde, spew ng of millions of
DHCPv6 nessages that can now i npact the router control plane
processi ng of packets. This can be alleviated with special custom
Control Pl ane policer policy, however now adds conplexity and

adm ni strative overhead to DHCPv6 depl oynents. Enterprises and
Service Providers require a viable |IPv6 depl oynent solution that can
acconmodat e the shortfalls of both static and DHCPv6 addressi ng.
Static addressing due to adm nistrative overhead of manual assignment
does not provide a viable solution for even noderately sized

net wor ks.

An arbitrary length prefix solves problens described in detail in
section 7 and are being highlighted here as well as a key part of the
probl em statement to be addressed. A site nay not be able to

del egate sufficient address space froma /64 prefix to all of its
internal subnets. |In this case a site may be partially operationa

as it is unable to nunber all of its subnets. An alternative would
be to be able to use prefixes longer then /64 to allow nultiple
subnets for exanple /80 for nunbering subnets with a m xture of hosts
that are static or DHCPv6 wi thout worry of interoperability issues.
Sone operators would like the ability to have a hierarchica
addressing structure and may require nore than 16 bits given with a
/48 allocation. 1In such instances |onger prefix |engths would all ow
for additional |levels of aggregation as required. It is common for
sonme operators to have security audit requirenents where they wish to
know al |l active hosts on a /64 subnet. As /64 subnets can contain an
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enor nous nunber of hosts and thus cannot be scanned as can | Pv4
subnets. Operators have argued that one nmethod to be able to scan
for active hosts would be by reducing the size of the subnet.

Nei ghbor di scovery cache exhausti on when an attacker sends a | arge
nunber of nessages in rapid succession to hosts filling the routers
ND cache is another problemwi th fixed length /64 size SLAAC subnets.
Nei ghbor Di scovery cache exhaustion issues are relatively conmon on
I XP (Internet Exchange Points) where a very |arge nunber of Internet
Service Providers are full mesh peering to exchange routing updates.
As the nunber of hosts on a SLAAC subnet can be 2764, a much smaller
subnet size can drastically reduce the Nei ghbor D scovery cache
exhaustion issues.

The goal of this document is to fix the problens related to statel ess
address aut oconfiguration (SLAAC), current obscurities of the 64 bit
prefix boundary, issues that exist today with current |IPv6 addressing
usi ng manual and DHCPv6, and how vari abl e SLAAC can now be used to
fill the gaps with static and DHCPv6, and al so update all standards
specifications to reflect the new vari abl e SLAAC standard naki ng the
prefix | engths vari abl e.

4. Probl em Stat enent

This section details the problemstatenent as to what is broken today
with fixed | ength Statel ess Address Autoconfigurati on SLAAC [ RFC4862]
and why it is critical to resolve this problem The well known Day 1
isse with SLAAC fixed /64 boundary as it exist today is that does not
provide direct partiy with other provisioning nechani sns such as
Static and DHCPv6 which allows for Variable Length Subnet Mask
(VLSM. This has historically been a major problemfor depl oying
DHCPv6 or Static using variable I1D due to the inconpatibility with
SLAAC and t hus has shackled Static and DHCPv6 | Pv6 provi sioning
mechani sms to the fixed /64 boundary as well.

The main problemis that SLAAC RA or PD allocates a /64 by the
wireless carrier 4G 5G 3GPP to nobil e handset or hotspot, however
segnentation of the /64 via SLAAC is required so that downstream
interfaces can be further sub-netted. The use case section of this
draft discusses this scenario as one of the use cases for shorter
interface identifier, and this use case is the only one stated here
in the problem statenent as this is broken today with the current
SLAAC specification [ RFC4862], and there is not any workaround for
this use case

There are two reasons why this was not a problemin the past, but now
with increased bandwi dth there are nore and nore devices being piled
onto a single handset or nobile hotspot. In the past generations of
cellular systens (e.g. 2.5G aka GPRS and sone 3G the bandwi dth
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avail abl e to the User Equi pnent was not enough to accommpdate severa
appl i cations; bandw dth avail abl e was roughly 256Kbit/s. For that
reason, users were rarely tenpted to use an UE to |ink other devices
than that UE to the Internet. However, with the arrival of 3G 3G+
(e.g. HSDPA / HSUPA), and even nore so with 4G and 4G+, the bandwi dth
made available to UE increased significantly; this becane an average
effective of 1Mdit/s and even nore. Wth this avail abl e bandwi dth,
the users are nore and nore tenpted to connect several devices to the
Internet. This operation is naned ’'connection sharing or
"tethering’. Another answer to this question is that |Pv6 technol ogy
that is widely used to "tether’ several |IP devices to a smartphone is
"64share’ RFC7278. This technology is used for snmartphones but is
not so in vehicles. One of the reasons of not being used in vehicles
is the lack of scalability: a /64 prefix is shared between the UE ptp
link and the subnet (typically W-Fi), but can not be further sub-
netted to other subnets in the car

The reason why all devices in a car cannot remain on a single /64 are
as follows. These devices have different |ink-layer technol ogies,
and not all WFi could be bridged into Ethernet such as to keep all
devices into one /64. They could be on links that are not

bri dgeabl e: devices on 802.11-0CB cannott be bridged, devices on

Bl uet oot h cannott be bridged, devices on 3GPP cannott be bridged, and
so one. Qher than the inpossibility to bridge several such |ink-

| ayer technol ogies there is also a problemof noise: in a vehicle one
wants the braking pedal signal to not be disturbed by entertai nnent
sites such as YouTube. That physical technical requirenent
separation of different link layer technol ogi es segnentation on to
different smaller | Pv6 subnets cannot be achieved if all devices are
on a single /64, or bridged. Therefore, the only possible solution
to connect these disparate devices onto a 3GPP network for internet
access is to keep these separate link | ayer technol ogi es segmented
onto separate greater then /64 prefix subnets and breaking the /64
boundary that exists today with a Variable II1D solution. Thus, when
the 3GPP network gives a /64 to the car, and when there are

unbri dgeabl e technologies in the car (e.g. WFi cant be bridged to
Bl uetooth), then the only possibility is to divide that /64 into two
/65s. One /65 would be used on the WFi and another /65 would be
used on Bluetooth. But in order for SLAAC to work with /65 then
there is a need to have the shorter interface identifier of length
63. Hence the need of lengths of PIGCs other than 64 (variable plen).

There are three scenarios that require SLAAC to be able to be routed
between two greater then /64 prefix segnents as part of the
requirenent for variable length 11D and what is broken with the
current SLAAC specification defined in [ RFC4862].
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The first scenario is within a car using car manufacturer single SIM
for internet access and being able to bridge(Route) other link |ayer
devices like BT via variable IID. In this scenario the conmmuni cation
bet ween downstream devices are all located within the car using the
car manufacturer built in SIMcard for in-vehicle conmunication. The
i n-vehicle scenario covers both the built-in car manufacturer SIM
card scenario, or if the car manufacturer does not support built-in
SIM card then a single nobile handset providing 3GPP internet access
to all devices in the car

The second scenario is V2V (vehicle to vehicle) between cars
requiring SLAAC to subnet the >64 prefix so that the two cars have
W Fi connectivity.

This third scenario is a uCPE(Uni versal Custoner Prem ses Equi pnent)
device is LTE 4G and W-Fi capable, and utilizes NFV (Network
Function Virtualization) framework, providing SFC (Service Function
Chai ning), where one VNF (Virtual Network Function) is a CPE Layer 3
router and is the uCPE device which will receive a /64 prefix from 4G
3GPP Wreless provider and would Iike to be able to provide further
segnentation. In order to provide further segmentation and subdivide
the /64 into smaller |longer prefix subnets variable |ID nust be
enployed. In this exanple we would give 1st /66 to W-Fi users, 2nd
/66 to Wred connected network device without security, 3rd /66
prefix to VNF firewall instance, and 4th /66 prefix VNF | oad bal ancer
instance. The uCPE (Universal Custoner Prem ses Equi pnent) defined
in draft [I-D.shytyi-opsawg-vysnj.

From a segnented bandw dt h perspective while breaking up the /64
subnet into smaller subnets, there is not any inpact to the user
experience of the now shared bandwi dth, as |long as the cellular

si gnal has adequate enough bars as far as signal strength to
accommodat e the now multiple devices sharing the single cellular
signal. These scenarios described above are the problens that can
only be solved with a variable IID solution. There is no other
solution or workaround for this probl em

5. Variable Il D Use Cases

This section describes real world use cases of variable slaac that
cannot be done today and with fixed 64 bit prefix |engths.
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5.1. SP and Enterprise Customer Use Case

Service Providers and Enterprises want to take advantage of VLSM for
Access and Data Center subnets and are not able to do so even when
usi ng DHCPv6 or static addressing. The major issue is that VLSMwith
DHCPv6 and Static addressing is shackled to /64 boundary as well in
reality as there will always be at |east one or nore SLAAC devices on
the sane subnet. 1In a real world scenario as you have all threee
addressi ng options avail able on any subnet, Static, DHCPv6 and SLAAC
there is a very high probability that there will be a mx and thus in
order for the devices provisioned as DHCPv6 or Static to conmunicate
with any device that is using SLAAC weare now back to the /64
boundary for all devices on any subnet regardl ess of how the |Pv6
address is provisioned.

Qpeartors are now stuck with the SLAAC /64 boundary for all subnets
across the board and VLSM can never cone to fruition with | Pv6 even
with DHCPv6 or Static address provisioning nethods. Unless the
standard changes for SLAAC /64 fixed boundary, DHCPv6 and Static wll
now be bound to the sane rules as SLAAC with the /64 nask for DHCPv6
scope and Static addresging.

The SLAAC /64 fixed boundary inpacts the proliforation of |Pv6 across
the board which are failed to start. There have been many conplaints
over the years with |Pv6 as to why we cannot have subnet size |ess
/64. For network designers this makes the case difficult for the
move to IPv6 as well as it is very difficult to provide any
justification for the /64 boundary other than that is the standard.

Anot her signficant operator use case is /64 p2p Layer 3 host
connections with L2 and L3 isolated networks. In this use case the
server clusters and server farns each server conpute host CNF, VNF,
PNF is how /127 P2P connected to the DC switch fabric. So a single
/64 per host so now if you have 65535 CNF, VNF, PNF which with cloud
native containerized applicati on workl oads such as Kubernetes and
RHEL Openshift and Qpenstack can burn up a single /48 pretty quickly.
The anount of address space consunmed now grows much faster. Thus the
need for nmuch smaller subnet size. 1In this use case it would even
better to be able to have variable SLAAC capable all the way down to
/127 for sinple host provisioning.

5.2. Perm ssion-less Extension of the Network

Perm ssi on-1 ess extensions of the network with new |links (and by
inmplication with new routers) are not support ed.
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The lack of possibility to realize a pernission-less extension of the
network is an inportant problem which appears at the edge of the
network. The permission is 'granted’ for end users situated at the
edge of the network, and is 'granted” by advertising a prefix of

Il ength 64 inside the PIO option in a RA typically. The end user
receives this prefix, forns an address, and is able to connect to the
internet. However, the end user has no perm ssion to further extend
the network. Although the device is able to form subsequent prefixes
of a length of, say 65, and further advertise it down in the
extension of the network, no other Host in that extension of the
network is able to use that advertisenent; a Host cannot form an
address with a prefix length 65 by using SLAAC. The Linux error text
reported in the kernel |og upon reception of a plen 65 is "illegal"
(or simlar).

5.3. Private Networks

Private networks such as Service Provider core not accessible by
custonmers and enterprises where all hosts are trusted are the primary
use case for variable 1D as the shorter interface identifier does
not create any security issues with not having a | onger 64 bit
interface identifier for privacy extensions stable interface
identifier [RFC8084] due to all hosts being inherently trusted.
Private internal networks such as corporate intranets traditionally
have al ways used static |IPv6 addressing for infrastructure. This
manual | Pv6 address assignment process for network infrastructure
links can take long lead tinmes to conplete deploynent. By changi ng
t he behavi or of SLAAC to support variable length prefix and interface
identifier allows SLAAC to be used progranmatically to deploy to

| arge scale I Pv6 networks with thousands of point-to-point Iinks.
Note that network infrastructure technically does not require | Pv6
addressing due to I Pv6 next hop being a link |local address for |GP
routing protocols such as OSPF and ISIS as well as the link |oca
address can be the peer |Pv6 address for exterior gateway routing
protocol s such as BGP. However for hop by hop ping and traceroute
capability to have I Pv6 reachability at each hop for troubl eshooting
jitter, latency and drops it is an | Pv6 reconmended best practice to
configure I Pv6 address on all infrastructure interfaces.

5.4. Mbile IPv6

Od MP6 (Mbile I Pv6) Wrking Goup and old Nemb Working Goup’s
routing solution scenarios related to Mbile |IPv6 ([ RFC3775]) (note:
nowadays nost M P-related activity is in DMM W5 where the nobile
endpoi nt can now obtain fromthe hone agent variable I1D address and
not 64 bit prefix /64 address. This maybe useful in cases where a
/64 can now be managed from an addressi ng perspective and subdi vi ded
into blocks for manageability of M P6 endpoints instead of allocating
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a single /64 per endpoint.
5.5. Home and SCHO

Hone and SOHO (Small O fice and Hone O fice) environnents where

i nternet access uses a broadband service provider single or dua
homed scenario. |In those such Home networki ng Homenet environments
where HNCP (Home Network Control Protocol [RFC7788] SADR (Source
Addr ess Dependent Routing) are deployed for automatic configuration
for LAN W-Fi endpoint subnets can al so now take advant age of
variable length I D in deploynent scenarios. |n cases where nultiple
routers are deployed in a home environment where routing prefix
reachability needs to be advertised where Babel [RFC6126] routing
protocol is utilized in those cases vari able SLAAC can al so be
utilized to break up a /64 into multiple smaller subnets.

5.6. 3GPP V2| and V2V networ ki ng

In V21 networking (with 3GPP or with | EEE 802. 11bd) the IP-OBU in the
vehicle receives a /64 prefix fromthe cellular network (or froma

I P-RSU - Road-Side Unit). This /64 prefix can be used to form one
address for the egress interface of the Mdbile Router (MR which is
also termed "IP-OBU, for IP On-Board Unit, in | PWAVE W5 docunents
such as RFC8691), but can not be used to formI|P addresses for other
hosts in the vehicle. In the follow ng two paragraphs we explain
this probl em

In certain 3GPP V21 networking use cases a /56 is allocated by the
3CGPP infrastructure to the 4G nodemof the IP-OBU in the vehicle. In
such use case it is possible that the | P-OBU sub-divides the
allocated /56 into nultiple "result’ /64 prefixes. Such a 'result’
/64 prefix could be used to form addresses for deeper subnets in the
vehi cl e, by enpl oying existing SLAAC and exi sting | Pv6-over-foo
specifications of Interface ID

If in other 3GPP V21 networking use-cases the infrastructure does not
all ocate a /56 (or 'longer’ prefix lengths such as a /57, /58../63)
tothe IP-OBU, i.e. a /64 is allocated to the IP-OBU, then the
"result’ prefix obtained after a sub-divide operation can only be of
length /65, or /66, or longer. A prefix of such Iength (longer than
64) can not be used with SLAAC and existing |IP-over-foo Interface
Identifiers, because the length of all Interface Identifiers in all

| Pv6- over-foo docunents must always be 64, and the length of the | Pv6
is always 128bit. The 64bit of an |1 D added to the 65bit (or nore)
of a prefix is larger than 128bit. It is for this reason that a
SLAAC with other than 64bit Interface IDs (hence a 'Variable Prefix
Length 1 D) is needed.
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The problemof /64 allocation to the vehicle is nostly present in V2|
use-cases. In V2V use-cases this problemis |ess apparent but
deserves consideration. Until now there was no clearcut design and
deci sion about the infrastructure allocating addresses to severa
vehicles (just to one, in V2I, see above). |n sonme use-cases, the
prefix allocated to one vehicle could be further extended by that
vehicle to del egate prefixes to other vehicles nearby which m ght not
have 3GPP connections, but only 802.11-0OCB interfaces. |In such cases
it is again necessary that a /64 allocated by the infrastructure to
the first vehicle be further sub-divided in multiple "result’ |onger-
than-/64 prefixes; and one of these |onger-than-64 prefixes m ght be
used for the second vehicle (instead of being used for the interna
subnets of the first vehicle); this latter vehicle will need to use a
formof I1D and | P-over-foo that are not limted by the /64 limt.

5.7. Smart Traffic Lights

Smart traffic lights are traffic |ights equipped with a comunication
system Smart traffic lights are deployed at intersections of roads
and serve the purpose of safely arbitrating the passage of

aut onobi | es, pedestrians and cyclists. A typical smart traffic
lights setting is made of several conputers, included but not limted
to: atraffic lights controller, a power controller and a

conmmuni cati on gateway. Mre advanced smart traffic lights are

equi pped with nore conmputers for radars, detection |oops, lidars, V2X
Wi rel ess capabilities, W-Fi, Bluetooth and cellular 4G or 5G Al
these conputers need to use | P addresses: at |east one |IP address per
conputer. Since smart traffic lights are deployed in areas where
Internet might not be available by cable, fibre or other Wrel ess MAN
technol ogy the only way to connect all conputers in the smart traffic
lights setting is to enploy a 4G (or 5G) gateway. This gateway
obtains typically a /64 prefix fromthe network operator; there is a
problemin subdividing that /64 prefix into smaller prefixes, because
the obtained prefixes can not be used by SLAAC, because SLAAC uses
Interface IDs of length 64 in practice. Even if the SLAAC
specification is independent of the prefix length, the Iength of the
Interface ID dictates the prefix length by side effect (128 minus |IID
I ength inmposes the prefix length). SLAAC might work with a plen 65
by specification, but all 1IDs in all |Pv6-over-foo request that 11Ds
be 64; and the sumof 1D len plus plen nust be 128.

5.8. 6lo
6l o Wrking I Pv6 over Network Constrai ned nodes working group use
cases. Use cases for |oT devices where have |limted network access

requirenents could now take advantage of variable 11D | onger prefixes
| engths /65-/128.
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5.9. Large | SP's backbone POP

Large | SP backbone POPs such as | XPs where many carriers share the
same backbone and ND cache exhaustion nay occur due to /64 subnet
size. One mitigation technique enployed is the use of an ARP Sponge
for IPv4 or Layer 2 multicast rate limters for IPv6. |In those
particul ar cases a longer prefix static or variable I1D subnet could
be utilized to reduce the maxi mum nunber of hosts on the subnet.

5.10. Perm ssion-1ess extension of the Network

When one wants to extend the network, one typically wants to add new
conputers to it. Currently, there are two ways to achieve it: (1)
ask the network administrator to provide addresses while al so
inserting a route towards the new subnet of devices and (2) use NAT.
Wth I Pv6, NAT is not desirable. 1In order to extend the network

wi t hout asking for perm ssion one needs to obtain addresses and to
obtain that route inserted. |In order to obtain addresses, one m ght
take advantage of the /64 prefix typically advertised by the network
to an edge of it. To do that, one needs to sub-divide the /64 prefix
into /65 sub-prefixes (or |onger, such as /66, /67, etc.) which could
be further advertised in the extension of the network. For the
action of inserting a route, the particular topic is outside the
scope of this docunent.

6. Recommended use cases where 64 bit prefix should be utilized

Li sted bel ow are use cases where the 64 bit prefix |length MIST be
adhered to and in these cases vari able SLAAC feature should not be
utilized.

The precise 64-bit length of the interface identifier is wdely

menti oned in nunerous RFCs describing various aspects of IPv6. It is
not straightforward to distinguish cases where this has normative

i npact or affects interoperability. This section ains to identify
specifications that contain an explicit reference to the 64-bit

I ength. Regardless of inplementation issues, the RFCs thensel ves
woul d all need to be updated if the 64-bit rule was changed, even if
the updates were small, which would involve considerable time and
effort.
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First and forenpost, the RFCs describing the architectural aspects of

| Pv6 addressing explicitly state, refer, and repeat this apparently

i mmrut abl e val ue: Addressing Architecture [ RFC4291], |Pv6 Address
Assignnent to End Sites [ RFC6177], Reserved interface identifiers

[ RFC5453], and ILNP Node ldentifiers [RFC6741]. Custoner edge
routers inpose /64 for their interfaces [RFC7084]. The | Pv6 Subnet
Model [RFC5942] points out that the assunption of a /64 prefix length
is a potential inplenentation error.

Nunerous | Pv6-over-foo docunents make nmandatory statements with
respect to the 64-bit length of the interface identifier to be used
during the Statel ess Autoconfiguration. These docunents include

[ RFC2464] (Ethernet), [RFC2467] (Fiber Distributed Data Interface
(FDDI)), [RFC2470] (Token Ring), [RFC2492] (ATM, [RFC2497] (ARCnet),
[ RFC2590] (Franme Rel ay), [RFC3146] (|EEE 1394), [RFC4338] (Fibre
Channel ), [RFC4944] (| EEE 802.15.4), [RFC5072] (PPP), [RFC5121]

[ RFC5692] (| EEE 802.16), [RFC2529] (6over4), [RFC5214] (Intra-Site
Aut omati ¢ Tunnel Addressing Protocol (1SATAP)),
[1-D.tenplin-aerolink] (Asymetric Extended Route Optim zation
(AERO)), [I-D.ietf-6l owan-btle] (BLUETOOTH Low Energy),
[1-D.ietf-6lo-6lobac] (IPv6 over M5/ TP), and |-D.ietf-6lo-Iowanz
(I Pv6 packets over ITU-T G 9959).

To a |l esser extent, the address configuration RFCs thenselves may in
sone ways assune the 64-bit length of an interface identifier (e.g,

[ RFC4862] for the |link-1ocal addresses, DHCPv6 for the potentially
assigned EU - 64-based | P addresses, and Optim stic Duplicate Address
Det ecti on [ RFC4429] that conputes 64-bit-based collision
probabilities).

The Multicast Listener Discovery Version 1 (M.Dvl) [RFC2710] and
M.Dv2 [ RFC3810] protocols nandate that all queries be sent with a

i nk-1ocal source address, with the exception of MD nessages sent
usi ng the unspecified address when the |ink-local address is
tentative [RFC3590]. At the tinme of publication of [RFC2710], the

| Pv6 addressing architecture specified |ink-local addresses with
64-bit interface identifiers. MDv2 explicitly specifies the use of
the fe80::/64 link-local prefix and bases the querier election

al gorithmon the |ink-local subnet prefix of |ength /64.

The "1 Pv6 Fl ow Label Specification" [RFC6437] gives an exanple of a
20-bit hash function generation, which relies on splitting an |Pv6
address in two equally sized, 64-bit-length parts.

The basic transition mechani sms [ RFC4213] refer to interface
identifiers of length 64 for link-1ocal addresses; other transition
mechani sns such as Teredo [ RFC4380] assune the use of interface
identifiers of length 64. Sinilar assunptions are found in 6to4
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[ RFC3056] and 6rd [RFC5969]. Transl ation-based transition mechani sms
such as NAT64 and NPTv6 have sonme dependency on prefix |ength,
di scussed bel ow.

The proposed nethod [ RFC7278] of extendi ng an assigned /64 prefix
froma smartphone’s cellular interface to its WFi link relies on
prefix length, and inmplicitly on the length of the interface
identifier, to be valued at 64.

The Cryptographically Generated Addresses (CG) and Hash-Based
Addresses (HBA) specifications rely on the 64-bit identifier length
(see below), as do the Privacy extensions [RFC4941] and sone exanpl es
in "Internet Key Exchange Version 2 (IKEv2)" [RFC7296].

464XLAT [ RFC6877] explicitly mentions acquiring /64 prefixes.
However, it also discusses the possibility of using the interface
address on the device as the end point for the traffic, thus
potentially renoving this dependency.

[ RFC2526] reserves a nunber of subnet anycast addresses by reserving
some anycast interface identifiers. An anycast interface identifier
so reserved cannot be less than 7 bits long. This neans that a
subnet prefix length longer than /121 is not possible, and a subnet
of exactly /121 woul d be useless since all its identifiers are
reserved. It also neans that half of a /120 is reserved for anycast.
This could of course be fixed in the way described for /127 in

[ RFC6164], i.e., avoiding the use of anycast within a /120 subnet.
Not e that support for "on-link anycast" is a standard | Pv6 nei ghbor
di scovery capability [ RFC4861] [RFC7094]; therefore, applications and
their devel opers would expect it to be avail able.

The Mobile I P home network nodels [RFC4887] rely heavily on the /64
subnet | ength and assune a 64-bit interface identifier

* Milticast: [RFC3306] defines a nmethod for generating | Pv6
mul ticast group addresses based on unicast prefixes. This nethod

assunes a |longest prefix of 64 bits. |If a longer prefix is used,
there is no way to generate a specific nulticast group address
using this method. In such cases, the adm nistrator would need to

use an "artificial" prefix fromwthin their allocation (a /64 or
shorter) fromwhich to generate the group address. This prefix
woul d not correspond to a real subnet.

* Simlarly, [RFC3956], which specifies the Enbedded Rendezvous
Point (RP)) allowing IPv6 nulticast rendezvous point addresses to
be enbedded in the nmulticast group address, would also fail, as
the schene assunes a maxi mum prefix length of 64 bits.
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*

CGA: The Cryptographically CGenerated Address format [RFC3972] is
heavily based on a /64 interface identifier. [RFC3972] has
defined a detail ed al gorithm showi ng how to generate a 64-bit
interface identifier froma public key and a 64-bit subnet prefix.
Changi ng the /64 boundary woul d certainly invalidate the current
CGA definition. However, the CGA might benefit in a redefined
version if nore bits are used for interface identifiers (which
means shorter prefix length). For now, 59 bits are used for

crypt ographi ¢ purposes. The nore bits are available, the stronger
CGA coul d be. Conversely, longer prefixes would weaken CGA.

NAT64: Both statel ess NAT64 [ RFC6052] and stateful NAT64 [ RFC6146]
are flexible for the prefix length. [RFC6052] has defined
multiple address formats for NAT64. |In Section 2 of

"1 Pv4- Enbedded |1 Pv6 Address Prefix and Format" [RFC6052], the

net wor k- specific prefix could be one of /32, /40, /48, /56, /64,
and /96. The remmining part of the IPv6 address is constructed by
a 32-bit IPv4 address, an 8-bit u byte and a variable length
suffix (there is no u byte and suffix in the case of the 96-bit

Vel | - Known Prefix). NAT64 is therefore OK with a subnet boundary
out to /96 but not | onger

NPTv6: | Pv6-to-1Pv6e Network Prefix Translation [ RFC6296] is al so
bound to /64 boundary. NPTv6 nmaps a /64 prefix to another /64
prefix. When the NPTv6 Translator is configured with a /48 or
shorter prefix, the 64-bit interface identifier is kept unnodified
during translation. However, the /64 boundary m ght be changed as
|l ong as the "inside" and "outside" prefixes have the sanme | ength.

I LNP: ldentifier-Locator Network Protocol (ILNP) [RFC6741] is
desi gned around the /64 boundary, since it relies on locally
uni que 64-bit node identifiers (in the interface identifier
field). Wile a redesign to use |onger prefixes is not

i nconcei vabl e, this would need maj or changes to the existing
specification for the I Pv6 version of |LNP

Shi n6: The Ml tihomi ng Shim Protocol for |IPv6 (Shing) [RFC5533] in
its insecure formtreats | Pv6 addresses as opaque 128-bit objects.
However, to secure the protocol against spoofing, it is essentia
to either use CGAs (see above) or HBAs [ RFC5535]. Like CGAs, HBAs
are generated using a procedure that assunmes a 64-bit identifier
Therefore, in effect, secure shinb is affected by the /64 boundary
exactly like CGAs.

Duplicate address risk: If SLAAC was nodified to work with shorter
interface identifiers, the statistical risk of hosts choosing the
sanme pseudo- randomidentifier [RFC7217] woul d increase
correspondi ngly. The practical inpact of this would range from
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slight to dramatic, depending on how nuch the interface identifier

Il ength was reduced. |In particular, a /120 prefix would inply an
8-bit interface identifier and address collisions would be highly
pr obabl e.

* The link-local prefix: Wiile [RFC4862] is careful not to define
any specific length of link-1ocal prefix within fe80::/10, the
addressing architecture [ RFC4291] does define the |ink-1oca
interface identifier length to be 64 bits. |If different hosts on
a link used interface identifiers of different lengths to forma
link-1ocal address, there is potential for confusion and
unpredictable results. Typically today the choice of 64 bits for
the link-local interface identifier length is hard-coded per
interface, in accordance with the rel evant |Pv6-over-foo
speci fication, and systens behave as if the link-Iocal prefix was
actually fe80::/64. There mght be no way to change this except
concei vably by manual configuration, which will be inpossible if
the host concerned has no | ocal user interface.

7. Reasons for longer than 64 bit prefix length
In this section we are providing the justification for |onger
prefixes and shorter interface identifiers essentially variable
SLAAC

7.1. Insufficient Address Space Del egated

A site may not be delegated a sufficiently generous prefix from which

to allocate a /64 prefix to all of its internal subnets. In this
case, the site may either determ ne that it does not have enough
address space to nunber all its network el enents and thus, at the

very best, be only partially operational, or it may choose to use
internal prefixes |longer than /64 to allow nultiple subnets and the
hosts within themto be configured with addresses.

In this case, the site mght choose, for exanple, to use a /80 per
subnet in conbination with hosts using either manually configured
addressi ng or DHCPv6 [ RFC3315].

Scenarios that have been suggested where an insufficient prefix mght
be del egated i nclude honme or snall office networks, vehicles,
bui | di ng services, and transportation services (e.g., road signs).

It should be noted that the honmenet architecture text [RFC7368]
states that Custoner Prem ses Equi pnent (CPE) shoul d consider the

| ack of sufficient address space to be an error condition, rather
than using prefixes longer than /64 internally.
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Anot her scenari o occasionally suggested is one where the Internet
address registries actually begin to run out of IPv6 prefix space,
such that operators can no | onger assign reasonable prefixes to users

in accordance with [RFC6177]. It is sonmetines suggested that
assigning a prefix such as /48 or /56 to every user site (including
the small est) as recomended by [ RFC6177] is wasteful. |In fact, the

currently rel eased uni cast address space, 2000::/3, contains 35
trillion /48 prefixes ((2**45 = 35,184, 372,088, 832), of which only a
smal | fraction have been allocated. Al lowing for a conservative
estimate of allocation efficiency, i.e., an HD-ratio of 0.94

[ RFC4692], approximately 5 trillion /48 prefixes can be all ocated.
Even with a relaxed HD-ratio of 0.89, approximately one trillion /48
prefixes can be allocated. Furthernore, with only 2000::/3 currently
committed for unicast addressing, we still have approxi mately 85% of
the address space in reserve. Thus, there is no objective risk of
prefix depletion by assigning /48 or /56 prefixes even to the
smal | est sites.

7.2. Hierarchical Addressing

Sone operators have argued that nore prefix bits are needed to all ow
an aggregated hierarchical addressing schene within a canpus or
corporate network. However, if a canpus or enterprise gets a /48
prefix (or shorter), then that already provides 16 bits for

hi erarchical allocation. In any case, flat IGP routing is widely and
successfully used within rather |arge networks, w th hundreds of
routers and thousands of end systenms. Therefore, there is no

obj ective need for additional prefix bits to support hierarchy and
aggregation within enterprises.

7.3. Audit Requirenent

Sone network operators wish to know and audit nodes that are active
on a network, especially those that are allowed to communi cate off-
link or off-site. They may also wish to limt the total nunber of
active addresses and sessions that can be sourced froma particul ar
host, LAN, or site, in order to prevent potential resource-depletion
attacks or other problenms spreading beyond a certain scope of
control. It has been argued that this type of control would be
easier if only long network prefixes with relatively small nunbers of
possi bl e hosts per network were used, reducing the discovery probl em
However, such sites nost typically operate using DHCPv6, which neans
that all legitimte hosts are automatically known to the DHCPv6
servers, which is sufficient for audit purposes. Such hosts could,
if desired, be limted to a small range of interface identifier

val ues wi thout changing the /64 subnet |length. Any hosts

i nadvertently obtaining addresses via SLAAC can be audited through
Nei ghbor Di scovery (ND) | ogs.

M shra, et al. Expi res 8 January 2026 [ Page 19]



I nternet-Draft Variable 11D July 2025

7.4. Concerns over ND Cache Exhaustion

A site may be concerned that it is open to ND cache exhaustion
attacks [ RFC3756], whereby an attacker sends a | arge nunber of
messages in rapid succession to a series of (nost likely inactive)
host addresses within a specific subnet. Such an attack attenpts to

fill a router’s ND cache with ND requests pendi ng conpl etion, which
results in denying correct operation to active devices on the
net wor k.

One potential way to mitigate this attack would be to consider using
a /120 prefix, thus limting the nunber of addresses in the subnet to
be sinmilar to an I Pv4 /24 prefix, which should not cause any concerns
for ND cache exhaustion. Note that the prefix does need to be quite
long for this scenario to be valid. The nunber of theoretically
possi bl e ND cache slots on the segnent needs to be of the sane order
of magni tude as the actual nunber of hosts. Thus, small increases
fromthe /64 prefix length do not have a noticeable inpact; even 2732
potential entries, a factor of two billion decrease conpared to 2764,
is still nore than enough to exhaust the nenory on current routers.

G ven that nost |ink-1ayer mappi ngs cause SLAAC to assunme a 64-bit

net wor k boundary, in such an approach hosts would likely need to use
DHCPv6 or be nanually configured with addresses.

It should be noted that several other mitigations of the ND cache
attack are described in [RFC6583], and that linmiting the size of the
cache and the nunmber of incomplete entries allowed woul d al so def eat
the attack. For the specific case of a point-to-point |ink between
routers, this attack is indeed mtigated by a /127 prefix [ RFC6164].
7.5. Longer prefixes |lengths used for embeddi ng infornmation

Ability to utilize the longer than 64 bit prefixes to be able to
enbed geographic or other information into the prefix that could be

val uable to the | Pv6 addressing architecture providing nore
flexibility to the operator.

8. Conparison of Static, SLAAC, DHCPv6 and Variabl e SLAAC
* Static - I Pv6 address and Default Gateway:

Pr os:
- Deactivation of RA processing

- (Cood resistance against RA attack

Cons:
- Operational inpact in configuring interface manually
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- Network dynam cs might require renunbering which needs work
* Static - IPv6 address and Default Route via RA

Pr os:
- Does not require disabling RA processing

- Wirks better with FHRP router redundancy

Cons:
- RArelated security issues conbat with RA Quard

*  DHCPv6 [ RFC3315]

Pr os:
- Centralized provisioning of |Pv6 addressing

- |1 Pve, DNS, NTP can all be distributed

- Administrative overhead of nmanagi ng DHCPv6 server

- Caveats with redundancy and split scopes required for
failover. Split scope and failover is resolved with DHCPv6
Fai | over protocol [RFC8156]

- RArelated security issues conbat with RA Guard

*  SLAAC [ RFC7217] Stabl e Random station-id with privacy and
[ RFC8064] Reconmmendations for Stable interfae identifier

Pr os:
- Automatic provisioning | Pv6 address to hosts

- [RFC7217] Stable Random station-id with privacy extensions

Cons:
- RArelated security issues conbat with RA Guard

* Variable SLAAC with [RFC7217] Stable Random station-id with
privacy and [ RFC8064] Recommendations for Stable interfae
i dentifier

Pr os:
- Automatic provisioning | Pv6 address to hosts

- [RFC7217] Stable Random station-id with privacy extensions
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Cons:
- RArelated security issues conbat with RA Guard

- Security is reduced with | onger prefixes and shorter stable
random station-id

| Pv6 address depl oynment summary statenent.

DHCPv6 [ RFC3315] state nmachine introduces a | arge nunber of nessaging
packets with Nornmal nobde, four nessages called solicit, advertise,
request and reply. DHCPv6 Rapid Comrit npde reduces the nmessages
fromfour to two nmessages only solicit and reply. DHCPv6 Nornal node
is the Default. It is recomended to use DHCPv6 Rapi d node [ RFC4039]
in “high nobility” networks where clients come and go often. The
over head of four nessages m ght not be required so two nessages night
enough to accommobdate. However, if you have nultiple DHCPv6 servers
for redundancy then you need to use DHCPv6 Nornmal node. |f you have
subnets where there are a large flat user subnets with a very large
nunber of hosts and redundancy is required and DHCPv6 Nornal node is
utilized, DHCPv6 nessaging is exacerbated exponentially as the
subnets flatten out further and further. As the paradigmshifts and
IPv4 is elimnated as hosts subnets change to “1Pv6-ONLY” subnets,
the coupling of IPv4 with | Pv6 Dual stack dependency is elinnated,
thus renoving the shackles pinning IPv6 to smaller many | Pv4 subnets.
Thi s change allows | Pv6 subnets to beconme very large and flat with
the only limting factor being the L2 switch infrastructure. In nmany
cases Dual stacked inplenentations with 100" s of subnets may change
to a single “IPV6 ONLY’” subnet. As “IPV6-ONLY” subnets will soon
become the future direction of all user access infrastructure, we
need a viable solution that will accommpdate these very large flat
subnets. The problemwith DHCPv6 is that once the “M nanaged bit is
set to “1” , all hosts on the subnet cache the Managed IP "M bit" and
changes host to DHCPv6 stateful node. Higher probability of rouge
devi ces such as printers or other appliances m sbehaving with |Pv6
enabl ed by default, now in DHCPv6 node, spewing of mllions of DHCPv6
nmessages that can now i npact the router control plane processing of
packets. This can be alleviated with special custom Control plane
policer policy, however now adds conplexity and adm nistrative
overhead to DHCPv6 depl oynments. Enterprises and Service Providers
require a viable |IPv6 depl oynent solution that can accommpdate the
shortfalls of both static and DHCPv6 addressing. Static addressing
due to admi nistrative overhead of manual assignment does not provide
a viable solution for even noderately sized networks. Variable SLAAC
now has the ability to fill the gaps outlined with DHCPv6 and static
that can now be used as a vi abl e ubi quitous all enconpassing sol ution
for 1 Pv6 address depl oynents.
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9.

10.

11.

12.

13.

13.

Security Considerations

The adm nistrator should be aware to maintain 64 bit interface
identifier for privacy when connected directly to the internet so
that entropy for optinmal heuristics are maintained for security.

Variable length interface identifier shorter then 64 bits should be
only used within corporate intranets and private networks where all
hosts are trusted.

In all cases where the host is on a public network for privacy
concerns to avoid traceability variable interface identifier MJST
never be utilized.
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