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1. Introduction

This draft describes the SRv6 Inter Domain routing architecture with
I P VPN and EVPN overl ays and seaml essly stitching the overlays across
i nter domai n boundaries. This draft analyzes the SRv6 Desi gn and
Operational considerations regarding SRv6 Inter Domain routing and
the SRv6 forwarding plane. This draft also describes three rea
wor |l d use cases of SRv6 Conpression Next CSID and operationa
considrations with regards to SRv6 inter donain routing.
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[ RFC4364] describes BGP/ MPLS | Pv4 VPN and [ RFC4659] descri bes BGP/
MPLS | Pv6 VPN. [ RFC4364] describes BGP/ MPLS | Pv4 VPN Section 10 (a)
describes Inter-AS Options A known as back to back PE-CE style
peering, Section (b) Inter-AS Option B BGP-LU with Direct eBGP
peering VPN overlay, Section (c) describes Inter-AS Option-C ASBR to
ASBR i nt erdomai n | oopbacks advertised with RRto RR eBGP nul tihop
peering with next-hop unchangd.

Wth SRv6 MPLS Inter-AS options described in [ RFC4364] and [ RFC4659]
are not applicable. However the knobs and concepts used in overaly

stitching are still very applicable and are used with SRv6. SRv6
Service SIDrefers to the SRv6 specific endpoint behaviors defined in
SRv6 Programm ng [ RFC8986]. |In this draft we discuss in detail the

end to end service stitching of the L2 VPN EVPN and | P VPN SRv6
Servi ce SID endpoi nt behavi ors which includes L2 VPN endpoi nt
behavi ors End. DX2, End. DX2V, End. DX2U, End. DX2M and | P VPN endpoi nt
behavi ors End. DX4, End.DX6, End. DT4 and End. DT6.

SRv6 inter domain routting L2 VPN EVPN and | P VPN SRv6 service
stitching is applicable to SRv6 Progranm ng [ RFC8986] 128 bit ful

SID and SRv6 Conpression [I-D.ietf-spring-srv6-srh-conpression] G SID
Next C-SID (uSID) endpoint flavor and Replace SID C-SID (G SID)
endpoi nt flavor.

[ RFC9252] descri bes BGP Overlay services over SRv6 forwardi ng pl ane.
For SRv6 Best effort (BE) service, the egress PE signhals an SRv6
service SIDwth ingress PE for the BGP service overlay route. The

i ngress PE encapsul ates the payl oad packet fromthe CE in an outer

| Pv6 header where the desitnation address is the SRv6 Service SID
provided by the egress PE. In this case the underlay internediate
notes only need to support |Pv6 data plane. |In order to provide SRv6
service with an SLA fromingress PE to egress PE, the ingress PE
colors the overlay service route with a col or extended community

[ RFC9012] so the overlay col or extended conmunity maps to SR Policy
[ RFC9012], overlay color to underlay intent nmapping. The ingress PE
encapsul at es the payl oad paacket fromthe CE in an outer |Pv6 header
with SR Policy candidate SIDlist related to the SLA path bound to
the forwarding plane with Binding SID (BSID) set with the SRv6
service SID associated with the overlay service route active segnent
in the SRH for 128 bit Full SID or SRv6 Conpression Next SID carrier
uN endpoint function to forward along the static SID list or dynanmc
SIDIlist path end to end steering.

SRv6 Prefix SID attribute [RFC8669] is extended by [ RFC9252] to carry
the SRv6 L2 VPN and I P VPN Service SIDs and their associ ated
information in BGP NLRI AFl / SAFI. SRv6 L3 Service TLV encodes the
service SID infornmation for the SRv6 based L3 services providing the
equi val ent functionality of MPLS service | abel when received with a
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Layer 3 Service route as defined in BG/ MPLS VPN-| Pv4 [ RFC4364] and
BGP/ MPLS VPN- | Pv6 [ RFC4659]. Essentially the SRv6 L3 Service TLV
encodes the L3 Service SID for SRv6 based services as an MPLS | abe
for SRv6 Programm ng [ RFC8986] endpoi nt behavi ors End. DX4, End. DX6,
End. DT4 and End. DT6. SRv6 L2 Service TLV encodes the service SID
information for the SRv6 based L2 services providing the equival ent
functionality of MPLS service |abel for an Ethernet VPN (EVPN) Route
Types for L2 services as defined in BGP/ MPLS EVPN [ RFC7432] .
Essentially the SRv6 L2 Service TLV encodes the L2 VPN Service SID
for SRv6 based services as an MPLS | abel for SRv6 Progranm ng

[ RFC8986] endpoi nt behavi ors End. DX2, End. DX2V, End. DX2U, End. DX2M

[ RFC9252] defines the encoding of the SRv6 SID information. The SRv6
Service SIDs for a BGP service prefix is carried in the SRv6 Service
TLVs of the BGP Prefix SID attribute as descri bed above [ RFC8669].
BGP services such as I P VPN BGP/ MPLS VPN-| Pv4 [ RFC4364] and BGP/ MPLS
VPN- | Pv6 [ RFC4659] where Per VRF SID allocation is used End. DT4 and
End. DT6 endpoi nt behaviors the same SID is shared across multiple
NLRI's, thus providing efficient packing. However for BGP services
such as Ethernet VPN (EVPN) [RFC7432] and VPLS / H VPLS where where
per-PWSID all ocation is required such as for End. DX2 endpoi nt
behavi or, each NLRI would have its own unique SID, resulting in

i nefficient update packing. [RFC9252] defines an efficient nethod
for update packing for cases such as EVPN NLRI using a transposition
schenme, where the SRv6 SID Structure Sub-Sub-TLV describes the sizes
of the parts of the SRv6 SID and indicates the offsets such that the
common part | ocator is encoded into the BGP Prefix SID attribute and
the variable part Service | abel encoded into the func / arg field of
the SRv6 Service SID is encoded into the NLRI.

This draft describes how to successfully inplenent end to end inter
domai n routing over an SRv6 forwarding pl ane where the L2 VPN EVPN
and I P VPN overlay services SRv6 Service SIDs can be stitched end to
end.

[ RFC9252] BGP Service Overlay Section 2 |ast 2 paragraphs di scusses
the use of Next hop Unchanged (NHU) operational guideline at all eBGP
boundaries to signal End-to-End SID. The signaling must be done on
both side of the eBGP peering for the SID to be propagated End-to-End
in both directions. A BGP speaker receiving a route containing the
BGP Prefix-SID attribute with one or nore SRv6 service TLVs observes
the followi ng rules when advertising the received route to other
peers:

[ RFC9252] Rule-1: BGP Service Overlay Section 2 2nd to | ast paragraph
- SID not signalled when the Next hop is changed. |If the BGP Next

Hop is changed, the TLVs, Sub TLVs, or Sub-Sub-TLVs SHOULD be updated
with the locally allocated SRv6 SID information fromthe SI D Manager.
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Any received Sub-TLVs and Sub- Sub-TLVs that are unrecogni zed nust be
renoved. SRv6 summary | ocators are advertised for all Al go’ s between
domai ns for reachability inter domain routing. Wen the next hop
changes between the inter-as PE for L2 VPN or L3 VPN service route
the inter donmmin | copback propagated however since the next hop
changes on the eBGP peering the next hop is set to the directly
connect ed eBGP subnet and not the Loopback for the service route and
has the locally generated SRv6 Service SID resulting in SID not
signall ed end to end.

[ RFC9252] Rul e-2: BGP Service Overlay Section 2 |ast paragraph -
Sol utoin for propagating L2 VPN and L3 VPN SRv6 Service SID end to
end If the BGP Next Hop is Unchanged during the advertisement, the
SRv6 Service TLVs, including any unrecognized types of of Sub-TLVs
and Sub- Sub- TLVs, SHOULD be propagated further. 1In addition, all
Reserved fields in the TLV, Sub-TLV, or Sub-Sub-TLV MJST be
propagat ed Unchanged. Wen the next hop is unchanged between the
inter-as PE for L2 VPN or L3 VPN service route the inter donmain
Loopback is now propagated and has the SRv6 Service SID propagated
resulting in SRv6 Data Pl ane being intact and working end to end.

2. Term nol ogy

Term nol goy used in defining the SRv6 I nter Donmain Routing
speci fication.

IDR: SRv6 Inter Domain Routing End to End
NH: BGP Next Hop

NHC. BGP Next Hop Changed

NHU: BGP Next Hop Unchanged

NHS: BGP Next Hop Sel f

Service SID Preserved: Service SID is does not change and is
pr opagat ed

Service SID Locally Generated: Service SIDis locally generated by
SRv6 SI D Manager
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3. SRv6 Inter Donmain Routing Topol ogy

SRv6 Inter Domain Routing topology is nmade up of a two domains.
Domain-1 AS1 is made up of PEl and PE2 whi ch have i BGP peering
between them Domain-2 AS2 is nmade up of PE3. PE2 is the inter-as
ASBR eBGP peering to AS2 PE3 ASBR ALl nodes PEl1l, PE2 and PE3 are
running [I-D.ietf-spring-srv6-srh-compression] C SID Next C SID
(uSI D) endpoint flavor.

SRv6 Next SI D Topol ogy

Loc: fc00:0:1::/48 Loc: fc00:0:2::/48 Loc: fc00:0:3::/48
LoO: fc00:0:1::1 LoO: fc00:0:2::1 LoO: fc00:0:3::1
AR, + AR, + AR, +
| AS1 | 2001: 1::2/127 | AS1 | 2001: 1::5/127] AS2 |
| PEL |------mmmmmmmmmmeae o s | PE2 |-----mmmmmmmm e | PE3
| | 2001: 1::3/127] (ASBR)|2001:1::4/127 | (ASBR) |
N + N + N +
i BGP (Renote Peer) eBGP (Local Peer)

Figure 1: SRv6 Inter Domain Routing Topol ogy
4. SRv6 Inter Domain Routing - Inter-AS Local Peer
4.1. SRv6 Inter Domain Routing - SID Not Signalled

SRv6 Inter Domain Routing where SIDis not signalled end to end:
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eBGP Direct Peering (NHC = Next Hop Changed) - (Local Peer)

24 - ::5 - SID Changes
Loc: fc00:0:2::/48 Loc: fc00:0:3::/48
LoO: fc00:0:2::1 LoO: fc00:0:3::1
e + e +
| AS1 | 2001:1::5/127] AS2 |
PE2 |-------mmmmmim e - | PE3 |
| (ASBR)| 2001:1::4/127 | (ASBR) |
AR, + AR, +

NHC: 2001: 1:: 4
vpn sid: fc00: 0: 2: : db8a:

eBGP (Local Peer)
If R2 advertised with NHC 2001:1::4
vpn sid not preserved fc00:0: 1: db8a:
when NH changes the service sid changes
R3 Sees valid/best path but SIDis locally generated
Figure 2: SRv6 Inter Domain Routing - SID Not Signalled
SRv6 eBGP Inter-AS L2 EVPN, L3 VPN Overl ay
SRv6 SIDis not signalled end to end:
1. Wien the Next hop changes the Label Changes
NHC = Next Hop Changed is the default behavior on eBGP peering
2. MPLS Service Label (L2 VPN/ L3 VPN) = SRv6 Service SID
3. Wen the MPLS Label changes the SRv6 Service SID changes

SRv6 SIDis now locally generated by SID Manager instead of being
pr opagat ed

[ RFC9252] Rule-1: BGP Service Overlay Section 2 2nd to | ast paragraph
when the Next Hop is Changed (NHC) the SRv6 Service SIDis locally
gener at ed

4. SRv6 SID not signalled and therefore is not propagated end to end
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4.2. SRv6 Inter Domain Routing - SID Signalled

SRv6 Inter Domain Routing where SIDis signalled end to end:

eBGP Direct Peering (NHU = Next Hop Unchanged) - (Local Peer)

Loc: fc00:0:2::/48 Loc: fc00:0:3::/48
LoO: fc00:0:2::1 LoO: fc00:0:3::1
Fome oo + Fome oo +
| AS1 | 2001: 1::5/127] AS2 |
| PE2 |--------mmmmmmm e - | PE3 |
| (ASBR)| 2001:1::4/127 | (ASBR) |
S + S +

NHU: f c00: 0: 2: : 1
vpn sid: fc00: 0: 2:: e005:

eBGP (Local Peer)

If R2 advertised with NHU fc00:0:2::1
vpn sid is preserved fc00:0: 1: e005:
when NH changes the service sid changes
R3 sees valid/best path next hop is accessible

Figure 3: SRv6 Inter Domain Routing - SID Signalled
SRv6 eBGP Inter-AS L2 EVPN, L3 VPN Overl ay
SRv6 SIDis signalled end to end:
1. Wien the Next hop is Unchanged the MPLS Label is Preserved
NHU = Next Hop Unchanged
2. MPLS Service Label (L2 VPN / L3 VPN) = SRv6 Service SID

3. Wen the MPLS Label is preserved the SRv6 Service SIDis
preserved

[ RFC9252] Rule-2: BGP Service Overlay Section 2 |ast paragraph when
the next hop is Unchanged (NHU) the SRv6 Service SID is propagated

4. SRv6 SIDis signalled and therefore is propagated end to end
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5. SRv6 Inter Domain Routing E2E - Inter-AS Renpte Peer
5.1. SRv6 Inter Domain Routing E2E - eBGP / iBGP - SID Not Signalled

SRv6 Inter Domain Routing - eBGP / iBGP - SID Not Signalled End to
End:

SRv6 SI D not signalled (NHC = Next Hop Changed)
4 - 115
NHS re-wite LoopbackO
Loc: fc00:0:1::/48 Loc: fc00:0:2::/48 Loc: fc00:0:3::/48
LoO: fc00:0:1::1 LoO: fc00:0:2::1 LoO: fc00:0:3::1
N + N + N +
| AS1 | 2001: 1::2/127 | AS1 | 2001: 1::5/127] AS2 |
| PEL |-------------mmmm - - | PE2 |--------mmmmmeee - - | PE3 |
| | 2001: 1::3/127] (ASBR)|2001:1::4/127 | (ASBR)
dememaas + ememaas + S +
NHC: f c00: 0: 1:: 1 NHC: 2001: 1: : 4 NHC: 2001:1:: 4
vpn sid:fc00:0:1::abdf:: vpn sid:fc00:0: 2:: db8a:: vpn sid: fc00: 0: 2:: db8a:
i BGP (Renote Peer) eBGP (Local Peer)
---------------------------------------------------------------- >>
NHC: f c00: 0: 1:: 1 If R2 advertises with NHC 2001:1::4
vpn sid:fc00:0:1::abdf:: vpn sid not preserved fc00:0: 2: : db8a:
SID Not Preserved R3 sees valid/best but sid |locally generated on PE2

Figure 4: SRv6 Inter Donain Routing E2E - eBG / iBGP - SID Not
Signal |l ed

SRv6 eBGP Inter-AS L2 EVPN, L3 VPN Overl ay

SRv6 SID not signalled end to end:

1. \Wen the Next hop changes the Label Changes

NHC = Next Hop Changed is the default behavior on eBGP peering

[ RFC9252] Rule-1: BGP Service Overlay Section 2 2nd to | ast paragraph
when the Next Hop is Changed (NHC) the SRv6 Service SIDis locally

gener at ed

NHS = Next Hop Self configuration on i BGP peering PE-RR (Typica
configuration)
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For the i BGP peering (Rempbte peering) with NHS the next hop is re-
witten to the LoopbackO (Changed)

[ RFC9252] Rule-1: BGP Service Overlay Section 2 2nd to | ast paragraph
when the Next Hop is Changed (NHC) the SRv6 Service SIDis locally
gener at ed

2. MPLS Service Label (L2 VPN/ L3 VPN) = SRv6 Service SID

3. Wen the MPLS Label changes the SRv6 Service SID changes

SRv6 SIDis now locally generated by SID Manager instead of being
pr opagat ed

4. SRv6 SID not signalled and therefore is not propagated end to end
5.2. SRv6 Inter Domain Routing E2E - eBGP / iBGP - SID Signalled

SRv6 I nter Domain Routing - eBGP / iBGP - SID Signalled End to End:

SRv6 SI D Signalled (NHU = Next Hop Unchanged)
24 - .5
No NHS re-wite LoopbackO
Loc:fc00:0:1::/48 Loc: fc00:0:2::/48 Loc: fc00:0:3::/48
LoO: fc00:0:1::1 LoO: fc00:0:2::1 LoO: fc00:0:3::1
N + N + N +
| AS1 | 2001: 1:: 2/ 127 | AS1 | 2001:1::5/127] As2 |
| PEl |-----------mmmmmm oo - | PE2 |-------mmmmmmm oo - | PES3
| 2001: 1::3/127] (ASBR)|2001:1::4/127 | (CASBR) |
e + e + O +
NHU: fc00: 0: 1:: 1 NHU: fc00: 0: 1:: 1 NHU: fc00: 0: 1:: 1

vpn sid: fc00:0:1::e006:: vpn sid:fc00:0:1::e006:: vpn sid:fc00:0:1::e006:
i BGP (Renote Peer) eBGP (Local Peer)
If RL advertises with NHC fc00:0:1::1
vpn sid preserved fc00:0: 1::e006:
R2 sees valid/best NH is accessible
If R2 advertises with NHC fc00:0:1::1
vpn sid preserved fc00:0: 1:: e006:
R3 sees valid/best NH is accessible
Figure 5: SRv6 Inter Domain Routing E2E - eBGP / iBGP - SID Signalled
SRv6 eBGP Inter-AS L2 EVPN, L3 VPN Overl ay

SRv6 SID signalled end to end:
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1. When the Next hop is Unchanged the MPLS Label is Preserved

[ RFC9252] Rul e-2: BGP Service Overlay Section 2 |ast paragraph when
the next hop is Unchanged (NHU) the SRv6 Service SID is propagated

NHU = Next Hop Unchanged
Renmove NHS = Next Hop Self configuration on i BGP peering PE-RR

By renoving NHS the NH does not change essentially "unchanged"
allowing the NH to be propagated end to end

[ RFC9252] Rule-2: BGP Service Overlay Section 2 |ast paragraph when
the next hop is Unchanged (NHU) the SRv6 Service SID is propagated

2. MPLS Service Label (L2 VPN/ L3 VPN) = SRv6 Service SID

3. Wen the MPLS Label is preserved by not changing the SRv6 Service
SIDis preserved

4. SRv6 SID is signalled and therefore is propagated end to end

6. Operational Considerations
Operational Guidance to always use Next-Hop-Unchanged (NHU) on al
eBGP boundaries on both sides of the eBGP peering to signal "End to
End SID'" for SID propagation End-to-End in both directions.
Qperational Guidance to not use Next-Hop-Self on i BGP PE-RR peering
so that the received service SID froman |Ingress Donain is propagated
"End to End" to an Egress Donmmin and vice versa in both directions.

Operational CGuidance is applicable to both SRv6 (Full SID) and SRv6
conpr essi on.

7. | ANA Consi derations
There are not any | ANA consi derati ons.

8. Security Considerations
No new extensions are defined in this document. As such, no new
security issues are raised beyond those that already exist in BGP-4

and use of MP-BGP for | Pv6.

The security features of BGP and correspondi ng security policy
defined in the | SP domain are applicabl e.
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For the inter-AS distribution of |Pv6 prefixes according to case (a)
of Section 4 of this docunent, no new security issues are raised
beyond those that already exist in the use of eBGP for |Pv6

[ RFC2545] .
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Appendi x A.  APPENDI X- A
SRv6 Conpression [I-D.ietf-spring-srv6-srh-conpression] C SID Next
C-SID (uSID) endpoint flavor Inter Donmain Routing devel opnent work is
all contained in GtHub Iink bel ow

https://github. com segnentrouting/srv6-1|abs/tree/ mai n/ 3-srv6-dc-case-
studi es
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