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Abst r act
Artificial intelligence (Al) agents increasingly take autononous
actions -- submtting forms, initiating paynents, and sending
communi cations -- on behalf of human users across third-party

services. This docunent defines the Del egated Agent Authorization
Prot ocol (DAAP), an open, nodel-neutral, franmework-agnostic protocol
that specifies: cryptographic agent identity using Decentralized
Identifiers (DI Ds); a human-consent-based grant authorization flow
nmodel l ed on QAuth 2.0; a signed JSON Web Token (JWI) grant token
format with agent-specific clainms; a revocation nodel with online
verification; a hash-chained append-only audit trail; a policy engine
for automated authorization decisions; a multi-agent del egati on nodel
wi th cascade revocation; budget controls for spending limts; real-
time event stream ng; a credential vault for secure secret storage;
and external policy backend integration with OPA and Cedar. DAAP
fills a gap unaddressed by existing QAuth 2.0 extensions: verifying
that a specific human authorized a specific Al agent to performa
specific action, revoking that authorization in real tinme, and
produci ng a tanper-evident record of what the agent did.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
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1. Introduction

Depl oyed Al agents operate across arbitrary third-party services
usi ng credentials and perm ssions that belong to the human users they
serve. Today, no interoperable standard exists for

1. Verifying that an agent is who it clainms to be

2. Confirmng that a specific human authorized a specific agent to
performa specific action

3. Revoking that authorization in real time across all active tokens
4. Producing a tanper-evident record of agent activity

QAuth 2.0 [RFC6749] and its extensions address authorization for
applications acting on behalf of users, but were not designed for the
Al agent use case, which introduces distinct requirenents:

* *Agent identity*: Unlike QAuth clients, Al agents are runtime
entities that nmay be spawned dynanmically and nmust carry a
persi stent cryptographic identity independent of the authorization
server.

* *Multi-agent delegation*: An agent may spawn sub-agents, each of
which requires a grant scoped to a subset of the parent’s
perm ssions, with the entire del egation tree revocabl e by the
ori ginal principal
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*Tanper-evident audit trail*: Regul ated environnents require a
cryptographically linked record of agent activity that is
verifiable without trust in the audit | og operator

*Pol i cy-driven autonmation*: Hi gh-volune agent depl oynents require
aut onat ed aut horization deci sions (auto-approve, auto-deny)

wi t hout per-request human interaction, while preserving the human
principal’s ability to revoke at any tine.

*Budget control s*: Agents acting in financial contexts require
per-grant spending limts with atom c debit senmantics and
threshold alerts.

*Real -tinme observability*: Operators require real-time event
streans for nonitoring agent activity, grant lifecycle events, and
budget threshol d crossings.

DAAP addresses these requirenents as a | ayered extension to QAuth 2.0
concepts, reusing RFC-standard JWI and JWK prinitives wherever
possi bl e.

1.1

Changes Si nce -00

This revision adds the foll owi ng extensions:

*

Kumar

Budget Controls (Section 10): per-grant spending limts with the
bdg JWI claim atomic debit operations, and threshold al erting.

Event Streami ng (Section 11): SSE and WbSocket endpoints for
real -tine event delivery.

Credential Vault (Section 12): encrypted per-user credenti al
storage with token-to-credential exchange.

External Policy Backends (Section 13): integration with OPA and
Cedar as policy evaluation targets.

I mpl enent ati on Report (Appendix B): conformance results and SDK
cover age.

Updat ed Confornmance Requirenments (Section 9) with OPTI ONAL
extensions for Budget, Events, Vault, and Policy Backends.
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1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1.3. Term nol ogy
The following terns are used throughout this docunent:

Agent :
An Al -powered software process that takes autonompus actions on
behal f of a Principal. An Agent has a persistent cryptographic
identity (DID) and nust obtain an explicit grant fromits
Princi pal before acting on their behalf.

Princi pal :
The human user who authorizes an Agent to act on their behal f.
The Principal is the subject (sub) of any Grant Token issued by
the authorization server.

Devel oper:
The organization or individual who built and operates the Agent.
The Devel oper authenticates to the authorization server using an
APl key.

Aut hori zati on Server:
A server inmplementing this specification that issues G ant Tokens,
mai ntains the grant registry, and provides the JVKS endpoint for
offline verification.

Servi ce:
Any APl or platformthat receives requests froman Agent.
Services MJST verify Grant Tokens before acting on agent requests.

G ant:
A persistent record of perm ssion given by a Principal to an Agent
for a specific set of Scopes. A Gant is represented to the Agent
as a Grant Token.

G ant Token:
A signed JW [ RFC7519] representing a valid, non-revoked G ant.
Grant Tokens are short-lived credentials carrying agent-specific
clains defined in Section 5.

Scope:
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A named permission string follow ng the format
resource: action[:constraint] as defined in Section 3.

Dl D
A Decentralized Identifier [DID-CORE] -- the Agent’'s cryptographic
identity. |In DAAP, Agent DIDs take the form
di d: grant ex: <agent _i d>.

Pol i cy:
A rul e evaluated by the Policy Engine (Section 14) that
automatically approves or denies an authorization request before
the consent U is shown to the Principal.
Anonal y:
A behavioral deviation froman agent’s established activity
basel i ne, detected by the runtime nonitoring systemdefined in
Section 15.
Budget Al l ocati on:
A per-grant spending limt that constrains the total nonetary
val ue of actions an Agent may take under a single Gant.
2. Agent ldentity
2.1. DI D Format

Every Agent registered with a DAAP-conpliant Authorization Server
receives a Decentralized Identifier of the form

di d: grant ex: <agent _i d>

where <agent _id> is a ULID (Universally Unique Lexicographically
Sortable Identifier) [ULID prefixed with ag_.

Exanpl e:
di d: grant ex: ag_01HXYZ123abcDEF456ghi
2.2. ldentity Docunent

The DID resolves to an identity docunent at the Authorization Server.
The docunment MJST contain the follow ng fields:
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{
"@ontext": "https://grantex.dev/vl/identity",
"id": "did:grantex:ag_01HXYZ123abcDEF456ghi ",
"devel oper": "org_yourconpany",
"name": "travel - booker",
"description": "Books flights and hotels on behal f of users",
"decl aredScopes": ["cal endar:read", "paynents:initiate:max_500"],
"status": "active",
"createdAt": "2026-02-01T00: 00: 00Z",
"verificationMethod": [{
"id": "did:grantex:ag_01HXYZ123abcDEF456ghi #key- 1",
"type": "JsonWebKey2020",
"publicKeyJdwk": { "..." : "..." }
}H
}

2.3. Key Managenent

Aut hori zation Servers MJST adhere to the foll ow ng key nanagenent
requirenents:

* Authorization Servers MJIST use RS256 ( RSASSA- PKCS1-v1l 5 using SHA-
256) [RFC7518] for signing Grant Tokens.

* Private signing keys MJST never be transnitted or stored outside
the Authorization Server’s trust boundary.

* Public keys MJST be published at /.well-known/jwks.json as a JWK
Set [ RFC7517].

* Key rotation MIUST be supported wi thout changing the Agent’s DI D or
i nval i dating existing, unexpired Grant Tokens. Rotated keys MJUST
remain in the JWS until all tokens signed with them have expired.
3. Scope Format and Registry
3.1. Fornmat
Scopes are perm ssion strings of the form
resource: action[:constraint]

wher e:

* resource identifies the data or service being accessed (e.qg.,
cal endar, paynents, emil)
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3. 2.

action identifies the operation (e.g.,

initiate, delete)

constraint is an optiona
spending limt)

St andard Scope Registry

DAAP

read, wite,

limting parameter (e.g.

March 2026

send,

max_500 for a

The foll owi ng scopes constitute the normative standard registry.
| npl enent ati ons MJST support al
the resources they expose:

Kumar

standard scopes that are relevant to

Scope | Description |
[} gt ————————————_ s p—p——_—r
cal endar: read | Read cal endar events |
------------------------- O
calendar:wite | Create, nodify, and delete |
| cal endar events |
------------------------- o m e e e e e e e e oo
emai |l : read | Read emmil nessages |
------------------------- o e e e e e e e e e o oo+
emai | : send | Send emmils on the |
| Principal’s behalf |
------------------------- T T
emai |l : del ete | Delete email nessages |
------------------------- o e e e e e e e e e+
files:read | Read files and documents |
------------------------- O
files:wite | Create and nodify files |
------------------------- T L L
paynent s: r ead | View paynent history and |
| bal ances |
------------------------- o e e e e e e e e e o oo+
paynents:initiate | Initiate paynents of any |
| anmount |
------------------------- T T
paynments:initiate:max_N | Initiate paynents up to Nin |
| the account’s base currency
------------------------- o e e e e e e e e e o oo+
profile:read | Read profile and identity |
| information |
------------------------- T T
contacts: read | Read address book and |
| contacts |
------------------------- o e e e e e e e e e o oo+
Table 1
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3.3. Custom Scopes

Servi ces MAY define custom scopes using reverse-domain notation per
[ RFC3986] :

com stri pe. charges: creat e: max_5000
i 0.github.issues:create

Cust om scopes MJIST use reverse-donmain notation to avoid collisions
with the standard registry.

3.4. Scope Display Requirenents

Aut hori zation Servers MJST maintain a human-readabl e description for
each scope in their registry. Consent Us MJST display human-
readabl e descriptions to Principals, never raw scope strings.

4, Gant Authorization Flow

4.1. Overview

The DAAP grant flow is nodelled on the QAuth 2.0 Authorization Code
flow [RFC6749] with the followi ng adaptations: the client is always a
Devel oper (identified by an APl key), the resource owner is a
Principal identified by the Developer’s internal user identifier, and
the resulting token carries agent-specific clains.
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Devel oper App Aut hori zation Server Pri nci pal
I

I I
POST /v1/authorize | |

I
| {agentld, principalld, | |
| scopes, redirectUri} | |

{aut hRequest 1 d, | |
consent Url } | |

redirect uUser --------------------------------- >|

I

|<--- -

| Principal approves |
I

POST /v1/token | |
{code, agentld} | |

| {grant Token, | |
| refreshToken} | |
4.2. Authorization Request
The Devel oper initiates the flow by sending:
POST /v1/aut hori ze

Aut hori zation: Bearer <api_key>
Cont ent - Type: application/json

{
"agentld": "ag_01HXYzZ123abc",
"principalld"': "user_abc123",
"scopes": ["cal endar:read", "paynents:initiate:max_500"],
"expireslin": "24h",
"redirectUri": "https://yourapp.com aut h/cal | back",
"state": "<csrf _token>",
"audi ence": "https://api.targetservice.cont
}
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The audience field is OPTIONAL. Wen present, it MJST be enbedded as
the aud claimin the issued Grant Token. The state parameter is
REQUI RED and MUST be validated by the Devel oper’s call back handler to
prevent CSRF attacks. The redirectUi MJST match a URl pre-
registered for the Agent at the Authorization Server

Aut hori zation Servers MJST reject requests whose redirectUi does not
exactly match a pre-registered value for the specified agentld.

Response 200 OK

{
"aut hRequest 1 d": "areq_O1HXYZ...",
"consentUrl": "https://consent.exanpl e.conf aut hori ze?req=eyJ...",
"expiresAt": "2026-02-01T00: 15: 00Z"

}

4.3. Consent U Requirenents
Aut hori zation Servers MJST render a consent U to the Principal that
di splays all of the following before the Principal approves or
deni es:
1. The Agent’s registered nanme and description

2. The Devel oper’s registered organi zati on nane

3. The full list of requested scopes w th human-readabl e
descriptions

4. The token expiry period

5. A prom nent deny/cancel action that is at |east as visually
promi nent as the approve action

4. 4. Token Exchange

After Principal approval, the Authorization Server calls
redi rect Ui ?code=AUTH_CODE&st at e=STATE

POST /v1/token
Aut hori zati on: Bearer <api_key>
Cont ent - Type: application/json

"code": "AUTH_CODE",
"agent|d": "ag_01HXYZ123abc"
}
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Response 200 K

{
"grant Token": "eyJhbGci O JSUzIl 1IN J9...",
"refreshToken": "ref O1HXYZ...",
"grantld": "grnt_O1HXYZ...",
"scopes": ["cal endar:read", "paynents:initiate:max_500"],
"expiresAt": "2026-02-02T00: 00: 00Z"
}

Refresh tokens are single-use. The Authorization Server MJST rotate
the refresh token on every use. Refresh tokens MJST be invalidated
when the underlying Grant is revoked.

5. Gant Token For mat

5.1. JOCSE Header

{
"al g": "RS256",
"typ': "JW,
"kid": "<key_id>"
}

The alg field MUST be RS256. Authorization Servers MJST NOT issue
tokens with any other algorithm Verifiers MJST explicitly reject
tokens with any al g val ue other than RS256, including none and HS256

5.2. JW dains

{
"iss": "https://as. exanpl e. cont,
"sub": "user_abcl123",
"aud": "https://api.targetservice.cont,
"agt": "did:grantex:ag_01HXYZ123abc",
"dev": "org_yourconpany",
"grnt": "grnt_O1HXYZ...",
"scp": ["cal endar:read", "paynments:initiate: max_500"],
"bdg": 5000,
"iat": 1709000000,
"exp": 1709086400,
"jti": "tok 01HXYZ987xyz"
}

The following clains are defined by this specification
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[ ool oo e oo s o e s )
| daim]| Type | Required | Description |
[ ettty e —————— L ppp—p————— = —p—_———————(——(—(——————r L
| iss | string | REQUI RED | Authorization Server |
| | | | identifier URI |
dememaas . Ry T +
| sub | string | REQUI RED | Principal identifier |
N o m e e e oo - Fomm oo - St +
| aud | string | OPTIONAL | Intended audi ence |
| | | | (target service URI) |
S D . Focmmnaaann e +
| agt | string | REQUI RED | Agent DI D |
ommma - R T +
| dev | string | REQUI RED | Devel oper organization |
| | | | identifier |
AR, S TS o e e e e e e e e oo oo +
| grnt | string | REQURED | Grant identifier (used |
| | | | for revocation | ookup)

Fommma - I T o meemeeeeeeaciaeaaaas +
| scp | string[] | REQU RED | Array of granted scope

| | | | strings |
AR, S TS o e e e e e e e e oo oo +
| bdg | nurber | OPTIONAL | Renmi ni ng budget anount

| | | | (see Section 10) |
Fommma - I T o meemeemeemeaeciaeaaaas +
| iat | NurericDate | REQURED | |ssued-at tine |
R, S TS o e e e e e e oo +
| exp | NunericDate | REQU RED | Expiration tine |
S DT . Focmnnaaann e +
| jti | string | REQUIRED | Unique token identifier |
| | | | (for replay prevention) |
N o m e e e oo - Fomm oo - St +

Table 2

5.3. Token Validation
Services receiving a Grant Token MJST verify all of the foll ow ng:
1. The token signature is valid, verified using the JW Set
published at {iss}/.well-known/jwks.json, with the key identified
by ki d.

2. The al g header value is RS256. Tokens with any other alg MJST be
rej ect ed.

3. The exp claimhas not passed (allowi ng for a reasonabl e cl ock
skew of no nore than 300 seconds).
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4. 1f the service has a registered audience identifier, the aud
claimmtches that identifier.

5. The scp array contains all scopes required for the requested
operati on.

6. If the bdg claimis present and the operation has a cost, the bdg
value is sufficient for the operation

7. For high-stakes operations (see Section 5.4), the token has not
been revoked via the online verification endpoint.

5.4. Token Lifetinme Guidance

[} i ———————————————————————————— Ll U
| Use Case | Recommended |
| | Maxi mum TTL |
| High-stakes actions (paynents:initiate, | 1 hour |
| email:send, files:wite) | |
T o e e e e e e oo +
| Standard agent tasks | 8 hours |
o m m e e e e e e e e e e e e e e e eeee— oo o m e e e e e e aao o +
| Long-runni ng background agents | 24 hours |
o m m e e e e e e e e e e e e e e e e eo— oo - o e e e e a e oo oo +

Table 3
I npl enent ati ons cachi ng revocation state MJUST NOT cache for | onger
than 300 seconds (5 minutes). Services processing high-stakes scopes
(paynents:initiate, email:send, files:wite) SHOULD perform online
verification for each token use.
6. Token Revocation
6.1. Revoke a Grant

DELETE /v1/grants/{grantld}
Aut hori zation: Bearer <principal _token>

Effect: all active Grant Tokens issued under this Gant are
i medi ately invalidated. The Grant record is marked revoked with a
ti mestanp.

6.2. Revoke a Specific Token
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POST /v1/tokens/revoke
Aut hori zation: Bearer <api_key>
Cont ent - Type: application/json

{
"jti": "tok 01HXYZ987xyz"

}
Response: 204 No Content.

6.3. Online Verification

6

7

7

POST /v1/tokens/verify
Aut hori zation: Bearer <api_key>
Cont ent - Type: application/json

"token": "eyJhbGci G JSUzIl 1IN J9..."

}

Response 200 K

{ .
"valid": true,
"grantld": "grnt_O1HXYZ...",
"scopes": ["cal endar:read"],
"principal": "user_abc123",
"agent": "did: grantex:ag 01HXYZ123abc",
"expiresAt": "2026-02-02T00: 00: 00Z"

}

4. JTI Replay Prevention

Aut hori zation Servers MJST track all issued jti values for the

lifetime of the corresponding token. |If a jti value is presented for

verification nore than once within its validity w ndow, the

Aut hori zati on Server MJUST return valid: false and SHOULD | og an
anomal y event.

Audit Trail

1. Log Entry Schema
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{
"entryld": "al og_O01HXYZ...",
"agentld": "did:grantex:ag 01HXYZ123abc",
"grantld": "grnt_ O1HXYZ. ..",
"principalld": "user_abcl123",
"devel operld": "org_yourconpany",
"action": "paynent.initiated",
"status": "success",
"met adat a": {
"amount": 420,
"currency": "USD',
"merchant": "Air India"
},
"timestanp": "2026-02-01T12: 34: 56. 789Z2",
"hash": "sha256:abc123...",
"prevHash": "sha256:xyz789..."
}

action values use the format resource.verb (e.g., paynment.initiated,
emai | . sent). status MJST be one of success, failure, or bl ocked.

Hash Chain

Each entry’'s hash is conputed as a SHA-256 di gest [ RFC4648] over a
canoni cal representation of the entry:

hash = SHA-256( canoni cal _json(entry_wi t hout hash) || prevHash)

where canonical _json serializes all fields as a JSON obj ect [ RFC8259]
with keys sorted al phabetically, and prevHash is the null string for
the first entry in a chain. This construction nmakes any
retrospective nodification to a historical entry detectable, as it

i nval i dates all subsequent hashes.

Audit Log Requirenents

* Audit log entries MUST be append-only at the APl level. No update
or delete endpoints for audit entries are permtted.

* The Authorization Server MJST reject requests to nodify or delete
audit entries.

*  The conplete audit log for a G ant MJUST remai n accessible after
the Grant is revoked, for a mininumretenti on period determ ned by
the depl oynent’s conpliance requirenents.

Mul ti-Agent Del egation
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Del egati on Token C ai s

VWhen Agent A spawns Agent B, B's Grant Token MJST carry del egation
clains linking it to the original Principal’s authorization:

{

"sub": "user_abc123",

"agt": "did:grantex:ag_B 456",
"parent Agt": "did:grantex:ag A 123",
"parentGrnt": "grnt_parent XYZ",
"scp": ["emuil:read"],

"del egationDepth": 1

}

Addi ti onal del egation cl ai ns:

[ el et el
| daim | Type | Description |
| parent Agt | string | DI D of the delegating (parent) Agent |
o e e e oo S R o e e e e e e e e e e e e e e me oo +
| parent G nt | string | Gant ID of the parent G ant |
o e e e oo S T +
| del egationDepth | integer | Nunber of hops fromthe root Gant; |
| | | O for root Grants |
o e e e e oo - B o m e e e e e e e e e e e e e e e e e e o +

Del egati on Rul es

* Sub-agent scopes MJST be a strict subset of the parent Grant’s scp
array. Authorization Servers MJST reject del egation requests
whose requested scopes are not fully contained in the parent
token’s scp claim

* del egati onDepth MJST be increnented by exactly 1 at each hop.

* I nplenentati ons MIST enforce a devel oper-confi gurabl e del egation
depth limt. The RECOWENDED default limt is *3*.
| mpl enent ati ons MJUST enforce a hard cap of *10* regardl ess of
devel oper configuration.

* The expiry of a delegated Grant Token MJUST NOT exceed

m n( parent _token_exp, now + requested_expires_in).

Del egati on Endpoi nt
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POST /v1/grants/del egate
Aut hori zation: Bearer <api_key>
Cont ent - Type: application/json

{
"parent Grant Token": "eyJhbGci G JSUzI 1Ni J9...",
"subAgent1d": "ag_01HXYZ sub",
"scopes": ["emuail:read"],
"expiresin': "1h"
}

The Aut horization Server MJST:
1. Validate that the parent Grant has not been revoked.

2. Reject with 400 if any requested scope is not present in the
parent token’s scp claim

3. Reject with 400 if the resulting del egati onDepth woul d exceed the
configured limt.

4. Reject with 404 if subAgentld does not belong to the
aut henti cat ed Devel oper.

5. Conpute expiry as mn(parent token exp, now + expiresln).

Response 201 Creat ed:

{
"grant Token": "eyJhbGci O JSUzl 1IN J9...",
"grantld": "grnt_O01HXYZ_sub",
"scopes": ["email:read"],
"expiresAt": "2026-02-01T01: 00: 00Z"
}
Cascade Revocation

Revoking a Grant via DELETE /vl/grants/:id MJST atomically revoke all
descendant Grants -- that is, all Grants whose parent_grant _id traces
back to the revoked Grant at any depth. Authorization Servers SHOULD
i npl ement this as a single recursive database transaction to

elim nate any wi ndow during which descendant tokens remain valid.

Conf or mance Requirenents

A conformant DAAP Aut horization Server MJST expose the follow ng
endpoi nts:
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| Endpoi nt | Description |
[ oo by oo e
| POST /vl/agents | Register an Agent |
o e e e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| POST /vl/authorize | Initiate the grant authorization flow |
Fom e e e e e oo o o m e e e e e e e e e e e e e e e e e e e e aa oo +
| POST /v1/token | Exchange authorization code for Gant Token |
o e e e oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| POST /vl/tokens/ | Online token verification |
| verify | |
o e e oo o m m e e e e e e e e e e e e e e e e e em e eaao o +
| POST /v1/tokens/ | Revoke a specific token by JTI |
| revoke | |
o e e e oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| GET /vl/grants | List a Principal’s active Grants |
o e e e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| GET /vl/grants/:id | Retrieve a single G ant |
Fom e e e e e oo o o m e e e e e e e e e e e e e e e e e e e e aa oo +
| DELETE /v1/ | Revoke a Grant (cascades to all |
| grants/:id | descendants) |
o e e e e oo oo e e e e e e e e e e e e e e e e e e e e oo +
| POST /v1/grants/ | I'ssue a del egated sub-agent G ant |
| del egate | |
Fom e e e e e oo o o m e e e e e e e e e e e e e e e e e e e e aa oo +
| POST /vl/audit/log | Wite an audit log entry |
o e e e oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| GET /vl/audit/ | Query the audit |og |
| entries | |
o e e oo o m m e e e e e e e e e e e e e e e e e em e eaao o +
| GET /vl/audit/:id | Retrieve a single audit log entry |
Fom e e e e oo o et +
| GET /.well-known/ | JWK Set for offline token verification |
| jwks.json | |
o e e e e o s o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| GET /health | Health check |
Fom e e e e e oo o o m e e e e e e e e e e e e e e e e e e e e aa oo +
Table 5

The foll owi ng endpoints are OPTIONAL. |nplenentations that choose to
support an optional extension MJST inplenent it as specified in this
docunent :

* *Policy Engine*: POST /vl/policies, GET /vl/policies, CET /vl/
policies/:id, PATCH /vl/policies/:id, DELETE /vl/policies/:id
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*  *Webhooks*: POST /v1l/webhooks, GET /vl/webhooks, DELETE /v1/
webhooks/:id

* *Anomaly Detection*: POST /v1l/ anonulies/detect, GET /v1l/ anonulies,
PATCH /v1/anonual i es/:id/acknow edge

* *Enterprise SCIM 2.0*: /scimv2/ endpoints as defined in RFC
7642/ 7643/ 7644

* *SSO (A DC)*: PCST /vl/ssol/config, GET /sso/login, GET /ssol/
cal | back

* *Budget Control s*: POST /vl/budget/allocate, POST /vl/budget/
debit, GET /v1/budget/bal ance/:grantld, GET /v1l/budget/
transactions/:grantld (see Section 10)

* *Event Streami ng*: GET /vl/events/stream (SSE), GET /vl/events/ws
(WebSocket) (see Section 11)

* *Credential Vault*: POST /vl/vault/credentials, GET /vl/vault/
credentials, DELETE /vl/vault/credentials/:id, POST /vl/vault/
exchange (see Section 12)

* *External Policy Backends*: OPA (POST /vl/datal/grantex/authz) and
Cedar (POST /vl/is_authorized) integration (see Section 13)

Budget Control s
1. Purpose
Budget Controls provide per-grant spending limts that constrain the
total nonetary val ue of actions an Agent may perform under a single
Grant. This extension is critical for agents operating in financial
contexts (e.g., paynents:initiate) where unconstrai ned spendi ng coul d
cause irreversible harm
2. Budget Allocation

A Devel oper allocates a budget to a Grant by sendi ng:
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POST /v1/budget/all ocate
Aut hori zation: Bearer <api_key>
Cont ent - Type: application/json

"grantld": "grnt_ O1HXYZ...",
"amount": 10000,
"currency": "USD'

}
Response 201 Creat ed:
.
"id": "bdgt_ O1HXYZ...",
"grantld": "grnt_O1HXYZ...",
"initial Budget": 10000,
"remai ni ngBudget": 10000,
"currency": "USD',
"createdAt": "2026-02-01T00: 00: 00Z"
}

March 2026

A Grant MUST NOT have nore than one active budget allocation.
Aut hori zation Servers MJST reject allocation requests for Gants that

al ready have an active allocation.

3. Budget Debit

Services debit froma Grant’s budget using an atonic operation:

PCST /v1/ budget/ debi t
Aut hori zation: Bearer <api_key>
Cont ent - Type: application/json

{
"grantld": "grnt_ O1HXYZ...",

"amount": 250,
"description": "Flight booking -

}
Response 200 OK:

{
"remai ni ng": 9750,
"transactionld": "btxn_ O1HXYZ..."

}

DEL to BOM',
"metadata": { "merchant": "Air India" }
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Aut hori zation Servers MJST inpl enent budget debit as an atomic
operation (e.g., UPDATE ... WHERE remmining >= anount). |f the
remai ni ng budget is insufficient, the Authorization Server MJST
respond with 402 Paynent Required and the error code

I NSUFFI CI ENT_BUDGET.

10.4. The bdg JWI d aim

VWhen a Grant has an active budget allocation, the Authorization
Server SHOULD include the bdg claimin issued G ant Tokens. The
val ue MUST be the renmining budget anmobunt at the tinme of token

i ssuance.

Services receiving a Grant Token with a bdg claimMAY use it for

| ocal pre-flight budget checks. However, the bdg claimis advisory
-- the atomic debit endpoint remamins the authoritative nmechani smfor
budget enforcenent.

10.5. Threshold Alerts

Aut hori zation Servers inplementing Budget Controls MJST emt events
when budget utilization crosses predefined threshol ds:

| Threshold | Event Type | Description |
| 50% consumed | budget.threshold | Warning: half of the budget |
| | | has been consuned
oo s o e e e oo o m e e e e e iee i +
| 80% consumed | budget.threshold | Alert: budget is running |
| | | 1 ow
o e e e e o - o e e e e a e oo m o +
| 100% | budget . exhausted | Budget fully consuned;
| consuned | | subsequent debits will fail
oo s o e e e oo o m e e e e e iee i +
Table 6

These events MJST be delivered via the configured webhook endpoints
and SHOULD be delivered via the event stream ng endpoints
(Section 11) if the extension is supported.

10. 6. Budget Bal ance and Transaction History

GET /v1/ budget/ bal ance/ {grant|d}
Aut hori zation: Bearer <api_key>

Returns the current Budget Al |l ocati on object.

Kumar Expi res 3 Septenber 2026 [ Page 23]



I nternet-Draft DAAP March 2026
GET /v1/budget/transactions/{grantld}
Aut hori zation: Bearer <api_key>

Returns a paginated list of all debit transactions for the specified
Grant’s budget.

11. Event Stream ng

11.1. Purpose
Event Stream ng provides real-tinme delivery of authorization
lifecycle events to connected clients. This extension conplenments
webhooks by of fering a persistent connection nodel suitable for

dashboards, nmonitoring systems, and real-tine alerting.

11. 2. Event Types

| Event Type | Description |
| grant.created | A new Grant has been issued |
oo o - oo e e e e e e e e e e oo oo oo +
| grant.revoked | A Grant has been revoked |
o e e oo o m e e e e e e e e e ee e +
| token.issued | A new Grant Token has been issued |
o e e e e a e oo m o mm e e e e e e e e e e e e e e e e me e mamo +
| budget.threshold | A budget threshold has been crossed |
oo o - oo e e e e e e e e e e oo oo oo +
| budget . exhausted | A budget has been fully consuned |
o e e oo o m e e e e e e e e e ee e +

11.3. SSE Endpoi nt
GET /vl/events/stream
Aut hori zation: Bearer <api_key>
Accept: text/event-stream

The Authorization Server MJST inpl enent Server-Sent Events [ SSE]
delivery. Events are formatted as:

event: grant.created

data: {"grantld":"grnt_O1HXYZ...","agentld":"ag_ O1HXYZ...","timestanmp":"2026-02-01T0O: 00:
00z"}

event: budget.threshold

data: {"grantld":"grnt_ O1HXYZ...","threshol d": 80, "renai ni ng": 2000, "ti nestanp":"2026- 02-01
TO1: 00: 002"}
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12.

12.

12.

4. \WebSocket Endpoi nt

GET /vl/events/ws

Upgr ade: websocket

Connection: Upgrade

Aut hori zati on: Bearer <api_key>

WebSocket connections receive the same event payl oads as SSE
serialized as JSON nessages. The Authorization Server MJST send
periodic ping frames (RECOMVENDED i nterval: 30 seconds) to detect
stal e connecti ons.

5. Connection Limts

Aut hori zation Servers MJST enforce a maxi mum nurber of concurrent
event stream ng connections per Devel oper. The RECOMVENDED limt is
*5* concurrent connections. Wen the limt is exceeded, the

Aut hori zation Server MJST reject new connections with 429 Too Many
Requests.

6. Event Delivery Cuarantees
Event Stream ng provi des at-npst-once delivery semantics. For
guarant eed delivery, Devel opers SHOULD use webhooks, which provide
at-least-once delivery with persistent retry.

Credential Vault
1. Purpose
The Credential Vault provides encrypted per-user credential storage,
enabling a token-to-credential exchange pattern where an Agent
presents a valid G ant Token and receives the associ ated service
credentials in return. This elimnates the need for Agents to store
| ong-lived secrets directly.

2. Credential Storage
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POST /vl/vault/credentials
Aut hori zation: Bearer <api_key>
Cont ent - Type: application/json

{
"principalld': "user_abc123",
"service": "stripe",
"credential s": {
"api Key": "sk_ live_...",
"webhookSecret": "whsec ..."
},
"scopes": ["paynments:initiate"]
}

Credentials MJIST be encrypted at rest using AES-256-GCM or an

equi val ent authenticated encryption algorithm The encryption key
MUST be derived froma key nmanagenent system (KVS) that is separate
fromthe database storing the ciphertext.

3. Credential Exchange

An Agent exchanges a valid G ant Token for the associated
credenti al s:

POST /v1/vaul t/ exchange
Aut hori zation: Bearer <grant_token>
Cont ent - Type: application/json

{
}

The Authorization Server MJST verify the G ant Token before returning
credentials. The response MUST only include credentials whose
required scopes are a subset of the Gant Token's scp claim

"service": "stripe"

4. Credential Lifecycle

* Credentials MIST be automatically del eted when the associ at ed
Principal revokes all Grants for the associated Agent.

* Devel opers MAY delete credentials at any tine via DELETE
/vl/vault/credentials/:id.

* The Authorization Server MIST log all credential access events in
the audit trail.

Kumar Expi res 3 Septenber 2026 [ Page 26]



Internet-Draft DAAP March 2026

13.

13.

13.

13.

External Policy Backends
1. Purpose

While the built-in Policy Engine (Section 14) is sufficient for
sinmple all ow deny rul es, production deploynents often require
integration with dedicated policy decision points (PDPs) that support
richer policy |anguages. This extension defines the integration
pattern for two external policy backends: Open Policy Agent (OPA)

[ OPA] and Cedar [ CEDAR].

2. Policy Evaluation Context

Aut hori zation Servers MJST construct the follow ng eval uati on context
and send it to the configured external backend:

{
"subject": {
"type": "agent",
"id": "did:grantex:ag_01HXYZ123abc",
"devel oper"”: "org_yourconpany”
1
"resource": {
"type": "grant",
"scopes": ["cal endar:read", "paynents:initiate: max_500"]
"action": {
"name": "authorize"
},
"context": {
"principalld': "user_abc123",
"timestanp": "2026-02-01T12: 00: 00Z",
"i pAddress": "203.0.113. 42"
}
}

Thi s evaluation context is intentionally aligned with the OpenlD
Aut hZEN [ AUTHZEN] subj ect/resource/ action/ context nodel

3. OPA Integration

Aut hori zation Servers supporting OPA MIUST send a POST request to the
confi gured OPA endpoi nt:

Kumar Expi res 3 Septenber 2026 [ Page 27]



Internet-Draft DAAP March 2026

13.

13.

POST {OPA URL}/v1/data/ grant ex/authz
Cont ent - Type: application/json

"input": { ... evaluation context ... }
}
The OPA response MJST cont ai n:
{

"result": {

"allow': true

}

}

If result.allowis false, the Authorization Server MJST deny the
aut hori zation request. OPA policies are witten in Rego.

4. Cedar Integration

Aut hori zation Servers supporting Cedar MJST send a POST request to
the configured Cedar endpoint:

POST {CEDAR URL}/v1l/is_authorized
Cont ent - Type: application/json

{
"principal": "Agent::\"did: grantex:ag_ 01HXYZ123abc\"",
"action": "Action::\"authorize\"",
"resource": "Gant::\"grnt_ O1HXYZ. ..\"",
"context": { ... }
}

The Cedar response MJST contain:

"decision": "Al ow'

}

If decision is "Deny", the Authorization Server MJST deny the
aut hori zati on request.

5. Tinmeout and Fall back

Aut hori zation Servers MJST enforce a tineout on external policy
backend requests. The RECOMMENDED tineout is *5 seconds*. If the
backend does not respond within the tineout, the Authorization Server
MUST apply a configurable fallback policy:
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| Fall back Mode | Behavi or |
[& e bomesbemsfems e esos s esos e esos gl oe s ese s ese s ess s pe s fes e
| deny (default) | Deny the authorization request |
o a o o m e e e e e e e e eea oo +
| allow | Al'low the authorization |
| | request (use with caution) |
oo o - o m e e e e e e e e e +
| builtin | Fall back to the built-in |
| | Policy Engine |
o a o o m e e e e e e e e eea oo +
Tabl e 8

The fall back node MJUST be configurable by the Devel oper. The default
MUST be deny (fail-closed).

Pol i cy Engi ne
1. Purpose
The Policy Engi ne eval uat es devel oper-defined rul es agai nst each
aut hori zati on request before the consent U is displayed. Policies

enabl e devel opers to auto-approve routine lowrisk requests and auto-
deny requests that violate organizational constraints.

2. FEffects
[ s s e e e e
| Effect | Description |
| auto_approve | Grant Token issued inmedi ately |
| without showi ng the consent U |
R T +
| auto_deny | Authorization request rejected |
| | imrediately with 403 Forbi dden |
oo Fo oo +
Table 9
3. Condition Fields
| Field | Type | Description |
[ oo ool e s ooy oo oo o e s s s s o}
scopes | string[] | Matches when the requested
I I
I I

I
scopes are a subset of this |
li st I
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. I s +
| principalld | string | Matches a specific Principal |
| | | identifier |
S TS oo m e e e e e e e e e e ao - +
| agentld | string | Matches a specific Agent |
| | | identifier |
I T T +
| timeWndow | object | Time constraint: { "startHour": |
| | | N, "endHour": N, "days": [1..7] |
| | | } where days are | SO weekday |
| | | integers (1=Monday, 7=Sunday) |
. Ry NN +

Tabl e 10
4. Evaluation O der
Pol i cy evaluati on MJUST follow this order:
1. If an external policy backend (Section 13) is configured, the
eval uation context is sent to the backend first. |[If the backend

returns a decision, that decision is final

2. auto_deny rules are evaluated first. The first matching deny
rule wins and the request is rejected i medi ately.

3. auto_approve rules are evaluated next. The first matching all ow
rul e causes the Grant Token to be issued

4. 1f no rule matches, the consent U is displayed to the Principal

This ordering ensures that restrictive policies cannot be bypassed by
a conflicting allow rule.

Anonal y Det ection
1. Purpose
The anomaly detection system nonitors Agent behavior at runtine
agai nst each Agent’'s established activity baseline. It identifies
behavi oral devi ations and surfaces themto Devel opers for review.
2.  Non-Bl ocki ng Requi renent
Anomal y detecti on MIUST NOT bl ock token issuance. Detection operates

asynchronously as an advisory layer. Authorization Servers MJST NOT
del ay Grant Token responses pendi ng anonaly anal ysis.
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3. Anomaly Types

[} gl ——————————— s p—p—p—_—r
| Type | Description |
[ ety s el
| unusual scope_access | Agent requested scopes outside its

| | established pattern |
o e e e e e e oo o e e e e e e e e e e e e e e e e e o +
| high_frequency | Token issuance rate significantly

| | exceeds the agent’s baseline |
g o m e e e e e e e e eeee e +
| off hours_activity | Activity detected outside the |
| | Principal’s normal active hours |
o e e e e e e oo o e e e e e e e e e e e e e e e e e o +
| new_princi pal | Agent is requesting access for a

| | previously unserved Principal |
g o m e e e e e e e e eeee e +
| cascade_del egati on | Del egation chain depth approaching

| | or exceeding configured limts |
o e e e e e e oo o e e e e e e e e e e e e e e e e e o +

Tabl e 11

4. Severity Levels

Anonmal y severity MJST be one of: low, nmedium high, critical
Security Considerations

1. AlgorithmRestrictions

Al Grant Tokens MJST be signed with RS256 (RSASSA-PKCS1-v1l 5 with
SHA-256). Symmetric signing al gorithns, including HS256, are NOT
PERM TTED. All verifiers MJUST explicitly reject tokens presenting
al g: none or any symretric algorithm regardless of library defaults.
This prevents al gorithm confusion attacks as described in [ RFC8725].

RSA key noduli MUST be at |east 2048 bits. Authorization Servers
generating or inporting signing keys MIST enforce this m nimm

2. Token Replay Prevention

Every issued Grant Token carries a unique jti claim Authorization
Servers providing online verification MIST track issued jti val ues
and reject any verification request presenting a jti that has already
been used, for the full lifetime of the token
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3. CSRF and Redirect URI Security

The state paraneter in the authorization request MIST be a
cryptographically random unpredictable val ue generated per-request.
Devel oper cal |l back handl ers MJUST validate the returned state val ue
agai nst the value sent in the original request.

Redi rect URIs MJST be pre-registered by the Devel oper for each Agent.
Aut hori zation Servers MJST perform exact-match conpari son of the
redirectUri in each authorization request against the pre-registered
set. Prefix matching and wil dcard natching are NOT PERM TTED.

4. Scope Reduction for Del egation

Del egated Grant Tokens MUST carry a scope set that is a strict subset
of the parent Grant’s scope set. Authorization Servers MJST enforce
this at token issuance tine; it MJST NOT be enforced only at
verification tine.

5. Revocation Propagation

Aut hori zation Servers MJST propagate grant revocation to all
descendant grants atomically. The naxi mum all owabl e | at ency between
a revocation request and the invalidation of all descendant tokens
via the online verification endpoint is inplenentation-defined, but

i mpl ement ati ons SHOULD t arget sub-second propagation

I npl enent ati ons caching revocation state MJUST NOT cache for | onger
t han 300 seconds.

6. Consent U Integrity

Consent U's MUST display the agent nane, devel oper nane, all
requested scopes with human-readabl e descriptions, token expiry, and
a prom nent deny/cancel action. This information MJST be sourced
fromthe Authorization Server’'s registry, not fromthe authorization
request itself, to prevent a malicious Devel oper from displaying

m sl eadi ng scope descriptions.

7. Audit Log Integrity

The hash-chain construction defined in Section 7 ensures that any
nmodi fication to a historical audit entry is detectable.

| mpl enent ati ons MJUST store audit log entries in an append-only manner
and MJST expose no APl for nodification or deletion of audit entries.
Audit | og export inplenmentations SHOULD verify the hash chain before
serving exports.
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8. Enterprise ldentity Security

SSO cal | back handl ers MJST validate both the state (CSRF protection)
and nonce (replay protection) paraneters before establishing a
session. |D tokens received in the SSO cal | back MJUST be
cryptographically verified against the identity provider’'s JVWKS
endpoi nt before any clains are trusted.

SCI M provi si oni ng endpoints MJST authenticate via a credential (SClM
Bearer token) that is entirely separate fromthe Devel oper APl key
infrastructure. Conprom se of a Devel oper APl key MUST NOT grant
access to SCI M provisioning endpoints, and vice versa.

9. Budget Security

Budget debit operations MJST be inplenmented as atom c dat abase
operations (e.g., UPDATE ... SET renmaining = renmining - amunt WHERE
remai ning >= anmount). Non-atomic inplenentations risk race
conditions that could allow spendi ng beyond the allocated budget.

The bdg JWI claimis advisory and MJUST NOT be used as the sole
mechani sm for budget enforcenent. Services MJST use the atom c debit
endpoint for authoritative budget checks.
10. Credential Vault Security
Credentials stored in the Vault MJST be encrypted at rest using
aut henti cated encryption (AES-256-GCM or equivalent). Encryption
keys MJST be managed by a dedi cated KM5 and MJUST NOT be stored
al ongsi de the ci phertext.
Al'l credential access events (store, retrieve, exchange, delete) MJIST
be logged in the audit trail with the credential identifier but NOT
the credential val ue.

I ANA Consi derations
1. JW Cainms Registration

Thi s docunent requests registration of the following clains in the
| ANA "JSON Web Token C ai nms" registry established by [ RFC7519]:

agt :
Cl ai m Name: agt

Cl ai m Description: Agent Decentralized ldentifier
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Change Controller: |ETF
Speci fication Docunent: This docunent, Section 5
dev:
Cl ai m Name: dev
Cl ai m Description: Devel oper organi zation identifier
Change Controller: |ETF
Speci fication Docunent: This docunent, Section 5
grnt:
Cl ai m Name: grnt
ClaimDescription: Grant identifier for revocation | ookup
Change Controller: |ETF
Speci fication Docunment: This docunent, Section 5
scp:
Cl ai m Name: scp
ClaimDescription: Array of granted authorization scope strings
Change Controller: |ETF
Speci fication Docunment: This docunent, Section 5
bdg:

d ai m Nane: bdg

Cl ai m Descri ption: Remmining budget anount for the G ant
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Change Controller: |ETF
Speci fication Docunment: This docunent, Section 10
par ent Agt :
Cl ai m Name: par ent Agt
ClaimDescription: DID of the del egating parent Agent
Change Controller: |ETF
Speci fication Docunent: This docunent, Section 8
parent G nt:
Cl ai m Name: parent G nt
ClaimDescription: Grant identifier of the parent G ant
Change Controller: |ETF
Speci fication Docunment: This docunent, Section 8

del egat i onDept h:
Cl ai m Name: del egati onDepth

March 2026

Cl ai m Description: Nunber of delegation hops fromthe root G ant

Change Controller: |ETF

Speci fication Docunment: This docunent, Section 8
17.2. Well-Known URI Registration

No new Wl | -Known URIs are defined by this specification.

I mpl enent ati ons use the existing /.well-known/jwks.json path

est abl i shed by [ RFC8414].
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Appendi x A, Conparison with QAuth 2.0 Extensions

DAAP shares QAuth 2.0's fundamental grant nodel but differs in the
foll owi ng respects:

*versus RFC 6749 (QAuth 2.0):* QAuth 2.0 defines a general - purpose
del egat ed authorization framework. DAAP specializes this for Al
agents by: adding cryptographic agent identity (DI D); defining agent-
specific JW clains (agt, dev, grnt, scp, bdg); nandati ng RS256

excl usi vely; and addi ng the del egation, audit, policy, anonmaly
detection, budget controls, event streaming, credential vault, and
external policy backend subsystens.
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*versus RFC 8693 (Token Exchange):* Token Exchange [ RFC8693] enabl es
a client to exchange one token for another, including inpersonation
and del egati on use cases. DAAP s del egati on nodel serves a narrower
purpose -- chaining Al agent sub-authorizations back to a human
principal -- and adds depth-limting and cascade revocation senantics
not present in RFC 8693.

*versus RFC 7662 (Token Introspection):* Token Introspection

[ RFC7662] defines an endpoint for resource servers to query token

nmet adata. DAAP's /vl/tokens/verify endpoint serves a simlar purpose
but returns DAAP-specific fields (agent, principal, scopes) and is
used by agent-side SDKs rather than resource servers.

endi x B. Inplementation Report

Thi s appendi x docunents the conformance status of the reference

i mpl ementati on and SDK coverage as of March 2026. A detailed

i npl ementation report is available at docs/ietf-draft/inplenentation-
report.nd in the Grantex repository.

Ref erence Aut hori zation Server
The Grantex authorization server (Fastify + PostgreSQ + Redis)

i npl ements all REQUI RED endpoints and the followi ng OPTI ONAL
ext ensi ons:
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| Extension | Status | Notes |
[ ooy oo s oo oo s
| Policy Engine | I'nmplemented | Built-in + OPA + Cedar backends |
Fom e S o m o oo +
| Webhooks | I'nplenented | Persistent retry with |
| | | exponential backoff |
o e e e e oo - o m e e e oo - St +
| Anonmaly | I'nmplemented | 5 anomaly types, async worker |
| Detection | | |
Fom e S o m o oo +
| SCiM2.0 | I'nmplenmented | Full RFC 7643 conpliance |
Fom e S o m oo +
| SSO (A DC) | I'nplemented | Authorization Code + PKCE |
o e e e oo S o e e e e e e e e e e e e e e +
| Budget Controls | Inmplemented | Atom c debit, threshold alerts |
Fom oo S o m o oo +
| Event Streaming | Inplemented | SSE + WebSocket |
Fom oo S o m o e e +
| Credential | I'nmplenmented | AES-256-GCM encryption |
| Vault | | |
o e e e e oo S oo m e e e e e e e e e e ao - +
| External Policy | Inplemented | OPA + Cedar with tineout/ |
| Backends | | fallback |
Fom e S o m o e e +
Table 12
~362 autonated tests pass across all features.
B.2. SDK Cover age
[ oo oo ey e puenge e pee e pefeny e pejet - g pu e -l pu s pefefety e p e pt O
| SDK | Language | Version | Core| Budget | Events | Vault |
B ety g ——_——" p—j————(——— plp—j—_— plp—p————— —j——————— jp—p——(——— o
| @rantex/ | TypeScript | 0.2.0 | Ful I'] Full | Full | Full |
| sdk I I I I I I I
Fomm e oo - Fomm e oo - B Fom e e e oo - Fomm e - o - N +
| grantex | Python | 0.2.0 | Ful'I'| Full | Full | Full |
R R R T S SRR AR, +
| grantex-go | Go | 0.1.2 | Ful'l'| Full | Full | Full |
S S S - S S +
Tabl e 13
Al'l SDKs pass the @rantex/conformance test suite.
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