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Abst ract

Si npl e Two-way Active Measurenment Protocol (STAMP), defined in RFC
8762 and RFC 8972, is expected to be able to nonitor the performance
of paths between systens that use a wide variety of encapsul ations.
Thi s docunent defines encapsul ati on and boot strappi ng of a STAMP test
sessi on over an MPLS Label Switched Path.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ RFC8762] and [ RFC8972] defined the base specification and optional
extensions of the Sinple Two-Way Active Measurenent Protocol (STAMP).
The reader is expected to be fanmiliar with the term nol ogy of

[ RFC8762] and [RFC8972]. STAMP can be used to measure packet | oss,
and packet del ay, detect packet re-ordering, and unwanted multiple
copi es of a STAMP packet. This document defines the encapsul ati on of
the STAMP test packet over a Miltiprotocol Label Sw tching (MPLS)
Label Switched Path (LSP). Al so, the use of LSP Ping [ RFC8029] to
bootstrap and control the path for the refl ected STAWP test packet is
di scussed in the docunent. [RFC8762] defined two nodes of a STAWP
Session-Reflector - Stateful and Stateless. Wile using the LSP Ping
extension to bootstrap a STAMP test session applies for both Session-
Refl ect or nodes, controlling the path for the reflected STAMP test
packet is appropriate for the Stateful npde of the Session-Reflector
only.
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Thi s docunment defines the STAMP Session ldentifier TLV as an
extension to LSP Ping [ RFC8029]. It is to be used to instruct the
STAMP Sessi on-Refl ector how to denultiplex incom ng STAMP test
sessions and a path to use for the reflected STAWP test packets. The
TLV will be allocated fromthe TLV and sub-TLV registry defined in

[ RFC8029]. As a special case, forward and reverse directions of the
STAMP test session can forma bi-directional co-routed associated
channel

1.1. Conventions Used in this Document
1.1.1. Abbreviations
STAMP: Sinpl e Two-way Active Measurenent Protoco
MPLS: Ml tiprotocol Label Switching
LSP: Label Switched Path
LSR: Label Switching Router
SSI D STAMP Session ldentifier
1.1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Encapsul ation of a STAMP Test Packet

STAMP can be used to neasure one-way and roud-trip packet |oss and
packet delay, and detect packet re-ordering, and unwarranted
replication of a STAWP test packet. [RFC8762] defined formats of a
STAMP test packet and reflected STAWMP test packet in unauthenticated
and aut henti cated nodes, respectively. These STAMP test packets can
be encapsulated in IP/UDP to be transmtted over an MPLS LSP as
fol |l ows:

* The STAMP test packet sent by the ingress Label Sw tching Router
(LSR) SHOULD be a UDP packet with a well-known destination port
862 [ RFC8762] and a source port assigned by the sender. The
destination UDP port MAY be selected fromthe Dynam c UDP ports
range. The nechani smused to select the port nunber fromthe
Dynam c range is outside the scope of this docunent.
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* The destination |IP address MJST be chosen fromthe 127/8 range for
I Pv4. For |Pv6, the destination address MJST be chosen fromthe
I Pv6 Dummy Prefix range
[ 1 ANA-1 Pv6- Speci al - Pur pose- Address-Regi stry]. Method of selecting
an | P address fromthe range is outside the scope of this
docunent .

* For the STAMP test packet, the sender MJST set the IP TTL or hop
limt to 255 [ RFC5082].

*  The source |IP address is a routable address of the sender
* The reflected STAMP test packets are UDP packets.

* The source | P address of a reflected STAMP test packet is a
rout abl e address of the STAMP Session-Refl ector

3. Bootstrap STAMP Using LSP Ping

A STAMP test session over an MPLS LSP can be bootstrapped using LSP
Ping, defined in [RFC8029]. To bootstrap a STAWMP test session, STAMW
Session ldentifier TLV MJUST be used. Wen LSP Ping is used to
bootstrap a STAWP test session, the Reply Mdde field SHOULD be set to
"Reply via an | Pv4/IPv6 UDP packet" (2) value. In sone environnents,
e.g., point-to-multipoint LSP, the Reply Mde field MAY be set to "Do
not reply" (1). The value of the Reply Mde field MIUST NOT be set to
"Reply via an | Pv4/IPv6 UDP packet with Router Alert" (3) [RFCI9570].
Thi s docunent defines a new TLV - the STAMP Session ldentifier (SSID)
TLV. The SSID TLV MUST contain the STAMP Session Identifier (SSID)

[ RFC8972] val ue and MAY contain none, one or nore sub-TLVs that can
be used to carry information about the path for reflected STAMP test
packet .

3.1. STAMP Session ldentifier TLV

The STAMP Session ldentifier TLV is an optional TLV within the LSP
Ping [ RFC8029]. The STAMP Session ldentifier TLV carries SSID val ue
and, optionally, information about the path onto which the STAMP
Sessi on-Refl ector MJUST transmit reflected STAMP test packets for the
gi ven STAMP test session. The format of the STAMP Session ldentifier
TLV is as presented in Figure 1.
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Fi gure 1: STAMP Session ldentifier TLV

STAMP Session ldentifier Type is a twd-octet field and has a val ue of
TBD1 (to be assigned by | ANA as requested in Section 5).

Length is a two-octet field equal to the length in octets of the
SSI D, UDP Destination Port Number, Reserved, and Sub-TLVs fi el ds.
The mi ni mum val ue MJST be ei ght.

SSIDfield is a twd-octet field that identifies the STAVP test
session at the STAMP Sessi on- Sender.

UDP Destination Port Number is a two-octet field. The field

i ndi cates the value of the UDP destination port in test packet
transmtted by the Session-Sender for the test session with SSID.

The Session-Sender MAY set the value of the field to 862 that is
assigned by | ANA as TWAMP- Test Receiver Port. |f the value of the
field is not equal to 862 then it MJST be one fromthe range of
Dynam ¢ ports, i.e., from49152 to 65535. Any other value of the UDP
Destination Port Number field is invalid and the Session-Refl ector
MJUST send an Echo Reply nmessage with the received STAMP Sessi on
Identifier TLV and set the Return Code field to "UDP Destination Port
Unavai |l abl e" (Section 5.2).
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Sub-TLVs field contains zero or nore sub-TLVs, i.e., nested TLVs that
have i ndependent types and MJST be four-octet aligned. This field
MAY be used to define the path of the reflected STAMP test packet.

In that case, Only non-nulticast Target FEC Stack sub-TLVs (already
defined or to be defined in the future) for TLV Types 1, 16, and 21
in the "Multiprotocol Label Switching (MPLS) Label Switched Paths
(LSPs) Ping Paraneters" registry are permitted to be used in this
field. Oher sub-TLVs MJUST NOT be used. (This inplies that
mul ti cast Target FEC Stack sub-TLVs, e.g., the Multicast P2MP LDP FEC
Stack sub-TLV and the Multicast MP2MP LDP FEC Stack sub-TLV, are not
permitted in the Sub-TLVs field.) |If no Target FEC Stack sub-TLVs
are found in the STAMP Session ldentifier TLV, the STAMP Sessi on-
Refl ector MUST revert to transmitting the STAMP refl ected packets
over the | P network.

If the STAMP Session-Reflector cannot find the path specified in the
STAMP Session ldentifier TLV, it MJST send Echo Reply with the

recei ved STAMP Session ldentifier TLV and set the Return Code to "The
specified Reflected Packet Path was not found" (Section 5.2).

The STAMP Session ldentifier TLV MAY be used in the bootstrappi ng of
a STAMP test session. A STAMP Session-Reflector that supports this
speci ficati on MUST support subsequent STAMP Session ldentifier TLVs
after the STAMP test session with the given SSID has been
established. The systemthat receives a new path in the Sub-TLVs
field for the established STAMP test session MJST use the new path
for the reflected STAMP test packets. Suppose a systemthat supports
this specification receives an LSP Ping with the STAMP Session
Identifier TLV with no Target FEC Stack sub-TLVs in the Sub-TLVs
field, even though the reflected test packets for the specified STAWP
test session has been transnitted according to the previously

recei ved STAMP Session ldentifier TLV. |In that case, the egress LSR
MJST transition to transmtting reflected STAMP packets over an IP
net wor k.

3.2. Return Codes

Thi s docunent defines the follow ng Return Codes for MPLS LSP Echo
Repl y:

* "The specified Reflected Packet Path was not found", (TBD2). When
a specified reverse path is not available at the STAMP Sessi on-
Refl ector an Echo Reply with the Return Code set to "The specified
Ref | ect ed Packet Path was not found" MJST be sent back to the
STAMP Sessi on- Sender Section 3.1
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*  "UDP Destination Port Unavailable" (TBD3). |If the value of the
Destination UDP Port Nunber field is not 862, nor is fromthe
Dynami c ports range, the Session-Reflector MIST send an Echo Reply
to the Session-Sender with the Return Code set to "UDP Destination
Port Unavai | abl e".

4. STAMP Sessi on Establi shment

A STAMP test session can be bootstrapped using LSP Ping. To nonitor
performance for a particular MPLS LSP and FEC conbi nati on LSP Pi ng
Echo request and Echo reply packets, in the ping nbde, exchanged

bet ween the STAMP Sessi on- Sender and Session-Reflector for that MPLS
LSP and FEC conbination. |f LSP Ping is used to establishing a STAW
test session, an LSP Ping Echo request message MJST carry the SSID
val ue assigned by the Session-Sender for the STAMP test session

Thi s MJUST subsequently be used as the SSID field in the STAW test
sessi on packets sent by the STAMP Sessi on- Sender

On receipt of the LSP Ping Echo request nmessage, the STAMP Session-
Refl ector MUST send an LSP Ping Echo reply if the validation of the
FEC in the LSP Ping Echo request nessage succeeds. The Session-

Refl ect or SHOULD use the value in the SSID field and source IP
address in the received LSP Ping Echo request message to denul tiplex
STAMP test sessions. The Session-Reflector MAY use a conbi nati on of
ot her values in | P/UDP headers instead of using SSID to denul tiplex
STAMP test sessions.

If the MPLS network includes an equal -cost nultipath environnent, a
STAMP Sessi on- Sender MJST use the sane val ue of an Entropy Labe

([ RFC6790] and [ RFC8662]) in the LSP Ping Echo request that

boot straps the STAMP test session and consecutive STAMP test packets.

5. | ANA Consi derations

5.1. STAW Session ldentifier TLV
The 1ANA is requested to assign a new value for the “STAWMP Session
Identifier TLV’ fromthe Standard Action range (0-16383), that
requires a response if not recognized, fromthe “TLVs registry” in

the “Muiltiprotocol Label Switching (MPLS) Label Switched Paths (LSPs)
Ping Paraneters” registry group
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| Val ue | Description | Reference |
[ gttty Cfpp——p——(——————————————_———————— Ll p—p—p————r
| (TBD1) | STAMP Session ldentifier TLV | This docunent |
S TRy . S I +

Tabl e 1: New BFD Reverse Type TLV
5.2. Return Codes

I ANA is requested to assign two new Return Codes fromthe Standards
Action range of the Return Codes registry in the “Miltiprotocol Label
Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters”
registry group.

[ gttty S p—p——(——————————————————————— Ll —p—_—————————
| Val ue | Description | Reference |
| (TBD2) | The specified Reflected | This document |

| Packet Path was not found. | |
S R o e e e e e e e e a oo - T +
| (TBD3) | UDP Destination Port | This docunent |
| | Unavail abl e. | |
S o e e e e e i eee oo n o +

Tabl e 2: New Return Code
6. Security Considerations

Security considerations discussed in [RFC8029], [RFC8762], and
[ RFC8972] apply to this docunent.
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