Net wor k Wor ki ng G oup R Mahy
I nternet-Draft

I ntended status: Informational C. Jennings

Expires: 3 Septenber 2026 Ci sco
2 March 2026

Addi tional Extensions for the Mdre Instant Messaging Interoperablility

(MM) Content Format
draft-m m - cont ent - nor e- ext ensi ons- 00

Abst ract

Thi s docunent defines some new useful extensions for the MM content
format.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at

htt ps://rohannmahy. gi t hub.i o/ m m -content - nore-extensions/draft-mm -
content-nore-extensions.htnl. Status information for this docunment
may be found at https://datatracker.ietf.org/doc/draft-nmim-content-
nor e- ext ensi ons/ .

Source for this draft and an issue tracker can be found at
https://github. com r ohanmahy/ m m - cont ent - nor e- ext ensi ons.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunment defines a set of new fields for the MM content
[I-Dietf-mm-content] format extensions map. These particul ar

ext ensi ons were chosen to provide functionality already in sone other
messagi ng systens, so that they can carry this information safely
with the MM content fornmat.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Sender Ti nestanp Extension

Thi s extension represents the sender asserted sending tinestanp. It
is a map containing the whole number of seconds since the start of
the UNI X epoch, and optionally the nunber of additional milliseconds,
m croseconds, or nanoseconds.

[ sender Ti mestanp/ 3: {
/ seconds since UNI X epoch/ 1: 1762760377,
/ m croseconds/ -6: 462917

}

The Conci se Data Definition Language (CDDL) [RFC8610] description of
the extension is bel ow

$$ot her KnownExt ensi ons //= (
&(sender Ti mest anp: TBD1l) ~ => {
1. uint,
? fractiona

}
fractional = ( -3: nmillisecs // -6: microsecs // -9: nanosecs)
mllisecs = 0..999
m crosecs = 0..999999
nanosecs = 0..999999999

TBD1 = 3 ; recommended val ue for | ANA
Ext ernal Message | D Ext ension

VWiile the MM content format has its own nessage |ID derived froma
hash of its content, nany nessagi ng systens al ready have a native
message |ID format. This extension allows this "external" nessage |ID
to also be included in the MM content extensions map.
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It consists of an array of two parts, a byte string for the native
message | D, and a scope. The scope could be be an Internet domain
nane (represented as a text string), a tagged URI, or an | ANA-
registered Private Enterprise Nunber (PEN), which is a positive
integer. The PEN option allows for a concise, but unanbi guous scope
i n many organi zati ons.

4: [h' 08bbeeb8175c4a64a8926a5a23bb2811', 311]
The CDDL description is bel ow

$$ot her KnownExt ensi ons //= (
&( ext ernal Messagel d: TBD2) ~ => Ext Messageld

)
Ext Messageld = [ bstr, scope ]
scope = pen / domain / uri

pen = uint .gt O ; ANA Private Enterprise Number
domain = tstr ; Internet donain nane
TBD2 = 4

5. Subject Extension
The subj ect extension allows nessagi ng systens whi ch al ready have a
Subject field to carry a text string of up to 4096 octets of |egal
UTF- 8.
5: "This space intentionally |eft blank"
The CDDL description is bel ow
$$0t her KnownExt ensions //= (
&(subject: TBD3) ~ => tstr .size (1..4096)
TBD3 = 5
6. Message Ordering via | ast Seen
The | astSeen data field indicates the | atest nessage(s) the sender
was aware of in the group. It is alist of MM nessage IDs, or a

list of external nessage |Ds.

If the sender recently joined the group and has not yet seen any
messages, the list is enpty.
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If the sender identifies a single nessage as unambi guously the | atest
message in the group, the | astSeen list contains a single nmessage id
fromthat nessage

I magi ne however that two users (Bob and Cathy) see a nessage from
Alice offering free Hawaiian pizza, and reply at the sane tine. Bob
and Cathy both send nessages with their |astSeen including a single
message id (Alice’ s nessage about pizza). Their nessages don’t need
to be replies or reactions. Bob mght just send a message sayi ng he
doesn’t |ike pineapple on pizza. Now Doug receives all these
nmessages and replies as well. Doug s nessage contains a | ast Seen
including the nmessage id |list of both Bob’s and Cathy's repli es,
effectively "merging" the order of nessages.

The next nessage after Doug’ s nessage contains a |astSeen containing
only the nessage id of Doug’ s nessage.

The CDDL description is bel ow.
$$0t her KnownExt ensions //= (
&(l ast Seen: TBD4) ~ => [ * Messageld ] / [ * ExtMessageld ]

)
TBD4 = 256

7. Security Considerations
The Security Consideration of MM content apply.
These extensions are nost likely to be used for interoperability with
messagi ng systens other than MM . The security of the MM content
format needs to be considered in conbination with the properties of
the messagi ng systemthat carries the messages.
The situations |isted bel ow are consi dered anonalies and coul d
indicate a malicious sender. Wen they are encountered the receiver
MAY reject the MM nessage.
VWhen t he sender Ti mest anp extension

* dates frombefore the start of the UN X epoch,

* dates frombefore the first known nessage exchanged in the target
messagi ng system

* is froma tinme dramatically in the future (ex: hundreds of years),
or
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* junps nore than expected for the target messagi ng system For
exanpl e, a nessagi ng system designed to deliver nessages no nore
that one nmonth old, could reject nmessages nore than 32 days in the
past or future.

Not e that occasionally out-of-order nessages are a consequence of
normal operations in nmobst nessagi hg systens.

When t he external Messagel d extension

* is a duplicate of another external nmessage |ID already encountered,
or

* is froma conpletely unexpected scope.

When t he subj ect extension

* is not a string of |egal UTF-8 characters.

When t he | ast Seen ext ensi on

* is enpty, but the sender has previously sent nessages in the room
* results in a |loop,

* contains a nmix of both native MM Messageld and external nessage
| Ds,

* contains external nessage IDs froma conpl etely unexpected scope,
or

* refers to an excessive nunber of |astSeen nessages sinultaneously
(ex: contains nore than 65535 nessage | Ds).

Note that a popul ar nessage sent in a large group can result in
t housands of reactions in a few hundred nilliseconds.

8. | ANA Consi der ati ons

I ANA is requested to add the following entries to the MM Content
Ext ensi on Keys registry.

8.1. senderTinestanp MM Content Extension Key
The foll owi ng conpleted registration tenplate is provided:

* Key: TBD1 (suggested val ue 3)
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8. 2.

The foll owi ng conpleted registration tenplate is provided:

*

8. 3.

The foll owi ng conpleted registration tenplate is provided:

*

8. 4.

The foll owi ng conpleted registration tenplate is provided:

*

Mahy

Nane: sender Ti mest anp

Type: map

Recomrended: N

Ref erence: Section 3 of this document

ext ernal Messageld MM Content Extension Key

Key: TBD2 (suggested val ue 4)

Nane: external Messageld

Type: array of 2 itens

Reconmended: N

Ref erence: Section 4 of this docunment

subject MM Content Extension Key

Key: TBD3 (suggested val ue 5)

Nane: subj ect

Type: tstr

Recommended: N

Reference: Section 5 of this docunent

| ast Seen MM Content Extension Key

Key: TBD4 (suggested val ue 256)
Nane: | ast Seen
Type: array

Recomrended: N

& Jenni ngs Expi res 3 Septenber 2026

March 2026

[ Page 7]



Internet-Draft More MM Content Extensions March 2026

* Reference: Section 6 of this docunent
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$$ot her KnownExt ensi ons //= (
&(sender Ti mest anp: TBD1l) "~ => {

1: uint,
? fractiona
}
)
fractional = ( -3: nmillisecs // -6: microsecs // -9: nanosecs)
mllisecs = 0..999
m crosecs = 0..999999
nanosecs = 0..999999999

$$ot her KnownExt ensi ons //= (
&( ext ernal Messagel d: TBD2) ~ => Ext Messageld

Ext Messageld = [ bstr, scope ]

scope = pen / domain / uri

pen = uint .gt O ; ANA Private Enterprise Number
domain = tstr ; Internet donain nane

$$0t her KnownExt ensions //= (
&(subject: TBD3) ~ => tstr .size (1..4096)

$$ot her KnownExt ensi ons //= (
&l ast Seen: TBD4) ~ => [ * Messageld ] / [ * ExtMessageld ]
)

TBD1
TBD2
TBD3
TBD4

N W

56
Figure 1: A conplete CDDL description of the new extensions
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