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Abst r act

The Zero-Trust Intent Protocol (ZTIP) defines three primtives for
verifiable del egation, intent binding, and behavioral attestation in
mul ti-agent systens:

1. *Delegation Chain Attestation* — a nested-JW5 structure carrying
si gned del egation froma root principal (a human user, an
orchestrator, or a trusted root) through intermediary agents to a
downstream agent or tool, with cryptographic enforcenment of scope
nmonot oni city.

2. *Intent-Scoped Authorization* — extends any signed authorization
token (QAuth 2.0 access tokens, GNAP grants, ZTNP Pernits, or
vendor - defined tokens) with a hash of the originator’s signed
intent, so that an agent operating under that token cannot use it
for actions inconsistent with the original authorization. This
addresses the pronpt-injection-induced confused-deputy attack.

3. *Behavioral d aimExtensions* — a clai mshape conveying
behavi oral safety properties (pronpt-injection-tested, tool-call-
audi t -1 ogged, output-validated, human-in-Iloop policy, etc.) that
can be carried in any signed credential about an agent.

ZTIP is conposable. It can be depl oyed standal one, conposed with the
Zero-Trust Negotiation Protocol (ZTNP) Core [I-D.miller-ztnp] for
post ur e-aware depl oynents, conposed with QAuth 2.0 / JWI for token-
bound depl oynents, composed with GNAP [ RFC9635], or conposed with
bespoke aut horization systenms. Section 6 specifies concrete
composition profiles.

This draft is an individual submi ssion. The appropriate |ETF venue
for progressing this work is an open question; the author wel cones
communi ty gui dance

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

In multi-principal delegation chains, an action is rarely the work of

a single principal. A human user instructs an orchestrator; the
orchestrator del egates a subtask to a sub-agent; the sub-agent
invokes a tool. This chain of delegation introduces three classes of

security problemthat existing protocols do not address:

1. *Delegation integrity.* When a downstreamtool receives a call
can it verify that the call chain leading to it was authorized
end-to-end? Per-hop authorization tokens (QAuth 2.0 access
tokens, JWIs, ZTNP Permits) only show that the imredi ately
upstream party was trusted by the receiver — not that the entire
chain back to the originating principal was authorized.

2. *Intent binding.* An authorization token issued for "summarize

emai |" can be used for any action within the token's stated
scope. |If a sub-agent is pronpt-injected md-task into "send al
email to attacker.exanple", the token’s signature is still valid,;

only the intent has been substituted. This is a confused-deputy
attack medi ated by | anguage-nodel context manipul ati on.

3. *Behavioral transparency.* A receiver applying policy to a
| anguage- nodel -dri ven agent needs nore than identity and scope.
Has the agent been tested against pronpt injection? Are its too
calls audited? What is its human-in-loop policy? These are
behavi oral posture properties that don’t fit the generic claim
schemas of identity and authorization protocols.

ZTI P addresses these three problenms with three primtives, specified
in Sections 3, 4, and 5. Each primtive is independently useful;
depl oynents MAY adopt one wi thout the others.

ZTI P does not require any specific authorization or identity
protocol. It defines its primtives in the abstract and provides
conmposition profiles (Section 6) for the nbst common aut horization
systens: QAuth 2.0 / JWI, GNAP, ZTNP, and vendor-defi ned tokens.
This pattern foll ows DPoP [ RFC9449], which is technically standal one
but nost often conposed with QAuth 2.0.

1.1. Coals
ZTIP is designed to:
1. Provide cryptographic evidence of del egation authority froma

root principal to a downstream agent, with verifiable scope
nmonotonicity at each | ayer
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1.2

ZTI

*

1.3.

Bi nd authorization to specific user intent, preventing pronpt-
i njection-induced authorization expansion

Convey behavi oral posture clains that informpolicy decisions
about which capabilities an agent nmay access.

Conmpose with nultiple authorization systens w thout requiring any
speci fic one.

Non- Goal s

P does not defi ne:

ldentity or authentication.

The runtine envel ope for inter-agent comunication
The tool capability protocol

Posture assessment or framework semantics (see ZTNP
[I-Domller-ztnp]).

A new aut hori zation-token format. ZTIP extends existing
aut hori zation tokens; it does not define a new one.

A specific Key Source mechanism ZTIP is agnostic between JVKS
endpoi nts, X.509 chains, ZTNP's IKS, and DI D resol ution

Rel ati onship to Existing Token Chai ni ng Mechani sns

Reviewers fam liar with nested JW's, QAuth 2.0 Token Exchange
[ RFC8693], or GNAP continuation [RFC9635] may reasonably ask why ZTIP

def
str

ines new primtives rather than reusing those nechanisns. The
uctures | ook superficially simlar: a chain of signed credentials,

each issued in response to a prior one. ZTIP s primtives differ on

thr

1.

M1l er

ee properties that none of those nechani sns provide.

*NMonot oni ¢ scope enforcenent at every receiver.* Token Exchange
permts a client to request a downstream token whose scope is
determned by the AS' s policy; the issued token's scope is not
constrai ned by protocol to be a subset of the inbound token's
scope. There is no protocol-level guarantee that "this
downstream token grants only what the upstreamtoken already
granted.” ZTIP' s Section 3.4 nmakes scope reduction a normative
property of the chain itself, verifiable at any receiver w thout
recourse to the AS.
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2. *End-to-end chain auditability.* Nested JWs and chai ned Token
Exchange responses do not preserve the identity and signature of
every internediary. A receiver of a token-exchanged JWI
typically sees only the AS's signature; the chain of clients that
requested and re-requested the token is opaque to the resource
server. ZTIP' s nested-JW5 structure preserves each del egator’s
signature, so the receiver can verify "who authorized whont for
every step of the chain.

3. *Originator intent binding.* No existing token-chaining mechani sm
bi nds an issued token to a structured originator intent. A
t oken- exchanged token is bound to its scope; ZTIP additionally
binds it to the specific intent (intent_hash) the originator
signed. This is what nakes Section 4 a defense agai nst pronpt-
i njection-induced confused-deputy attacks: an injected
instruction can request operations within the token’s scope, but
those operations will not match the bound intent.

In short: existing token-chaining mechani sms answer "may this client
present this token?" ZTIP additionally answers "did the origina
principal authorize this entire chain to performthis specific
operation?" Deploynents needing only the former should continue to
use existing mechanisns; ZTIP is for deploynents that need both.

1. 4. Docurment Structure

Sections 2 and 3 define term nology and the Del egati on Chain
Attestation primtive. Section 4 defines Intent-Scoped

Aut hori zation. Section 5 defines Behavioral d ai m Extensions.
Section 6 defines conposition profiles for QAuth 2.0, ZTNP, GNAP, and
custom aut hori zati on systens. Sections 7 and 8 contain Security and
Privacy Considerations. Section 9 contains | ANA Considerations.
Appendi x A is a worked exanple using the ZTNP conposition profile.
Appendi x B defines the confornance profile.

1.5. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here
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Ter mi nol ogy

Del egati on
Chain

Scope
Reducti on

Aut hori zati on
Token

I nt ent - Scoped
Aut hori zati on
Token

Key Source

Behavi or al
d ai ns
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The root principal of a Delegation Chain |
— a user, an orchestrator, or a trusted |
root systemthat initiated an action. |

| A JWS produced by an Origi nator |
| describing the originally authorized |
| action and its scope. |

| A nested-JW5 structure rooted at a Signed |
| I'ntent, with each del egating princi pal |
| adding a signature |ayer that names the |
| next party. |

| The principle that each [ ayer of a |
| Del egation Chain may grant a subset, not |
| a superset, of its parent’s scope |
| (Section 3.4). |

| A signed authorization credenti al |
| carrying scope and expiration information |
| about a del egated capability. Exanples: |
| QAuth 2.0 access tokens, GNAP grants, |
| ZTNP Permts. |

| An Authorization Token additionally |
| extended with the four ZTIP fields |
| defined in Section 4: intent_hash, |
| intent_scope, chain_root_iss, |
| chain_root_jti. |

| A nechanism by which a verifier obtains |
| the public key of a signing principal — a |
| JVKS endpoint, an X 509 chain, an Issuer |
| Key Set (when conposed with ZTNP), or a |
| DID resolution. ZTIP is agnostic to the |
| specific Key Source nmechani sm |

| A claimshape (Section 5) carrying |
| behavioral safety properties of an agent. |
| May appear in any signed credential about |
| an agent. |
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Table 1

3. Delegation Chain Attestation
A Del egation Chain is a nested-JWS structure in which each del egating
princi pal adds a signature layer. The root of the chain is a Signed
Intent produced by the Originator. Each downstream | ayer waps the
previous chain and is signed by the principal delegating to the next.
ZTI P does not specify how each principal’s public key is discovered.
I npl enent ati ons resol ve keys via a Key Source appropriate to their
depl oynent. Section 6 defines specific conposition profiles and
their Key Source mechani sms.

3.1. Chain Structure

Thr ee- hop exanpl e (user — orchestrator — sub-agent — tool):
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rmost (sub-agent A's JW5):

payl oad: {

"del _chain_ver": "0.1",

"del egator"”: "agent: A",

"del egatee": "tool:T",

"scope_reduction : { "actions": ["read"], "data": ["internal"] },
"iat": ..., "exp":

"inner": <orchestrator O s conpact JWs>"
}
M ddl e (orchestrator O s JW5):
payl oad: {
"del _chain_ver": "0.1",
"del egator"”: "principal:0O
"del egatee": "agent: A",
"scope_reduction"' { ...},
"fat": ..., "exp": ..
"inner": "<root Slgned Intent compact JWs>"
}
Root (Signed Intent):
payl oad: {
"del _chain_ver": "0.1",
"intent_root": true,
"originator": "user:alice"
"intent object o { structured intent (Section 3.2) ... },
"intent _hash": "<base64ur|(SHA—256(JCS(|ntent _object) UTF-8 bytes))>",
"authorized_cha|n : ["principal: "agent: A'],
"scope": { ... },
"fat": ..., "exp":
}
3.2. Intent bject Schema and Canonicalization
The root layer’s intent — what the originating principal is
aut horizing — MJST be expressed as a structured JSON object, not as

f

1.

M

ree-form natural -1 anguage text. Three reasons:

Free-formtext is not reproduci bly hashabl e across inplenmenters
(whi tespace, |ine endings, and encodi ng choices all introduce
non- determ nism.

Free-formtext is not machi ne-conparable to a downstream

operation; verifiers need structured fields to evaluate
i ntent _scope agai nst a requested operation (Section 4).
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3. A structured intent forces the originator’s user interface to
di sanbi guate intent at the point of signing, rather than
deferring interpretation to downstream agents — which is
precisely the gap that creates confused-deputy attacks.

3.2.1. Intent hject Schenm

The intent_object field on the root Signed Intent MJIST be a JSON
obj ect containing at |east:

A short verb describing the

user’s desired operation |
(e.g., "sunmarize", |
"search", "conpose"). |

| The scope within which the |
| originator authorizes |
| downstream agents to |
| operate. MJST equal the |
| root layer’'s scope field. |

| target | string | No | A human-readabl e |
| | | | description of what the |
| | | | action operates on. |
| Profile-defined additional
| constraints (e.g., |
| nmust_not, time-w ndow |
| Timts). |
Tabl e 2
Profil e docunents MAY extend the schema with additional fields.
Extension fields MUST NOT alter the neaning of the required fields
above.
3.2.2. Canonicalization

The canonical formof an intent_object is its JSON Canonicalization
Schene serialization, per [RFC8785]. JCS provides:

* Determnistic key ordering (Il exicographic).
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* Determnistic nunber representation (no trailing zeros, no
scientific notation for non-special val ues).
* UTF-8 encoding of the resulting byte sequence.
* No insignificant whitespace.

I mpl enenters MJST use a JCS inpl enentation conformant with RFC 8785
Variant canonicalization schenmes MJUST NOT be used.

3.2.3. Intent Hash
i ntent_hash is conputed as:
i ntent _hash = base64ur| ( SHA- 256( JCS(i nt ent _obj ect) encoded as UTF-8 bytes))

base64url is the URL-safe base64 encodi ng w thout padding, per
Section 5 of [RFC7515].

Verifiers receiving a chain MIST reconpute intent_hash fromthe root
|l ayer’s intent_object and verify it matches both:

1. The intent_hash field within the sane root |ayer (consistency
check) .

2. The intent_hash field on any Intent-Scoped Authorizati on Token
(Section 4) issued under this chain.

M smat ch causes rejection with | NTENT_SCOPE M SMATCH

3.2.4. Inline Exanples
Three intent objects illustrating common patterns. Each is shown as
the input JSON, the JCS canonical bytes (where shown), and the
resulting intent_hash. The hash val ues shown are conputed agai nst an
RFC 8785 reference inplenmentation; conform ng inplenentati ons MJUST
produce these values for these inputs.

*Exanmpl e 1: Read-only sunmarization.*
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{
"action": "summarize",
"scope": {
"actions": ["read"],
"data": ["internal", "pii"],
"tools": ["emmil.list", "emmil.read"]
},
"target": "unread emails fromthe |last 24 hours",
"constraints": {
"must _not": ["emmil.send", "enmnil.delete"]
}
}
JCS canoni cal bytes (the actual canonical form wth no insignificant
whi t espace) :

{"action":"summari ze","constraints":{"nmust_not":["email.send","emnil.delete"]}, "scope": {"
actions":["read"],"data":["internal","pii"],"tools":["email.list","enmail.read"]}, " "target"
"unread emails fromthe last 24 hours"}

JCS sorts object keys |exicographically (note action before
constraints before scope before target at the top level, and nust not
after actions/data/tools are reordered within the inner objects) but
*preserves the insertion order of array el enents* — nust_not retains
emai | . send before enanil.delete fromthe input. RFC 8785 specifies
key sorting for objects, not for array el ements.

Conput ed i ntent _hash: Qh_MaQ Dt KRb7MKFf wg664] UWVI Er f dS8QTLY6gNC.

*Exanpl e 2: Know edge- base search with redaction.*

{
"action": "search",
"scope": {
"actions": ["read"],
"data": ["internal"],
"tools": ["kb.query"]
}
"target": "internal product specifications matching 'thernmpstat’ ",
"constraints": {
"redact": ["custoner _pii", "pricing_internal"]
}
}

Conput ed i ntent _hash: vMlbs17cpOKO- TIKz8l 5i TPMSgXLVNAEpyYj q5yz7gYY

*Exanple 3: Financial transfer with strict allowist.*

MIler Expires 29 Cctober 2026 [ Page 12]
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{
"action": "transfer funds",
"scope": {
"actions": ["wite"],
"tool s": ["bank.transfer"],
"rate limt": { "max": 1, "wi ndow seconds": 86400 }
},
"target": "vendor invoice paynent",
"constraints": {
"amount _max_usd": 500,
"destination_nust _be in": ["preapproved vendors"]
}
}

Conput ed i ntent _hash: OW 76HLPAd8nVL7Z3e_j k1Q 8a(nFzn71lhqr TMSf peQ

The constraints field is profile-specific. Verifiers MJST ignore
unrecogni zed constraint fields they do not understand, EXCEPT when

I ocal policy requires recognition of those fields — in which case the
policy MJST reject Posture Assertions or Authorization Tokens whose

i ntent contains uninterpretabl e constraints.

3.3. Verification Rules
A chain recipient MIST:

1. Unwap each JW5 | ayer and verify against the stated del egator’s
public key, obtained fromthe deploynent’s Key Source.

2. Verify the chain of del egator/del egatee references is unbroken
Each | ayer’s del egatee MUST equal the next |ayer’s del egator (or,
for the layer i mediately above the root, MJST appear in the
root’s authorized_chain).

3. *Enforce scope nonotonicity* per Section 3.4. Attenpts to expand
scope MUST cause rejection with reason code
DEL_CHAI N_SCOPE_EXPANDED.

4. Verify the root is signed by an Oiginator the recipient trusts.

5. Verify no layer is expired (exp in past, accounting for clock
skew under 5 mnutes).

6. *Verify chain depth* is within the configured maxi num per
Section 3.5.
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3.

4.

7. Recompute intent_hash fromthe root’s intent_object per
Section 3.2 and verify the reconputed val ue matches the root’s
clai ned intent_hash.

I mpl enent ati ons supporting Del egati on Chai ns MJST enforce scope
monotonicity (rule 3), chain-depth limt (rule 6), and intent-hash
consistency (rule 7). These are the |oad-bearing security properties
of the chain.

Formal Definition of Scope Monotonicity

Rule 3 in Section 3.3 requires "scope_reduction MJST be a subset of
the parent’s scope." This subsection formalizes "subset" for each
scope field type so that conform ng inplenmentations agree on what
nmonot oni city means.

A scope value at child layer Cis *nopnotone* with respect to parent
| ayer P when, for every field present in C, the relation in the table
bel ow hol ds:
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| actions array of Every element of C actions is an |
| strings el enent of P.actions. C. actions |
| MAY be enpty. |
oo S o +
| data | array of | Every elenent of C data is an |
| | strings | elenment of P.data. C.data MAY be |
I I | enpty. I
o a o Fom e o m e e e e e e e e eee e +
| tools | array of | Every elenent of Ctools is an |
| | strings | elenent of P.tools. C tools MAY |
I I | be enpty. I
o m e e - U o e m e e e e e e e e e e e e e e e +
| rate_limt.max | integer | C. max <= P.max |
o a o Fom e o m e e e e e e e e eee e +
| rate limt | object | C.max / C window seconds <= P.nmax |
| (conbi ned) | | / P.wi ndow seconds (effective rate

| | | is no greater) AND C nmax <= P.max |
| | | (burst capacity is no greater). |
Fom e e e a oo R o e e e e e e e e e e e e mo oo +
| ttl | integer | Cttl <= P.ttl. |
| | (seconds) | |
oo S o +
| iat (per- | integer | Ciat >= P.iat. |
| layer) | (Unix I I
| | seconds) | |
o a o Fom e o m e e e e e e e e eee e +
| exp (per- | integer | C.exp <= P.exp. |
| layer) | (Unix I I
| | seconds) | |
o m e e - U o e m e e e e e e e e e e e e e e e +

Table 3

*Field introduction.* A child layer MJUST NOT introduce a scope field
that is not present inits parent. A field absent in P but present
in Cis a scope expansion and MJST cause rejection with

DEL_ CHAI N_SCOPE_EXPANDED.

*Profile-defined fields.* Wien a profile defines additional scope
fields, the profile docunent MJST specify the subset relation for
those fields. Verifiers encountering profile-defined fields wthout
a known subset relation MIST treat them as opaque: presence in C
requires identical value in P (i.e., C field deeply equals P.field)
for nmonotonicity to hold.
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*Enpty vs. omitted in the child.* An enpty array ([]) in a child

| ayer means "no operations of this type are authorized." An onitted
field in achild layer is interpreted as inheriting the parent’s

val ue, NOT as renoving the parent’s constraint. A child layer that
wi shes to drop a dinension entirely MJST set it to an enpty array.

*Di agnhostic on rejection.* Wien a chain is rejected for scope
violation, the verifier SHOULD i nclude in the

DEL_CHAI N_SCOPE_EXPANDED reason the specific field path and the
of fendi ng values. Exanple: "field": "tools", "child val ue"
"emai |l .send", "parent_authorizes": ["email.list", "enmil.read"].

3.5. Maxi mum Chai n Depth

| mpl enent ati ons MJUST enforce a maxi mum chain depth limt. The depth
is the nunber of nested JW5 | ayers, counting both the root Signed
Intent and each del egati on wapper.

*  *RECOMMVENDED maxi mum 8 layers.* This is sufficient for the
orchestration patterns observed at the tinme of this
specification s publication; deploynents needi ng nore SHOULD
docunent why.

*  Deploynents operating in environnents wth bounded del egati on
patterns MAY configure a lower linmit (e.g., 3 for sinple two-hop
chai ns) .

* Verifiers MJUST reject chains exceeding the configured limt with
reason code DEL_CHAI N DEPTH EXCEEDED.

* The depth check MJST be performed before recursive signature
verification, to prevent stack-exhaustion or conputational denial-
of -service attacks via deeply nested chains.

The depth linmt also bounds the legitinate val ue of the
max_tool call _depth Behavioral Claim(Section 5). An agent claimng
max_t ool _call _depth: N SHOULD NOT participate in chains where the
verifier's configured depth limt is |less than N

*Cost-scaling note.* Signature verification, JSON parsing, and JCS
canoni cal i zation each scale linearly with chain depth: an N-|ayer
chain requires N signature verifications and N JSO\ payl oad parses at
the receiver. The depth linit therefore bounds two distinct concerns
— stack-exhaustion (addressed by the pre-verification depth check
above) and per-request CPU cost (which scales linearly up to the
limt). Verifiers operating at high request rates SHOULD configure a
depth limt at the |ower end of the range their orchestration
patterns permt, and SHOULD treat the configured limt as a CPU
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budget paraneter as well as a stack-safety parameter. Alternative
chain encodings (flat hash-linked structures, batch-verifiable
signatures) were considered but rejected for this base specification
in favor of the broad inplenenter famliarity with nested JW5;
profiles MAY define alternative encodi ngs where the cost natters.

3.6. Carrying the Chain in Authorization Fl ows

The Del egation Chain is carried al ongsi de an Authorization Token
The exact carriage nechani sm depends on the conposition profile
(Section 6). \When a recipient’s policy requires a chain (e.g., a
policy field require_del egati on_chain: true), absence MJST cause
DEL_CHAI N_M SSI NG deni al

Carriage MAY be either session-bound (the chain is supplied once at
session establishnent and reused for subsequent operations within the
session) or per-call (each operation carries its own chain). Per-
call carriage is appropriate for statel ess gateways and edge- depl oyed
verifiers that cannot mmintain per-session state. Session-bound
carriage is appropriate for long-lived sessions where re-supplying
the chain on every request is wasteful. |nplementations supporting
bot h nbodes MUST advertise their preference in the rel evant
conposition profile's discovery nechani sm

3.7. Chain-Specific Reason Codes

The foll owi ng reason codes are registered in the 1 ANA ZTI P Deni al
Reason Code Registry (Section 9)
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4.

4.

4.

1.

2.

| Code | Meani ng |
[5 emesfomms by e foss s o}
| DEL_CHAI N_M SSI NG | Policy requires a Del egation |
| | Chain but none was provided. |
o e e e e e e e e oo s o e e e e e e e e e e eee— oo n +
| DEL_CHAI N_BROKEN | Chain of del egator/del egatee |
| | references has a gap. |
S T +
| DEL_CHAI N_SCOPE_EXPANDED | A child layer attenpts to grant |
| | broader scope than its parent. |
o e e e e e e e e oo s o e e e e e e e e e e eee— oo n +
| DEL_CHAI N_EXPI RED | One or nore chain |ayers has |
| | expired. |
S T +

| DEL_CHAI N _UNTRUSTED ROOT | The root Signed Intent is not |
| | signed by a trusted Originator. |

| DEL_CHAI N_DEPTH EXCEEDED | The chain exceeds the verifier’'s |
| | configured nmaxi mum dept h. |

Tabl e 4
I nt ent - Scoped Aut hori zati on
Moti vati on

An aut hori zation token issued wthout reference to the original

aut horized intent can be used for any action within its stated scope,
regardl ess of what the user actually asked. This is the nechani sm by
whi ch pronmpt injection escalates to a confused-deputy attack: the
injected instruction substitutes a new operational intent, but the
token’s scope is broad enough to authorize it.

I nt ent - Scoped Aut hori zati on Tokens bind the token to the root Signed
Intent (Section 3). A resource receiving such a token can verify
that the action being requested is consistent with the original
intent, not just with the token' s scope.

Fi el d Extensions to Authorization Tokens

ZTI P defines four additional clains for any signed Authorization
Token:
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| Field | Type | Required| Description |
[ bbb ooy oo oo oo oo oo oo o}
| i ntent_hash | string| Yes | base64ur| ( SHA- 256( JCS(i nt ent _obj ect) |
| | | | UTF-8 bytes)) per Section 3.2 — MJST|
| | | | equal the root Signed Intent’s |
| | | | i ntent _hash. |

o e e e e o - F-- - - - B o mm e e e e e e e e e e e e memaao- +
| intent_scope | object]| Yes | The aut hori zed scope derived from

| | | |the root Signed Intent. |
oo s Femmm o - T o m e e e e e e e e eeee e +
| chain_root iss|string|Yes | Identifier of the root Signed |
| | | |Intent’s Originator. |
o e e e e o - F-- - - - B o mm e e e e e e e e e e e e memaao- +
| chain_root jti|string|Yes |jti of the root Signed Intent (for

| | | | revocation/audit). |
oo s Femmm o - T o m e e e e e e e e eeee e +

Table 5

These fields are added to the Authorization Token's existing claim
set. The exact placenent depends on the conposition profile
(Section 6):

* *QAuth 2.0 / JW access token*: top-level clainms alongside iss,
sub, scope, exp.

* *ZTNP Permt*: top-level fields alongside pernmit_id, constraints.
* *@GNAP grant*: as an extension elenment of the grant response.
The token issuer (whoever issues the underlying authorization token)
MUST verify that the action requested by the bearer is within
i ntent_scope before the token is honored. |If the bearer attenpts to
i nvoke a tool or access data outside intent_scope, the token issuer
MUST deny the request even if the token’s other scope fields would
ot herwi se permit it.

4.3. Scope Consistency Check

A token verifier enforcing an Intent-Scoped Authorizati on Token MJST
eval uate the followi ng before each gated operation

1. Deternmine the operation’s (action, data_cl asses, tool) signature
fromthe request being gated.
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2. Verify that the operation falls within intent_scope, using the
same subset relations as Section 3.4. Specifically: the
operation’s tool MJST be in intent_scope.tools (when
intent_scope.tools is present); the operation’s action MJST be in
i ntent _scope. actions; each data class touched by the operation
MUST be in intent_scope. data.

3. If any check fails, return a denial with reason code
| NTENT_SCOPE_M SMATCH

The verifier MJST additionally verify that the token's intent_hash
mat ches the reconputed hash fromthe root Signed Intent’'s

i ntent_object (per Section 3.2). A nmismatch indicates either a
substituted token or a tanpered chain and MJST cause

| NTENT_SCOPE_M SMATCH r ej ecti on

4.4. Operation Cassification

The Scope Consi stency Check above requires the verifier to determ ne
an operation’s (action, data_classes, tool) signature. ZTIP does not
st andardi ze how operations are classified into actions and data
classes: a service nesh fronting a rel ational database has different
action vocabul aries (SELECT, |INSERT) than an enail gateway
(enail.read, email.send) or a financial system (transfer,

query_bal ance). Operation classification is therefore depl oynent-
and profil e-defined, not protocol-defined.

This is a deliberate deferral, but it is also a security-rel evant

gap. Msclassification — labeling a wite-causing tool call as read,
mappi ng a data-exfiltrating tool to a benign-1ooking action, or
having two parties disagree on what email.send means — silently

bypasses i ntent-scope enforcenment. The cryptographi c guarantees of
Sections 3 and 4 are then evaluating an operation signature that does
not correspond to the operation actually perforned.

Two requirenents foll ow

1. *Profiles SHOULD specify a strict operation taxonony* for their
domain — the set of valid tool nanmes, the action each too
i npl ements, and the data cl asses each operation touches — so that
classification is not |eft to ad-hoc depl oynent choice. The
t axonony SHOULD be authenticated (e.g., served froma tool-
capability registry that the verifier trusts) so that a too
cannot self-classify into a nore perm ssive category at request
time.
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2. *Verifiers MJST treat operation classification as part of their
security boundary.* A tool whose runtine behavi or does not match
its declared classification is a security failure regardl ess of
cryptographic verification. Deploynents SHOULD audit too
i npl ementati ons agai nst their declared classifications, and
SHOULD rej ect operations whose classification cannot be
aut henti cated against a trusted source.

Cryptographic verification of the chain and the intent hash is
necessary but not sufficient: the intent-binding guarantee depends on
the verifier and the tool agreeing on what operation is being
performed. Treat the operation taxonony with the same rigor as the

crypt ogr aphy.
5. Behavi oral C ai m Extensions

For depl oynents where a verifier needs behavioral posture infornation
about an agent, ZTIP defines a claimshape carrying behavioral safety
properties. This claimshape can appear in any signed credentia
about an agent — typically a Posture Assertion when conposed wth
ZTNP, a JWI cl ai m about the bearer when conposed with QAuth, or a
vendor - def i ned credenti al

*Behavi oral clainms are advisory and non-nornative with respect to
ZTIP's core security guarantees.* The chain-integrity, scope-
monot oni city, and intent-binding properties of Sections 3 and 4 do
not depend on any behavioral claim A verifier MAY ignore behaviora
clains entirely w thout weakening any of those properties; a verifier
that consults behavioral clains is nmaking a _policy_ decision about
accept abl e agent behavior, not relying on a security prinitive.
Behavioral clains are a transport for the sort of attestation that
one party makes to anot her about how an agent is operated; their
meaning i s established by issuer reputation, the evidence sub-field

bel ow, and out-of -band agreenent, not by the protocol. Deploynents
di smi ssi ng behavioral clainms as "marketing, not protocol" can depl oy
ZTIP without themand still get the chain-integrity and intent-

bi ndi ng guar ant ees.

The cl ai s appear under the nanespace ai_behavior within the
credential’s cl ai m payl oad.

5.1. Standard Al Behavior C ains

The foll owi ng claimnanes are defined by this specification
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A verifier's policy MAY reference ai _behavior clains as prerequisites
for granting specific actions.

ZTI P

i nt eger

Table 6

For exanpl e:

Apri

Descri ption

Test ed agai nst pronpt -
i njection scenari os.

All tool invocations are

| ogged to a tanper-
evident audit trail

0.0-1.0; lower = | owner
observed m suse ri sk
Calibration is profile-
specific; ZTIP does not
st andardi ze a

measur enent net hodol ogy.

Agent output is
val i dat ed before being
acted upon.

One of: never,

on_hi gh_ri sk,

on_dat a_egress, always.
Profiles MAY define
addi ti onal val ues.

Maxi mum del egati on-chain

depth the agent will

recurse into. SHQOULD be

the verifier’'s
configured chain-depth
limt (Section 3.5).

Agent has dat a-
exfiltration controls.

pronpt _injection_tested: true before granting actions:

["email _send"].
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5.1.1. Evidence Sub

-Field

ZTI P April

2026

Each behavi oral claim MAY be acconpani ed by a sibling evidence object
that records how the claimwas substantiated. Verifiers concerne
about the rigor of a behavioral claim SHOULD i nspect its evidence

d

obj ect before relying on the claim

The evi dence obj ect SHOULD cont ai n:

[} gt ———— L —p—p—————— e p—p—_—
| Field | Type | Description |
| source | string | ldentifier of the party that |
| | | generated the evidence (e.g., UR of |
| | | an evaluator, internal red-team |
| | | identifier, vendor nane). |
S I S TRy . +
| nethod | string | Methodol ogy used to substantiate the |
| | | claim(e.g., red_teamtest_suite v3, |
| | | automat ed_pronpt _i njection_corpus, |
| | | manual _review 2026Q1) . |
S R o e e e e e e e e e e m e ao- - +
| date | string | 1SO 8601 date when the evidence was |
| | | generat ed. |
I IRy T e e +
| validity _days | integer | OPTIONAL: how | ong the evidence is |
| | | considered valid; verifiers MAY |
| | | treat ol der evidence as expired. |
S I S TRy . +
| evidence hash | string | OPTIONAL: SHA-256 hash of an |
| | | evidence artifact (test report, log |
| | | file) the verifier can request out- |
| | | of - band. |
S R o e e e e e e e e e e m e ao- - +
Table 7
Exanpl e:
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"ai _behavior": {
"pronpt __injection_tested": true,
"evi dence": {
"pronpt _injection_tested": {
"source": "https://exanpl e-eval uators. org",
"met hod": "owasp_| I mtopl0_2025_corpus_v2",
"date": "2026-04-15",
"validity_days": 90,
"evi dence_hash": "QrnB...base64url..."
}
}
}
}

evi dence entries are nested by claimnanme within an evi dence obj ect
al ongside the clains they substantiate (so a verifier can iterate
claim — evidence).

The Issuer signing the credential is responsible for the truthful ness
of evidence entries. Profiles MAY define additional required
evidence fields for specific clains (e.g., requiring evidence. nethod
for tool _m suse score).

5.1.2. Baseline Corpora for "Tested" C ains

A bool ean cl ai msuch as pronpt _injection_tested: true is neani ngful
only with respect to a defined test corpus. Wthout a referenced
corpus the claimcoll apses to vendor self-attestation and offers a
verifier no basis for conparing two issuers’ assertions. ZTIP does
not standardi ze a single corpus — the field is noving rapidly and no
single test set captures the full attack surface — but does specify
how a corpus is referenced.

When evi dence. met hod substantiates a _tested claim the val ue SHOULD
identify a publicly docunented test corpus and version. Exanples of
such corpora incl ude:

* The OMSP Top 10 for Large Language Mddel Applications (conmonly
cited as "OMSP LLM Top 10"), with a year and version identifier
(e.g., owasp_|I mtopl0_2025 vi1).

* Vendor- or community-nmaintai ned pronpt-injection test suites with

publ i c net hodol ogy (e.g., adversarial -pronpt corpora published by
recogni zed red teans)
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* Internal corpora, where the nethodol ogy is docunented and the
corpus version is identified, acconpanied by an evi dence_hash over
the corpus or its specification

Verifiers SHOULD treat clains whose evidence. nethod does not identify
a public corpus, an evidence _hash over an internal corpus, or a
recogni zed met hodol ogy as no stronger than vendor self-attestation
Verifiers depending on a _tested claimfor a policy decision SHOULD
additionally require that the corpus referenced in evidence.nethod is
one the verifier accepts; deploynents differ in which corpora they
consider authoritative, and ZTIP intentionally |l eaves that choice to
the verifier rather than nandating one corpus gl obally.

This is consistent with the framng in Section 5: behavioral clains
are advisory. Pointing at a corpus does not nake the claima
security primtive — it makes it a policy input that a verifier can
conpare across issuers without deferring entirely to issuer
reputation.

5.2. Vendor-Defined and Bespoke C ai s

| npl enent ati ons MAY define additional behavioral clains for their
domain. ZTIP does not maintain a central registry of behaviora
cl ai m nanes; instead, three naning conventions all ow extension

wi t hout coordi nati on:

*  *URI - namespaced nanes* (RECOMVENDED for cross-organization
depl oynents): the claimnane is a URI per [RFC3986] in a domain
controll ed by the publisher. Exanple:
https://acne. exanpl e/ zti p/clai ms/red_team score_vl. Anyone
reading the URI can identify the publisher and | ook up the clainis
definition.

*  *Vendor - prefi xed nanes* ( RECOVMENDED for in-dommin consortia): a
regi stered organi zational identifier as a prefix. Exanple:
acne: red_team score_vli.

* *Prjvatel y-agreed names* (acceptabl e when both parties understand
the meani ng out-of-band): unprefixed identifiers used only within
depl oynents where issuer and verifier have agreed semanti cs.
Exanpl e: internal score

This pattern follows JW private-claimconventions ([RFC7519]
Section 4.3) and QAuth scope-string conventions. Verifiers MJST

i gnore unrecogni zed clains they do not understand. Verifiers that
depend on a behavioral claimfor a policy decision MIST fail closed
if the claimis absent.
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5.3. Interaction with Standard d ai ns

Vendor - defined cl ains MUST NOT redefine the nmeaning of any of the
standard clains |isted above. A vendor wishing to refine the
semantics of, say, tool msuse _score MJST publish a new vendor -
nanespaced claim(e.g., acne:tool _m suse score_v2) rather than
redefining the standard one.

6. Conposition Profiles

ZTIP is designed to conpose with nmultiple authorization systens.
Thi s section specifies normative conposition profiles. Deploynents
SHOULD use a published profil e when one exists; vendors MAY define
additional profiles for their authorization systens.

6.1. Conposition with ZTNP

When conposed with the Zero-Trust Negotiation Protoco
[1-D.miller-ztnp]:

* The Authorization Token is the ZTNP Permit (Section 8 of ZTNP).

* The Key Source is the Issuer Key Set (IKS, Section 6 of ZTNP) for
each del egating principal.

* The Del egation Chain (defined in Section 3 of this docunent) is
carried in the PROOF nmessage of ZTNP's Negotiation phase
(Section 7.3 of ZTNP), under the delegation _chain field.

* ZTIP fields (intent_hash, intent_scope, chain_root _iss,
chain_root _jti) are top-level fields on the Permt.

* Behavioral C ainms appear under the ai_behavi or namespace in any
credential about the Prover. Their canonical placenent is on the
Posture Assertion at clainms. posture.ai _behavior (a profile-defined
extension under ZTNP' s cl ai ns. posture per Section 5.4 of ZTNP)
Profiles MAY additionally place per-issuance Behavioral C ains on
the Permt at ai _behavior (e.g., the MCP profile’s
| egacy_stdio_binding flag), where they describe a property of how
the Pernmit was issued rather than the |ong-lived posture of the
Prover.

A wor ked exanpl e using this profile appears in Appendix A
6.2. Composition with QAuth 2.0 / JWI

When conposed with QAuth 2.0 [ RFC6749] access tokens in JW fornat
([ RFC7519] ) :
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* The Authorization Token is the JW' access token

* The Key Source for chain-layer signature verification is each
principal’s published JWKS endpoint, |ocated via OAuth
Aut hori zation Server Metadata or a simlar discovery nechani sm

* ZTIP fields are top-level clains in the access token JW,
al ongsi de iss, sub, aud, exp, scope.

* The Delegation Chain is carried in a separate HITP header
al ongsi de the bearer token

Aut hori zati on: Bearer <jw _access_token>
ZTI P- Chai n: <del egati on_chai n_conpact _j ws>

* Behavioral Cains appear in the access token under a top-I|eve
ai _behavior claim (an object), alongside the Intent-Scoped fields.

The JWI access token, with ZTIP fields, |ooks |ike:

{
"iss": "https://auth. exanple",

"sub": "agent:summarizer-3",
"aud": "https://api.exanple",
"exp": 1745504400,
"iat": 1745500900,
"scope": "email.read",
"intent _hash": "@@h_MaQ Dt KRb7MKf wg664j UWVI Er f dS8QMLy6gNc" ,
"intent _scope": { "actions": ["read"], "tools": ["enmanil.read"] },
"chain_root _iss": "user:alice",
"chain_root_jti": "intent_01HVXYZ_ SUMVARI ZE REQUEST",
"ai _behavior": {
"pronpt _injection_tested": true,
"human_i n_|l cop_policy": "on_high risk"
}
}

This conposition |ayers ZTIP cleanly above QAuth wi t hout mnodifying
QAuth’s core flows. The QAuth Authorization Server is responsible
for issuing tokens that include the ZTIP fields; the resource server
is responsible for perform ng the scope-consistency check

(Section 4.2) on each request.

6.3. Conposition with GNAP
When conposed with the Grant Negotiation and Authorization Protoco

[ RFC9635], ZTIP uses GNAP' s extension-paraneter registries
(Section 10 of [RFC9635]) rather than overloading existing fields.
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*Del egation Chain in the grant request.* The Del egation Chain is
carried as a top-level extension paraneter ztip_del egati on_chain on
the grant request body, in conpact-JW5 form This paraneter is
intended for registration in the "GNAP Grant Request Paraneters"
registry (Section 10.3 of [RFC9635]).

POST /grant HTTP/ 1.1
Cont ent - Type: application/json

{

"access_token": { "access": [ ... ] },

"client": { "key": { ... } },

"ztip_del egation_chain": "<conpact-JW5 of outernost |ayer>"
}

The AS validates the chain (Section 3.3 of this docunent) before

i ssuing access tokens. A failed validation MJUST cause the grant
request to be rejected with the appropriate ZTIP reason code reported
in an extension field on the GNAP error response.

*ZTIP fields on the issued access token.* When the AS issues an
access token in response to a chain-bearing grant request, the token
MUST carry the ZTIP fields intent _hash, intent_scope, chain_root _iss,
and chain_root _jti (Section 4 of this docunent). Placenent depends
on the access-token format the AS issues:

* |f the AS issues a JW access token, the ZTIP fiel ds appear as
top-level clains (per the QAuth 2.0 / JW conposition in
Section 6.2 of this docunent).

* |f the AS issues an opaque token, the ZTIP fields are returned
al ongside the token in the grant response under an extension
paraneter ztip (object), intended for registration in the "GNAP
Grant Response Paraneters" registry (Section 10.12 of [ RFC9635])
The opaque token’s introspection response MJST al so i nclude these
fields when introspection is supported.

*Key Source for chain |ayer signatures.* Each del egating principal in
the chain has its own signing key. OGNAP' s grant-request flow exposes
the imediate_ client’s key via the client.key field; ZTIP requires
keys for _every_ principal in the chain. The conposition resolves
this by requiring that each chain |l ayer’s del egator identifier be a
URI dereferenceable to a JVWKS, or alternatively that the AS naintain
an out-of-band trust store for known del egators. Profiles MAY
further constrain this; this base spec | eaves the choice to

depl oynent .
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*Continuation requests.* GNAP supports continuation of a grant for
token refresh and nodification. Wen a continuation request nodifies
the authorized scope, the client MAY supply a new

ztip_del egation_chain value (e.g., representing a further-narrowed
del egation). The AS MJUST validate that the new chain’s scope is
consistent with — and not broader than — the chain that originally
established the grant.

*What this section does not specify.* Wre-level normative details —
exact field nanes accepted into the | ANA GNAP regi stries, exact
error-response shape, interaction-node semantics when a chain is
required for an interaction step — are deliberately left to a
compani on profile docunent. |nplenmenters wanting an end-to-end

conf ormant GNAP+ZTI P depl oynent SHOULD await or contribute to that
compani on docunent. The sketch above is sufficient for early
experinmentation and for soliciting feedback fromthe GNAP worki ng
group, but it is not a conplete profile.

Cust om Aut hori zati on Systens

I mpl enent ati ons MAY conpose ZTIP with bespoke authorization systens.
The conposition docunment MJST specify:

1. The signed credential serving as the Authorization Token

2. A Key Source for each principal that may sign a del egation chain
| ayer.

3. A carriage nmechanismfor the chain alongside the credential

4. A reason-code mapping if the conposition’s transport differs from
HTTP.

5. The placenment of ZTIP fields (intent_hash, etc.) within the
Aut hori zati on Token

6. The placement of Behavioral Cains within any associ ated agent
credenti al .

A conposition profile SHOULD be published as a separate docunent when
i ntended for cross-organi zati on use.

Depl oynment Pattern: Transparent |nternedi ate Signer
Thi s subsection describes a recurring deployment pattern that ZTIP

supports wi thout additional protocol machinery. It is informative;
t he underlying nmechanics (Sections 3 and 4) are unchanged.
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In sone del egation chains, requiring per-action human approval is
operationally prohibitive — a chat-driven session where the user
types ten nmessages per mnute cannot reasonably re-pronpt for
explicit approval on each turn. The practical pattern that energes:

1. *Layer O (root):* The user (Oiginator) signs a session-|eve
intent at session establishment. The intent_object describes the
broad scope the user is authorizing for the session ("answer
questions and call tools related to my project X using only ny
internal documents"). This is one human-consented signing event.

2. *Layer 1 (transparent internediate):* A trusted Planner or
session controller — running under the user’s identity but
operating w thout per-turn user approval — signs del egation
| ayers programmatically as the session proceeds. Each per-turn
del egati on reduces scope further (scope_reduction) based on the
specific user request that turn. The Planner is _transparent_
because it adds chain |layers without re-pronpting; it is
_trusted_ because it is structurally above the pronpt-injection-
exposed Wrker and constrained by the root’s scope.

3. *Layer 2 (worker):* A sub-agent (potentially exposed to pronpt
injection fromtool outputs) operates under the per-turn
del egation. |Its scope is reduced fromthe Planner’s scope, which
is reduced fromthe root.

The transparent intermedi ate signer pattern works within ZTIP s
existing primtives:

* The chain has arbitrary depth (Section 3.5 caps at 8 by default).
* Every |l ayer enforces scope monotonicity (Section 3.4).

* The root retains the user-consented intent_object; internediate
| ayers carry only scope_reduction (no new intent).

* Any operation reaching the final tool is constrained by the
intersection of all |ayers’ scopes.

*Security requirenents for the internmedi ate signer:*
* The internediate’s signing key MJST be under operational contro
of the sane trust principal as the user’s signing environment (the

Pl anner is part of the user’s session infrastructure, not a third-
party service)
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The internedi ate MIUST enforce scope nonotonicity at signing tinme;
an intermedi ate that signs scopes broader than the root authorized
is a security failure regardl ess of downstream verification

The internediate SHOULD | og per-turn signing decisions to a
tanmper-evident audit trail. The log SHOULD i nclude the user’s
per-turn input that derived the scope_reduction (so a subsequent
audit can reconstruct what was authorized for each turn).

The internedi ate SHOULD use a short-lived signing key bound to the
session (e.g., generated at session establishnent, del eted at
session termination), to limt the blast radius if the key is
exposed.

*When to use this pattern:*

*

Long-runni ng i nteractive sessions where user re-approval per
action i s unworkabl e.

Programmati ¢ deconposition of a high-level user intent into | ow
| evel tool calls, where the deconposition is performed by trusted
infrastructure, not by the pronpt-injection-exposed Wrker

Multi-turn chat UX where each turn produces a new sub-intent
within the session-level intent.

*When NOT to use this pattern:*

*

M1l er

Hi gh- st akes single-action authorizations (financial transfers,
irreversible operations) where per-action explicit consent is the
security boundary.

Depl oyments where the intermedi ate signer is not under the user’s
trust principal (e.g., a third-party SaaS Pl anner).
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*Trust-boundary inplications.* The transparent internediate signer
pattern shifts the human-consent boundary from per-action to per-
session, with a trusted automated signing authority producing the
per-turn delegation |ayers in between. This is a deliberate tradeoff
for operational viability, and adopters SHOULD treat it as a

meani ngful change in their threat nodel rather than an inplenmentation
detail. A conpromised internedi ate cannot expand scope (Section 3.4
prevents that — every per-turn delegation is still strictly within
the root intent’s scope), but it can nmanipul ate behavior within the
aut hori zed space: which tools to invoke, in what order, w th what
argunents, drawi ng on which session inputs. For npbst session-|eve
scopes this residual surface is acceptable; for scopes broad enough
that within-scope behavior can itself cause harm it is not. Two
consequences:

1. The internediate signer is a high-value target equivalent in
sensitivity to the Originator’s signing surface for the duration
of the session, and SHOULD receive equival ent operationa
har deni ng ( HSM backed keys, restricted access, nonitored signing
surfaces).

2. The session-level intent_object SHOULD be no broader than the
user would be willing to authorize unattended for the session's
duration. |If a session-level intent enconpasses high-stakes
actions, those actions belong in a separate, narrower intent
signed at the nonment they are needed (per the "When NOT to use
this pattern” gui dance above), not within the broad session
i ntent.

Future profile docunments MAY formalize specific inplenmentations of
this pattern (e.g., by specifying a distinct identifier prefix for
transparent intermedi ates, audit-1og requirenments, key-lifetine
bounds). This base specification deliberately |eaves the

i npl ementation details to depl oynents and profile authors.

7. Security Considerations

This section is REQU RED by [ RFC3552]. ZTIP introduces security
properties beyond those provided by any single authorization system
this section enunerates the additional adversaries and mitigations
specific to ZTIP. Conposition-specific security considerations
(e.g., the security considerations of QAuth 2.0 or ZTNP) continue to
apply to deploynments using those conpositions.
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7.1. Trust Anchor

The security of ZTIP is strictly bounded by the trustworthiness of
the Originator and the integrity of the Originator’s signing
environment. This is the protocol’s trust anchor, anal ogous to the
certificate-authority hierarchy in TLS or the issuer in QAuth: every
guarantee ZTI P provi des downstreamis conditional on the O ginator
havi ng si gned sonething the Originator actually meant to sign

A conprom sed or malicious Oiginator can produce a maxi mally-broad

i ntent_object and a chain authorizing any downstream pri nci pal ;
verifiers cannot distinguish such an intent froma |legitinate one
within the chain itself. ZTIP' s defenses (scope nonotonicity, intent
bi ndi ng, chain auditability) protect against conprom se _after_
signing — they do not protect against comprom se _at_ signing tinme.

Mtigations for the trust-anchor surface are deliberately out-of-
protocol and SHOULD i ncl ude:

* HSM backed or hardware-bound storage of the Originator’s signing
key.

* Short Signed-Intent lifetinmes (exp close to iat) so that a
conprom sed intent has linited reach.

* Milti-factor or additional-channel approval at the signing surface
for high-stakes intents (e.g., financial transfers, irreversible
operations).

*  Human review of intent_object contents at the signing U before
the signature is produced — i.e., the user signs what the user
sees.

*  Tanper-evident |ogging of every Originator signing event, so that
conprom se can be detected after-the-fact even if it cannot be
prevented in real tine.

Depl oyments eval uating ZTIP for a particular threat nodel SHOULD

treat the Originator’s signing environment with the sanme operationa
rigor they would apply to a CA's root key.
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7.2. Additional Adversaries

[} gl p———_————_ s —_———————————————————(—(———(—————r
| Adversary | CGoal |
[ sl e et o}
| ADV- PROVPT-I NJECT | Controls user-supplied content |
| | reaching an agent; wants to substitute

| | the operational intent. |
o e e e oo e m e e e e e e e e e e e e e e e e e ma o - +
| ADV-CHAIN-FORGER | Attenpts to forge a Del egation Chain |
| | claimng authority froma root |
| | Oiginator the chain recipient trusts. |
Fom e e e e e oo o o m m e e e e e e e e e e e me— oo - +
| ADV- SCOPE- EXPANDER | Controls a sub-agent in the middle of |
| | a chain; attenpts to grant downstream |
| | agents broader scope than the parent |
| | layer authorized. |
o e e oo o m e e e e e e e e e e e e e e e e eeeo— o on +
| ADV- DEPTH FLOODER | Constructs deeply-nested chains to |
| | consunme verifier resources (CPU, |
| | stack, signature-verification tine) at |
| | the receiver. |
o e e e e o s o m e e e e e e e e e e e e e e e e e eee—o o on +

Table 8

7.3. Attack Surface and Mtigations

+ oo ————=—
| Attack

[ oo
Pronmpt -i nj ected
confused deputy

Chain forgery

M1l er

I nt ent - Scoped Aut hori zati on
Tokens (Section 4) bind

aut horization to the origina
signed intent. The injected
instruction substitutes a new
intent that does not match

i ntent _hash; gated operations

fail w th | NTENT_SCOPE_M SMATCH

Each | ayer’'s signature is
verified against the issuing
principal’s published key
(Section 3.3 rule 1). An
adversary cannot forge a | ayer
wi t hout the corresponding
private key.
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7

4.

Scope expansi on
m d- chain

| Scope nonotonicity enforcenent |
| (Section 3.3 rule 3 and |
| Section 3.4) rejects any chain |
| in which a child |ayer grants |
| broader scope than its parent. |
Chain repl ay | Chain layers carry iat/exp; |
| receivers MIST reject expired |
| layers (Section 3.3 rule 5). |
| The root Signed Intent’s jti can

| be tracked to prevent intent |
| replay across sessions. |

Oiginator key
comprom se

| Qutside ZTIP s defense — sane | (Qut of |
| status as |ssuer key conprom se

| in any signing-based system |
| Mtigated by short Signed-Intent |
| lifetinmes and Origi nator-side |
| HSM use. |

Behavi oral -claim
m srepresentation

| Behavioral clainms (Section 5) |
| are signed by whatever |
| credential issuer carries them |
| Verifiers MAY require specific

| issuers known to assess |
| behavi oral properties |
| rigorously. |

Chai n-depth fl ood | Maxi mum chai n depth enforcenent |
[ verifier | (Section 3.5). Depth MJIST be
resource | checked before signature |
exhausti on | verification to prevent stack/

| CPU exhausti on. |

Table 9

Qut of Scope

ZTI P does not defend agai nst:

*

*Conpromni se of the Originator before they sign the intent.* The
Oiginator’s signing environment is the trust root; if it is
comprom sed, the adversary can sign arbitrary intents that
downstreamverifiers will treat as legitimate. Mtigations are
out - of -protocol (HSM hardware-bound signing, multi-factor
approval at signing tine).
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8.

* *Gj de-channel observation of intent contents.* The intent_object
is visible to every verifier in the chain (each verifier needs to
reconpute the hash). Information that should not be visible in
transit MUST be redacted fromthe canonical intent before signing
— see Privacy Considerations (Section 8) for guidance.

Privacy Considerations
This section is informed by [ RFC6973].

*Intent string sensitivity.* The canonical-intent-string (the source
of intent_hash) describes what a user asked the systemto do. It MAY
be sensitive (nmedical, legal, financial). Inplenmentations MJUST NOT

| og canonical -intent-strings without retention controls. The

i ntent _hash is non-reversi ble and MAY be | ogged.

*Intent visibility is a structural tradeoff, not just a privacy
concern.* Verifiable intent binding requires every verifier in the
chain to see the intent contents (or a hash thereof, w th downstream
| ookup). For deploynents where intent contents are thensel ves
sensitive — financial transaction details, medical context, |ega
strategy, regul ated business data — this visibility is a depl oynent-
feasibility constraint, not a privacy nicety. Sone enterprise

depl oynents may reject intent-binding altogether on this ground;

depl oynents eval uating ZTIP for adoption SHOULD pl an their intent
schema with this constraint in mnd fromthe outset. The mtigations
bel ow shape what can be carried in intent_object w thout |eaking;
they do not renove the underlying tradeoff between verifiability and
confidentiality.

*Intent contents are visible to all verifiers.* Every verifier in the
chain receives the root layer’'s intent_object (it rmust, in order to
reconpute the hash and evaluate intent_scope). The intent contents
are therefore visible to every |l ayer between Originator and fina
verifier. Oiginators MJST NOT include in intent_object any
information that nust remain confidential to a subset of verifiers.
Three patterns hel p:

* *Feld redaction at signing tinme.* The Originator’s signing
application renpves sensitive details fromintent object before
canoni cal i zation, signing only what verifiers need to eval uate
scope. The user-readable intent stays in the user’s |ocal |ogs,
not in the signed chain.

* *Reference-by-hash.* Sensitive payl oads are hashed; the chain
carries only the hash. Downstream agents | ook up the actua
content via a separate authenticated channel
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* *pProfile-specific encryption.* Sorme profiles may | ayer envel ope
encryption over intent_object for verifiers who hold the
appropriate key. This is out of scope for ZTIP base; profile
docunents MAY specify it.

*Del egation chain disclosure.* A Delegation Chain reveals the
orchestration topol ogy (which orchestrator, which sub-agents, which
tools). Were this is sensitive, deploynents MAY truncate chains
exposed to external receivers, retaining only the layers the receiver
needs to verify.

*Behavi oral - cl ai m di scl osure.* Sone behavioral clainms (e.qg.,
hurman_i n_| oop_policy: never) reveal architectural choices that
adversaries could exploit. Issuers and Provers SHOULD coordi nate on
whi ch behavioral clains are appropriate to expose at which trust
boundari es.

*Originator linkability.* A persistent Oiginator identifier
(user:alice) creates linkability across all chains the Oiginator
participates in. Deploynments MAY use ephemeral Originator
identifiers per-session where the depl oynment context permts.

9. | ANA Consi derations
Thi s document requests the follow ng | ANA acti ons.

The ZTIP I ANA footprint is intentionally mniml: a single new
registry (Denial Reason Codes), a single HITP field registration

(ZTI P-Chain), and zero new regi stries for behavioral claimnanes.

The single registry uses Specification Required allocation per

[ RFC8126] — anyone able to wite a stable specification docunment can
regi ster a new reason code, with no | ETF consensus action required
per registration. Comnposition profile docunents are expected to add
reason codes for their domain; the Specification Required policy
keeps that path open for vendor and consortium specifications w thout
burdening either | ANA or the | ETF process.

9.1. ZTIP Denial Reason Code Registry
Thi s docunent requests creation of a registry titled "ZTIP Deni al
Reason Codes". It administers reason codes returned by ZTIP-aware
verifiers when rejecting a request.

Al l ocation Policy: Specification Required (per [RFC8126]).

Initial Registrations:
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| Code | Meani ng | Reference |
[ oo oo sy ooy e pees e o}
| DEL_CHAI N_M SSI NG | Policy requires a | This |
| | Del egation Chain but | docunment, |
| | none was provided | Section 3 |
e T e T S IR +
| DEL_CHAI N_BROKEN | Chain of del egator/ | This |
| | del egatee references | document, |
| | has a gap | Section 3 |
e e S +
| DEL_CHAI N _SCOPE_EXPANDED | A child layer attenpts | This |
| | to grant broader scope | docunent, |
| | than its parent | Sections |
| | | 3, 3.4 |
o e m e e e e e oo o e e e e e e oo oo oo S +
| DEL_CHAI N_EXPI RED | One or nore chain | This |
| | layers has expired | document, |
| | | Section 3 |
o e e e e e e oo o o e e e e e a oo N +
| DEL_CHAI N_UNTRUSTED ROOT | The root Signed Intent | This |
| | is not signed by a | docunent, |
| | trusted Originator | Section 3 |
e Y - +
| DEL_CHAI N_DEPTH EXCEEDED | The chai n exceeds the | This |
| | verifier’s configured | document, |
| | maxi mum dept h | Section |
I I | 3.5 I
e e S +
| | NTENT_SCOPE_M SMATCH | The requested operation | This |
| | is outside the scope | document, |
| | authorized by the root | Section 4 |
| | Signed Intent | |
o e m e e e e e oo o e e e e e e oo oo oo S +

Tabl e 10

Conposition profiles MAY add codes via Specification Required.

9.2. HTTP Field Nanme Registration
Thi s docunent requests registration of the following HTTP field nane
in the "Hypertext Transfer Protocol (HTTP) Field Nane Registry" (per
[ RFC9110] Section 16.3.1):
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| Field Nane | Status | Reference |
[} e ——— Ll ————————— s p—p—_——(———(———————r
| ZTIP-Chain | permanent | This docunent, Section 6.2

S TR S e +

Table 11

*Specification:* The ZTIP-Chain HTTP header field carries a

Del egation Chain (Section 3) as a single conpact-serialized JSON Wb
Signature [RFC7515] value. It is sent by clients al ongside an

Aut hori zati on: Bearer header in the QAuth 2.0 conposition profile
(Section 6.2). The field value is the outernost JW5 of a Del egation
Chain in conpact serialization. The field MJUST NOT appear nore than
once in a single request; a request bearing multiple ZTIP-Chain
fields MJUST be rejected with DEL CHAI N BROKEN

*Coment s: * The author searched the | ANA HTTP Fiel d Name Registry as
of the date of publication and found no existing field named ZTI P-
Chain, no existing field beginning with ZTIP-, and no cl osely-rel ated
field nane. The closest prefix-matching field is dient-Cert-Chain,
whi ch addresses TLS certificate-chain transport — a different domain
from del egati on-chain transport.

9.3. Note on Behavioral C ai m Names

ZTI P does not request creation of an I ANA registry for behaviora
claimnanmes. Section 5 specifies a standard set of clains

(pronpt __injection_tested, tool _call _audit_|ogged, etc.) and an

ext ensi on nmechani sm usi ng URI - nanespaced nanes, vendor-prefixed
names, and privately-agreed names. This intentional non-allocation
mrrors the framework id approach in ZTNP: the diversity of bespoke
and enterprise behavioral clains makes a central registry

i mpractical, and the nanespaci ng conventions in Section 5 provide
collision-free extension w thout |ANA gatekeeping.

10. Inplenentation Status

This section records known inplenentations per RFC 7942 and is to be
renoved before publication as an RFC

A reference TypeScript inplenentation of Del egati on Chain
verification, Intent-Scoped Authorization enforcenent, and Behaviora
Claimparsing is in progress at:

https://github. com agent-trust-protocol s/agent-trust-protocol s/tree/ main/referencel/typesc
ript/ztip
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Test vectors covering valid chains, broken chains, scope-expanded
chai ns, dept h-exceeded chai ns, expired chains, and intent-scope
m smat ches are at:

https://github. com agent-trust-protocol s/agent-trust-protocols/tree/main/test-vectors/zti
p

A Python reference inplenentation is planned. Conposition-profile
reference inplenentations (QAuth, ZTNP) are planned as the protocols
stabili ze.

11. References
11.1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10.17487/ RFC3986, January 2005,
<https://www. rfc-editor.org/rfc/rfc3986>.

[ RFC7515] Jones, M, Bradley, J., and N Sakimura, "JSON Wb
Signature (JW8)", RFC 7515, DO 10.17487/ RFC7515, My
2015, <https://ww.rfc-editor.org/rfc/rfc7515>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "QGuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/rfc/rfc8126>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC8785] Rundgren, A., Jordan, B., and S. Erdtman, "JSON
Canoni cal i zati on Schene (JCS)", RFC 8785,
DO 10.17487/ RFC8785, June 2020,
<https://www. rfc-editor.org/rfc/rfc8785>.

[ RFC9110] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Semantics", STD 97, RFC 9110,
DA 10.17487/ RFC9110, June 2022,
<https://www. rfc-editor.org/rfc/rfc9110>.

11.2. Infornmtive References

MLl er Expi res 29 COctober 2026 [ Page 40]



I nternet-Draft ZTI P April 2026

[1-D.miller-ztnp]
MIller, J., "Zero-Trust Negotiation Protocol (ZTNP) Core",
Wirk in Progress, Internet-Draft, draft-m |l er-ztnp-00,
n.d., <https://datatracker.ietf.org/doc/htm/draft-mller-
zt np- 00>.

[ Macar oons2014]
Birgisson, A, Politz, J. G, Erlingsson, ., Taly, A,
Vrable, M, and M Lentczner, "Macaroons: Cookies wth
Cont extual Caveats for Decentralized Authorization in the
Cl oud", NDSS Synposi um 2014, 2014,
<https://research. googl e/ pubs/ pub41892/ >.

[ RFC3552] Rescorla, E. and B. Korver, "Guidelines for Witing RFC
Text on Security Considerations”, BCP 72, RFC 3552,
DO 10.17487/ RFC3552, July 2003,
<https://www. rfc-editor.org/rfc/rfc3552>.

[ RFC6749] Hardt, D., Ed., "The QAuth 2.0 Authorization Framework",
RFC 6749, DO 10.17487/ RFC6749, Cctober 2012,
<https://www. rfc-editor.org/rfc/rfc6749>.

[ RFC6973] Cooper, A., Tschofenig, H., Aboba, B., Peterson, J.,
Morris, J., Hansen, M, and R Smith, "Privacy
Consi derations for Internet Protocols", RFC 6973,
DA 10.17487/ RFC6973, July 2013,
<https://www. rfc-editor.org/rfc/rfc6973>.

[ RFC7519] Jones, M, Bradley, J., and N. Sakimura, "JSON Wb Token
(JWn ", RFC 7519, DO 10.17487/ RFC7519, My 2015,
<https://www. rfc-editor.org/rfc/rfc7519>.

[ RFC8693] Jones, M, Nadalin, A, Campbell, B., Ed., Bradley, J.,
and C. Mortinore, "QAuth 2.0 Token Exchange", RFC 8693,
DA 10. 17487/ RFC8693, January 2020,
<https://www. rfc-editor.org/rfc/rfc8693>.

[ RFC9449] Fett, D., Canpbell, B., Bradley, J., Lodderstedt, T.,
Jones, M, and D. Waite, "QAuth 2.0 Denpnstrating Proof of
Possession (DPoP)", RFC 9449, DO 10.17487/ RFC9449,

Sept enber 2023, <https://www. rfc-editor.org/rfc/rfc9449>.

[ RFC9635] Richer, J., Ed. and F. Inbault, "G ant Negotiation and
Aut hori zation Protocol (GNAP)", RFC 9635,
DO 10.17487/ RFC9635, Cctober 2024,
<https://www. rfc-editor.org/rfc/rfc9635>.

MLl er Expi res 29 COctober 2026 [ Page 41]



I nternet-Draft ZTI P April 2026

Appendi x A.  Wirked Exanpl e: Three-Hop Del egati on Chain (ZTNP
Conposi tion)

Thi s appendi x presents a conplete exanple of a three-party del egation

chain using the *ZTNP conposition profile* (Section 6.1). It is

informative; it does not introduce new normative requirenents.

I mpl enenters SHOULD verify their inplenmentation against this exanple.
A.1. Scenario

User Alice asks her orchestrator to "sunmarize ny unread emails from

the last 24 hours and produce a narkdown digest." The orchestrator
del egates the work to a specialized sumrari zer agent, which in turn
calls the email-read tool. Three signing principals participate:

* user:alice — the Originator (root)

* principal:orchestrator-1 — the orchestrator

* agent:sunmarizer-3 — the summarizer agent

The downstream tool tool:enmnil.read receives the call and verifies
the entire chain before serving the request.

A 2. A1l Layer 0: Signed Intent (Root)

Alice’ s signing application produces the follow ng intent_object:

{
"action": "summarize",
"scope": {
"actions": ["read"],
"data": ["internal", "pii"],
"tools": ["email.list", "email.read"]
},
"target": "unread enmails fromthe last 24 hours",
"constraints": {
"must_not": ["emmil.send", "email.delete"]
}
}

After JCS canonicalization per Section 3.2, the canonical bytes are:
{"action":"summari ze","constraints":{"must_not":["email.send","email.delete"]}, "scope": {"
actions":["read"],"data":["internal","pii"],"tools":["email.list","email.read"]}, " "target™
:"unread emails fromthe |last 24 hours"}

The base64url - encoded SHA-256 of these UTF-8 bytes is the
i ntent _hash. For this intent_object the value is:
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i ntent _hash = h_MaQ Dt KRb7MKFf wg664j UNVI Er f dS8QmLy 6qNc

This is the sane intent_object (and therefore the same hash) as
Example 1 in Section 3.2.

The root layer’'s full payload (before JW5 signing):

{
"del _chain_ver": "0.1",
"intent _root": true,
"originator": "user:alice",
"intent_object": { /* as shown above */ },
"intent _hash": "Qh_MaQ Dt KRb7MKFf wg664j UNVI Er f dS8QMLy6qNc",
"aut hori zed_chain": ["principal:orchestrator-1", "agent:summarizer-3"],
"scope": { /* same value as intent_object.scope */ },
"iat": 1745500800,
"exp": 1745504400,
"jti": "intent_01HVXYZ_SUMVARI ZE_REQUEST"
}

This payload is signed with Alice’'s private key. The result is a
conpact JWS denoted JW5 root.

A.3. A 2 Layer 1: Ovchestrator’s Del egation

The orchestrator receives JW5 root and del egates to the summari zer

agent :

{ .
"del _chain_ver": "0.1",
"del egator": "principal:orchestrator-1",
"del egatee": "agent:summarizer-3",

"scope_reduction": {

"actions": ["read"],

"data": ["internal", "pii"],

"tools": ["emmil.list", "emmil.read"]
}
"iat": 1745500850,

"exp": 1745504400,
"inner": "<JW5 root as conpact JWs>"

}

The orchestrator does not narrow scope here. It signs with its own
key, produci ng JW5 orch
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A 4. A 3 Layer 2: Sunmarizer’'s Del egation

The sunmmarizer narrows scope (no Pll, only enail.read):
{ .

"del _chain_ver": "0.1",

"del egator": "agent:summarizer-3",

"del egatee": "tool:emil.read",

"scope_reduction": {
"actions": ["read"],
"data": ["internal"],
"tools": ["email.read"]
}
"iat": 1745500900,
"exp": 1745504400,
"inner": "<JWS orch as conpact JWs>"

}

Both reductions (data: dropping pii; tools: dropping email.list) are
valid per the Section 3.4 nonotonicity table. The summarizer signs
with its own key, producing JWs sum This is the outernost |ayer and
is what travels in the PROOF nessage’s del egation_chain field (per
the ZTNP conposition profile, Section 6.1).

A.5. A4 Verification Transcript at the Too
The emnil.read tool verifies the chain:

Step 1: Unwrap JW5 sum Verify agai nst agent:summarizer-3's public
key (fromthe IKS, since this is a ZTNP conposition).

Step 2: Check expiration: current tine = 1745501000, JW5 sum exp =
1745504400. Not expired.

Step 3: Recurse into JW5 suminner. Unwap JW5 orch. Verify against
principal :orchestrator-1's public key.

Step 4: Recurse into JW5 orch.inner. Unwap JW5 root. Verify
agai nst user:alice’'s public key. user:alice is in the tool’s trusted-
originators set.

Step 5: Verify root structure: intent _root: true; originator matches
trusted set.

Step 6: Verify chain integrity. JW5 orch.delegator is in
JW5 root. authorized _chai n; JW5 orch. del egatee = JW5 _sum del egat or
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Step 7: Verify scope monotonicity (Section 3.4) — all subset checks
pass.

Step 8: Verify chain depth: 3 layers, well within the default naxinmm
of 8.

Step 9: Reconpute intent_hash from JW5 root.intent_object; conpare to
JW5 root.intent _hash. Match.

Al'l checks pass.
A.6. A5 Intent-Scoped Pernit |ssued Al ongside the Chain

Under the ZTNP conposition (Section 6.1), an Intent-Scoped Permt
covering this scenario:

{
"iss": "https://gateway. exanpl e",
"sub": "agent:summarizer-3",
"iat": 1745500900,
"exp": 1745504400,
"permt _id": "permt_OlHVXYZ_| NTENT_TEST",
"constraints": {
"actions": ["read"],
"data": ["internal "],
"tools": ["email.read"]
}
"ch_binding": {
"met hod": "tls-exporter”,
"l abel ": "EXPORTER- ZTNP- per mi t - bi ndi ng",
"context _hash": "..."

"intent _hash": "@h_MaQ Dt KRb7MKf wg664j UWMI Er f dS8QMLy6gNc”,
ntent _scope": {

"actions": ["read"],

"data": ["internal"],

"tools": ["email.read"]

}

,hain_root_iss": "user:alice",
"chain_root _jti": "intent_OlHVXYZ SUMVARI ZE_REQUEST"
}

For a pronpt-injected email.send({to: "attacker@xanple", ...}) call
the intent_scope.tools does not include email.send. The verifier
returns | NTENT_SCOPE_M SMATCH. This is the pronpt-injection-

resi stance guar ant ee.

MLl er Expi res 29 COctober 2026 [ Page 45]



I nt

A 7.

App

M I

ernet-Draft ZTIP 2026

April

A. 6 Failure Mdes

Three nodifications that woul d cause rejection:

1. JW5 sum scope_reduction.tools includes enail.send —
DEL_CHAI N_SCOPE_EXPANDED.
2. JWS orch’s signer is unknown to the tool — signature verification
fails at Step 3.
3. JW5 root.intent_object differs fromwhat the orchestrator
believed — reconputed intent _hash differs —
| NTENT_SCOPE_M SMATCH.
4. The chain has nore than 8 |ayers — DEL_CHAI N _DEPTH_ EXCEEDED.

Machi ne-readabl e test vectors corresponding to this exanple are at
test-vectors/ztip/.

endi x B. Conparison with Macaroons and Rel ated Capability Tokens
This appendix is informative. |t conpares ZTIP to nmacaroons

[ Macar oons2014] and the rel ated capability-wth-caveats tokens
(biscuits, wafers) that have appeared since. ZTIP and nacaroons
share an append-only scope-reduction property and are sonetinmes

consi dered for the same probl ens; the conparison clarifies where they
overl ap and where they diverge.

At a d ance
| Property | Macaroons / Biscuits | ZTI P Del egation |
| | / Wafers | Chain |
[ ey sy ety o}
| Authentication | HMAC keyed by issuer | Asymmretric digital |
| primtive | (third-party caveats | signature per |ayer |
| | use additional | (any JWS signature |
| | discharge tokens) | alg) |
o e e e oo S T +
| ldentity of | Not bound — any | Each layer’s |
| each delegator | token hol der can | del egator and |
| | append a caveat | del egatee are signed |
| | | identifiers |
o e e e e oo - o e e e e e e oo o o e e e e e e oo +
| Scope-reduction | Caveats: predicates | Structured scope |
| nodel | ("user = alice", | fields with the |
| | "expires < T") | formal subset |
| | eval uated at | relation in |
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formats? |

ZTI P

verification

None — the token
represents
capability,
i nt ent

not

Yes (or third-party
di scharge for cross-
domai n)

Sel f - cont ai ned
capability token

General |y repl aces
t hem

Tabl e 12

When Macaroons Fit Better Than ZTIP

Apri

Section 3.4

| intent_hash binds
the chain to a

structured
ori gi nator

No — verifier needs
each del egator’s
public key, obtained
via the deploynent’s
Key Source

Layered JW5 attached
al ongsi de an
Aut hori zati on Token

Ext ends QAuth 2.0,
GNAP, ZTNP, or
vendor tokens

2026

Cl osed depl oyments where issuer and verifier share an HVAC key and

no third party participates in del egation

Si ngl e-trust-donain capability stores where "anyone hol di ng the

token may further restrict

it"

is the desired semantics.

Resource-constrai ned verifiers that cannot performasymetric

signature verifi

cation.

Use cases where the who_ of each delegation step is irrelevant
only the _what_ (the resulting set of pernitted operations)

matters.

When ZTIP Fits Better Than Macaroons

Mul ti - princi pal
(user,

orchestrator

del egati on chains where each del egating principa
sub-agent) has its own identity that the

verifier needs to verify and audit.
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Expi res 29 COctober 2026

[ Page 47]



I nternet-Draft ZTI P April 2026

* Deploynments where the originator’'s _intent_is a first-class
security property — that is, where the verifier needs to reject
operations consistent with the token's stated scope but
inconsistent with what the user actually asked for. This is the
pronpt-injection / confused-deputy mtigation in Section 4.

* Depl oyments composing with existing PKI, JW-based authorization,
QAuth 2.0, or GNAP, where introducing a parallel HMAC trust system
woul d be operationally undesirable.

* Audit and forensic environments where reconstructing "which entity
aut hori zed which step" nust be possible fromthe chain itself.

B. 4. Conceptual Lineage

ZTI P's append-only scope reduction (Section 3.4) shares its

phi | osophi cal |ineage with macaroons. Both encode the principle that
del egati on may only narrow, never broaden, what was authorized.
ZTIP's contribution is to (a) bind the chain's root to a _structured
intent _ the originator signed, (b) require each layer to be signed by
an identified principal rather than anyone hol ding the token, and (c)
conpose with existing authorization-token formats rather than
replacing them The nacaroons paper’'s caveat predicates al so

i nfluenced ZTIP's design of the constraints field on intent_object
(Section 3.2), which is profile-extensible to support arbitrary

addi tional predicates beyond the structured scope dinmensions.

Appendi x C. Conformance Profile
ZTIP's three primtives (Del egation Chain Attestation, |ntent-Scoped
Aut hori zation, Behavioral C ai m Extensions) are independently useful,
and depl oyments MAY adopt one without the others (Section 1). The
conformance profile defines two conformance | evels accordingly.

*Ful | conformance.* An inplementation is fully conformant with ZTIP
if it inplenents all three prinmtives:

* Produces and validates Del egati on Chain JW5 structures per
Section 3.

* Enforces scope nonotonicity across del egation | ayers per
Section 3.4.

* Enforces a configured maxi num chain depth per Section 3.5.

* |ssues and enforces |ntent-Scoped Authorization Tokens per
Section 4.
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* Carries ai_behavior Behavioral d ainms when applicable per
Section 5.

* |Inplements at | east one conposition profile from Section 6

*Partial conformance.* An inplenentation supporting only a subset of
the three primtives MAY claimpartial conformance by listing the
primtives it inplements (e.g., "ZTIP partial: Del egation Chain
Attestation only" or "ZTIP partial: Delegation Chain Attestation +

I nt ent - Scoped Aut horization, no Behavioral Cains"). Partial-
conformant inplenmentations of any one primtive MJST satisfy that
primtive’'s normative requirements in full — partial confornmance
refers to which primtives are inplenented, not to weakening the
requirenents within a chosen primtive.

Al conforming inplenentations (full or partial) MJST declare which
conposition profiles they support.
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