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Abst r act

Thi s docunent defines the vCon Zip Bundle (.vconz) file format for
packagi ng one or nore vCon conversation data containers with their
associated nedia files into a single, self-contained ZI P archive
VWi |l e vCons support external file references via HITPS URLs with
content hashes, these dependencies create availability and
portability challenges. The vCon Zip Bundl e addresses this through a
standardi zed archive format that includes all referenced files,
supports nultiple vCons with automati c deduplicati on based on content
hashes, preserves data integrity through hash verification, and
enabl es offline processing. This specification maintains ful
conpatibility with all vCon security forns (unsigned, signed,
encrypted) as defined in the vCon core specification

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 10 May 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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s support both inline content (base64-encoded in the JSON) and

rnally referenced files (via HITPS URLs with content hashes).
e external references enable efficient storage and network
sfer, they create dependenci es on external resources that may
me unavail abl e over tinme. The vCon Zip Bundle (.vconz) fornat
esses this by:

*Sel f-containment*: All referenced files are included within the
ZI P archive

*Mul ti-vCon support*: Miltiple vCons can be bundl ed together with
automatic file deduplication

*Integrity preservation*: Oiginal content hashes are maintained
for verification

*Pl at f orm i ndependence*: Standard ZI P format supported across al
pl atforns

*Sinplicity*: Flat structure with hash-based fil e nam ng
elimnates the need for mappi ng manifests

*OFfline processing*: No network dependencies after bundle
creation
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. File Structure

The vCon Zip Bundle (.vconz file) MJIST follow this sinplified
structure designed for multi-vCon support and ease of use:

bundl e. vconz

~—— mani fest.json # Bundle format identifiers
F—— files/ # Al nmedia files (flat, deduplicated)
F—— sha512- GLy6l Pa. . . UQ wav # Hash-named with fil e extensions
F—— sha512- Def 456. . . XYZ. pdf
L —— sha512- Transcript...ABC. json
~—— vcons/ # Al vCon JSON files
F—— 0195544a- b9bl- 8ee4- b9a2- 279e0d16bc46. j son
L —— 01955450- 1234- 5678- 9abc- def 012345678. j son
——— extensions/ # Future vCon extensions (optional)
L—— [extension-nane]/
F—— netadata.json
L—— files/
L—— sha256- Ext Data...GH . cbor

Figure 1: vCon Zip Bundle Directory Structure
2.1. Design Principles
*Flat File Structure*: Al media files are stored in a single files/
directory, regardless of type (dialog, attachnents, analysis). The
vCon JSON al ready contains the semantic type infornmation, elimnating
the need for directory-based categorization

*Hash- Based Nanming*: Files are named by their content_hash val ue from
the vCon, enabling:

* Direct |ookup without manifest files
* Automatic deduplication across multiple vCons
* Integrity verification through filenane

*UUl D- Based vCon Nami ng*: Each vCon is stored as vcons/[uuid].json,
maki ng di scovery trivial by scanning the directory.
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*No Metadata Folder*: Al necessary information is already in the
vCon JSON files thenselves. The bundle format relies on the vCon
specification’s built-in content_hash nechani sm

3. Core Files

3.1. nmanifest.json
The top-level manifest contains only essential bundle format
identifiers:

"format": "vcon-bundl e",
"version": "1.0"

}

Figure 2: Exanple nanifest.json
*Paraneters: *
* format: MJST be "vcon-bundl e"”

* version: Bundle fornmat version (this specification defines version
n 1. Oll)

Bundl e consumers di scover vCons by scanning the vcons/ directory. No
vCon enuneration is maintained in the manifest.

3.2. vCon JSON Files
Each vCon is stored in the vcons/ directory as [uuid].json
* Filename MJST be the vCon’s UU D foll owed by .json

* Content MJUST be the conplete, original vCon in any security form
(unsi gned, signed JW5 encrypted JVE)

* Al external URL references and content hash val ues MJST be
preserved exactly as received

3.2.1. Security Form Handling
*Unsi gned vCons*: Stored directly as JSON obj ect

*Signed vCons (JW5)*: The conpl ete JW5 structure MJST be preserved,
i ncl udi ng:

* JWS headers with signature al gorithns and keys
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* Base64url - encoded payl oad containing the actual vCon
* Signature verification data

*Encrypted vCons (JVE)*: The conplete JWE structure MJST be
preserved, including:

*  JWE headers with encryption algorithms and key information
* Encrypted payl oad (which may contain a signed vCon)
* Al encryption netadata required for decryption

Bundl e creators MJST NOT nodi fy the vCon content, decrypt encrypted
vCons, or renove signatures.

Bundl e creators MAY extract enbedded files from an unsigned or
unencrypted vCon and replace themw th external references. Wen
doi ng so, the creator MJST upload the extracted content to an

accessi ble HTTPS URL, conpute the appropriate content_hash, and
update the vCon JSON to include the url and content_hash fields while
renovi ng inline body and encoding fi el ds.

3.3. File Lookup Mechani sm

4.

4.

To resolve a file reference froma vCon:

1. Read the content_hash field fromthe vCon object (dialog,
attachnent, or analysis)

2. Extract the hash algorithmand value (e.g., "shab512-Gy6lPa...")

3. Look in files/ for files matching [content_hash] with any
ext ensi on

4. The extension is provided for unzip/extraction friendliness and
is determined by the file's nedia type (see Section 4.2)

Example: If a dialog entry has "content_hash":
"sha512- GLy6l Pal UML. .. UQ' and "nedi atype": "audi o/wav", the file wll
be located at files/sha512- GLy6l Pal UML. .. UQ wav.

Fil e Nam ng Conventi ons

1. Hash- Based Fil enanes

Al externally referenced files MJUST be stored using their content
hash as the filename, ensuring:
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*

Fi l

*Uni queness*: Hash-based nanmes prevent collisions
*Integrity*: Filenane directly corresponds to content verification

*Deduplication*: ldentical content (same hash) reuses the sane
file across multiple vCons

*Direct | ookup*: No mani fest needed to map URLs to files

es MJUST be naned using the follow ng pattern:

[ hash-al gorithm -[ base64url - hash] . [ ext ensi on]

I mpl enent ati ons MJST support SHA-512 as defined in the vCon
specification. Additional hash al gorithns MAY be supported as
specified in the vCon content hash field.

Exanpl es:

*

4.2,
Fil
1.
2.
3.
4.

M1l er

sha512-
GLy61 Pal UMLGgzZqf | PZI W aDsNgNvZM)i CONNThnHOa75f hUMBc YzLZ5Gy nSURREY
Zwnth54- 2| RRi eyj 82UQ wav

sha256- Abc123Def Ghi 4563kl Mho789Pqgr St u012VwxYz345. np4 (i f
content _hash specifies SHA-256)

sha512-

Def 456 UVW 89Xy z Abc Def Gni 123Jk| MhoPgr St uvwxYz456AbcDef Gnhi 789Jk| Mho0
12Pgr St uVwx Yz A. pdf

Ext ensi on Determ nation

e extensions MJST be determned by the followng priority:

*M ME type* fromvCon minetype field (preferred)

* Use standard M ME type to extension mappings (e.g., "audio/
wav" — ".wav"

*Cont ent anal ysi s* of the file header

* |Inspect magic bytes to deternmine file type
*Original URL extension* as fall back

* Extract extension fromthe URL path if avail able

*Ceneric extension* (.bin) if undeterm ned
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The extensi on enabl es operating systems and tools to handle files
appropriately when the bundl e is extracted.

4.3. Milti-Hash Support
When a vCon references files with nultiple content hashes (as per

vCon specification: "ContentHash" | "ContentHash[]"), inplenmentations
MUST:

1. *Primary hash*: Use the first hash algorithmin the array for
filenane generation

2. *Preferred hash*: If SHA-512 is present in the array, it SHOULD
be used as primary regardl ess of position

3. *Validation*: Verify ALL provided hashes during bundle creation
and extraction

Exanpl e: If content_hash is ["sha256-Abc...", "shabl12-Def..."], the
file SHOULD be named sha512-Def....ext.

5. vCon References and Rel ationshi ps

5.1. G oup hjects
vCons may reference other vCons through G oup Objects (Section 4.6 of
[I-D.ietf-vcon-vcon-core]). These references aggregate multiple
vCons into a | ogical conversation

When a vCon references another vCon via a Group bject:

* The referenced vCon SHOULD be included in the bundle as a separate
file in vcons/[uuid].json

* The Group Object’s uuid field enables discovery of the referenced
vCon

* |If the Goup bject includes a url with a content_hash, the
bundl er MAY include a copy of the URL-based reference in the
bundl e

* Bundl e readers SHOULD check if the content_hash exists in the

bundle’'s files/ directory before attenpting external URL
resol ution
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5.2. Referenced vCon Di scovery
To discover all vCons in a bundle and their relationships:
1. Scan vcons/ directory for all *.json files
2. For each vCon, check for group[] array entries with uuid fields

3. Verify that referenced vCons are present in the bundle (if
i nt ended)

4. Build relationship graph of vCons based on these references
6. Bundle Creation Process
6.1. vCon Security Form Handling

Bundl e creators MJST handl e different vCon security forns
appropriately:

*For Unsi gned vCons: *

1. MJST parse JSON directly to identify external references

2. MJST proceed with standard file resolution

*For Signed vCons (JW5):*

1. MJST preserve conplete JW5 structure in the output vCon file
2. SHOULD verify signature before processing

3.  MJIST parse base64url -decoded payload to identify externa
ref erences

4. MJIST resolve external files based on payl oad content
*For Encrypted vCons (JVE): *
1. MJST preserve conplete JWE structure in the output vCon file

2. |If decryption keys are avail abl e, bundl e creator SHOULD decrypt
to resolve external references

3. If decryption keys are unavail abl e, the bundl e creator MJST

i nclude the encrypted vCon without resolving external references
or including associated files
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6. 2.
For

1.

M1l er

When keys are avail abl e, MJST parse decrypted content (which may
itself be signed) to identify external references

MUST save original encrypted JWE structure after file resolution
(not decrypted content)

External File Resolution
each vCon bei ng bundl ed:

*Parse vCon content*: MJST parse according to security formto
identify all external references:

* dialog[] entries with url and content_hash
* attachnents[] entries with url and content hash
* analysis[] entries with url and content hash

* group[] entries with url and content_hash (for referenced
vCons)

*Val i date URLs*: MJST ensure HTTPS protocol and validate URL
accessibility

*Downl oad files*: MJUST downl oad from HTTPS URLs with proper error
handling and retry |l ogic

*Verify content hashes*: MJST verify agai nst downl oaded cont ent
usi ng ALL provided hash al gorithns

* MJIST fail if any hash does not match
*  MJST support SHA-512 as prinary al gorithm

*Determne file extension*: MJST determ ne using priority defined
in Section 4.2

*Generate fil enane*: MJIST use pattern [primary-content-
hash] . [ ext ensi on]

*Check for duplicates*: If file already exists in files/ with
same hash, MJST skip (automatic deduplication)

*Store file*: MJST add to files/ directory if not already present
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6.3. Milti-vCon Bundle Creation
VWhen bundling multiple vCons:

1. *Collect all vCons*: MJST identify all vCons to be included in
the bundl e

2. *Resolve files for each vCon*: MJIST foll ow procedures in
Section 6.2 for each vCon

3. *Autonmtic deduplication*: Files with identical content_hash
val ues MJUST be stored only once

* This is especially useful when nmultiple vCons reference the
same recording, attachnent, or analysis

4. *Store each vCon*: MJST store as vcons/[uuid].json while
preserving original security form

5. *Handl e vCon references*:

* Bundl e creator SHOULD i ncl ude referenced vCons (via G oup
obj ects) when avail abl e

* |f including referenced vCons, MJST add themto the vcons/
directory

* UUDs in the vCon JSON enabl e di scovery wi thout additiona
mani f est s

6.4. Bundl e Assenbly

1. *Create ZIP structure*: MJIST create the follow ng directory
structure:

mani f est.j son

files/

vcons/

extensions/ (if applicable)

2. *Wite manifest.json*: MJST wite with required fornat
identifiers

3. *Add all files*: MJST add to files/ directory with hash-based
names

4. *Add all vCons*: MJST add to vcons/ directory as [uuid].json
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5. *Add extensions*: |If vCons use extensions (Section 8), MJST
i ncl ude extension data

6. *Create ZIP archive*: MJST create with appropriate conpression
settings

6.5. Bundle Validation
Bundl e creators MJST performthese validation steps:

1. *Hash verification*: MJST verify all content hashes nmatch
downl oaded content (all algorithns)

2. *File conpleteness*: MJIST ensure all external references from al
vCons are resol ved and bundl| ed

3. *Security formintegrity*: MJST verify original signatures/
encryption structures remain intact

4.  *UUl D uni queness*: MJST verify no duplicate vCon UU Ds exist in
vcons/ directory

5. *File accessibility*: SHOULD verify all files in files/ are
referenced by at | east one vCon

6. *Manifest validity*: MJST verify top-level manifest.json is valid
JSON with all required fields

7. Bundle Extraction and Usage
7.1. Extraction Process
Bundl e consunmers MJST follow this extraction process:
1. *Extract ZIP* to tenporary or permanent directory
2. *Validate bundl e structure*:
* manifest.json exists and is valid
* vcons/ directory exists
* files/ directory exists
3. *Load manifest.json* and verify:

* format is "vcon-bundl e"”
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7.2.

* version is supported (e.g., "1.0")

*Di scover vCons*: Scan vcons/ directory for all *.json files
*For each vCon*:

* Parse according to security form (unsigned/signed/ encrypted)
* ldentify file references via content_hash fields

* Verify files exist in files/ directory

* Verify file integrity using content_hash val ues

*Build rel ati onshi ps*: Check for vCon references (group[],
redacted) to understand bundl e structure

Fil e Resol ution

To access a file referenced in a vCon:

1.

7.3.

Extract content _hash fromthe vCon object (e.g.,
"sha512- GLy6l Pa...")

Optionally extract nmedi atype to determ ne expected extension
Look in files/ directory for [content hash].[ext]
* |f extension is known, search for exact match

* |f extension is unknown, scan for any file starting with
[ content _hash].

Verify file hash matches content hash value (all algorithns if
mul tiple provided)

Use file content for processing

Security Form Processing

*For Signed vCons:*

*

M1l er

Bundl e consumers SHOULD verify JW5 signatures using appropriate
keys

Signature verification failure SHOULD result in processing
war ni ngs or errors
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* Consuners NAY choose to process unsigned payl oads with appropriate
war ni ngs
*For Encrypted vCons:*
* Bundl e consunmers MAY have appropri ate decryption keys
* Decryption is optional and only possible if keys are avail abl e

* |f decryption keys are unavail abl e, consuners MAY process the
encrypted vCon netadata wi thout accessing the encrypted payl oad

* Decrypted content may itself be signed and require signature
verification

8. Extensibility

8.1. Future vCon Extensions
The extensions/ directory provides support for future vCon extensions
that define custom paraneters or file types beyond the core
speci fication.

*Directory Structure:*

ext ensi ons/

L—— [extension-nane]/
F—— netadata.json # Extension netadata and schema
L—— files/ # Extension-specific files (if needed)
L—— [hash-based-names] # Fol | owi ng sane nami ng conventions

Figure 3: Extension Directory Structure
*Ext ensi on Cui delines:*

* Each extension MJST have its own subdirectory naned after the
ext ensi on

* Extension-specific files SHOULD fol |l ow sanme hash-based nam ng
conventions

* Extension nmetadata MUST be stored in
ext ensi ons/ [ nane] / met adat a. j son

* Extensions SHOULD use files/ directory for standard nedia files
(dial og, attachnents, anal ysis)
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*

Ext ensi ons MAY use extensions/[nanme]/files/ for extension-specific
file types

*Ext ensi on Met adata Schema: *

{

8. 2.

9

"ext ensi on_nanme": "mnim-nmessages”,
"extension_version": "1.0",
"vcon_version_conpatibility": ["0.3.0"],
"bundl e_format_version": "1.0",
"description": "M M protocol nessage support for vCon"
Figure 4: Exanpl e Extension Met adata
Bundl e Format Versioni ng

Bundl e format version MJST be tracked in manifest.json

Thi s specification defines version "1.0" (rmulti-vCon with
simplified structure)

For war d/ backward conpatibility handl ed via version negotiation
New versions MAY add directories or fields to manifest.json
New versi ons MJUST NOT break existing core structure

| mpl enent ati ons SHOULD support at |east one previous nmmjor version

Security Considerations

Content Verification

Al files MJUST be verified agai nst ALL provi ded content_hash
val ues before inclusion

Bundl e creators MJST validate HTTPS certificate chai ns when
downl oadi ng external files

Hash al gorithns MJST include SHA-512 as required by vCon
speci fication

Addi tional hash al gorithns MAY be supported as specified in vCon
content hash arrays

Bundl e creators MJST fail bundle creation if any content hash
verification fails

MLl er Expires 10 May 2026 [ Page 15]



I nternet-Draft vcon- zi p- bundl e Noverber 2025

9. 2.

9. 3.

9. 4.

M1l er

Bundl e consurmers MJST verify file hashes during extraction to
det ect tanpering

vCon Security Form Preservation

*Si gned vCons*: Bundl e creators MJST preserve conplete JWS
structure and SHOULD verify signatures

*Encrypted vCons*: Bundl e creators MJST preserve conplete JVE
structure

*Security downgrades*: Bundle creators MJUST NOT convert signed/
encrypted vCons to unsigned form

*Key managenent*: Bundl e creators are responsible for having
appropriate keys for encrypted vCons

*Signature verification*: Bundle consuners SHOULD verify JW5
si gnatures before trusting vCon content

Privacy Protection

Bundl e creators MJST preserve any privacy controls fromorigina
vCons

Redact ed vCons MUST maintain redaction integrity in bundles

Unr edact ed vCons referenced by redacted vCons SHOULD have access
controls enforced

Party identification informati on MJST be handl ed according to
appl i cabl e privacy regul ati ons

Bundl e-1 evel encryption (ZI P encryption) MAY be used but does not
repl ace vCon-|evel security

Fil e Deduplication Security

Deduplication via content_hash is safe because:

*

Sane hash neans identical content (cryptographic guarantee with
SHA- 512)

No i nformation | eakage fromfile reuse across vCons

Each vCon's content hash val ues are independently verifiable

Expires 10 May 2026 [ Page 16]



I nternet-Draft vcon- zi p- bundl e Noverber 2025

9

9

5

6

10.

10.

Bundl e consumers SHOULD verify that shared files have identica
content _hash in all referencing vCons.

Threat Model Consi derations

*Tanper detection*: Content hashes provide integrity verification
for individual files

*Bundl e integrity*: Complete bundle integrity depends on
- ZIP file integrity

- Individual file hash verification

- vCon signature verification (for signed vCons)

*Key exposure*: Encrypted vCons protect against key exposure
better than ZI P-1evel encryption

*Met adat a | eakage*: File names (hashes) and vCon structure may
reveal conversation patterns even if content is encrypted

Bundl e- Level Security

*ZI P encryption*: MAY be used for additional protection but MJST
NOT repl ace vCon-1evel security

*Conpr essi on*: SHOULD be applied judiciously to avoid side-channe
anal ysis via conpressed size

*File perm ssions*: Bundle extractors SHOULD set appropriate file
per m ssions on extracted content

*Tenporary files*: Bundle creators SHOULD securely del ete
tenmporary files containing sensitive content

| ANA Consi der ati ons

Medi a Type Registration

Thi s specification defines a new nedia type for vCon Zi p Bundl e
(.vconz) files and requests | ANA registration

*Type nane:* application
*Subt ype nane: * vcon+zip

*Requi red paraneters:* None
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*Optional paraneters:*

* version: Bundle format version (default "1.0")
* vcon-version: Source vCon specification version
*Encodi ng considerations:* Binary (Zl P archive)
*Security considerations:* See Section 9

*Interoperability considerations:* Standard ZIP format with specific
internal structure

*Publ i shed specification:* This docunent

*Applications that use this nedia type:* vCon processing tools,
conversation anal ysis systens, conversation archives

*Fragnment identifier considerations:* Not applicable
*Addi tional information:*

*  *Magi ¢ nunber:* ZIP signature (0x504B0304) with manifest.json as
first entry

* *Fi|le extensions:* .vconz
* *Macintosh file type code:* Not assigned
*  *Uniform Type Identifier:* public.vcon-zip-bundle

*Person & enmnil address to contact:* Jereme MIler
jereme.mller@mail.com(miilto:jereme. mller@mail.com

*| nt ended usage: * COMVON
*Restrictions on usage:* None
*Author:* Jeremie Mller
*Change controller:* | ETF
11. Inplenentation CGuidelines
11.1. Required Features

| npl enent ati ons MUST support:
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* Multi-vCon bundling with automatic file deduplication

* Al four vCon content arrays (parties, dialog, analysis,
attachnents)

* Al three vCon security forns (unsigned, signed JW5 encrypted
JVIE)

* SHA-512 content hash verification as primary algorithm
* Hash-based file naming with extension determ nation
* Standard ZIP format with specified directory structure
* vCon discovery via vcons/ directory scanning
* File |l ookup via content_hash values in vCon JSON
* Group object reference handling
11. 2. Recommended Features
| mpl enent ati ons SHOULD support:
* JW5 signature verification for signed vCons
*  JWE decryption for encrypted vCons (with appropriate keys)
* Additional hash algorithns (SHA-256) for broader compatibility
* Bundle validation and integrity checking tools
* Extension directory support for future vCon extensions
* Efficient handling of large nedia files (streaning)
11.3. Optional Features
| mpl enent ati ons MAY support:
* Conpression optim zation for specific nedia types
* Increnental bundl e updates (adding/renoving vCons)
* Bundle format version migration tools

* Custom extension handling beyond core specification
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* ZIP-level encryption for additional security
* Automated re-publishing tools for bundle-to-external conversion
* Bundl e analysis tools (relationship graphs, statistics)
11.4. Inplenentation Validation
I mpl enent ati ons SHOULD provi de validation for
* Bundl e structure conpl eteness (required directories and files)
* Content hash verification (all algorithns)
* vCon relationship integrity (group references)
* Security form preservation (signatures/encryption intact)
* UUI D uni queness across all vCons
* File reference conpleteness (all referenced files present)
* Extension conpatibility
12. Exanpl es
12.1. Single vCon Bundl e (Unsigned)

sinmple-call.vconz

F—— manifest.json # Format: vcon-bundle vi1.0
F—— files/
| F—— sha512- GLy6l Pa. . . UQ wav # Audi o recording
\ L—— sha512-Transcript...XYZ.json # Generated transcript
L—— vcons/

L —— 0195544a- b9bl- 8ee4- b9a2- 279e0d16bc46. j son # Unsi gned vCon

Figure 5: Single vCon Bundle Structure

12. 2. Mul ti-vCon Bundle with Shared Fil es
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support - case-bundl e. vconz

——— mani fest.json
F—— files/
—— sha512- Cal | 1Audi o. . . ABC. wav # First call recording
—— sha512- Cal | 2Audi o. . . DEF. wav # Second call recording
—— sha512- Shar edDoc. .. GHl . pdf # Docunent referenced by both vCons (de
duplicated!)
F—— sha512-Transcript1...JKL.json # First call transcript
L—— sha512-Transcript2...MQ json # Second call transcript
——— vcons/
F—— 0195544a- b9bl- 8ee4- b9a2- 279e0d16bc46.json # First call vCon
L —— 0195544b- c2d3- 4e5f - 6a7b- 8c9d0elf 2a3b. json # Second cal |l vCon (sane case)

Figure 6: Multi-vCon Bundle with Deduplication

Not e: shabl12- SharedDoc...CGH . pdf is referenced by both vCons but
stored only once due to automatic deduplication

12.3. Signhed vCon with Encrypted Attachnent

secur e- conf erence. vconz

F—— manifest.json
F—— files/
\ -—— sha512- Vi deoConf ... PQR np4 # Vi deo recording
\ F—— sha512-Slides. .. STU. pdf # Presentation slides
\ L—— sha512- Conf Report...WWX.json # Conference sunmary
L—— vcons/

L —— 0195544c-1234-5678- 9abc- def 012345678. j son # JW5-si gned vCon

Fi gure 7: Signed vCon Bundl e
12.4. Goup of Related vCons

conversation-thread. vconz

F—— manifest.json
F—— files/
\ -—— sha512- Emai | Thread. .. ABC. j son # Email conversation
\ -—— sha512- Chat Log. . . DEF. j son # Chat nessages
\ L—— sha512- PhoneCal | ... GH . wav # Fol | ow-up phone cal
L—— vcons/
F—— 01955450- aaaa- 1111- 2222- 333344445555, j son # Emai| vCon
F—— 01955451- bbbb- 3333- 4444- 555566667777. ) son # Chat vCon
F—— 01955452- cccc- 5555- 6666- 777788889999. j son # Phone vCon
L —— 01955453-dddd- 7777- 8888-999900001111. j son # Aggregate vCon (has group[] refer

ences to others)
Figure 8. G oup of Related vCons

12.5. Redacted vCon Bundl e
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r edact ed- support-call.vconz

F—— manifest.json
F—— files/
\ F—— sha512- Redact edAudi o. . . ABC. wav # Pl redacted audio
\ F—— sha512- Ori gi nal Audi o. . . DEF. wav # Original unredacted audio
\ L—— sha512- RedactedTranscript...GH .json # Redacted transcript
L—— vcons/
F—— 01955460- aaaa- bbbb- cccc- ddddeeeeeeee. j son # Unredacted vCon (original)
L —— 01955461-ffff-gggg-hhhh-iiiijjjjkkkk.json # Redacted vCon with PIl renoved

Figure 9: Redacted vCon Bundl e
12.6. vCon with Extension

m m - messages. vconz

F—— manifest.json
F—— files/
\ L—— sha512- Chat Messages. .. ABC. j son # MM nessage content
—— vcons/
\ L—— 01955470-1111- 2222- 3333- 444455556666. json # vCon with MM extension
L—— extensions/
L—— mim-nmessages/
F—— netadata.json # MM extension netadata
L—— files/
L —— sha256- MsgMet adat a. . . DEF. cbor # M M -specific metadata

Figure 10: vCon with Extension
12.7. Mnimal Bundle (Enpty Arrays)

m ni mal . vconz

F—— manifest.json
L—— vcons/
L —— 01955480- aaaa- bbbb- cccc- ddddeeeeeeee. json # vCon with enpty dial og/ anal ysi s/ a

ttachnents arrays
Figure 11: Mnimal vCon Bundl e

Note: No files/ directory needed since there are no external
ref erences.

13. Error Handling and Edge Cases
13.1. Bundle Creation Errors
I mpl enent ati ons MJUST handl e these error conditions:

*External File Resolution Errors:*
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*Network failures*: SHOULD retry with exponential backoff, MJST
fail after maxi mum attenpts

*Hash m smatches*: MUST fail bundle creation with detailed error
message showi ng expected vs actual hash

*Mssing files*: MUST fail bundle creation unless explicitly
configured to skip

*Access deni ed (403/401)*: MJUST fail with security error, MJST NOT
retry

*vCon Security FormErrors:*

*

*lnvalid JW5 signatures*: Bundle creators SHOULD warn but MAY
conti nue

*JWE decryption failures*: MJST fail bundle creation for encrypted
vCons

*M ssing decryption keys*: MJST fail with clear error nmessage
about key requirenents

*Mal formed JWB/ JWE structures*: MJST fail with structura
validation errors

*Val idation Errors:*

*

13. 2.

*Invalid vCon structure*: MJST fail with schema validation errors
*Mssing UU D: MJUST fail (UUID required for filenane)

*Duplicate UUI Ds*: MJST fail or prompt user for conflict
resol ution

*Br oken vCon references*: WARN if group[] references non-existent
vCons

Bundl e Extraction Errors

| mpl enent ati ons MUST handl e these extraction scenari os:

*Bundle Integrity Errors:*

*

*

M1l er

*Corrupted ZIP*: MJST fail with file corruption error

*M ssing nmanifest.json*: MJST fai
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13.

M1l er

*

*

*M ssing vcons/ directory*: MJST fai

*Hash verification failures*: MJST fail unless configured for
war ni ngs

*Security Processing Errors:*

*

*F'

3.

*JW5 signhature verification failures*: SHOULD warn, MAY continue
based on policy

*JWE decryption failures*: MJST fail with key-related error
nessage

*Downgr ade attacks*: MUST detect and prevent security form
downgr ades

le Resolution Errors:*

*Mssing files*: MUST fail or warn if file referenced in vCon is
not in files/

*Hash m smat ches*: MJST fail if file content doesn’t mmtch
cont ent _hash

*Orphaned files*: MAY warn if files in files/ are not referenced
by any vCon

Edge Case Handling

*Enmpty vCon Arrays:*

*

*

Bundl es with vCons containing enpty dial og, analysis, or
attachnents arrays are valid

No files/ directory is required if no vCons have externa
ref erences

M ni mal bundl e can be just manifest.json and vcons/[uuid].json

*Large File Handling:*

*

I mpl enent ati ons SHOULD support streaming for large nedia files
during bundl e creation

Bundl e size limts MAY be inplenented with clear error messages

Menory-efficient processing SHOULD be used for nulti-gigabyte
files
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14.
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* ZIP64 format SHOULD be used for bundl es exceeding 4GB
*Uni code and Encodi ng: *
* Al JSON files MJST use UTF-8 encoding

* vCon UUIDs in filenames MJST use valid filesystem characters
(UUI Ds are safe)

* Content _hash val ues use base64url encoding (fil esystemsafe)
* File extensions MJST handl e Uni code characters properly
*]l nconpl ete Dial og Types:*

* Dialog entries with type "inconplete" or "transfer" have no nedia
files (per vCon spec)

* These do not contribute files to the bundle

* Bundle remains valid with dialog entries that have no
corresponding files

*Inline Content:*

* vCon objects with inline content (body/encoding) instead of
external references (url/content_ hash)

* No files added to files/ directory for inline content
* Content renains enbedded in the vCon JSON
M gration from Legacy Formats
If a previous |l egacy format existed with per-vCon netadata fol ders:
*Legacy Structure (hypothetical):*

bundl e. vconz

F—— wvcon.json

F—— dial og/

F—— attachnments/

—— anal ysi s/

L—— netadata/
F—— manifest.json
F—— bundl e-info.json
L—— relationships.json
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Fi gure 12: Hypot hetical Legacy Bundle Structure
*Mgration to Version 1.0:*
1. Move vcon.json to vcons/[uuid].json

2. Myve all files fromdialog/, attachnents/, analysis/ to flat
files/ directory

3. Renove netadata/ folder (information redundant with vCon JSON)
4. Create minimal manifest.json with version 1.0

5. For multi-vCon mgration, repeat for each vCon and deduplicate
files by hash
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* Milti-vCon support with automatic deduplication

MLl er Expires 10 May 2026 [ Page 26]



I nternet-Draft vcon- zi p- bundl e Noverber 2025

* Sinplified flat file structure with hash-based nami ng
* Support for all vCon security forms (unsigned, signed, encrypted)
*  Conplete | ANA nedia type registration
*  Conprehensive security considerations
* I mpl enentation guidelines and exanpl es
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