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Abst r act

Thi s document specifies the integration of the M.DSA44-Ed25519- SHA512
conposite signature scheme into the Secure Shell (SSH) protocol

Thi s schene conbi nes the post-quantum Mddul e-Lattice Digita

Signature Algorithm (M-DSA) with the classical elliptic curve
Ed25519 signature algorithmto provide security against both quantum
and cl assical adversari es.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 4 Decenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Secure Shell (SSH) protocol [RFC4251] is a protocol for secure
renote | ogin and ot her secure network services over an untrusted
net wor k.

The expected arrival of quantum conputing poses a threat to
traditional asymmetric cryptography. Post-quantum algorithnms such as
M.- DSA [ FI PS204] have been devel oped to renain secure against a

quant um comput er - equi pped adversary. However, given the relative
novelty of the post-quantumalgoritns, it is desirable to use
conposite schenes that conbi ne post-quantum and cl assical algorithns
to protect against quantum attacks while promising to be "no worse"
than the chosen classical algorithmshould a vulnerability be

di scovered in the post-quantum algorithmor its inplenentation

Thi s docunent specifies a composite signature schene for SSH, mapping
t he COWPSI G MLDSA44- Ed25519- SHA512 scheme defined in
[I-D.ietf-lanmps-pg-conposite-sigs] to the SSH protocol [RFC4253]
using the identifier ssh-m dsa44-ed25519@penssh. com
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4.

4.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Ter mi nol ogy

Al'l encoding data types ("byte", "string", etc.) are as specified in
Section 5 of [RFC4251].

Al length units are given in bytes unless otherw se specified.
The ssh-m dsa44- ed25519@penssh. com Al gorithm

The al gorithm nanme for this conposite signature schene is "ssh-

m dsa44- ed25519@penssh. cont'. The underlying key generation, signing
and verification primtives are as specified in
[I-D.ietf-|anps-pg-conposite-sigs], but are also described briefly
bel ow.

1. Key generation

Keys are generated using the process specified in Section 3.1 of
[I-D.ietf-|anps-pg-conposite-sigs]. Specifically, M-DSA and Ed25519
keys are generated separately from seeds and the resultant public for
each are conbined to formthe conposite public key. Private keys are
conbi ned as seeds and not as expanded keys.

M.- DSA key generation uses the M.- DSA. KeyGen_i nternal algorithm as
defined in [FI PS204] section 6.1 and not the usual M.-DSA. KeyGen
algorithmas the latter enmits an expanded private key and not the
required seed.

Ed25519 key generation is described in Section 5.1.5 of [RFC8032].

Seeds to both M.- DSA and Ed25519 MUST be sourced from a
crypt ographi cally sound source, such as a CSPRNG RBG.

1.1. Conposite raw public key

The resultant public keys fromthe respective M-DSA and Ed25519 key
generation algorithns are comnbi ned by sinple concatenation to forma
conposite public key. Specifically it consists of the raw M.-DSA-44
public key (1312 bytes) and the Ed25519 public key (32 bytes), for a
total of 1344 bytes:
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byt e[ 1312] m dsa_pk
byt e[ 32] ed25519 pk

This 1344-byte conbination is referred to as "conposite public_key"
henceforth in this docunent.

4.1.2. Conposite raw private key
The conposite private key is also a concatenation, but its elements
are the private key seeds for the respective algorithns. Each of
these seeds is 32 bytes.

byte[ 32] mldsa_seed
byt e[ 32] ed25519 seed

This 64-byte conbination is referred to as "conposite private_key"
henceforth in this docunent.

4.2. SSH Public Key Fornmat

The "ssh-nm dsad44- ed25519@penssh. cont’ public key as it appears in the
SSH protocol has the follow ng format:

string "ssh-m dsa44- ed25519@penssh. cont
string composite_public_key

VWhere "conposite_public_key" is as described in Section 4.1.1
4.3. SSH Private Key Format
When adding a key to an agent [I-D.ietf-sshmssh-agent] using the

SSH AGENTC_ADD | DENTI TY or SSH_AGENTC _ADD | D CONSTRAI NED nessages,
the key data MUST have the foll owi ng format:

string "ssh-m dsa44- ed25519@penssh. cont
string conposite_public_key
string conposite_private_key

VWhere "composite_public_key" is as described in Section 4.1.1 and
"conposite private key" is as described in Section 4.1.2.

This private key serialisation may al so be used as the basis of on-
di sk key formats, though these are beyond the scope of this docunent.

4.4. Signatures
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4.4.1. Signature Generation

To sign a message M the signer first constructs a nessage
representative M as follows:

M = Prefix || Label || len(ctx) || ctx || SHA512(M

Wher e:

* Prefix: The ASCI| string "ConpositeAl gorithnSi gnatures2025" [43 6F
6D 70 6F 73 69 74 65 41 6C 67 6F 72 69 74 68 6D 53 69 67 6E 61 74
75 72 65 73 32 30 32 35].

* Label: The ASCI| string "COVPSI G MLDSA44- Ed25519- SHA512" [43 4F 4D
50 53 49 47 2D 4D 4C 44 53 41 34 34 2D 45 64 32 35 35 31 39 2D 53
48 41 35 31 32].

* len(ctx): A single byte representing the length of the context
string.

* ctx: The context string.

*  SHA512(M: The SHA-512 hash of the original nmessage M
The signer then conputes:

* mdsa_sig = M-DSA-44.Sign(m dsa_sk, M, ctx=Label)

* ed25519 sig = Ed25519. Si gn(ed25519 sk, M)

The final conposite signature is the concatenation of mdsa_sig and
ed25519_si g.

byt e[ 3309] mdsa_sig
byt e[ 64] ed25519 sig

This 3373-byte conbination is henceforth referred to as
"conposi te_si gnhat ure"

4.4.2. Signature Verification
To verify a signature, the verifiere reconstructs M using the sane
process as defined for generation. The signature is valid if and
only if both underlying signhature verifications succeed:

* M- DSA-44. Verify(mdsa _pk, M, mdsa_sig, ctx=Label)

*  Ed25519. Veri fy(ed25519 pk, M, ed25519 siqg)
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4.4.3. SSH signature wire encoding

Signatures are represented in SSH using the foll owi ng format:

string "ssh-m dsa44- ed25519@penssh. cont
string conposite_signature

VWhere "conposite_signature” is as defined in Section 4.4.1.

4.4.4. Signture contexts

6.

6.

The COWPSI G MLDSA44- Ed25519- SHA512 signature algorithm like its
under|yi ng M.- DSA conponent, accepts a Context paraneter that may be
used to enforce domain separation between signatues.

TODO TODO TODO In all cases in the SSH protocol, this context val ue
is the enpty string, but if we ever change our nminds then this is
where we' d describe what contexts are used for each signature/
verification operation. TODO TODO TODO.

Security Considerations

The security of this conposite schene depends on the strength of both
conmponent al gorithnms. An adversary must break both M.-DSA-44 and
Ed25519 to forge a signature.

I mpl enent ati ons MUST NOT reuse conmponent key material between
conposite and non-conposite keys, or between nultiple conposite keys.
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