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1.

1.

2

2

I nt roducti on

Secure Shell (SSH) is a protocol for secure renote connections and

| ogin over untrusted networks. SSH uses public key signatures for
host authentication and conmonly uses them for user authentication
Thi s docunent describes a |lightweight certificate format for use in
these contexts. It may be used for server authentication as part of
key exchange (Section 7 of [RFC4253]) and for user public key

aut hentication (Section 7 of [RFC4252]).

1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Certificate Format

Al values in a certificate are encoded using the SSH wire
representations specified by [ RFC4251].

1. Public certificate formt
1.1. General structure and common fields

Certificates have the follow ng general structure:

string key type

string nonce

byt e[] public key fields
ui nt 64 serial nunber

ui nt 32 certificate role
string identifier
string princi pal s

ui nt 64 valid after

ui nt 64 valid before
string critical options
string ext ensi ons
string reserved

string signature key
string signature

The "key type" string identifies the certificate type, e.g. "ssh-
ed25519-cert" identifies an ED25519 certificate. The valid
certificate types are |isted bel ow
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The "nonce" field contains a random nonce. This value MJST be at
| east 16 bytes in length. 32 bytes is typical

The "public key fields" section contains the actual public key
material. These are specified below for each certificate type.

The "certificate role" field indicates the role of the certificate,
either SSH2 CERT_TYPE USER for user authentication certificates or
SSH2 CERT_TYPE HOST aut hentication certificates.

The "identifier" field contains a UTF-8 encoded, human-readabl e
identifier for the certificate, suitable for display to the user
recording in logs, etc.

The "principals” field contains one or nore UTF-8 encoded nanes,
t hensel ves encoded as strings, for exanple:

string princi pal [ 0]
string principal [1]
éi;ing princi pal [ N]

These nanes identify the principals the certificate is intended to
authenticate. |In the case of user certificates, these will typically
be user nanes, whereas for host certificates they will be host nanes
and/ or nunerical addresses.

The "valid after” and "valid before" field represent a validity
interval for the certificate with each field being interpreted as a
nunber of seconds since the Unix epoch (00:00: 00 UTC on 1 January
1970) except for two special values. A zero value in the "valid
after"” field indicates that the certificate is valid fromany time to
the "valid before" date. A all-1s (i.e. OXFFFFFFFFFFFFFFFF) val ue in
the "valid before" field indicates that the certificate has no end
expiry date.

The "critical options" field contains zero or nore of the certificate
options described in Section 2.4 and encoded as described in

Section 2.2. If an inplenentati on does not recogni se or support a
particular option contained in a certificate, then it MJST refuse to
accept the certificate for authentication.

The "extensions" field sinilarly contains zero or nore of the
certificate extensions described in Section 2.3 and encoded as
described in Section 2.2. An inplenentation that does not recognise
or support an extension present in a certificate extension section
MUST i gnore the extension
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The "reserved" field is reserved for future use. |nplenentations
MUST ignore the contents of this field if it is not enpty.

The "signature key" field contains the CA key used to sign the
certificate, encoded as a SSH public key blob. |nplenentations MJST
NOT accept certificate keys as CA keys.

The "signature" field contains a signature, made using the CA
signature key over the entire certificate excluding the "signature”
field itself (i.e. everything fromthe "key type" up to and incl uding
the "signature key"). The signature is encoded using the standard
SSH si gnature encoding for the CA key type in question, e.g.

Section 3.1.2 of [RFC5656] for ECDSA CA keys.

.1.2. DSA certificates
DSA certificates have key type "ssh-dss-cert" and certify DSA keys as

defined in Section 6.6 of [RFC4253]. This format is equivalent to
t he vendor extension "ssh-dss-cert-vOl@penssh. coni.

string "ssh-dss-cert”
string nonce
npi nt p
npi nt q
npi nt g
nmpi nt y
ui nt 64 serial nunber
ui nt 32 certificate role
string identifier
string princi pal s
ui nt 64 valid after
ui nt 64 valid before
string critical options
string ext ensi ons
string reserved
string signature key
string signature

The "p", "q", "g" values are the DSA domai n paraneters. "y" is the

public key value. These values are as defined by Section 4.1 of
[ FI PS. 186-4] .
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This format is

i s equivalent to the vendor

2.1.3. ECDSA certificates
ECDSA certificates are represented by the key types "ecdsa-
sha2- ni st p256-cert"”, "ecdsa-sha2-ni stp384-cert" and "ecdsa-
sha2- ni st p521-cert". They respectively certify "ecdsa-
sha2- ni st p256", "ecdsa-sha2-ni stp384" and "ecdsa-sha2-ni stp521"
respectively, as defined by Section 3.1 of [RFC5656].
equi val ent to the vendor extensions "ecdsa-sha2-nistp256-cert-
vO0l@penssh. cont, "ecdsa-sha2-ni stp384-cert-v0l@penssh. cont and
"ecdsa- sha2-ni st p521-cert-v0Ol@penssh. coni.
string "ecdsa- sha2- ni st p256-cert"”
"ecdsa- sha2- ni st p384-cert"
"ecdsa- sha2- ni st p521-cert™
string nonce
string ecdsa_curve_nane
string Q
ui nt 64 serial number
ui nt 32 certificate role
string identifier
string principal s
ui nt 64 valid after
ui nt 64 valid before
string critical options
string ext ensi ons
string reserved
string si gnature key
string signature
The value "Q' is the ECDSA public value as defined by Section 6.2 of
[ FI PS. 186-5] .
2.1.4. EDDSA certificates
EDDSA certificates have key type "ssh-ed25519-cert" or "ssh-
ed448-cert" and certify Ed25519 and Ed448 keys (respectively) as
defined by [ RFC8709]. This format
ext ensi on "ssh-ed25519-cert-v0l@penssh. coni'.
MLl er Expi res 14 February 2026
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The val ue ENC(A)

2.1.5.

RSA certificates have type "ssh-rsa-cert".
defined in Section 6.6 of [RFC4253].

string
string
string
ui nt 64
ui nt 32
string
string
ui nt 64
ui nt 64
string
string
string
string
string

SSH Certificate Fornmat

"ssh-ed25519-cert" |
nonce

ENC( A)

serial nunber
certificate role
identifier
princi pal s

valid after
valid before
critical options
ext ensi ons
reserved

si gnature key

si gnature

August 2025

"ssh-ed448-cert"”

is the EDDSA public key, the contents and
interpretation of which are defined by Section 3.2 of [RFC8032].

RSA certificates

These certify RSA, as
This format

is equivalent to

the vendor extension "ssh-rsa-cert-v0l@penssh. cont'.

n

string
string
nmpi nt

npi nt

ui nt 64
ui nt 32
string
string
ui nt 64
ui nt 64
string
string
string
string
string

is the public conposite nodulus and "e

"ssh-rsa-cert"
nonce

e

n

serial nunber
certificate role
identifier
principal s

valid after
valid before
critical options
ext ensi ons
reserved

si gnature key
signature

is the public exponent.

These values are defined by Section 5.1 of [FIPS. 186-4].

M1l er
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2.1.5.1. RSA SHA2 signature al gorithmns

[ RFC8332] specifies RSA variants that use SHA256 and SHA512
Advertising support for these algorithnms with certificates (e.g. in
the SSH MSG KEXI NI T server_host _key algorithns field) is possible
usi ng the al gorithm nanes "rsa-sha2-256-cert" and "rsa-
sha2-512-cert". These nanes should only be used when advertising or
requesting signature algorithnms and shoul d never appear as the key
type in serialised public keys.

The equi val ent pre-standardi sati on vendor extension nanes are "rsa-
sha2- 256-cert - v0l@penssh. com and "rsa-sha2-512-cert-
vOl@penssh. cont'.

2.1.6. Oher certificate formats

SSH clients and server clients MAY support additional key types not
docunented here. Vendor-specific key types should use the donain-
qual i fied naning convention defined in Section 4.2 of [RFC4251].

2.2. Option / extension encoding

The "critical options" and "extensions" certificate sections use the
same format for encoding, though they differ in how unsupported
options are handl ed.

Both sections consist of zero or nore key/value pairs, encoded as a
pair of strings:

string key
string val ue

"key" should be a UTF-8 encoded string that identifies the option
bei ng encoded. Avail able keys for extensions and for critica
options sections are listed below, but inplenmentations nmay add their
own options using the domain-qualified nam ng convention defined in
Section 4.2 of [RFC4251].

The contents and format of "value" are specific to each option or
extension. Key/value pairs MJST be ordered |l exically by key nane.

A common patten for flag-type options is for the value to be the

enpty string. For exanple, this is a conplete extensions section
that encodes a single flag value "permt-user-rc"
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2

3.

00000016 # Extensions section | en=22
0000000e # 1st key string | en=14
7065726d69742d757365722d7263 # "perm t-user-rc"
00000000 # 1st value string | en=0

For options whose val ues encode textual values, it is common for the
value to contain a nested string. For exanple, the following is a
complete criticial options section that sets a string-val ues option
"force-conmand” to the value "sftp".

0000001d # Criticial options |en=29
0000000d # 1lst key string | en=13
666f 7263652d636f 6d6d616e64 #  "force-conmand"
00000008 # 1st value string | en=8
00000004 # value body string | en=4
73667470 # "sftp"

Finally, the following is an exanple of a critical options section
that contains a flag option "foo@xanpl e.comt and a string-val ued
option "force-command" with a the value "sftp".

00000038 # Criticial options |en=56

0000000f # 1st key string | en=15
666f 6f 406578616d706c652e636f6d #  "foo@xanpl e. cont

00000000 # 1st value string | en=0

0000000d # 2nd key string | en=13
666f 7263652d636f 6d6d616e€64 # "f orce- command”

00000008 # 2nd val ue string | en=8
00000004 # value body string | en=4

73667470 # "sftp"

Certificate extensions

Certificate extensions are encoded using the rules in Section 2.2.
When an i npl enentation encounters an extension it does not recognise
or support, it MJIST ignore it and continue processing the certificate
wi t hout error.

There are no defined certificate extensions for host certificates.

The initially defined certificate extensions for user certificates
are:

no-touch-required Valid for key types that support user-presence
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assertions in their signatures (such as FI DO backed keys). This
option indicates that signatures made with this certificate that
do not assert user-presence should be accepted, reversing the
default behavi our of refusing such signatures. Note that no such
key types are currently standardi sed, but sone SSH i npl ementati on
support them as vendor extensions.

This is a flag-type option. |Its value is the enpty string.

permt-agent-forwarding Indicates that sessions authenticated with
this certificate may request authentication agent forwarding
[1-D.ietf-sshmssh-agent]. Certificates that |lack this extension
MUST not permit this protocol feature be enabled on SSH server
i mpl ement ati ons that support it.

This is a flag-type option. |Its value is the enpty string.

permit-port-forwarding |Indicates that sessions authenticated with
this certificate may request authentication TCP forwarding using
the "tcpip-forward" and/or "direct-tcpi p* SSH channel requests
defined in Section 7 of [RFC4254]. Certificates that lack this
extensi on MJUST not permit these protocol features be enabl ed on
SSH server inplenentations that support them

This is a flag-type option. |Its value is the enpty string.

permt-pty Indicates that sessions authenticated with this
certificate may request pseudo-termnal allocation using the "pty-
req" SSH channel request defined in Section 6.2 of [RFC4254].
Certificates that lack this extension MJST not pernit this
protocol feature be enabled on SSH server inplenmentations that
support it.

This is a flag-type option. |Its value is the enpty string.
permit-user-rc |Indicates that sessions authenticated with this

certificate may execute optional SSH specific user initialisation

scripts (e.g. "~/.ssh/irc"). Certificates that lack this extension

MJST not process these scripts on SSH server inplenmentations that

support them

This is a flag-type option. |Its value is the enpty string.

permt-Xl1l-forwarding Indicates that sessions authenticated with
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this certificate may request X11 protocol forwarding using the
"x11-req" SSH channel request defined in Section 6.3 of [RFC4254].
Certificates that |ack this extension MJIST not permt this
protocol feature be enabled on SSH server inplenentations that
support it.

This is a flag-type option. |Its value is the enpty string.

SSH i mpl enent ati ons may define additional vendor extensions using the
dommi n-qual i fied nam ng convention defined in Section 4.2 of
[ RFC4251] .

2.4. Critical options

Certificate critical options are encoded using the rules in

Section 2.2. \Wen an inplenentation encounters an option it does not
recogni se or support, it MJST refuse to accept the certificate for
aut hori sati on deci si ons.

There are no defined critical options for host certificates.
The initially defined critical options for user certificates are:

force-command Forces the execution of the specified comrand for any
session (Section 6.5 of [RFC4254]) of type "exec" or "shell" and
overrides the subsystem nanme for sessions of type "subsystent.

This is a string-type option. |Its value contains a nested string
whi ch hol ds the comand string.

source-address Provides an allowlist of source addresses from which
the certificate is valid. The address |ist consists of zero or
more CIDR ranges (e.g. "192.0.2.0/29") or wldcard addresses (e.qg.
"192.0.2.*") separated by commas. |If this option is present,
servers MJST refuse connections fromsources that are not |isted.

This is a string-type option. |Its value contains a nested string
which holds the allowlist.

verify-required Valid for key types that support user verification
assertions in their signatures (such as FIDO backed keys). This
option indicates that signatures nmade with this certificate that
must require this assertion to be present in the signature and
that servers MJST refuse authentication if it is absent. Note
that no such key types are currently standardi sed, but some SSH
i npl ement ati on support them as vendor extensions.

This is a flag-type option. |Its value is the enpty string.
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SSH i npl enent ati ons nay define additional vendor extensions using the
domai n-qual i fi ed nam ng convention defined in Section 4.2 of
[ RFC4251] .

2.5. Private certificate format
For cases where a certificate and its associated private key nust be

serialised, such as adding one to a SSH aut henticati on agent
[I-D.ietf-sshmssh-agent], the followi ng format is used;

string key type
string certificate blob
byt e[ ] private key fields

VWhere "key type" is the type of the certificate being encoded (e.g.
"ssh-rsa-cert"), "certificate blob" is the entire encoded certificate
as described in Section 2.1 and "private key fields" contain the
encoded private key values as described in the follow ng sections.

2.5.1. DSA certificates

DSA certificates with private keys use the follow ng encoding format.

string "ssh-dss-cert"”
string certificate blob
byt e[] private key fields
nmpi nt X

The "x" paraneter is defined as per Section 4.1 of [FIPS. 186-4].
2.5.2. ECDSA certificates

ECDSA certificates with private keys use the foll owi ng encodi ng

format.
string "ecdsa- sha2-ni st p256-cert" |
"ecdsa-sha2-ni st p384-cert" |
"ecdsa- sha2- ni st p521-cert™
string certificate blob
byt e[ ] private key fields
npi nt d

The "d" value is defined by Section 6.2 of [FIPS. 186-5].
2.5.3. EDDSA certificates

EDDSA certificates with private keys use the foll owi ng encodi ng
format.
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string "ssh-ed25519-cert" | "ssh-ed448-cert"
string certificate blob

byt e[] private key fields

string k || ENC(A)

The encoded value is a concatenation of the private key k and the
public ENC(A) key. The contents and interpretation of the ENC(A) and
k values are defined by Section 3.2 of [RFC8032].

2.5.4. RSA certificates

RSA certificates with private keys use the follow ng encodi ng fornat.

string "ssh-rsa-cert"
string certificate blob
byt e[ ] private key fields
npi nt d
nmpi nt i gnp
npi nt p
nmpi nt q
"p" and "qg" are its constituent private prine factors. "iqmp" is the

inverse of "q" nodulo "p". Al these val ues except "ignmp" (which can
be calculated fromthe others) are defined by Section 5.1 of
[ FI PS. 186-4] .

3. Using certificates

Certificates may be appear and be used any place in the SSH protoco
where plain keys are used. |n particular, they may be used for
server authentication or for user public-key authentication. For
each of these cases, the certificate, encoded as per Section 2.1
appears in place of the encoded key.

3.1. Accepting certificates

I mpl enent ati ons that accept a certificate MIUST verify the CA
signature over the certificate contents prior to making any

aut henti cation or authorisation decisions. |nplementations MAY el ect
to verify the certificate signature as soon as the certificate is
recei ved.

When naki ng aut hentication or authorisation decisions with a
certificate, inplenentations:

*  MJST check that the certificate is well-fornmed

*  MJST ensure that no unsupported critical options are present
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3.

3.

* MJST check that the "certificate role" matches the intended
deci sion type (user or host authentication)

*  MJST check the time against the certificate validity interva

* MJST verify that at |east one of the listed certificate principals
is accepted

* MJST perform any additional authorisation operations required by
critical options.

2. Certificate signatures

When signhatures are required, they are made and formatted using the
same rules for the underlying plain key type. For exanple, a "ssh-
rsa-cert"” could produce signatures of types "ssh-rsa" using the rules
from Section 6.6 of [RFC4253], or "rsa-sha2-256" or "rsa-sha2-512"
using the rules from Section 3 of [RFC8332].

3. Use in host authentication

Certificate host keys may be used for server authentication as part
of the initial key exchange or for subsequent re-exchange. To use a
certificate host key, its key type nanme (e.g. "ssh-ed25519-cert")
must appear in the server_host_key algorithns of the SSH MSG KEXINI T
(Section 7.1 of [RFC5656]). |If negotiated by both the server and the
client, then a certificate of the agreed type may take the place of
the plain host key in the final reply nessage. For exanple in ECDH
host authentication (Section 4 of [RFC5656]), host authentication
occurs in the final SSH MSG KEX ECDH REPLY message

byte SSH MSG_KEX_ECDH REPLY

string K S, server’s certificate

string Q. S, server’'s epheneral ECDH public key
string the signature on the exchange hash

Certificates used for host authentication MJST have "certificate
role" of SSH2 CERT_TYPE HOST. Oher certificate types MJST not be
accept ed.

Certificate host keys list hostnanes and/or | P addresses for the host
in their "principals" section. Cdients MJST match the hostnane or
address thay are using for the host against the principals in this
list and refuse to authorise the certificate if it is absent.

Clients that accept certified host keys MAY downgrade the certificate
to a plain public key and process it accordingly, if they are unable
to verify the certificate. This allows recovery fromthe situation
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where the endpoints negotiate use of a cerificate host key but the
client is not able to authorise the certificate contents, perhaps
because the CA is not trusted or because the host name the client is
usi ng does not nmatch any in the certificate.

3.4. Use in user authentication

4.

4.

For user public key authentication No prior negotiation is needed to
send a user authentication attenpt that contains a certificate,
though clients may wish to filter the ones they send agai nst the
server’'s |ist of accepted publickey authentication signature
algorithms if one was provided via the [ RFC8308] SSH MSG EXT | NFO
mechani sm

Certificates used for user authentication MJST have "certificate
role" of SSH2 CERT TYPE USER. Oher certificate types MJST not be
accept ed.

Certificate keys for user authentication |ist one or nore user

principal nanes in their "principals" section. Interpretation and
aut hori sation of principal names for a given target user nane is
fully determined by the server. 1In the trivial case, a certificate

may |ist user nanes directly and the server nerely matches the user
nane in the SSH MSG USERAUTH REQUEST (Section 7 of [RFC4252]) to one
of the principals in the certificate.

To make a user authentication attenpt using a certificate host key,
the certificate takes the place of the plain public key in a
SSH MG _USERAUTH REQUEST nessage. For exanpl e:

byte SSH_MSG_USERAUTH_REQUEST
string user nane

string servi ce name

string "publ i ckey"

bool ean TRUE

string certificate key al gorithm name
string encoded certificate

string si gnature

Prot ocol nunbers
1. Certificate types
The foll owi ng nunmbers are used for certificate types:

SSH2_ CERT_TYPE_USER 1
SSH2_CERT_TYPE_HOST 2
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5. | ANA Consi derati ons

This format requires creation of one new registry and additions to an
exi sting registry.

5.1. Additions to SSH key type registry
I ANA is requested to insert the following entries into the table

Public Key Al gorithm Nanes [| ANA- SSH KEYTYPES] under Secure Shel
(SSH) Protocol Paraneters [ RFC4250].

| Key type nane | Reference |
| ssh-dss-cert | Section 2.1.2 |
o e m e e e e e oo o e e e e oo +
| ecdsa-sha2-nistp256-cert | Section 2.1.3 |
o e e e e e e e e oo s o e e oo +
| ecdsa-sha2-nistp384-cert | Section 2.1.3 |
o e e e e e e oo o o e e e e oo - +
| ecdsa-sha2-nistp521-cert | Section 2.1.3 |
o e m e e e e e oo o e e e e oo +
| ssh-ed25519-cert | Section 2.1.4

o e e e e e e e e oo s o e e oo +
| ssh-ed448-cert | Section 2.1.4

o e e e e e e oo o o e e e e oo - +
| ssh-rsa-cert | Section 2.1.5 |
o e m e e e e e oo o e e e e oo +
| rsa-sha2-256-cert | Section 2.1.5.1

o e e e e e e e e oo s o e e oo +
| rsa-sha2-512 | Section 2.1.5.1 |
o e e e e e e oo o o e e e e oo - +

Table 1

5.2. Newregistry: Certificate Extension ldentifiers

This registry, titled "Certificate Extension Identifiers" records
identifiers for certificate extensions. |Its initial state should
consist of the followi ng nanes. Future nane allocations shall occur
vi a EXPERT REVI EW as per [RFC8126].
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| Extension name | Reference |
[ gt —————————————— Ll p—p——_—r
| no-touch-required | Section 2.3 |
S . +
| permit-agent-forwarding | Section 2.3 |
o mmemeemeeeeaeceaeaaaas I +
| permt-port-forwarding | Section 2.3 |
o e e e e e e oo S +
| permt-pty | Section 2.3 |
. . +
| permit-user-rc | Section 2.3 |
T I +
| permt-X11-forwarding | Section 2.3 |
o e e e e e e oo S +
Table 2

5.3. Newregistry: Certificate Criticial Option Identifiers

This registry, titled "Certificate Critical Option ldentifiers”
records identifiers for certificate criticial options. |Its initial
state shoul d consist of the foll owing nanes. Future nanes

al l ocations shall occur via EXPERT REVI EWas per [RFC8126].

[ el e s 1)
| Option name | Reference |
[ bt e o
| force-command | Section 2.4 |
IRy T - +
| source-address | Section 2.4 |
o e e e e e o o e e e e oo o +
| verify-required | Section 2.4 |
R S +
Table 3

5.4. Newregistry: Certificate Type Numbers

This registry, titled "Certificate Type Nunmbers" records the nunbers
used to indicate the types of certificates. Its initial state should
consi st of the follow ng nunbers. Future nmessage nunber all ocations
shal | occur via EXPERT REVI EWas per [RFC8126].
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6

[ oo = o fs el e o)
| Nurber | ldentifier | Reference |
B e ety sty e e
| 1 | SSH2_CERT_TYPE_USER | Section 4.1 |
F-------- I i I I L i +
| 2 | SSH2_CERT_TYPE HOST | Section 4.1 |
I I I R I i +

Tabl e 4
Security Considerations
XXX TODO XXX
| mpl enent ati on Status

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experimentation
and feedback that have made the inplenmented protocols nore nmature.

It is up to the individual working groups to use this information as
they see fit".

The foll owi ng exanpl e projects maintain inplenentati ons of SSH
certificates. Al have inplenmented themin the vendor extension
nanespace, e.g. "ssh-rsa-cert-v0l@penssh. cont.

penSSH OpenSSH is the originating inplenentation of this protoco
and has supported it since 2010.

Website: https://ww. openssh. com
|ibssh 1ibssh has supported this format since 2011

Website: https://ww.libssh. org/

MLl er Expi res 14 February 2026 [ Page 18]



I nternet-Draft SSH Certificate Fornmat August 2025

8.

8.

Gol ang x/crypto/ssh The Go programm ng | anguage project has

supported an inplenmentation of this format in its external "x

repository since 2012

Website: https://pkg. go.dev/gol ang. org/ x/ crypto/ ssh

Net::SSH The Net::SSH |library has supported this format since 2014.

Website: https://net-ssh.github.io/net-ssh/

AsyncSSH The AsyncSSH |ibrary has supported this fornmat since 2015.

Website: https://github.com ronf/asyncssh

Param ko The Param ko |ibrary has supported this format since 2017

Website: https://ww. param ko. org/

Apache M NA SSHD The Apache M NA SSHD server library has supported

this format since 2020.

Website: https://m na.apache. org/ sshd-project/

PuTTY The PuTTY SSH client has supported this format since 2022.

Website: https://ww. chi ark. greenend. or g. uk/ ~sgt at ham putty/

russh The russh library has supported this format since 2024.

Website: https://github. conl Eugeny/russh

Additionally, Google' s H BA system[H BA] builds on top of the
OpenSSH certificate format to performcentralised authorisation for
pool of target hosts.
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Exanpl e certificates
This is an exanple of a hex-encoded certificate for an ecdsa-

sha2- ni st p256-cert public key, signed by a ssh-ed25519 certificate
aut hority.
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0000:
0010:
0020:
0030:
0040:
0050:
0060:
0070:
0080:
0090:
00a0:
00bO:
00cO:
00dO:
00e0:
00f 0:
0100:
0110:
0120:
0130:
0140:
0150:
0160:
0170:
0180:
0190:
01a0:
01b0:
01cO:
01dO:
01e0:
01f O:
0200:
0210:
0220:

0000
6973
7ee0
98e1l
0000
04a5
673cC
c9ad
313d
52ab
136a
2e6f
662e
6f 73
0000
7263
0000
0015
7761
6572
6172
726d
6469
6974
726d
0000
6564
1bda
04b9
0000
0040
43a9
81b4
25c4
0b05

0018
7470
ch87
510f
0008
7cic
7145
70d3
294b
54a9
6f 73
7267
6b00
6566
82e9
652d
0765
7065
7264
6d69
6469
6974
6e67
2d70
6974
0000
3235
81d7
d5de
0b73
5864
bdel
d847
6ebe
Oa

SSH Certificate Fornmat

6563 6473
3235 362d
8240 788b
b3a2 fcf6
6e69 7374
0829 b7ee
29de 5f Of
0b20 a4de9
2bof 2862
8ceb 1fOa
6566 2e6b
0000 001e
0000 0f 45
2e6b 0000
0790 0000
636f 6d6d
7865 6375
726d 6974
696e 6700
742d 6167
6e67 0000
2d70 6f72
0000 0000
7479 0000
2d75 7365
0000 0033
3531 3900
9a2f 6b4d
47d9 ccOc
7368 2d65
29cc 18fd
90e6 0505
6efa 3889
2378 5e27

612d
6365
087e
4086
7032
3473
a699
3558
dd2b
d200
4065
0000
5841
0000
0020
616e
7465
2d58
0000
656e
0000
742d
0000
0000
722d
0000
0000
1304
d5f f
6432
8bld
8733
6706
1c25

7368
7274
0a23
30f 6
3536
1383
41 08
ffd3
5831
0000
7861
0007
4d50
4d4a
0000
6400
0000
3131
0000
742d
0000
666f
000a
0000
7263
000b
20d5
d497
5000
3535
19f 3
d333
30ea
7653

6132
0000
f 505
25b1
0000
52b8
6f 58
f 85d
3688
0100
6d70
6a6f
4c45
2972
000d
0000
0082
2d66
0000
666f
0016
7277
7065
000e
0000
7373
258d
Oadd
0000
3139
210e
e806
8117
3af 5

2d6e
0020
1828
aal9
0041
afcl
8f 96
ddf a
065¢c
0000
6¢c65
7365
5c6a
0000
666f
0b00
0000
6f 72
1770
7277
7065
6172
726d
7065
0000
682d
f 8ch
67eb
5300
0000
clle
5381
f 2e5
caof

August 2025

....ecdsa-sha2-n
i st p256-cert. ..

~ @~ 7L
.Q....@0.%..
....nistp256...A
). 4s R
g<gE). _...O oX .
.p.. L BXL L]
1=) K+. (b. +X16. .\

...execute......
.. permt-X11-for
warding........ p
ermt-agent-forw
arding........ pe
rmt-port-forwar
ding........ perm

rmt-user-rc...

....... 3....ssh-
ed25519... . %..
..... [TkM.....qg.
....G....P...S
...Ssh-ed25519..

% nn#XN' . WS . ..

This is an annotated version of the above certificate. Note that all
of fsets are inclusive, e.g. "0010-0013" refers to a four-byte

sequence.
# 0000-001b: 0018 6563 6473 ... 7274
string key type nanme "ecdsa-sha2-ni stp256-cert™
# 001c-003f: 0020 7ee0 chb87 ... aal9
string nonce
# 0040-004b: 0008 6e69 7374 7032 3536
string ECDSA curve nane "ni st p256"
# 004c-0090: 0000 0041 04a5 7c7c ... 5c52
string ECDSA Q poi nt
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# 0091-0098: ab54 a98c eblf Oad2 (12345678901234567890)

ui nt 64 serial nunber

# 0099-009c: 0000 0001 (SSH2_CERT_TYPE_USER)

ui nt 32 certificate role

# 009d- 00b3: 0000 0013 6abf ... 7267

string identifier "josef.k@xanple.org"
# 00b4-00d5: 0000 001e 0000 0007 ... 0790

string princi pal s

# 00b8-00c2: 0000 0007 6abf 7365 662e 6b

string principal[0] = "josef.k"

# 00c3-00d5: 000f 4558 414d 504c 455c 6a6f 7365 662e 6b

string principal [1] = "EXAWPLE\j osef. k"
# 00d6-00dd: 0000 0000 4d4a 2972
ui nt 64 valid after
# 00de- 00e5: 0000 0000 82e9 0790

= 2011/ 02/ 03T04: 05: 06 UTC

ui nt 64 val i d before = 2039/ 08/ 07T06: 05: 04 UTC
# 00e6-0109: 0020 0000 000d ... 7465
string critical options

# 00Oea-00fa: 0000 000d 666f 7263 652d 636f 6d6d 616e 64

string key[ 0] = "force-comrand"
# 00f b-0109: 0000 000b 0000 0007 6578 6563 7574 65
string val ue[ 0]
# 00ff-0109: 0000 0007 6578 6563 7574 65
string "execut e"
# 010a- 0190: 0000 0082 0000 0015 ... 7263
string ext ensi ons
# 010e-0126: 0000 0015 7065 ... 6e67

string key[0] = "permt-X11-forwarding"
# 0127-012a: 0000 0000
string val ue[ 0] = (enpty)
# 012b-0145: 0000 0017 7065 726d ... 6e67
string key[1] = "permt-agent-forwarding"
# 0146-0149: 0000 0000
string val ue[ 1] = (enpty)
# 014a- 0163 0000 0016 7065 ... 6e67
string key[2] = "permt-port-forwardi ng"
# 0164-0167: 0000 0000
string val ue[ 2] = (enpty)
# 0168-0175: 0000 000a 7065 726d 6974 2d70 7479
string key[3] = "permt-pty"
# 0176-0179: 0000 0000
string val ue[ 3] = (enpty)
# 017a-018b: 0000 000e 7065 726d 6974 2d75 7365 722d 7263
string key[4] = "permt-user-rc"
# 018c-018f: 0000 0000
string val ue[ 4] = (enpty)

# 0190- 0193: 0000 0000

string reserved = (enpty)
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# 0194-0lca: 0000 0033 0000 000b ... ff50
string signature key (ssh-ed25519)
# Olcb-0222: 0000 0053 0000 000b ... 050a
string signature (ssh-ed25519)

Aut hor’ s Addr ess

Dam en M| er

OpenSSH
Enmai | : dj m@penssh. com
URI : https://ww. openssh. com
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