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Abstract

Thi s docunent outlines the DSCP Notification Payl oad, which, during a
CREATE_CHI LD _SA Exchange, explicitly indicates the DSCP code points
that will be encapsulated in the newy established tunnel. This
docunent updates RFC 4301.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the I ETF Trust the right to allow
modi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1. Requirements Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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2

I nt roducti on

In the ESP Header Conpression Profile Diet-ESP
[I-D.ietf-ipsecne-diet-esp], two comunicating peers can reach an
agreenent on DSCP val ues as part of a conpression context. Wthin
this context, DSCP values serve not only as classifiers but are al so
conmpressed by the sending peer and subsequently deconpressed by the
recei ving peer for both incom ng and outgoing traffic. This process
necessitates a nutual agreenment on DSCP val ues for a specific pair of
Security Associations (SAs). The DSCP Notification Payl oad outlined
in this specification facilitates the negotiation of these DSCP

val ues for a pair of SAs during the CREATE CH LD SA Exchange.

Furthernmore, the explicit negotiation of DSCP val ues enhances the
"classifier"” mechanism allowing for the establishment of this
mechani sm and t he agreenment on various clusters of DSCP val ues to be
considered for each pair of SAs. [RFC4301], Section 4.1 recognizes
that aggregating traffic with nmultiple DSCP val ues over a single SA
may |l ead to the inappropriate discarding of lower-priority packets
due to the wi ndowi ng mechani sm enpl oyed by this feature. To nitigate
this issue, [RFC4301], Section 4.1 advises that the sender inplenent
a "classifier" mechanismto distribute traffic across nultiple SAs.
Wil e [ RFC4301], Section 4.4.2.1 refers to the "DSCP val ues" fields
in the Security Associ ation Database (SAD), [RFC7296] does not
provide a way for peers to indicate which classification is ongoing
nor which "DSCP val ues" are linked to the created SA. This docunent
addresses that deficiency by specifying the DSCP Notification

Payl oad, which explicitly identifies the DSCP code points that wll
be tunneled in the newy established tunnel during a CREATE CH LD SA
Exchange

It is essential to recognize that in a standard "classifier" context,
there is no necessity for the sane cluster of DSCP val ues to be
linked to both the inbound and out bound Security Associations (SAs)
of a specific pair. Typically, one peer may enploy one pair of SAs,
whil e the other peer may choose a different pair. This flexibility
ari ses because DSCP val ues are applied exclusively by the sending
node, rather than the receiving node. Although the use of the DSCP
Notification Payl oad does not inhibit such configurations, it is
likely to dimnish their occurrence. Conversely, we anticipate that
the explicit negotiation of DSCP val ues and pairs of SAs will
facilitate the managenent of these "classifiers."

RFC4301 Clarification

[ RFC4301], Section 4.4.2.1 nmentions
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DSCP val ues -- the set of DSCP val ues all owed for packets carried
over this SA. If no values are specified, no DSCP-specific
filtering is applied. |If one or nore values are specified, these

are used to select one SA anbng several that match the traffic
sel ectors for an outbound packet. Note that these values are NOT
checked agai nst inbound traffic arriving on the SA

The text does not clearly specify what happens when the DSCP of a
packet does not match any of the correspondi ng DSCP val ues. This
docunent proposes the follow ng text:

*

DSCP val ues -- the set of DSCP val ues all owed for packets carried
over this SA. If no values are specified, no DSCP-specific
filtering is applied. |If one or nore values are specified, these
are used to select one SA anong several that match the traffic

sel ectors for an outbound packet. In case of nultiple matches a
preference to the nost selective |ist DSCP val ue could be

i npl emrented by the peer’s policy. |If the DSCP val ue of the packet
does not nmatch any of the DSCP val ues provided by the associated
mat chi ng SAs and there is at | east one SA with no DSCP-specific
filtering, then, one of these SA SHOULD be selected. On the other
hand, if all SAs have DSCP filtering, then, any of the natching
SAs can be selected. Note that these values MJUST NOT be checked
agai nst inbound traffic arriving on the SA

4. Protocol Overview
The illustrative exanple of this section considers the follow ng use
case:

*

Expedited Forwarding (EF) with low |latency traffic has its own
| Psec tunnel,

Assured Forward (AF) classes with different drop precedence (which
may take a different route) have their own tunnel,

and all remaining DSCP val ues are put into a third tunnel
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This section details how a peer uses the DSCP Notify Payload to
classify traffic carrying the DSCP val ues AF11 or AF3 in one tunnel,
traffic carrying a DSCP val ue of EF in another tunnel, and traffic
with other DSCP values in a third tunnel. The third SA is designated
as the default no-DSCP specific SA. It is RECOWENDED to configure
the Security Policy Data Base (SPD), so that such a default no- DSCP
specific SAis created and it is RECOMWENDED its creation happens
prior to the SAwith specific DSCP values. Note that according to
Section 3, there is no specific ordering, but starting with the no-
DSCP specific SA ensures conpatibility with an | Psec inplenmentation
that would for exanple discard or create a new SA when the DSCP does
not mat ch.

Generally, it is recomrended that the outer DSCP val ue matches the

i nner DSCP val ue so that the tunnel ed packet be treated simlarly to
the inner packet. Such behavior is provided by setting the Bypass
DSCP to True. |If the initiator prefers for exanple every tunnel ed
packet being treated sinmilarly, then, an explicit mapping needs to be
i ndicated. Typically, the initiator may be willing to prevent
reordered traffic to fall outside the anti-replay wi ndows. Note that
such policy is inplemented by each peer

Initiator Responder
HDR, SK {IDi, [CERT,] [CERTREQ ]

[I1Dr,] AUTH, SAi 2,

TSi, TSr} -->

<-- HDR, SK {IDr, [CERT,] AUTH,
SAr2, TSi, TSr}

Once the no-DSCP specific SAis created, all traffic with any DSCP
value is steered to that SA. The initiator then creates the child SA
associated with specific DSCP values. In this exanple, it creates
the SA associated with the DSCP val ue AF11 or AF3, followed by the
one associ ated with value of EF, but this does not follow any
specific ordering. The initiator specifies the DSCP val ues bei ng
classified in that SAwith a DSCP Notify Payl oad that carries the
DSCP val ues.

If the responder supports the DSCP Notify Payl oad, it SHOULD respond
with a Notify Payload that indicates the DSCP val ues sel ected for
that tunnel. By default these values SHOULD be the ones specified by
the initiator, but the responder’s policy MAY sel ect other val ues.

If the responder does not want to perform DSCP filtering, the
responder SHOULD send an enpty DSCP Notify Payload, in order to at

| east indicate support for the DSCP Notify Payl oad.
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As specified in [ RFC7296], Section 3.10.1, a Notify Payload with
status type MJST be ignored if it is not recognized. The absence of
a DSCP Notify Payl oad by the responder nmay be due to the responder
not supporting the notification, or not advertising the application
of DSCP filtering. W do not consider that the absence of
classification by the responder prevents the SA from bei ng created.
The classification is at |east performed for the outbound stream
which is sufficient to justify the creation of the additional SA
Note al so that DSCP val ues are not agreed, and the responder cannot
for exanple narrow down the |list of DSCP val ues being classified. |If
that woul d cause a significant issue, the responder can create

anot her SA with the narrowed-down |ist of DSCP val ues. The responder
may al so REKEY_SA the previous SA to redefine the DSCP val ues to be
consi der ed.

When nultiple DSCP values are indicated, and the initiator is mapping
the outer DSCP val ue, the outer DSCP val ue is expected to be one of
t hese val ues.

Initiator Responder

HDR, SK {SA, Ni, KEi, N(DSCP, AF11, AF3)} -->

<-- HDR SK {SA, N, KEr,
N(DSCP, AF11, AF3)}

The initiator may then create additional child SAs specifying other
DSCP val ues.

Initiator Responder

HDR, SK {SA, Ni, KE, N(DSCP, EE)} -->
<-- HDR, SK {SA, Nr, KEr}
5. Protocol Description

Duri ng the CREATE CHI LD SA exchange, the initiator or the responder
MAY indicate to the other peer the DSCP filtering policy applied to
the SA. This is done via the DSCP Notify Payl oad indicating the DSCP
val ues bei ng considered for that SA

The initiator MAY send an enpty DSCP Notify Payload to indicate
support of the DSCP Notify Payload as well as an indication the
negoti ated SA as a no-DSCP specific SA. This SA MAY be foll owed by
the creation of the DSCP-specific SA
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Upon receiving a DSCP Notify Payl oad, if the responder supports the
notification it SHOULD respond with a DSCP Notify Payl oad. The val ue
i ndi cated SHOULD be the one selected by the initiator.

There is no specific error handling.
6. Payl oad Description

The DSCP Notify Payload is based on the format of the Notify Payl oad
as described in [ RFC7296], Section 3.10 and represented in Figure 1.

1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Next Payload |C| RESERVED | Payl oad Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Protocol ID | SPI Si ze | Notify Message Type |
I S i o T s S S S e s s T
I
|
+-

I
Notification Data ~
|
i T S S S T i T i I S I S S
Figure 1. Notify Payl oad
The fields Next Payload, Critical Bit, RESERVED, and Payl oad Length
are defined in [RFC7296]. Specific fields defined in this docunent
are:
* Protocol ID (1 octet): Set to zero.
* Security Paraneter Index (SPlI) Size (1 octet): Set to zero.

* Notify Message Type (2 octets): Specifies the type of notification
message. It is set to DSCP_VALUES (see Section 7).

* Notification Data (variable length): lists the DSCP val ues that
are considered for the SA. Each value is encoded over a single
byt e.

7. |1 ANA Consi derations

I ANA is requested to allocate one value in the "I KEv2 Notify Message
Types - Status Types" registry: (available at

https://ww. i ana. or g/ assi gnnment s/ i kev2- par anet er s/

i kev2- paranet ers. xht m #i kev2-paraneters-16) with the foll ow ng
definition:

Mgault, et al. Expi res 21 August 2026 [ Page 7]



I nternet-Draft DSCP Notify Payl oad February 2026

8.

10.

10.

Val ue Notify Messages - Status Types

Security Considerations

As the DSCP value field is already defined by [ RFC4301] in the SA
structure, the security considerations of [RFC4301] apply. The DSCP
Notification Payl oad comruni cates clearly the DSCP value field to the
r esponder.

When the tunnel node is used, the comunication of the DSCP val ue
field could be easily interpreted by nonitoring the recei ved DSCP

val ues of the inner traffic when that traffic is encapsul ated, and so
no secret information is reveal ed. Wen the transport node is used,
that value nay be changed by the network and eventually, the val ue of
the field could be unknown to the other peer. However, this cannot
be considered as a protection nechanism and the comruni cation of the
DSCP val ue cannot be considered as revealing information that was
previously not reveal ed.

The notification of the set of DSCP values to the other peer does not
require additional resources either for the initiator or for the
receiver. The SA is created either with DSCP val ues or without.

Simlarly, the notification of the set of DSCP values to the other
peer does not introduce additional constraints on the traffic.

First, the responder nay al so ignore the DSCP Notification Payl oad.
Then, when an SA is associated with a set of DSCP values, this does
not prevent the other peer fromsending traffic with a different DSCP
val ue over that SA. In other words, traffic com ng with unexpected
DSCP val ues is not rejected as woul d have been the case if the DSCP
val ues had been considered as Traffic Sel ectors.
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