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Abstract

Thi s specification defines the web nessage response node t hat

aut hori zation servers use for transmtting authorization response
paraneters via the user-agent’s postMessage APl to the client. This
mode i s intended for authorization flows that use secondary w ndows,
which are well-suited for browser-based applications.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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I ntroduction

QAuth [RFC6749] uses HTTP redirects to transfer authorization
response parameters fromthe authorization server via the user-agent
to the client’s redirection endpoint. 1In this case, the

aut hori zati on response paraneters are encoded in the query string
(response_node=query) or in the fragnent (response_node=fragnment) of
the redirect_uri [oauth.encoding] (Section 2.1). [RFC6749]
(Section 1.7) allows other mechanisns avail able via the user-agent to
acconplish this redirection, such as response_npode=form post
[ oaut h. post].
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The standardi zed query, fragment, and form post response nodes are
desi gned for single-w ndow authorization but not for nulti-w ndow

aut hori zation flows. A common exanple is a popup-based authorization
flow, where the client’s primary w ndow opens the authorization
server in a secondary wi ndow. The secondary wi ndow cannot use HTTP
redirects to transfer response paraneters back to the client in the
primary w ndow.

Thi s specification defines the web nessage response node that uses
the user-agent’s post Message APl [whatwg. post nessage] to exchange
messages between two different browser windows. Cients informthe
aut hori zation server to use this response node for returning the

aut hori zati on response by setting the response_node paraneter in the
aut hori zati on request to web_message. This response node facilitates
popup- based and ifrane-based authorization flows, in which the

aut hori zation server is called in a secondary wi ndow or enbedded in a
frame on the client.

These flows that span the authorization process across two w ndows
are especially useful for browser-based applications, where the main
application wi ndow should remain uninterrupted to preserve the user
experience. Executing authorization flows in invisible iframes can
al so enabl e seam ess session resunption and renewal w thout

di srupting the user

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

This specification uses the terns "client”, "user-agent",
"aut hori zation server", "authorization endpoint”, "redirection
endpoint”, "redirection URI", "authorization request", and
"aut hori zati on response" defined by the QAuth 2.0 Authorization
Framework [ RFC6749]. It further uses the term "response node"
defined by the QAuth 2.0 Multiple Response Type Encoding Practices
[ oaut h. encodi ng] .

Thi s specification defines the follow ng additional term nology.

primary window This is the top-level browsing windowthat initially
holds the client’s website. This w ndow has no parent w ndows and
it was not opened by any other w ndow.

secondary window This is the window in which the client in the
primary wi ndow opens the authorization server.
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2.

Web Message Response Mode

Thi s specification defines the web nessage response node, which is
described with the foll owi ng response _node paraneter value in the
aut hori zati on request [oauth.encoding].

web_message In the web nessage response node, the authorization
server in the secondary w ndow encodes the authorization response
paraneters in a JSON dictionary and transmts it via the user-
agent’s post Message APl to the client in the prinmary w ndow.

If the authorization request includes the value web nessage for the
response_node paraneter, the authorization server:

* MJST dynamically discover the client’s primry w ndow reference as
described in Section 2.1.

*  MJST use the user-agent’s postMessage APl to return the
aut hori zation response to the client’s primary w ndow.

*  MJST encode the response paranters as key-value string pairs in a
JSON di ctionary.

* MJST follow [ RFC6749] and [ RFC9700] when validating the
redirection URl.

* MJST use the full redirection URI (the exact sane URl also used in
ot her response nodes such as query, fragnent, or formpost) as the
post Message’ s receiver origin. The user-agent’s postMessage API
i nherently parses the redirection URI and extracts its origin.

* MJST NOT parse the URI itself to reduce the attack surface
concer ni ng parsing issues.

The client’s redirection URI MJST serve as the post Message' s receiver
origin to protect the authorization response frombeing | eaked to
mal i ci ous ori gi ns.

This exanple illustrates how an authorization server (identified by
the issuer https://as.exanple) in a secondary w ndow returns the
aut hori zati on response to the client (whose registered redirection
URI is https://client.exanple/cb) in the primry w ndow using the
post Message API:

const pri mar yW ndowRef

const pri nmaryW ndowRef

const paranms = {
"code": " XXXXXXXX",
"state": " XXXXXXXX",
"iss": "https://as. exanpl e"

wi ndow. opener // for popup-based flow
wi ndow. parent // for ifranme-based fl ow

}
pri mar yW ndowRef . post Message( parans, "https://client.exanpl e/ cbh")
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The client MAY signal its preferred primary w ndow reference by using
the response_node parameter. For popup-based authorization flows, it
MAY set the value to web_nessage. opener, and for iframe-based
authorization flows, it MAY set the value to web_nessage. parent.

When either web _nessage. opener or web_nessage. parent is specified,
the aut horization server MJST use the correspondi ng wi ndow reference
wi ndow. opener or w ndow. parent and MJST NOT attenpt to dynamically
determne the primary wi ndow reference as specified in Section 2.1.

2.1. Dynamic Discovery of Primary W ndow Reference

If the authorization request specifies web_nessage as the
response_node, the authorization server running in the secondary
wi ndow MUST dynam cally determ ne the client’s prinmary w ndow
reference. This is done by checking whet her the wi ndow. opener or
wi ndow. parent references point to a valid prinmary window. |f both
references are avail abl e, the wi ndow. opener reference MJIST take
precedence to ensure that popup-based authorization flows are
prioritized over iframe-based fl ows.

The foll owi ng exanple illustrates how an authorization server may
performthis discovery process:

| et primaryW ndowRef = undefi ned

if (window. opener !== null) // this is a popup-based fl ow
pri mar yW ndowRef = w ndow. opener
else if (window parent !'==self) // this is an ifranme-based fl ow

pri mar yW ndowRef = wi ndow. par ent
else // abort flow could not discover primary w ndow reference

3. Popup-Based Aut horization Flow Using the Wb Message Response Mde

In a popup-based authorization flow, the client opens the

aut hori zati on endpoint in a secondary wi ndow. The authorization
server uses the user-agent’s postMessage APl to return the

aut hori zati on response paraneters fromthe secondary w ndow back to
the client running in the primary window. The flowis depicted in
Figure 1 and described in the foll ow ng.
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Figure 1: Overview of a popup-based authorization flow using the
web nmessage response node

1. The client registers a nessage event handl er that receives the
aut hori zati on response fromthe authorization server. The client
MUST val idate the nessage’s origin with an exact string matching
the authorization server’s origin. As the authorization response
is meant for one-tinme use, the client MJUST renove the nessage
event handl er after receiving the authorization response to
prevent any further authorization attenpts.

Exampl e of the registration of a nmessage event handl er:

const callback = (e) => {
if (e.origin === "https://as.exanple") {
/1 further validation and processing of the authorization response
process(e. dat a)
wi ndow. r enoveEvent Li st ener (" nessage"”, cal |l back)

}

wi ndow. addEvent Li st ener (" message", call back)

2. The client MJST open the authorization request in a secondary
wi ndow. Therefore, the client MAY use JavaScript and the user-
agent’ s wi ndow. open API, MAY use an anchor HTM. el enent with a
target attribute, or MAY use any other nechanism suitable for
openi ng secondary w ndows. The authorization request MJST
i nclude the response_node paraneter val ue web_nessage or
web_message. opener. Additional authorization request paraneters
and techni ques, such as PAR [ RFC9126] and RAR [ RFC9396], are
unaf fected by this specification and MAY be used with the web
nmessage response node
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Exanpl e of using the wi ndow open APl to open the authorization
request in a secondary w ndow

wi ndow. open(
"https://as.exanpl e/ aut h?... & esponse_node=web_nessage",
"secondar yW ndowRef ",
"1 ef t =100, t op=100, wi dt h=320, hei ght =320"

)

Exanpl e of using an anchor tag with a target attribute to open the
aut hori zati on request in a secondary w ndow

<a
href ="https://as. exanpl e/ aut h?. .. & esponse_node=web_nessage”
t ar get =" secondar yW ndowRef "

>

3. The authorization server receives the authorization request,
validates its paranmeters, and proceeds with the end-user
aut henti cati on and authorization, which is outside of the scope
of this specification.

4. |If the authorization request includes the response_node paraneter
val ue web_nessage or web_nessage. opener, the authorization server
MUST foll ow the web nmessage response node as described in
Section 2 and use the user-agent’s postMessage APl to return the
aut hori zati on response paraneters fromthe secondary wi ndow to
the secondary wi ndow s opener wi ndow. The receiver w ndow MJST
be referenced by the secondary wi ndow s opener property.

Exanpl e of an authorization server using the postMessage APl in a
secondary wi ndow to return the authorization response to the client
in the primry w ndow

const paranms = {

"code": " XXXXXXXX",

"state": " XXXXXXXX",

"iss": "https://as. exanpl e"
}

wi ndow. opener . post Message(parans, "https://client.exanple/ch")

5. The client’s nessage event handl er receives the postMessage that
contains the authorization response paraneters. The further
processing and validation of all paranmeters is out of the scope
of this specification and MJST be compliant to [ RFC6749] and
[ RFCO700] .
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4.

4.

| frame- Based Authorization Flow Using the Web Message Response Mode

In addition to secondary wi ndows bei ng popups, iframes can be used as
well. [Iframes enable a seanl ess authorization fl ow where the end-
user only sees a single browser tab, w thout ever |eaving the actua
client. The client MAY explicitly request the ifrane-based

aut horization flow by setting the response_node paraneter to
web_message. parent. The authorization flow proceeds in a nmanner
technically simlar to the popup-based flow described in Section 3,
with the foll owi ng nodifications:

* In step 2, the client MIST enmbed the authorization request in an
i frame instead of opening a popup w ndow.

* In step 4, the secondary w ndow MJST reference its parent w ndow
rather than its opener w ndow.

I f user consent has al ready been granted, ifranme-based authorization
flows can enabl e seam ess session resunption or renewal by enbeddi ng
invisible iframes with the pronpt paraneter set to none [openid. core]

(Section 3.1.2.1). In this case, the client receives the
aut hori zati on response directly, allow ng the user session to resune
wi thout further interaction. |If the pronpt paranmeter is set to none

but no prior user authentication or consent exists, the authorization
server MJST return an error as specified in [openid.core]

(Section 3.1.2.1). In this case, the client can fall back to a
popup-based flow or to an ifrane-based flow that displays a
Clickjacki ng-protected user interface, as discussed in Section 4.1

1. dickjacking Mtigations in Ifranes

The aut horization server MJST inplenent dickjacki ng countermeasures
according to [ RFC9700] (Section 4.16) and protect its authorization
endpoi nt and consent - page from bei ng enbedded in an ifrane by origins
not deened trustworthy.

If the user’s browser supports the Intersection Qoserver v2 AP

[ wW3c. observerv2], the authorization server MAY use it to allow the
client to enbed the authorization endpoint and consent-page. For
exanpl e, the authorization server’s script running in the enbedded
consent - page could pre-enptively load itself in a popup window if it
detects the Intersection Observer v2 APlI's isVisible attribute being
set to false, thus avoiding any occlusion of its content.
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4.

6

6

6

2. User-Session in |franes

Modern browsers have started to disable the support for third-party
cookies. Thereby, ifranes do not send authentication cookies al ong
with requests in sub resource requests, such as ifranes. Using

i franes as secondary w ndows therefore requires special exceptions to
bypass this restriction, such as the Storage Access API

[ mozil | a. st or ageaccessapi] .

Thi s mechanismis unnecessary in first-party scenarios where the
aut hori zation server and client share the sanme origin. In such

cases, cookies are treated as first-party and remain included in
requests made fromifranes.

Aut hori zati on Server Mt adata

Aut hori zation servers MJST announce their support for the web nessage
response node defined in Section 2 by addi ng web_nessage,

web_message. opener, web_nessage. parent, or any conbi nations of these
val ues to the response_nodes_supported list in their authorization
server metadata as specified in [ RFC8414] (Section 2). Authorization
servers MAY decl are exclusive support for a specific authorization
flow by including either web_nessage. opener or web_nessage. parent in
the response _nodes_supported list. |f the response nodes_supported
list contains the generic value web_nessage, the authorization server
MUST support both the popup-based and the iframe-based authorization
flows.

Security Considerations
1. Receiver Oigin Validation

Aut hori zation servers MJST foll ow Section 2 and [ RFC9700]
(Section 4.17.2) when validating the post Message receiver origin.
O herwi se, the authorization response nmay |leak to an attacker, as
described in [RFC9700] (Section 4.17.1.1) and [ RFC9700]

(Section 4.17.1.2).

2. Initiator Origin Validation and Cross-Site Request Forgery
Protection

In redirect-based authorization flows, there is no inherent nechani sm
avail abl e that enables a client to verify that the trusted

aut hori zation server initiates a redirection. Instead, [RFC6749]

i ntroduces the state paraneter to counter so-called Cross-Site
Request Forgery (CSRF) attacks [ RFC9700] (Section 4.7) against the
client’s redirection endpoint by maintaining a state between the

aut hori zation request and response.
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The post Message APl provides an inherent mechanismto verify the
initiator of a postMessage. The client MJST use this nechani sm as
described in Section 2 and [ RFC9700] (Section 4.17.2) to verify that
the trusted authorization server is the initiator of the postMessage.
O herwi se, an attacker can inject a naliciously crafted authorization
response to the client [RFCO700] (Section 4.17.1.3). This
verification prevents sone variants of CSRF attacks, where the
attacker wants to log in a victimto the attacker’s account.

However, attackers can also use CSRF attacks to log in a victimto
the victims own account. This attack variant cannot be mtigated

with the checks nentioned above. |Instead, a proper CSRF
count ermeasure, as described in [ RFC9700] (Section 4.7.1) MIST be
used.

6.3. Data Validation

Even after the initiator origin of the post Message is validated, the
client MJUST check that the post Message has the expected format

[ what wg. post message] (Section 9.3.2.1). |In particular, the

post Message MUST NOT be processed in unsafe JavaScript sinks like
eval or innerHTM. to prevent cross-site scripting (XSS) flaws and
other potentially nmalicious injections. Qherwise, if the

aut hori zation server has been attacked using an XSS flaw, further
unchecked processing of the postMessage could result in the attack
bei ng propagated into the client.

6.4. Cross-Site Leak Protections on the Authorization Server

The aut horization server is opened in a secondary wi ndow that needs
access to its opener window via its opener property to send

post Messages to that referenced wi ndow. Thus, the authorization
server cannot use cross-site leak protections |ike the cross-origin
opener policy [whatwg.coop] to force the creation of a new top-I|eve
browsi ng context and cross-origin isolate their sites.

However, browsers are working on preventing cross-site | eaks w thout
br eaki ng t he popup-based authorization flows with the restrict-
properties directive being added to the cross-origin opener policy
[google.restrictprops]. Wth this directive, properties that can be
used for cross-site | eaks are not avail abl e but post Message

conmuni cati on between cross-origin windows is still allowed.

Aut hori zati on servers MAY set the Cross-Origi n- Qpener-Policy:
restrict-properties header to protect against cross-site |eaks.
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6.5. Redirection URI vs. Receiver Oigin

In redirect-based authorization flows, the confidentiality of the

aut hori zation response is scoped to the redirection URl that contains
a path. The path separates the authorization response from ot her,
potentially vul nerable paths within the same web application. In
flows using the web nessage response node, the confidentiality of the
aut hori zati on response is scoped to the post Message’s receiver origin
that does not contain a path. Thus, cross-site scripting (XSS)
vulnerabilities on _any path within the web application’s origin
will leak the authorization response to the attacker.
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descriptions and nmitigations for iframe flow* Carify ifrane use for
first-party context and invisible ifranes for reauthentication flows
with pronpt none * Add dynanic discovery of primry w ndow reference
and new val ues for response _npbde: web_nessage. opener and

web_message. parent * Add notes about how this draft differs from
Sakinmura et al. * Add several exanple inplenentations of the web
message response node and popup- or iframe-based flows * M nor

i mprovenents of style and | anguage * Update references to newer
ver si ons

-00 * Initial draft

Appendi x C. Exanpl e Inplenentations
[[ To be remobved fromthe final specification ]]
Al t hough neither the web_message response node nor the popup- and
i frame-based aut horization flows have been officially standardized,
they are already w dely supported in practice. A study
(https://dl.acmorg/doi/10.1145/ 3548606. 3560692) from | ate 2022 found

that 153 of the Tranco Top 1k websites opened the authorization
server in a secondary wi ndow, conpared to only 134 websites that
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navi gated the primary window to the authorization server. Mre
recently, a scan of all domains in the CrUX dataset (July 2025)
reveal ed 22 authorization servers (https://github.conl Hackmanit/
dr aft - neyer zusel ha- oaut h- web- message- r esponse- node/ i ssues/ 27) that
publish the still-undefined web_nessage value in the
response_nodes_supported list of their Openl D Provi der Metadata
(https://openid. net/specs/openi d- connect -di scovery-1 0.htnl) at

/. wel | - known/ openi d-configuration. |In addition, severa

aut hori zati on servers support popup- or iframe-based flows w thout
explicitly announcing themin their netadata:

* Appl e supports the popup-based flow with response _nbpde=web_nessage
through its customJS SDK. The flowis activated if the client
enabl es the SDK' s popup node via a neta tag
(https://devel oper. appl e. com docunent ati on/ si gni nwi t happl e/
configuring-your-webpage-for-sign-in-with-apple). Apple s REST
APl docunent ati on
(https://devel oper. appl e. com docunent ati on/ si gni nwi t happl er est api /
request - an-aut hori zati on-to-t he-si gn-i n-w t h-appl e-server) does
not nention web_nessage as a valid response_node, although the SDK
uses it when configured.

* (oogl e supports both the popup-based
(https://devel opers. google.confidentity/gsi/web/guides/
i nt egr at e#pop-up_versus_redirect) (default) and iframe-based
(https://devel opers. googl e.comidentity/gsi/web/anp/internediate-
ifrane) flows within its Google ldentity Services SDKs
(https://devel opers. googl e.confidentity/gsi/web/gui des/overview).
However, these flows are not available in its interoperable OAuth
and Openl D Connect endpoints
(https://devel opers. google.comidentity/protocol s/ oauth2/web-
server).

* Facebook supports the popup-based flow through its JS SDK
(https://devel opers. facebook. coni docs/ facebook-1 ogi n/fweb). It
al ways includes the xd_arbiter endpoint as a paranmeter to the
aut hori zati on endpoint, e.g.,
channel _url =https://staticxx.facebook.conl x/connect/xd_arbiter.

* AuthO officially docunents support for the web _nessage response
mode in its APl documentation
(https://authO.conm docs/aut henti cate/protocol s/oauth). It
references the expired draft [I-D.sakinura-oauth-wmrnj from 2015
and uses it for silent authentication with HTM.5 web nessagi ng.

* Nintendo uses the web_nmessage response node internally, follow ng

the expired draft [I-D.sakinmura-oauth-wnmrmi. It also relies on
the additional web _nessage uri and web_nessage target paraneters.
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Beyond these providers, other authorization servers also enpl oy
web_message or proprietary variants of popup- and iframe-based fl ows.
Appl e, Google, and Facebook even make multi-w ndow fl ows the default
within their SDKs, highlighting their practical inportance. Yet, the
absence of an interoperable, standards-based nechanismfor clients to
use these flows underscores the need for formal standardi zation.

Appendi x D. Differences to [I-D.sakinura-oauth-wrmnj
[[ To be renmobved fromthe final specification ]]

This draft builds on the earlier work of Toru Yanmaguchi, Nat

Saki mura, and Nov Matake in [I-D.sakinura-oauth-wirniy, which

i ntroduced a web nessage response node. \While sharing several
conceptual simlarities, this draft differs in the foll ow ng ways:

* *Flowillustrations:* [I|-D.sakimra-oauth-wnrn] illustrates only
the deprecated inplicit flow (response_type=token). This draft is
fl ow agnostic and uses the authorization code flow
(response_type=code) in its exanples.

* *Primary wi ndow reference:* [I-D. saki nura-oaut h-wnrn] does not
specify how the authorization server should obtain a reference to
the client’s primary wi ndow. This draft allows the authorization
server to either dynamically discover the reference or rely on
client-provided hints via the web_nessage. opener and
web_message. parent response nodes.

* *Relay node:* [|-D.sakinmura-oauth-wnrni defines a relay node in
whi ch the authorization response is forwarded through the client
to a third wi ndow (the "nessage target window'). This draft does
not support tertiary windows and instead limts the exchange to
the client’s primary wi ndow and the authorization server’s
secondary window. This draft onmits relay node due to | ack of
practical denmand.

*  *Browser conpatibility:* [I-D.sakinura-oauth-wmrn uses JavaScri pt
constructs that no | onger work in nodern browsers (e.g.,
wi ndow. opener ! = wi ndow and cross-origin DOM access via
evt.source. docunent. get El enent Byl d). These break rel ay node
entirely, as the secondary wi ndow cannot obtain a reference to the
message target wi ndow.

* *Paraneters:* [I|-D.sakinura-oauth-wnmrn] introduces the
web_message_uri (target URI) and web_nessage target (DOMid)
paraneters, both tied to relay node. This draft omts these
paraneters and instead relies solely on the established
redirect _uri.

Meyer zu Sel hausen, et al. Expires 9 May 2026 [ Page 15]



I nternet-Draft oaut h- web- nessage- r esponse- node Noverber 2025

*  *Message format:* [|-D. saki mura-oauth-wnrnm defines post Message
data as an object with fields type (string) and response (object).
This draft sinplifies the structure to a single object containing
al | authorization response paraneters, since only one postMssage
i s used.

* *|franme restrictions:* [|-D. saki nura-oauth-wmrn restricts ifrane-
based flows to already-authenticated sessions with prior consent
("authenticated wi ndows"). This draft permits ifrane-based flows
in unauthenticated states as well, relying on dickjacking
mtigations (e.g., the Intersection Cbhserver v2 APl).

* *Security considerations:* This draft provides extended gui dance
on secure use of postMessage, dickjacking mtigations, and
i mplications of browsers phasing out third-party cookies.
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