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Abst ract

Thi s docunent describes a JSON based format for clients using
[ DI RECTORY] to advertise information about thensel ves.

Thi s docunent describes a JSON-based "Si gnature Agent Card" fornmat
for signature agent using [DI RECTORY] to advertise metadata about
thenselve. This includes identity, purpose, rate expectations, and
cryptographic keys. It also establishes an I ANA registry for

Si gnature Agent Card paraneters, enabling extensible and

i nt eroperabl e discovery of agent infornation.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://thibmeu. github.io/http-nessage-signatures-directory/draft-
meuni er - webbot aut h-regi stry. htm. Status information for this
docunent may be found at https://datatracker.ietf.org/doc/draft-
meuni er - webbot aut h-regi stry/.

Di scussi on of this docunent takes place on the Web Bot Auth Working
Goup mailing list (mailto:web-bot-auth@etf.org), which is archived
at https://mailarchive.ietf.org/arch/browse/web-bot-auth/. Subscribe
at https://ww.ietf.org/ milman/li stinfo/web-bot-auth/.

Source for this draft and an issue tracker can be found at
https://github. comt hi bneu/ htt p-nmessage-si gnatures-directory.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Signature Agents are entities that originate or forward signed HTTP
requests on behal f of users or services. They include bots

devel opers, platforns providers, and other internediaries using

[ DI RECTORY]. These agents often need to identify themsel ves, and
establish trust with origin servers.

Today, the nmechanisns for doing so are inconsistent: some rely on
User - Agent strings (e.g. MyConpanyBot/1.0), others on |IP address
lists hosted on file servers (e.g. https://curated-bots.com
ips.json), and still others on out-of-band definitions (e.g.
docunent ati on on docs. exanpl e.com nybot). This diversity makes it
difficult for operators and origin servers to reliably discover and
share a Signature Agent’ s purpose, contact information, or rate
expectations. Existing discovery nmechani sns, such as

[ OPENI D- CONNECT- DI SCOVERY], do not have the necessary granularity,
and pursue different goals.
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Thi s docunent introduces a JSON-based "Signature Agent Card" format
for Signature Agents, to be published in registries and di scovered by

servers.

It also creates a new | ANA registry of "Signature Agent

Card Paraneters" to ensure extensibility and consistency of future
attributes.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Signature Agent Card

Si gnat ur e- Agent header is defined in Section 4.1 of [DI RECTORY].
This section describes Signature Agent Card, a JSON object contai ning
paraneters describing the Signature Agent.

{
"client_nane": "Exanple Bot",
"client _uri": "https://exanple.con bot/about.htm",
"logo_uri": "https://exanple.com",
"contacts": ["mailto:bot-support @xanpl e.coni],
"expect ed-user-agent": "Mzilla/5.0 Exanpl eBot",
"rfc9309- product -t oken": "Exanpl eBot",
"rfc9309-conpliance": ["User-Agent", "Allow', "Disallow', "Content-Usage"],
"trigger": "fetcher",
"purpose": "tdni,
"targeted-content": "Cat pictures",
"rate-control": "429",
"rate-expectation": "avg=10rps; max=100r ps",
"known-urls": ["/", "/robots.txt", "*.png"],
"fwks_uri": "https://exanple.conl.well-known/ http-nmessage-signhatures-directory”,
"ips_uri": "https://exanple.conlips.json",
"keys": [{
"kty": "OKP",
"crv": "Ed25519",
"kid": "NFcWBst 6DXG N35nHdz M i oWwht dzNzghQSkj HNMVES] w',
"x": "JrQLj 5P_89i XES9- vFgr | y29cl F9CC oPPsw3c5D0bs",
"use": "sig",
"nbf": 1712793600,
"exp": 1715385600
}H
}
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Unl ess ot herwi se specified, all paraneters in this docunent are
OPTI ONAL. There MUST be at |east one paraneter set.

Paraneters for which the value is unknown MJST be ignored. All
string values are UTF-8.

3.1. dient Nane

The client_name parameter provides a friendly identifier for the
Si gnat ure Agent.

Exanpl e
*  Exanpl eBot
* M renpte browser conpany
3.2. dient UR
The client _uri paraneter provides inline content or a web page
describing the bot: e.g. what does it do, how it handles data it
f et ches.
Only http, https or data:text/plain are all owed.
Exanpl e
* https://exanpl e. com bot/about. htm
* data:text/plain, The Exanpl e bot is about providing an exanpl e.

3. 3. Cont act s

The contacts paraneter provides reliable communication channels in
URI forms. Typically, this is an enmil address.

Exanpl e

* ["mailto:bot-support @xanpl e. coni]

* ["https://exanple.confcontact"]
3.4. Logo UR

The [ ogo_uri paraneter provides an image reference for visual
i dentification.
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TODO. Recommendation for size and format, if there is a clear
consensus or reference we can point to.

Exanpl e
* data:inage/ svg+xn ; base64, deadbeef
* https://exanpl e. conll ogo. png

3.5. Expected user agent
The expect ed-user-agent paraneter specifies one or nore User-Agent
strings as defined in Section 10.1.5 of [HTTP] or prefix matches.
Prefixes MAY use * as a w | dcard.

Exanpl e
* Mbzillal/5.0 Exanpl eBot

3.6. robots.txt product token

The rfc9309- product-token paraneter specifies the product token used
for robots.txt directives per Section 2.2.1 of [ROBOISTXT].

Exanpl e
*  Exanpl eBot
3.7. robots.txt conpliance

The rfc9309-conpliance parameter lists directives fromrobots.txt
that the agent inplenments.

Exanpl e
* ["User-Agent", "Disallow']
* ["User-Agent", "Disallow', "Craw Del ay"]

3.8. Trigger
The trigger paraneter indicates the operational node of the agent.
Val i d val ues:
1. fetcher - request initiated by the user

2. crawl er - autonompus scanning
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3.9. Purpose

The purpose paraneter describes the intended use of coll ected data.
Val ues SHOULD be drawn froma controll ed vocabul ary, such as
[ Al PREF- VOCAB] .

Exanpl e
* search
* tdm

3.10. Targeted content

The targeted-content paranmeter specifies the type of data the agent
seeks. Its format is arbitrary UTF-8 encoded string.

Exanpl e

* SEO anal ysi s

*

Vul nerability scanning
* Ads verification
3.11. Rate contro

The rate-control paraneter indicates how origins can influence the
agent’ s request rate.

TODO specify a format
Exampl e
* Crawl Delay in robots.txt (non-standard)
* Custom tool
* 429 + [ RATELI M T- HEADER]
3.12. Rate expectation

The rate-expectation paraneter specifies anticipated request vol unme
or burstiness.

TODO. consider a format such as avg=10r ps; max=100r ps

Exanpl e
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3.

3.

* 500 rps
* Spi kes during reindexing
13. Known URLs

The known-urls paraneter lists predictable endpoints accessed by the
agent .

These URLs may be absolute URLs |ike https://exanple.comindex. htm.
They could be relative path like /ads.txt. O they can use * as

wi | dcard such as *.png.

Exanpl e

A

* ["/ads.txt"]

* ["/favicon.ico"]

* ["/index.htm"]

14. JVKS URI

The jwks_uri paraneter provides the URL of the signature agent’s JVKS
keys as defined in Section 5 of [JWK]. This covers HITP Message
Signatures Directory as defined in [ D RECTORY].

When present, this paraneter separates key material discovery from
met adat a di scovery. Cdients that need key material SHOULD fetch the
directory at the given URL rather than relying on the keys paraneter.
This separation allows registry operators to host netadata and key
mat erial on different endpoints, supporting depl oynment scenari os
where the registry endpoint itself contains signature agent card

met adata but the key directory is hosted el sewhere.

If both jwks uri and keys are present, the jwks_uri takes precedence
for key discovery.

The URI scheme MJST be https.
Exanpl e

* https://exanpl e. com . well-known/ http-nessage-si gnatures-directory
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3.15. | P Address List UR

The ips_uri paranmeter provides the URL of the signature agent’s IP
address list as defined in [ JAFAR].

The URI schenme MJST be https.
Exanpl e
* https://exanple.comips.json

3.16. Keys
The keys paraneter contains a JWKS as defined in Section 5 of [JVK]
If keys is present, it is RECOWENDED that the card is signed using
[ HTTP- MESSAGE- SI GNATURES] .  Cont ent - Di gest header MJST be included in
the covered conponents.
TODO. describe signature, CA5 keys.
Exanpl e
* https://exanpl e.com .well-known/ http-nessage-si gnatures-directory
* JWKS-directory

4. Discovery

Aregistry is a list of URLs, each refering to a signature agent
card.

The URI schenme MJUST be one of:

* https (RECOVMMENDED): Points to an HTTPS resource serving a
signature agent card

* http: Points to an HITP resource serving a signature agent card
* data: Contains an inline signature agent card

Exanpl e
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# An exanple list of bots
https://bot 1. exanpl e. com . wel | - known/ ht t p- nessage- si gnat ures-di rectory
https://craw er2. exanpl e. com . wel | - known/ ht t p- message- si gnat ures-directory

# Now the list of platforns
https://zerotrust-gateway. exanpl e. com v1/ si gnat ur e-agent - card

# Belowis an inlined card with the data URL schene

data: application/json,{"client_name":"Inline Bot","jwks_uri":"https://inline.example.c
onl . wel | -known/ htt p- message-si gnatures-directory"}
4.1. Formal Syntax

Bel ow i s an Augnent ed Backus- Naur Form ( ABNF) description, as
described in [ ABNF].

The bel ow definition inports http-URl and https-URl from [HTTP], and
dataurl from [ DATAURL] .

registry = *(cardendpointline / enptyline)
cardendpointline = (

http-URl / ; As defined in Section 4.2.1 of RFC 9110
https-URl / ; As defined in Section 4.2.2 of RFC 9110
dat aur | ; As defined in Section 3 of RFC 2397

) EQL

comment = "#" *(UTF8-char-noctl / W5/ "#")
emptyline = ECL
EQL = *W5 [comment] NL ; end-of-line nay have

; optional trailing comment
%O0D / 9%0A / 9%O0D. 0A
%20 / %09

NL
W6

; UTF8 derived from RFC 3629, but excluding control characters

UTF8- char-noctl = UTF8-1-noctl / UTF8-2 / UTF8-3 / UTF8-4
UTF8- 1-noct! = %21 /| %22 | 9%?24-7F ; excluding control, space, "#"

UTF8-2 = 9%&C2-DF UTF8-tail

UTF8-3 = %&EO0 %AO0-BF UTF8-tail / 9%E1-EC 2UTF8-tail /
YED %80-9F UTF8-tail / 9%EE-EF 2UTF8-t ai

UTF8-4 = 9%FO0 9%90-BF 2UTF8-tail / 9%&F1-F3 3UTF8-tail /
% F4 9%x80- 8F 2UTF8-t ai l

UTF8-tail = 9%%80-BF
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4.2. CQut-of-band comruni cati on between client and origin

A signature agent MAY submit their signature agent card to an origin
or the origin MAY nmanually add themto their |ocal registry.

4.3. Registry Endpoint

A registry MAY be provided via a GtHub repository, a public file
server, or a dedi cated endpoint.

The regi stry SHOULD be served over HTTPS

A client application SHOULD validate the registry fornat and reject
mal formed entri es.

4.3.1. Authentication

A registry endpoint MAY require authentication to restrict access to
authorized clients. This allows a registry operator to expose
registries without revealing their contents publicly.

No specific authentication nechanismis nmandated. |nplenentations
MAY use pre-shared keys as nentioned in [PSK-TLS], bearer tokens as
defined in [ CAUTH BEARER], or HTTP Message Signatures as defined in
[ HTTP- MESSAGE- SI GNATURES] . HTTP Message Signatures are RECOMVENDED
when key rotation without out-of-band coordination is desired.

4.3.2. Efficient Polling with Conditional Requests

Regi stry servers SHOULD i ncl ude ETag and Last-Modified response
header fields as defined in Section 8.8 of [HITP].

Clients SHOULD send If-None-Match or |f-Mbdified-Since precondition
header fields as defined in Section 13.1 of [HTTP] on subsequent
requests. A server SHOULD respond with 304 (Not Modified) when the
regi stry has not changed, avoidi ng redundant data transfer.

4.3.3. Caching
Regi stry servers SHOULD include a Cache-Control response header field
as defined in [ HTTP- CACHE] to comruni cate the intended freshness
lifetime of the registry content. dients SHOULD respect these cache
directives and SHOULD NOT poll nore frequently than indicated.

4. 4. Signature-Agent header

Signature Agent Card format defined in Section 3 extends the fornat
of Signature-Agent header as defined in Section 4.1 of [DI RECTORY].
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When used for HITP Message Signatures, and hosted on a well-known
URL, Signature Agent Card MAY be discovered via a Signature-Agent
header .

4.5. Change Notification

Pul | - based consunption with conditional requests is sufficient for
nmost depl oynents. When |l ower notification latency is required (e.g.,
to pronptly act on entry renoval ), a registry operator MAY inpl enment
a push-based change notification mechani sm

4.5.1. Advertising the Notification Endpoint

A registry operator that supports change notifications SHOULD
advertise its notification endpoint in the registry HITP response
using a Link header field as defined in [VEB-LINKING:

Li nk: <https://registry.exanple/vl/registry-changes>; rel ="regi stry-changes

The regi stry-changes link relation identifies an endpoint to which
clients may register call backs out of band.

TODO. Register the registry-changes link relation with | ANA, or
replace it with an extension relation URI.

4.5.2. Callback Registration
Regi stration of a client callback URL with the registry operator is
performed out of band. No specific registration protocol is defined
by this docunent. An unsubscribe nmechani sm SHOULD be consi dered, and
MAY al so be out of band.

4.5.3. Notification Requests

When an entry is added to or renoved fromthe registry, the registry
operator MJUST send an HTTP request to each registered call back URL.

The format in [CDDL] is as follows:
Action = "put" / "delete"
Notification = {

action: Action,
si gnature-agent: tstr

}

TODO. shoul d we use application/json, a new nedi a-type, permt binary
encodi ng? TODO shoul d signhature-agent be an array?
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action denotes the operation performed on the registry: 1. put when a
new entry has been added, 2. del ete when an entry has been renoved.

The request MJST use POST. It MJST be signed using

[ HTTP- MESSAGE- SI GNATURES] with a key present in the registry
operator’s existing signature agent card. This is the signature
agent card associated with the registry operator during out-of -band
cal | back registration.

The Content-Type SHOULD be application/json.
Exanpl e notification for an added entry:

POST /registry-callback HTTP/ 1.1

Host: origin. exanmpl e

Cont ent - Type: application/json

Si gnature-Input: sigl=("@rethod" "@uthority" "@ath" "content-digest"); \
creat ed=1741046400; keyi d="NFcWBst 6DXG- N35nHdz M i oWht dzNZghQskj HNMVIS] w

Si gnature: sigl=:base64signat ure:

Cont ent - Di gest: sha-256=: base64hash:

{
"action": "put",
"signature-agent": "https://abcl123.registry.exanple/.well-known/signature-agent-card

}

4.5.4. Notification Processing

Upon receiving a notification, the client MJST verify the HITP
Message Signature against the registry operator’s key, discovered via
the registry operator’s signature-agent card. Notifications with

m ssing or invalid signatures MJUST be rejected.

A notification is advisory only. The registry endpoint renains the
authoritative source of truth. After verifying a put notification,
clients SHOULD re-fetch the affected signature agent card to obtain
current metadat a.

For delete notifications, clients SHOULD confirmthe renoval by re-
fetching the full registry. This confirnation does not need to
happen synchronously with notification processing.

Regi stry operators SHOULD retry delivery of failed notifications with

exponential backoff. Cients that mss notifications will recover on
their next conditional pull fromthe registry endpoint.
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5. Security Considerations

Mal i ci ous actors may put properties which are not theirs in the
registry. |If signatures are present, clients MJUST verify them
Clients SHOULD reject cards with invalid signatures.

5.1. Registry Integrity

VWhen a registry is served over HTTPS, TLS provides channel integrity
bet ween the server and the client. To additionally bind the registry
contents to the registry operator’s cryptographic identity, registry
servers SHOULD sign their HTTP responses using

[ HTTP- MESSAGE- SI GNATURES] with a key present in the registry
operator’s own signature agent card. Cients SHOULD verify such

si gnatures when present.

5.2. Binding Del egated Keys to the Directory Authority

When a signature agent card del egates key di scovery using jwks_uri,
clients SHOULD validate the referenced directory response to ensure
the authenticity and integrity of the del egated key nmateri al

When a directory server provides key nmaterial over HTTP or HTTPS, it
is RECOMWENDED that it include one HTTP Message Signature per key in
the response, with each key used to provide one signature. The

si gnature SHOULD cover @uthority with the req flag set, and SHOULD
include the created, expires, keyid, and tag signature paraneters.
The tag val ue MUST be http-nessage-si gnatures-directory.

Clients SHOULD val i date these signatures using the keys provi ded by
the directory. dients SHOULD i gnore keys froma directory response
that do not have a corresponding valid signature binding the key
material to the directory authority.

5.3. Private Registries
Regi stry endpoints that require authentication as described in
Section 4.3.1 limt exposure of registry entries to authorized
clients only. Registry operators SHOULD use aut henticated endpoints
when the enuneration of their registry entries is sensitive.

6. Privacy Considerations

TODO
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6.1. Access Patterns

Regi stry servers SHOULD avoi d | oggi ng personally identifiable
information fromclient requests. Cdients fetching a registry revea
their interest inits entries; registry servers SHOULD treat access
| ogs as sensitive.

7. | ANA Consi derations
7.1. Registration tenplate
New regi strations need to list the followi ng attri butes:

*Parameter Nane:* The name requested (e.g. "useragent"). This nane
is case sensitive. Names may not match other registered nanes in
a case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to allow an exception

*Paranmeter Description:* Brief description of the Header Paraneter

*Change Controller:* For Standards Track RFCs, list the "I ESG'. For
others, give the nane of the responsible party. Qher details
(e.g., postal address, enmil address, home page URI) may al so be
i ncl uded.

*Reference:* Were this paraneter is defined

*Notes:* Any notes associated with the entry

New entries in this registry are subject to the Specification
Required registration policy ([RFC8126], Section 4.6). Designated
experts need to ensure that the token type is defined to be used for
bot h token issuance and redenption. Additionally, the experts can
reject registrations on the basis that they do not neet the security
and privacy requirenents defined in TODO

7.1.1. Initial Registry content

This section registers the Signature Agent Card Paraneter nanes
defined in Section 3 in this registry.

7.1.1.1. dient Nanme Paraneter
*Paraneter Nanme:* client_nane
*Parameter Description:* A friendly name for your signature agent.
*Change Controller:* |1ETF
*Reference:* Section 3.1

*Notes:* NA
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7.1.1.2. dient URl Paraneter
*Parameter Nane:* client _uri

*Paranet er Description:* Describes what the bot does inline with
data URI or with an HTTP Iink to an external resource

*Change Controller:* |1ETF
*Reference:* Section 3.2
*Notes:* NA

7.1.1.3. Logo URI Paraneter
*Paraneter Nanme:* |ogo_uri
*Paranmeter Description:* |Inmage for a quick visual identification
*Change Controller:* |ETF
*Reference:* Section 3.4
*Notes:* NA

7.1.1.4. Contacts Paraneter
*Paranmeter Nanme:* contacts

*Paranmeter Description:* An array of URI with a reliable
communi cati on channel; typically email addresses

*Change Controller:* |1ETF
*Reference:* Section 3.3
*Notes:* NA
7.1.1.5. Expected User Agent Parameter
*Paranet er Nane:* expected-user-agent
*Parameter Description:* String or fragnent patterns
*Change Controller:* |1ETF

*Reference:* Section 3.5
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*Notes:* NA
7.1.1.6. RFC9309 Product Token Paraneter
*Paraneter Nane:* rfc9309-product-token

*Par amet er Description:* Robots.txt product token your signature-
agent satisfies.

*Change Controller:* |1ETF
*Reference:* Section 3.6
*Notes:* NA

7.1.1.7. RFC9309 Conpliance Paraneter
*Paranmeter Nane:* rfc9309-conpliance

*Par amet er Description:* Does your signature-agent respect
robots. t xt.

*Change Controller:* |ETF
*Ref erence:* Section 3.7
*Notes:* NA
7.1.1.8. Trigger Paraneter
*Parameter Nane:* trigger
*Paramet er Description:* Fetcher/Craw er
*Change Controller:* |ETF
*Ref erence:* Section 3.8
*Notes:* NA
7.1.1.9. Purpose Paraneter
*Paranmet er Nanme: * purpose
*Paramet er Description:* Intended use for the collected data

*Change Controller:* |ETF
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*Ref erence:* Section 3.9
*Notes:* NA
7.1.1.10. Targeted Content Paraneter
*Par amet er Nane:* targeted-content
*Par amet er Description:* Type of data your agent seeks
*Change Controller:* |ETF
*Ref erence:* Section 3.10
*Notes:* NA
7.1.1.11. Rate control Paraneter
*Paraneter Nane:* rate-contro
*Par amet er Description:* How can an origin control your crawl rate
*Change Controller:* |ETF
*Ref erence:* Section 3.11
*Notes:* NA
7.1.1.12. Rate expectation Paraneter
*Paranmeter Nane:* rate-expectation
*Par aneter Description:* Expected traffic and intensity
*Change Controller:* |ETF
*Ref erence:* Section 3.12
*Notes:* NA
7.1.1.13. Known URLs Paraneter
*Paraneter Nane:* known-urls
*Par amet er Description:* Predictabl e endpoint accessed

*Change Controller:* |ETF
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*Reference:* Section 3.13
*Notes:* NA
7.1.1.14. JVWKS URI Par anet er

*Paraneter Nane:* jwks_uri

May 2026

*Paranmet er Description:* URL of the signature agent’s key set. This
can be an HTTP Message Signatures Directory for key discovery

*Change Controller:* |ETF
*Ref erence:* Section 3.14
*Notes:* NA

7.1.1.15. 1P Address List UR

*Parameter Name:* ips_uri

Par anet er

*Paraneter Description:* URL of the signature agent’s |P address

list in [JAFAR] fornmat.
*Change Controller:* |ETF
*Reference:* Section 3.15
*Notes:* NA
7.1.1.16. Keys Paraneter

*Paranmet er Nane:* keys

*Paranet er Description:* JWKS Endpoi nt

*Change Controller:* |ETF
*Reference:* Section 3.16
*Notes:* NA
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Changel og
v02

* Add ips_uri paraneter so client can expose |IP addresses

* Add optional jwks_uri paraneter to separate key material from
met adat a

* Fix inline data URL exanple in registry to use valid signature
agent card

* Renanme "Public list" to "Registry Endpoint" for clarity
* Add aut hentication guidance for private registry endpoints

* Add conditional GET (ETag/|f-Mdified-Since) guidance for
efficient polling

* Add cachi ng gui dance referenci ng HTTP- CACHE

* Add change notification section: PUT/DELETE webhook signed with
HTTP Message Signatures, OOB call back registration, pull as source
of truth

* Expand Security Considerations: registry integrity via HITP
Message Signatures, private registry guidance

* Expand Privacy Considerations: custoner |ist exposure, access
patterns

* Add normative reference to RFC 8288 (Wb Li nki ng)
v01l

* Add contributors
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* AI i gni ng registry draft with oauth dynam c client registration
iana registry
* Add an about-url field
* Add ABNF for discovery of signature-agent card (registry)
* Add precisions about known URLs
* Add pl acehol der for image size
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