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Abst ract

Thi s docunent describes a JSON based format for clients using
[ DI RECTORY] to advertise information about thensel ves.

Thi s docunent describes a JSON-based "Si gnature Agent Card" fornmat
for signature agent using [DI RECTORY] to advertise metadata about
thenselve. This includes identity, purpose, rate expectations, and
cryptographic keys. It also establishes an I ANA registry for

Si gnature Agent Card paraneters, enabling extensible and

i nt eroperabl e discovery of agent infornation.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://thibmeu. github.io/http-nessage-signatures-directory/draft-
meuni er - webbot aut h-regi stry. htm. Status information for this
docunent may be found at https://datatracker.ietf.org/doc/draft-
meuni er - webbot aut h-regi stry/.

Di scussi on of this docunent takes place on the Web Bot Auth Working
Goup mailing list (mailto:web-bot-auth@etf.org), which is archived
at https://mailarchive.ietf.org/arch/browse/web-bot-auth/. Subscribe
at https://ww.ietf.org/ milman/li stinfo/web-bot-auth/.

Source for this draft and an issue tracker can be found at
https://github. comt hi bneu/ htt p-nmessage-si gnatures-directory.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Signature Agents are entities that originate or forward signed HTTP
requests on behalf of users or services. They include bots

devel opers, platforns providers, and other internediaries using

[ DI RECTORY]. These agents often need to identify thensel ves, and
establish trust with origin servers.

Today, the nechanisns for doing so are inconsistent: some rely on
User - Agent strings (e.g. MyConpanyBot/1.0), others on |IP address
lists hosted on file servers (e.g. badbots.com, and still others on
out -of -band definitions (e.g. docunentation on docs. exanpl e. cont
mybot). This diversity nmakes it difficult for operators and origin
servers to reliably discover and share a Signature Agent’ s purpose,
contact information, or rate expectations. Existing discovery
mechani sms, such as [ OPENI D- CONNECT- DI SCOVERY], do not have the
necessary granularity, and pursue different goals.

Thi s docunent introduces a JSON-based "Signature Agent Card" fornmat
for Signature Agents, to be published in registries and di scovered by
servers. It also creates a new | ANA registry of "Signature Agent
Card Paraneters" to ensure extensibility and consistency of future
attributes

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3. Signature Agent Card

Si gnat ur e- Agent header is defined in Section 4.1 of [DI RECTORY].
This section describes Signature Agent Card, a JSON object contai ning
paraneters describing the Signature Agent.

{
"client_name": "Exanple Bot",
"client _uri": "https://exanple.con bot/about.htm",
"logo_ uri": "https://exanple.com",
"contacts": ["nmailto:bot-support @xanple.coni],
"expect ed-user-agent": "Mzillal/5.0 Exanpl eBot",
"rfc9309- product -t oken": "Exanpl eBot",
"rfc9309-conpliance": ["User-Agent", "Allow', "Disallow', "Content-Usage"],
"trigger": "fetcher",
"purpose": "tdni,
"targeted-content": "Cat pictures”,
"rate-control": "429",
"rate-expectation": "avg=10rps; max=100r ps",
"known-urls": ["/", "/robots.txt", "*.png"],
"keys": [{
"kty": "OKP",
"crv": "Ed25519",
"Kkid": "NFcWBst 6DXG N35nHdz M i oWt dzNzZghQSkj HNVMVES) w',
"x": "JrQLj 5P_89i XES9- vFgr | y29cl F9CC_oPPsw3c5D0bs",
"use": "sig",
"nbf": 1712793600,
"exp": 1715385600
H
}

Unl ess ot herwi se specified, all paraneters in this docunent are
OPTI ONAL. There MUST be at |east one paraneter set.

Paraneters for which the value is unknown MJST be ignored. All
string values are UTF-8.

3.1. dient Nane

The client_nanme parameter provides a friendly identifier for the
Si gnat ure Agent.

Exanpl e
*  Exanpl eBot

* M renpote browser conpany
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3.2. dient UR
The client _uri paraneter provides inline content or a web page
describing the bot: e.g. what does it do, howit handles data it
f et ches.
Only http, https or data:text/plain are all owed.
Exampl e
* https://exanpl e. com bot/about. htm
* data:text/plain, The Exanpl e bot is about providing an exanpl e.
3.3. Contacts

The contacts paraneter provides reliable communication channels in
URI forms. Typically, this is an email address.

Exanpl e

* ["nmailto: bot-support @xanpl e. cont']

* ["https://exanple.conl contact"]
3.4. Logo URI

The | ogo_uri paraneter provides an inmage reference for visual
identification.

TODO. Recommendation for size and format, if there is a clear
consensus or reference we can point to.

Exanpl e
* data:inage/ svg+xn ; base64, deadbeef
* https://exanpl e. conll ogo. png

3.5. Expected user agent
The expect ed-user-agent paraneter specifies one or nore User-Agent
strings as defined in Section 10.1.5 of [HTTP] or prefix matches.
Prefixes MAY use * as a wi ldcard.

Exanpl e

* Mbzillal/5.0 Exanpl eBot
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3.6. robots.txt product token

The rfc9309- product-token paraneter specifies the product token used
for robots.txt directives per Section 2.2.1 of [ROBOISTXT].

Exanpl e
*  Exanpl eBot
3.7. robots.txt conpliance

The rfc9309-conpliance parameter lists directives fromrobots.txt
that the agent inplenments.

Exampl e
* ["User-Agent", "Disallow']
* ["User-Agent", "Disallow', "Craw Del ay"]
3.8. Trigger
The trigger paraneter indicates the operational node of the agent.
Val i d val ues:
1. fetcher - request initiated by the user
2. crawl er - autononpus scanning
3.9. Purpose
The purpose paraneter describes the intended use of collected data.

Val ues SHOULD be drawn froma controll ed vocabul ary, such as
[ Al PREF- VOCARB] .

Exanpl e
* search
* tdm

3.10. Targeted content

The targeted-content paranmeter specifies the type of data the agent
seeks. Its format is arbitrary UTF-8 encoded string.

Exanpl e
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* SEO anal ysi s
*  Vulnerability scanning
* Ads verification

3.11. Rate contro

The rate-control paraneter indicates how origins can influence the
agent’ s request rate.

TODO specify a format
Exanpl e
* Crawl Delay in robots.txt (non-standard)
* Custom t ool
* 429 + [ RATELI M T- HEADER]
3.12. Rate expectation

The rate-expectation paraneter specifies anticipated request vol une
or burstiness.

TODO. consider a format such as avg=10r ps; max=100r ps
Exanpl e
* 500 rps
*  Spi kes during reindexing
3.13. Known URLs

The known-urls paraneter lists predictable endpoints accessed by the
agent .

These URLs may be absolute URLs |ike https://exanple.comindex. htm.
They could be relative path like /ads.txt. O they can use * as

wi | dcard such as *.png.

Exanpl e

A

* ["/ads.txt"]
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* ["/favicon.ico"]
* ["/index.htm "]

3.14. Keys
The keys paraneter contains a JVWKS as defined in Section 5 of [JVK]
If keys is present, it is RECOUWENDED that the card is signed using
[ HTTP- MESSAGE- SI GNATURES] .  Cont ent - Di gest header MJST be included in
the covered conponents.
TODO descri be signature, CAS keys.
Exampl e
* https://exanpl e.com .well-known/ http-nessage-si gnatures-directory
*  JWKS-directory

4. Discovery

Aregistry is a list of URLs, each refering to a signature agent
card.

The URI schenme MJUST be one of:

* https (RECOVMENDED): Points to an HTTPS resource serving a
si gnature agent card

* http: Points to an HTTP resource serving a signature agent card
* data: Contains an inline signature agent card

Exanpl e

# An exanple list of bots

https://bot 1. exanpl e. com . wel | - known/ si gnat ur e- agent - card

https://craw er2. exanpl e. conl . wel | - known/ si gnat ur e- agent - card

# Now the list of platforns
https://zerotrust-gateway. exanpl e. com . wel | - known/ si gnat ur e- agent - card

# Belowis an inlined card with the data URL schene
data:application/json;,... # Invalid, not defined
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4.1. Formal Syntax

Bel ow i s an Augnent ed Backus- Naur Form ( ABNF) description, as
described in [ ABNF].

The bel ow definition inports http-URl and https-URl from [HTTP], and
dataurl from [ DATAURL] .

registry = *(cardendpointline / enptyline)
cardendpointline = (

http-URl / ; As defined in Section 4.2.1 of RFC 9110
https-URl / ; As defined in Section 4.2.2 of RFC 9110
dat aur | ; As defined in Section 3 of RFC 2397

) ECL

comment = "#" *(UTF8-char-noctl / W5/ "#")

enptyline = ECL
EQL = *W5 [comment] NL ; end-of-line may have
; optional trailing coment
%O0D / 9%&O0A / 9%O0D. OA
%20 / 909

NL
W6

; UTF8 derived from RFC 3629, but excluding control characters

UTF8-char-noctl = UTF8-1-noctl / UTF8-2 / UTF8-3 / UTF8-4
UTF8- 1-noct!l = W%&21 /| %22 | 9%?24-7F ; excluding control, space, "#"

UTF8-2 = 9% C2- DF UTF8-tai l

UTF8-3 = %&EO0 %A0-BF UTF8-tail / 9%&E1-EC 2UTF8-tail /
WED %80-9F UTF8-tail / 9%EE-EF 2UTF8-tail

UTF8-4 = 9%FO0 9%90-BF 2UTF8-tail / 9%&F1-F3 3UTF8-tail /
% F4 9%80- 8F 2UTF8-t ai |

UTF8-tail = %80-BF

4.2. CQut-of-band comruni cati on between client and origin

A signature agent MAY submit their signature agent card to an origin,
or the origin MAY manually add themto their |ocal registry.

4.3. Public list

A registry MAY be provided via a GtHub repository, a public file
server, or a dedi cated endpoint.

The regi stry SHOULD be served over HITPS.
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A client application SHOULD validate the directory format and reject
mal formed entri es.

4. 4. Signature-Agent header

7

Signature Agent Card format defined in Section 3 extends the fornat
of Signature-Agent header as defined in Section 4.1 of [ DI RECTORY].

VWhen used for HITP Message Signatures, and hosted on a well-known
URL, Signature Agent Card MAY be discovered via a Signature-Agent
header .

Security Considerations

Mal i ci ous actors may put properties which are not theirs in the
registry. |If signatures are present, clients MJUST verify them
Clients SHOULD reject cards with invalid signatures.

Privacy Considerations
TODO
I ANA Consi derati ons
1. Registration tenplate
New regi strations need to list the following attributes:

*Paraneter Nane:* The nane requested (e.g. "useragent"). This nane
is case sensitive. Nanes nmay not natch other registered nanes in
a case-insensitive manner unless the Designated Experts state that
there is a conpelling reason to all ow an exception

*Paranmet er Description:* Brief description of the Header Paraneter

*Change Controller:* For Standards Track RFCs, list the "I ESG'. For
others, give the nane of the responsible party. Qher details
(e.g., postal address, enmil address, hone page URI) may al so be
i ncl uded.

*Reference:* Where this paraneter is defined

*Notes:* Any notes associated with the entry

New entries in this registry are subject to the Specification
Required registration policy ([RFC8126], Section 4.6). Designated
experts need to ensure that the token type is defined to be used for
bot h token issuance and redenption. Additionally, the experts can
reject registrations on the basis that they do not neet the security
and privacy requirenents defined in TODO
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7.1.1. Initial Registry content

This section registers the Signature Agent Card Paramneter nanes
defined in Section 3 in this registry.

7.1.1.1. dient Nanme Paraneter
*Parameter Nanme:* client_name
*Paraneter Description:* A friendly nanme for your signature agent.
*Change Controller:* |ETF
*Ref erence: * Section 3.1
*Notes:* NA
7.1.1.2. dient URl Paraneter
*Parameter Nane:* client _uri

*Par anet er Description:* Describes what the bot does inline with
data URI or with an HTTP Iink to an external resource

*Change Controller:* |ETF
*Reference:* Section 3.2
*Notes:* NA

7.1.1.3. Logo URI Paraneter
*Paraneter Nane:* |ogo_uri
*Paraneter Description:* |Inmage for a quick visual identification
*Change Controller:* |ETF
*Reference:* Section 3.4
*Notes:* NA

7.1.1.4. Contacts Paraneter
*Paraneter Nanme:* contacts

*Paraneter Description:* An array of URI with a reliable
conmmuni cati on channel; typically enmail addresses
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*Change Controller:* |1ETF
*Reference:* Section 3.3
*Notes:* NA

7.1.1.5. Expected User Agent Paraneter
*Par amet er Nane: * expect ed-user-agent
*Paraneter Description:* String or fragnent patterns
*Change Controller:* |1ETF
*Reference:* Section 3.5
*Notes:* NA

7.1.1.6. RFCI9309 Product Token Paraneter
*Par amet er Nanme:* rfc9309-product-token

*Paranet er Description:* Robots.txt product token your signature-
agent satisfies.

*Change Controller:* |1ETF
*Reference:* Section 3.6
*Notes:* NA

7.1.1.7. RFC9309 Conpliance Paraneter
*Paraneter Nanme:* rfc9309-conpliance

*Paranmet er Description:* Does your signature-agent respect
robot s. t xt.

*Change Controller:* |1ETF
*Ref erence:* Section 3.7
*Notes:* NA

7.1.1.8. Trigger Paraneter

*Paraneter Nanme:* trigger
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*Par amet er Description:* Fetcher/Craw er
*Change Controller:* |1ETF
*Ref erence:* Section 3.8
*Notes:* NA
7.1.1.9. Purpose Paraneter
*Parameter Name:* purpose
*Paranmeter Description:* Intended use for the collected data
*Change Controller:* |1ETF
*Ref erence:* Section 3.9
*Notes:* NA
7.1.1.10. Targeted Content Paraneter
*Paraneter Nane:* targeted-content
*Paranmeter Description:* Type of data your agent seeks
*Change Controller:* |1ETF
*Ref erence: * Section 3.10
*Notes:* NA
7.1.1.11. Rate control Paraneter
*Paranmeter Nanme:* rate-contro
*Par amet er Description:* How can an origin control your crawl rate
*Change Controller:* |1ETF
*Reference: * Section 3.11
*Notes:* NA
7.1.1.12. Rate expectation Paraneter

*Paraneter Nane:* rate-expectation
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*Paranmeter Description:* Expected traffic and intensity

*Change Controller:* |1ETF

*Ref erence:* Section 3.12

*Notes:* NA

7.1.1.13. Known URLs Par anet er

*Paraneter Name:* known-urls

*Par amet er Description:* Predictable endpoint accessed

*Change Controller:* |1ETF

*Ref erence:* Section 3.13

*Notes:* NA

7.1.1.14. Keys Paraneter

* Par anet er

*Par anet er

Nane: * keys

Description:* JWKS Endpoi nt

*Change Controller:* |1ETF

* Ref er ence:

*  Section 3.14

*Notes:* NA
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