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Abst r act

Automated traffic authentication presents unique security chall enges,
constraints, and opportunities that inpact all Internet users. This
docunent seeks to collect term nology and exanples within the space,

with a specific focus on Al related technol ogi es.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://thibreu. gi thub.io/draft-nmeunier-glossary/draft-meuni er-web-
bot -aut h-gl ossary. html. Status information for this docunment may be
found at https://datatracker.ietf.org/doc/draft-neunier-web-bot-auth-
gl ossary/.

Di scussion of this docunent takes place on the Wb Bot Auth Wbrking
Goup mailing list (mailto:web-bot-auth@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/web-bot-auth/. Subscribe
at https://ww.ietf.org/mailman/listinfo/web-bot-auth/.

Source for this draft and an issue tracker can be found at
https://github. com t hi bneu/ draft-nmeuni er-gl ossary-sonehow.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Meuni er Expi res 21 Decenber 2025 [ Page 1]



Internet-Draft

This Internet-Draft w |l

Copyright Notice

Web bot auth d ossary

expire on 21 Decenber 2025.

June 2025

Copyright (c) 2025 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,
and restrictions with respect to this docunent.

extr

described in Section 4.e of the Trust Legal

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

acted fromthis docunent nust include Revised BSD License text as

Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction

2. Motivation .

3. Conventions and Def| n|t| ons . .
4. Wb bot authentication categories .
4.1. ldentifying providers . . .
4.2. User Account Identification .

4.3. Attribute-Based Access

5. Ecosystem overvi ew .
5.1. Al agent use exanple
5.2. Wb craw er exanple .

6. Depl oynment consi derations . .
6.1. Public vs private presentati on
6.2. Single vs multi show
6.3. Transport
6.4. Round trip

7. Key mamnagenent and d| scovery
7.1. Catalog . .

7.2. Submssion / out of band
7.3. On-path .
7.4. Format .

8. Security Consi deratl ons .

9. Privacy Considerations

10. | ANA Consi derations .

11. References .

11.1. Nornmative Ref erences .
11.2. Informative References .
Acknowl edgnents .
Changel og .

Aut hor’ s Add.re.ss

Meuni er

Expi res 21 Decenber 2025

O ~NOOTOUTUTUTh WW

[ Page 2]



I nternet-Draft Web bot auth d ossary June 2025

1. Introduction

Agents are increasingly used in business and user workfl ows,
including Al assistants, search indexing, content aggregation, and
automated testing. These agents need to reliably identify thensel ves
to origins for several reasons:

1. Regulatory conpliance requiring transparency of automated systens
2. Oigin resource nanagenent and access contro
3. Protection against inpersonation and reputation nmanagenent
4. Service level differentiation between human and autonmated traffic
Current identification nethods such as IP allowlisting, User-Agent
strings, or shared APl keys have significant limtations in security,
scalability, manageability, and fairness. This docunment presents
these exanmples, as well as possible paths to address them

2. Mdtivation
There is an increase in agent traffic on the Internet. Many agents
choose to identify their traffic today via lists of |P Addresses and/
or uni que User-Agents. This is often done to denobnstrate trust and
safety clains, support allowlisting/deny-listing the traffic in a
granul ar manner, and enable sites to nonitor and rate linmt per agent
operator. However, these nechani sns have drawbacks:

1. User-Agent, when used al one, can be spoofed neani ng anyone may

attenpt to act as that agent. It is also overloaded - an agent
may be using Chrom um and wish to present itself as such to
ensure rendering works, yet it still wants to differentiate its

traffic to the site.

2. | P blocks alone can present a confusing story. |Ps on cloud
pl af orms have | ayers of ownership - the platformowns the IP and
registers it in their published IP blocks, only to be re-
publ i shed by the agent with little to bind the publication to the
actual service provider that may be renting infra. Purchasing
dedi cated I P blocks is expensive, tinme consuming, and requires
significant specialist know edge to set up. These |IP blocks nmay
have prior reputation history that needs to be carefully
i nspected and managed before purchase and use.

Meuni er Expi res 21 Decenber 2025 [ Page 3]



I nternet-Draft Web bot auth d ossary June 2025

3. An agent may go to every website on the Internet and share a
secret with themlike a Bearer from [ QAUTH BEARER-RFC]. This is
inpractical to scale for any agent beyond sel ect partnerships,
and insecure, as key rotation is challenging and becones |ess
secure as the consuners scal e.

Usi ng wel | -established cryptography, we can instead define a sinple
and secure nechani smthat enpowers small and | arge agents to share
their identity.

3. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

*Agent* An aut ononmous entity that perceives the environnent and can
take actions on behal f of users.

*Bot* A type of agent that operates autommtically, often performng
repetitive tasks. Bots may identify thenselves or attenpt to
m m ¢ human behavi or.

*Origin (Server)* The primary server hosting the web content or
service that an agent intends to access.

*Application Firewall* Controls incomng traffic to an origin based
on a set of rules. This nmay include but is not limted to IP
filtering, User-Agent matching, or cryptographic signature
verification.

*Reverse proxy* An internediary server that forwards client requests
to the origin server, often performng functions |ike |oad
bal anci ng, authentication, or caching.

*Browser* A client application used to access web content. Browsers
may al so be orchestrat ed.

*Human* A physi cal person, |ike you and ne.

*Rate limt* A control nechanismthat restricts the access of an
Agent to a resource provided by an Origin Server. An Origin can
decide to rate linmt all connections froman individual Cient,
froma specific Provider, or to a specific resource. This may be
a fixed nunber of requests, a budget, a tine, a location, or |ega
requirenents.
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4.

4.

4.

1.

2

*Unlinkability* A property ensuring that nultiple interactions or
credentials fromthe same agent cannot be correlated by the
verifier.

*Account* Persistent identifier of an entity to an origin. This
requires a registration.

*Regi stration* The creation of an identity. It can involve one tinme
payment, a subscription, an account with user nane/password, an
age, a legal jurisdiction, others.

*|ssuer* An entity that generates and provides credentials to agents
after the Attester has verified certain attributes.

*Attester* An entity that evaluates an agent’s characteristics or
behavi or and provi des evidence to an |Issuer to support credentia
i ssuance.

*Verifier* An entity that validates the authenticity and integrity
of a credential presented by an agent.

Web bot authentication categories

We divide web bot authentication in three categories.

I dentifying providers

Organi zations operating bots may need to authenticate their agents to
access certain web resources. Authentication nmechani sns can help

di stinguish legitimte bots from nalicious ones.

Exanpl es:

* Wb crawl ers wanting to authenticate against origins such as
search engi nes,

* Security conpanies that want to performscans to identify
mal i ci ous URLs,

* Al augnented queries that are looking to identify thenselves to a
set of newspapers.

User Account |dentification

Bots acting on behalf of registered users may require authentication
to access user-specific data or services.

Exanpl es:
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* Authenticating and authorizing a known user against particul ar

resources,

*  Nbst authorization use cases for

In scenarios where full

Attribut e-Based Access

such as newspapers they have a subscription for,

[ MCP- AUTH] and [ A2A- AUTH] .

identification is unnecessary or undesirable,

agents may present credentials that attest to specific attributes

wi t hout
Exanpl es:

* Add a signal to i

revealing their identity.

mt visual

[ PRI VATE- ACCESS- TOKEN] ,

* (@Gting access to a resource for |ongstandi ng users such as [LOX],

* Using a search engine with a fixed nunber of

[ PRI VACYPASS- KAG ]

3

* Sel ective disclosure of a credenti al
such as [ PRI VATE- PROOF- API ] .

attribute (location,

CAPTCHA chal | enge such as

requests such as

age)

* Redeem ng previously issued credits as in

[ ANONYMOUS- CREDI T-
5. [Ecosystem overvi ew
.- - >|
/ +
/
TS +/
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\
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The ecosysteminvolves nmultiple actors:

requires an certain criteria to be passed via an attester,
human- medi at ed agent whose | P is unknown, and

whi ch can be a

bot or

a credential i

June 2025

ssuer that
the client

the web origin placed behind a reverse proxy that nay be fronting its
The issuer provides cryptographic credentials to the

infrastructure
client,

proxi es before reaching the origin.

which are then linked to requests and optionally verified by
This chain allows for

aut henti cation without necessarily revealing identifying details to
each internedi ate.

Al

agent use exanpl e

Hurmans and bots often interact with origins indirectly via clients
These clients handl e

such as browsers,
potentially traversing reverse proxies that manage TLS
DDoS protection,

requests,
term nati on,

agent s,

or CLI tools.

and cachi

ng.

The rise of advanced browser orchestration blurs the |ine between

human-driven and aut onated requests,
i ncreasi ngly anbi guous.

aut omat ed or not
| Conpany
I
I
RCEEEEREES
[
---+->| Agent
I ||
----- +  + | S -
I

The attester/issuer roles could be filled by the Al
or athird party.

proxy, origin,
organi zati ons,
relying solely

ni er

rate-limt
on client

Fom e oo - -
| Bot
O

+

Fem e et e e e - -

| e

+--->| Browser

+ T
Fem e - - -
Fom e oo - -
B,
| Bot
Fem e - - -

i ndi vi dual s,
| P or

conpany,
Oigins need nmechanisns to identify

maki ng identifying traffic as

Reverse Proxy +--->

reverse

and aut henticate users w t hout

Expi res 21 Decenber 2025

heuristics presented in Section 2.

[ Page 7]

Oigin



I nternet-Draft Web bot auth d ossary June 2025

5.2. Wb craw er exanple

Search engi nes, web archivers, and security analysis tools operate
bots as part of their operations to scan and retrieve content froma
variety of sources. These automated agents are commonly referred to
as craw ers.

VWhile their traffic is automated, it is often seen as desirable by
origins. Legitimte crawers contribute to inproved SEO, enhanced
security posture, and broader content reach through search indexing
and archiving. Reliable authentication allows origins to
differentiate these beneficial crawlers frommalicious actors.

In the framework provided in Section 5, the interaction for a web
craw er can be described as foll ows:

| Conpany +--------- + | e + Fommme e
| | Cramer +----+------ >| Reverse Proxy +------ > Oigin
| B S + | Fom e e e oo - + Fomm e e e oo

Similar to the Section 5.1, the attester/issuer roles could be filled
by the crawling conpany, a reverse proxy, the origin, or a third
party. For instance, the crawing conpany itself is often the nost
authoritative entity to attest to the legitimacy of its crawers,

i ssuing cryptographic credentials that identify them Oigins
require robust nechanisns to identify these organizations and
differentiate their traffic without solely relying on the limtations
of | P addresses or User-Agent heuristics presented in Section 2

This enables themto apply granul ar access controls, rate limts, or
preferential treatnment based on the verified identity of the craw er.

6. Depl oynent considerations

The security nodel includes several actors: credential issuers,
attesters, clients (bots or agents), reverse proxies, and origin
servers. The primary goals are to prevent inpersonation, allow for
credential revocation, support del egation and rotation, and maintain
trust boundari es.

6.1. Public vs private presentation

If the Issuer is also the Oigin or its reverse proxy, it is possible
to use shared secrets for verification. |In cases where the issuer
and verifier are different entities, asymretric cryptography becones
necessary, allowing the bot to prove its identity using a public key
infrastructure
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Such work is being carried out in the CFRG and Privacy Pass worki ng
group with the followi ng drafts

[ bbby sy sty o}
| Presentation | Cryptography | Privacy Pass |
| Private | [ ARC] | [ PRI VACYPASS- ARC] |
S Fom e e e e oo o o e e e e e e e meme oo +
| Private | [ OPRF] | [ PRI VACYPASS- PROTOCOL] |
R o e e e e oo o mm e e e e e e a— oo oo +
| Public/ | [ BBS] | [ PRI VACYPASS- BBS] |
| Private | | |
o e e o - Fom e e e e e oo o o m e e e e e e aaa oo +
| Public | [ BLI NDRSA] | [ PRI VACYPASS- PROTOCOL] |
o e e - o e e e o e e e e e e e e e e aa o - +
| Public | [ PARTI ALLY- BLI NDRSA] | [ PRI VACYPASS- PUBLI C- METADATA] |
oo s o e e e e o s o m e e e e e e e aaao o +

Table 1
6.2. Single vs multi show

Sone credentials nmay be designed for one-tine use only (for anti
replay or privacy reasons), while others can support multiple
presentations through the use of cryptographic derivation techniques.
This distinction affects privacy, scalability, and inplenentation
compl exity.

6.3. Transport

Aut henti cation tokens may be exchanged at different protocol |ayers
and through different transports. Each may have different
depl oynent, performance, and security guarantees.

For TLS, we have seen [REQ MILS] and [ PRI VACYPASS- | N- TLS]
respectively addressing Section 4.1 and Section 4. 3.

For HTTP, we see [ HTTP- MESSAGE- SI GNATURE- FOR- BOTS] or

[ DPOP- AUTH RFC], and [ PRI VACYPASS- HTTP- AUTH- RFC] respectively
addressing Section 4.1 and Section 4.3. [QAUTH BEARER-RFC] fits as
wel | for Section 4. 2.

O her methods have been seen such as | everaging a dedicated format on
top of a JavaScript API. This is the case for WBC
[ PRI VATE- STATE- TOKEN] or the nore recent [PRI VATE- PROOF- API].

Focusing on Al specifically, it’s worth nentioning two proponent
protocol definition efforts:
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* [ A2A- AUTH which follows [ OPENAPI 3-AUTH]. This neans it all ows
for Basic, Bearer, APl Keys, and [QAUTH2-RFC]. OpenAPl mentions
usi ng the [HTTP- AUTHSCHEME] registry, but there does not seemto
be a definition for recent schenes such as
[ PRI VACYPASS- HTTP- AUTH- RFC] , [ CONCEALED- AUTH RFC], or
[ DPOP- AUTH- RF(] .

* [ MCP- AUTH] uses [ QAUTH2- RFC] as a resource server.

6.4. Round trip

Protocol s should strive to minimse the nunber of round trips between
a client and the issuer, and between clients and the origin.

7. Key managenent and di scovery

7.1. Catal og

Just as there are registries to resolve |IP address netadata, there
are going to be registries to identify the owner of public key
material. These are mentioned by [ A2A- DI SCOVERY] and

[ MCP- DI SCOVERY] .

The primary goal of these catalogs is to associate netadata with a
public key, and the discovery of the associated nmetadata. They
SHOULD have some sort of tanper resistance, to prevent the provider
of a catalog providing incorrect information

As an anal ogy, one can think of [CERTIFI CATE- TRANSPARENCY- RFC], or
the nore recent effort in [KEY- TRANSPARENCY- ARCH TECTURE] .

7.2. Subm ssion / out-of-band

Submi ssion is also going to happen out-of-band. This is both for a
practical reason, it is sinpler than setting up a catalog, and for
privacy reasons, given you don’t have to expose information through a
cat al og.

7.3. On-path

Di scovery may happen on-path, that is when a request arrives froma
client to an origin. This could be considered a formof trust-on-
first-use. While the level of trust is low, it could be viable for
certain depl oynents for which knowing all agents a-priori is not
viable. This could be due to their multiplicity, a frequent change
in involved actors, or an origin that is willing to review new
changes manual |y for instance.
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Such di scovery could be via an HTTP header containing a donai n nane
with a well-known, a URL, a certificate, etc.

4. For mat
There are a nultitude of Key and directory formats. These include
but are not limted to JWKS, CWKS, Privacy Pass, Agent Card, and HTTP
Message Signatures.

Security Considerations
This glossary provides term nology for web bot authentication. Wile
this docunment does not define or recomrend specific protocols,

term nol ogy choi ces have direct security inplications:

*| nper sonation Resistance* Clearly defined roles are essential for
preventing entities fromfalsely claimng identities.

*Credential Replay and Theft* Definitions such as Section 6.2 help
descri be key mechani snms that mitigate the msuse of credentials if
stol en.

*Key Managenent* Section 7 is key to protocol security, and has to
be consi der ed.

In addition, protocols should consider decentralization [ RFC9518] and
end- user imnpact [RFC3890].

Privacy Consi derations
Aut henti cati on mechani sms should minimze the collection and exposure
of personal data. Techniques |ike selective disclosure and
unlinkability help protect user privacy. Protocols should refer to
[ RFC6973] .
Multiple protocols are also likely to be used in coordination: to
identify an orgnization, then to identify the User-Agent, and
possibly rate limt. It is important to consider the privacy of
these layers together as well.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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