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Abst r act

Thi s docunent describes an architecture for identifying autonated
traffic using [HTTP- MESSAGE- SI GNATURES]. The goal is to allow
automated HTTP clients to cryptographically sign outbound requests,
all owing HITP servers to verify their identity with confidence.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at

https://thibmeu. github.io/ http-nessage-signatures-directory/draft-
meuni er - web-bot -auth-architecture.htm. Status information for this
docunent nmay be found at https://datatracker.ietf.org/doc/draft-
meuni er - web- bot - aut h-archi tecture/.

Di scussion of this docunent takes place on the Wb Bot Auth Wbrking
Goup mailing list (mailto:web-bot-auth@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/web-bot-auth/. Subscribe
at https://ww.ietf.org/mailman/listinfo/web-bot-auth/.

Source for this draft and an issue tracker can be found at
https://github. com t hi bneu/ htt p- message-si gnatures-directory.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Agents are increasingly used in business and user workfl ows,
including Al assistants, search indexing, content aggregation, and
automated testing. These agents need to reliably identify thensel ves
to origins for several reasons:

1. Regulatory conpliance requiring transparency of automated systens
2. Oigin resource nanagenent and access contro

3. Protection against inpersonation and reputation rmanagenent

4. Service level differentiation between human and automated traffic
Current identification nethods such as IP allowisting, User-Agent
strings, or shared APl keys have significant limtations in security,
scalability, and nanageability. This docurment defines an
architecture enabling agents to cryptographically identify themnsel ves
usi ng [ HTTP- MESSAGE- SI GNATURES]. It proposes that every request from

bots to be signed by a private key owned by its provider. This way,
every origin can validate the service identity.
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2. Motivation

There is an increase in agent traffic on the Internet. Many agents
choose to identify their traffic today via |IP Address |ists and/or
uni que User-Agents. This is often done to denonstrate trust and
safety claims, support allowisting/denylisting the traffic in a
granul ar manor, and enable sites to nonitor and rate limt per agent
operator. However, these mechani sms have drawbacks:

1. User-Agent, when used al one, can be spoofed neani ng anyone may

attenpt to act as that agent. It is also overloaded - an agent
may be using Chromi um and wi sh to present itself as such to
ensure rendering works, yet it still wants to differentiate its

traffic to the site.

2. | P blocks alone can present a confusing story. 1|1Ps on cloud
pl af orms have | ayers of ownership - the platformowns the IP and
registers it in their published IP blocks, only to be re-
publ i shed by the agent with little to bind the publication to the
actual service provider that may be renting infra. Purchasing
dedi cated I P blocks is expensive, time consum ng, and requires
significant specialist know edge to set up. These |IP blocks may
have prior reputation history that needs to be carefully
i nspected and managed before purchase and use.

3. An agent may go to every website on the Internet and share a
secret with themlike a Bearer from[QAUTH BEARER]. This is
inmpractical to scale for any agent beyond sel ect partnerships,
and insecure, as key rotation is challenging and becones |ess
secure as the consuners scal e.

Usi ng wel | -established cryptography, we can instead define a sinple
and secure nechani smthat enpowers small and | arge agents to share
their identity.

2.1. HTTP layer choice

This architecture operates solely at the HITP layer. It allows
signatures to be generated and verified wi thout nodifying the
transport layer or TLS stack. It enables flexible deploynent across

proxi es, gateways, and origin servers, and aligns with existing
tooling and infrastructure that already inspect and mani pul ate HTTP
header s.

Because the signature is enbedded in the request itself, it travels
with the nmessage through internediaries, preserving end-to-end
verifiability even when requests are forwarded or transforned wthin
the HTTP | ayer.
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3. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The following terns are used throughout this docunent:

*User* An entity initiating requests through an agent. May be a
human operator or another system

*Agent* An orchestrated user agent (e.g. Chromium CURL). It
i npl ements the HITP protocol and constructs valid HITP requests
wi t h [ HTTP- MESSAGE- SI GNATURES] si gnat ur es.

*Origin* An HTTP server receiving signed requests that inplenents
the HTTP protocol and verifies [HITP- MESSAGE- SI GNATURES]
signatures. It acts as a verifier of the signature as defined by
[ HTTP- MESSAGE- SI GNATURES] .

4. Architecture

| <-- Response --+ | |

S + S + S
| | | | Exchange |

| | | | <===== (Cr ypt ogr aph| C :::::>|

| | | | mat eri al |

| User +--- Request -->| Agent | | Oigin

| | | +--- Request + Signature -->|

| | | [ <--e----- Response -------- +

I

|

A User initiates an action requiring the Agent to performan HITP
request. The Agent constructs the request, generates a signature
using its signing key, and includes it in the request as defined in
Section 3.1 of [HITP- MESSAGE- SI GNATURES] al ong with the Signature-
Agent header for discovery for its verification key. Upon receiving
the request, the Oigin ensures it has the verification key for the
Agent, validates the signature, and processes the request if the
signature is valid.
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4.1. Depl oynent Model s
Signature verification can be perforned either directly by origins or
del egated to a fronting proxy. Direct verification by origins
provides sinplicity and control. Proxy verification offloads
processi ng and enabl es shared caching across multiple origins. The
choi ce depends on traffic volune and operational requirenents.

4.2. Cenerating HITP Message Signature
[ HTTP- MESSAGE- SI GNATURES] defi nes conponents to be signed.
Agents MJST include the foll ow ng conponent:
@uthority as defined in Section 2.2.3 of [HITP- MESSAGE- SI GNATURES]

Agents MJST include the foll owi ng @ignature-parans as defined in
Section 2.3 of [HTTP- MESSAGE- SI GNATURES]

created as defined in Section 2.3 of [HITP- MESSAGE- SI GNATURES]
expires as defined in Section 2.3 of [HTTP- MESSAGE- SI GNATURES]
keyid MJST be a base64url JWK SHA-256 Thunbprint as defined in
Section 3.2 of [JWK-THUMBPRI NT] for RSA and EC, and in
Appendi x A 3 of [JWK-OKP] for ed25519.
tag MJIST be web-bot-auth
The signing key is available to the agent at request tine.
Al gorithns should be registered with | ANA as part of HITP Message
Signatures Algorithmregistry.

The creation of the signature is defined in Section 3.1 of
[ HTTP- MESSAGE- SI GNATURES] .

It is RECOWENDED the expiry to be no nore than 24 hours.

4.2.1. Signature-Agent
Si gnature-Agent is an HTTP Met hod context header defined in
Section 4.1 of [DIRECTORY]. It is RECOMVENDED that the Agent sends
requests with Signature-Agent header, as described in Section 4.2.4.
If the header is to be sent, it MJST be signed as a conponent as
defined in Section 2.1 of [HITP- MESSACGE- SI GNATURES] .

This results in the foll owi ng conponents to be signed
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("@uthority" "signature-agent")
4.2.2. Anti-replay

Origins MAY want to prevent signatures from being spoofed or used
multiple tinmes by bad actors and thus require a nonce to be added to
the @ignhature-parans. This is described in Section 7.2.2 of

[ HTTP- MESSAGE- SI GNATURES] .

Agents SHOULD extend @i gnature-paraneters defined in Section 4.2 as
fol |l ows:

nonce base64url encoded random byte array. It is RECOMVENDED to use
a 64-byte array.

Client MUST ensure that this nonce is unique for the validity w ndow
of the signature, as defined by created and expires attributes.

4.2.3. Additional headers

Agents MAY include additional conponents, such as specific HTTP
headers, in the signature. This can be pronpted by the origin
requesting additional headers, as described in Section 4.3, or
initiated by the agent to provide nore information within the
signature scope. For exanple, an agent m ght include an HTTP header
expressing its intent and sign it.

Origins MAY ignore certain headers at their own discretion, and
request a new signhature, as described in Section 4.3.

4.2.4. Sending a request

An Agent SHOULD send a request with the signature generated above.
Updating the architecture diagram the flow | ooks as foll ow
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------- +
| Exchange
| <========================= (Cryptographi c =====================
| mat eri al
Agent |
| _____________________________________________________
+----- | GET /path/tol/resource | ----
| Signhature: abc== |
——————— + | Signature-lnput: sig=(@uthority signature-agent);\ |

creat ed=1700000000; \
expi res=1700011111;\
keyi d="ba3e64==";\
t ag="web- bot - aut h"
Si gnature-Agent: "https://signer.exanple.cont

The Agent SHOULD send requests with two headers
1. Signature defined in Section 4.2
2. Signature-lInput defined in Section 4.2

Mentioned in Section 4.2.1, the Agent MAY send requests with
Si gnat ur e- Agent header.

Requesting a Message signature

Section 5 of [HTTP- MESSACE- SI GNATURES] defines the Accept-Signature
field which can be used to request a Message Signature froma client
by an origin. An Oigin MAY choose to request signatures from
clients that did not initially provide them |If requesting, Oigins
MUST use the sane paraneters as those defined by the Section 4. 2.
The status code SHOULD be 403 Forbi dden as defined in Section 15.5.4
of [HTTP].

Oigin MAY request a new signature with tag "web-bot-auth" even if a
nonce is provided, for exanple if it believes the nonce is a replay,
or if it doesn’'t store nonces and thus requests new signatures every
time. The status code SHOULD be 429 Too Many Requests as defined in
Section 4 of [HTTP- MORE- STATUS- CODE] .

Val i dati ng Message signature
Upon receiving an HTTP request, the origin has to verify the
signature. The algorithmis provided in Section 3.2 of

[ HTTP- MESSACE- SI GNATURES]. Sinmilar to a regul ar User-Agent check,
this happens at the HTTP | ayer, once headers are received.
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Addi tional requirements are placed on this validation

* During step 1 to 3 included, if the Origin fails to parse the
provi ded Signature, Signature-Ilnput, or Signature-Agent headers,
it MAY respond with status code 400 Bad Request as defined in

Section 15.5.1 of [HITP].

* During step 4, the Oigin MAY discard signatures for which the tag

is not set to web-bot-auth.

* During step 5, the Oigin MAY discard signatures for which they do

not know the keyi d.

* During step 5, if the keyid is unknown to the origin, they MAY
fetch the provider directory as indicated by Signature-Agent

header defined in Section 4 of [D RECTORY].

Oigin MAY require the nonce to satisfy certain constraint: be
gl obal Il y uni que using a gl obal nonce store, be unique to a specific
| ocation or time wi ndow using a |local cache, or not constraint at

all.
4.5. Key Distribution and Di scovery

Thi s section describes the di scovery nechani smfor the agent
directory.

The reference for discovery is a FQDN. It SHOULD provide a d

irectory

hosted on the well known registered in Section 4 of [DI RECTORY].

We add one field to the directory defined in the other draft:

"purpose": ldeally matches some | ANA registry for preferences
Exanpl e:
{
"keys": {
"kty": "OKP",
"crv": "Ed25519",
"kid": "NFcWBst 6DXG N35nHdz M i oWwht dzNzghQSkj HNMVES] w',
"x": "JrQLj 5P_89i XES9- vFgr | y29cl F9CC oPPsw3c5D0bs",
"use": "sig",
"nbf": 1712793600,
"exp": 1715385600
}1
"signature_agent": "https://directory.test",
"purpose": "rag"
}
Meuni er Expires 2 March 2026
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4.5.1. CQut-of-band conmuni cation between client and origin

A service submitting their key to an origin, or the origin manually
adding a service to their trusted list.

4.5.2. Public |ist

Could be a GtHub repository like the public suffix list. The issue
is the gating of such repositories, and therefore its governance.

4.5.3. Signature-Agent header

This allows for backward conpatibility with existing header agent
filtering, and an upgrade to a cryptographically secured protocol
See Section 4.2.1 for nore details.

5. Security Considerations
5.1. Use of TLS

We reassess Section 7.1.2 of [HITP- MESSAGE- SI GNATURES]. dients
SHOULD use TLS [ RFC8446] (https) or equival ent transport security
when maki ng requests with Message sighatures. Failing to do so
exposes the Message signature to nunerous attacks that could give
attackers uni ntended access.

This include reverse proxy and their consideration presented in
Section 5.7.

An origin SHOULD refuse Signature headers when conmuni cated over an
unsecur ed channel

5.2. Performance | npact

Origins should account for the overhead of signature verification in
their operations. A |local cache of public keys reduces network
requests and verification |atency. The choice of signing algorithm
impacts CPU requirenments. Oigins should nmonitor verification

| atency and set appropriate tineouts to maintain service |evels under
| oad.

5.3. Nonce validation
Clients are the one controlling the nonce. Wile Section 4.2.2

mandat es that clients MJST provide a globally unique nonce, it is the
origin’ s responsibility to enforce it.
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5.

5.

5.

5

6

Different validation policies have different performance and
operational considerations. d obal uniqueness requires a globa
nonce store. Some origins may find that their use case can tolerate
sharding on location, timng, or other properties.

4. Key Conprom se Response
An agent signing key m ght get conpronised.

If that happens, the agent SHOULD cease using the conproni sed key as
soon as possible, notify affected origins if possible, and generate a
new key pair.

To minimse the inpact of a key conpronise, the origin should support
rapid key rotation and nonitor for suspicious signhature patterns.

5. Shared Secrets Considered Harnfu

I mpl enent ati ons MUST NOT use shared HMAC defined in Section 3.3.3 of
[ HTTP- MESSAGE- SI GNATURES] .  Shared secrets break non-repudi ati on and
make auditing difficult. Each automated client SHOULD use a uni que
asymmetric keypair to ensure attribution, support key rotation, and
enabl e effective revocation if needed.

6. Key Reuse Consi dered Harnful
I mpl enent ati ons MUST NOT reuse a signing key for different purposes.
For exanple, if an agent inplenentor has two agents they want to
differentiate, these should use distinct signing keys and signi ng key
directories.

7. Reverse proxy consideration

An origin may be placed behind a reverse proxy. This neans that the
proxy is seeing the signature before the origin.

It inplies that the proxy sees the Signature before the origin does,
may strip it, or even attenpt to replay it against other reverse
proxi es used by the origin.

Oigins may require a specific nonce policy to prevent such malicious
behavi our and decide to validate the signature thensel ves.

Privacy Consi derations
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6.1. Public ldentity

This architecture assunes that automated clients identify thensel ves
explicitly using digital signatures. The identity associated with a
signing key is expected to be publicly discoverable for verification
purposes. This reduces anonynity and allows receivers to associate
requests with specific agents. |If an agent wi shes not to identify
itself, this is not the right choice of protocol for it.

6.2. No Human Correl ation

The key used for signing MJUST NOT be tied to a specific hunman

i ndi vidual . Keys SHOULD represent a role, conmpany, or automation
identity (e.g., "news-aggregator- bot", "exanple-craw er-v1"). This
avoi ds acci dental exposure of personally identifiable information and
prevents the m suse of keys for user tracking or profiling.

6.3. Mnimzing Tracki ng R sks

To limt tracking risks, inplenentations SHOULD avoid | ong-Ilived,

gl obal Il y uni que key identifiers unless strictly necessary. Key
rotati on SHOULD be supported, and clients SHOULD take care to avoid
signing information that could be used to correlate activity across
contexts, especially where sensitive user data is involved.

7. 1 ANA Consi derations

Thi s docunment has no | ANA acti ons.
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Appendi x A.  Test Vectors
A. 1. RSASSA- PSS Usi ng SHA-512

The test vectors in this section use the RSA-PSS key defined in
Appendi x B. 1.2 of [HITP- MESSAGE- SI GNATURES]. This section includes
non-nornmative test vectors that may be used as test cases to validate
i npl ement ati on correctness.

A.1.1. Signature-Agent absent fromthe request

Thi s exanpl e presents a mnimal signhature using the rsa-pss-sha512
al gorithm over test-request. The request does not contain a
Si gnat ur e- Agent header.

The correspondi ng signature base is:
NOTE: "\’ line wapping per RFC 8792

"@uthority": exanple.com
"@ignature-paranms”: ("@uthority")\

; creat ed=1735689600\

; keyi d=" oDOHwoc PBSf pNy5WBbpJeyFGY | Q YpgxSj @BYd- CLA"\

;al g="rsa-pss-shab12"\

; expires=1735693200\

; nonce="yT+sZR1gl KOTenVLbmPDFwWPSchB1Zj / sMNPEFZcj wIWbj K/ t aa7Hvi OXovVwi ZOF r r LHS2 ShLFUBxX PY
ZChf 7g=="\

; tag="web- bot - aut h"

This results in the followi ng Signature-Input and Signhature header
fields being added to the nessage under the |abel sigl

NOTE: "\’ |ine wapping per RFC 8792

Signature-lnput: sigl=("@uthority")\

; creat ed=1735689600\

; keyi d=" oDOHwoc PBSf pNy5WBbpJeyFGY_| Q _YpgxSj @BYd- CLA"\

;al g="rsa- pss-sha512"\

; expi res=1735693200\

;nonce="yT+sZR1gl KOTenVLbnmPDFWPScbB1Zj / sSMNPEFZcj wIWbj K/ t aa7Hvi OXovWwi ZOf r r LHS2 SbLFUQBXPY
ZChf 7g=="\

; tag="web- bot - aut h"
Si gnature: sigl=: ppXhcG Vp7xaoHd a7V+hsSxuRgFt 8i 04K4AFW9ORIt n57t 8duD3cyavsnh9gr dWAOJ HERSI
TNBage4nKmPq193S+7hSWB11 zXSH4/ 9W sdr j UBwy JOf hBU7oNn3UGDgwdhr 5TMgVI 2/ EX8saV5G QunMD9z MEA+d
4QNyKRFInmg+asCs 253! 21 YPpVp4NS55HOuRK7ghb7acng8LNi EPTQZD2s+Kha95Lgeci KQSQ0j gR/ h59f X/ dXqLdF
| VRVN8Gys2VUzF/ f / MVEXH83guf Vnh4SY! / r KMSKWDBs K+Q LpobAVI ul z+HLCVI Max| kXkhCW2J/ Pno8j ht 9N5k/
y1A==:

A.1.2. Signature-Agent included present on the request
Thi s exanple presents a mnimal signhature using the rsa-pss-sha512

al gorithm over test-request. The request contains a Signature-Agent
header .
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The correspondi ng signature base is:
NOTE: "\’ |ine wapping per RFC 8792

"@ut hority": exanple.com
"signature-agent": "https://signature-agent.test"
"@ignature-paranms": ("@uthority" "signature-agent")\
; creat ed=1735689600\
; keyi d=" oDOHwoc PBSf pNy5VBbpJeyFGY_| Q YpgxSj @BYd- CLA"\
;al g="rsa- pss-shab12"\
; expires=1735693200\
; nonce=" XSHt ZVCThSI Aks XsHOVBs6At xt XC0eQG | cUGSoJst Fs8l AVWaK| hr f wzLhyj t me5i XMZvnFWIDES6¢ T3
Jf +BbQ=="\
; tag="web- bot - aut h"

This results in the follow ng Signature-Input and Signature header
fields being added to the nessage under the |abel sig2:

NOTE: "\’ line wapping per RFC 8792

Signature-Agent: "https://signature-agent.test”
Signature-lnput: sig2=("@uthority" "signature-agent")\

; creat ed=1735689600\

; keyi d=" oDOHwoc PBSf pNy5WBbpJeyFGY | Q YpgxSj @BYd- CLA"\

;al g="rsa-pss-shab12"\

; expi res=1735693200\

; nonce="XSHt ZVCThSI AksXsHIVIBs6At xt XC0eQG | cUGSoJst Fs8l AVakj hr f wzLhyj t me5i XMZvnFWIDES6¢ T3
Jf +BbQ=="\

; tag="web- bot - aut h"
Si gnature: sig2=:11QNNzGXdPla4dSvOHLCVOCanEYHDK+ZsVxMIM. X/ p4ko69ghKWRSECt AD96g7g4GAP7I npM
/' j FAf 99q8EFRDTPLj UXy SwW4YPgabv2LQ hTI&y8a2nbl A t yr uwNi qSIVUURa@@+b17 CGMAMFZh30X6GXLAQIr
CARpeTqPwp2DC+a8haDE/ VESEr uqzj A5/ 2mKwvr kzk SqeWst Ovt FWWRRHI O dquf / 8Je6kMBnmhgkg4ar udLASSL4w
yyYELj URI gcd 8agr f dJ5Def 23Dl Rt i OLRa8j T9cp TLFAUFHN+nT ZA/ LHOh0gSI g1cPb+0cMASee5ukulKj W Fer 7

] —=.

A. 2. EdDSA Using Curve edwards25519
The test vectors in this section use the Ed25519 key defined in
Appendi x B. 1.4 of [HITP- MESSAGE- SI GNATURES]. This section include
non-nornative test vectors that may be used as test cases to validate
i npl ementation correctness.

A.2.1. Signature-Agent absent fromthe request
Thi s exanple presents a mnimal signature using the ed25519 al gorithm
over test-request. The request does not contain a Signature-Agent
header .

The correspondi ng signature base is:
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NOTE: "\’ line wapping per RFC 8792

"@uthority": exanple.com
"@ignature-parans": ("@uthority")\

; creat ed=1735689600\

; keyi d="pogkLG ynmh_WOuP6PZFw dvez3QIT5Sol gXBCWB8r OU" \

;al g="ed25519"\

; expi res=1735693200\

; nonce="n¥ot f WVBCYj | 68sbGn60oKd7kyXgPj ZEt UBx FPGWFr qOAf 5qC6MDe3py s 3SWANCUdBOM/ws | Hy 32VWKUpk R7
ull t / w=="\

; tag="web- bot - aut h"

This results in the follow ng Signature-Input and Signhature header
fields being added to the nessage under the |abel sigl:

NOTE: '\’ |ine wapping per RFC 8792

Signature-lnput: sigl=("@uthority")\

; creat ed=1735689600\

; keyi d="poqgkLG ynmh_WOuP6PZFw dvez3QIT5Sol gXBCWB8r OU" \

;al g="ed25519"\

; expires=1735693200\

; nonce="n\ot f WBCUj | 68sbGn60Kd7ky XqPj ZEt Usx FPGWFr g QAf 5qC6MDe3py s3SWANCudBOM/ws | Hy 32WKUpk R7
ull t / w=="\

; tag="web- bot - aut h"

Si gnature: sigl=:+NA/ cssf4Y2bQIMrkyvTGRCaVzp9quy Uevdwwivt MOWhOOZ2T1subBj 0Bt vdnr pDEuwWSAbi T
eEl XDz HL3WAKCw==:

A.2.2. Signature-Agent included present on the request

Thi s exanple presents a mnimal signature using the ed25519 al gorithm
over test-request. The request contains a Signature-Agent header.

The correspondi ng signature base is:
NOTE: "\’ line wapping per RFC 8792

"@ut hority": exanple.com
"signature-agent”: "https://signature-agent.test”
"@ignature-parans": ("@uthority" "signature-agent")\
; creat ed=1735689600\
; keyi d="poqgkLG ynmh_WOuP6PZFw dvez3QIT5Sol gXBCWB8r OU"' \
;al g="ed25519"\
; expi res=1735693200\
; nonce="e8N7S2M~d/ qr d6T2R3t df AuuANngKI 7LFt KYI / vowzk4l AZYadl X6wWW25MnvG7 DCTORUKAJO0qVk UOnEeL
El WLgqg=="\
; tag="web- bot - aut h"

This results in the followi ng Signature-Input and Signature header
fields being added to the nessage under the |abel sig2:
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NOTE: "\’ line wapping per RFC 8792

Signature-Agent: "https://signature-agent.test”
Signature-lnput: sig2=("@uthority" "signature-agent")\

; creat ed=1735689600\

; keyi d="pogkLG ynmh_WOuP6PZFw dvez3QIT5Sol gXBCWB8r OU" \

;al g="ed25519"\

; expi res=1735693200\

; nonce="e8N7S2M~d/ qr d6T2R3t df AuuANngKI 7LFt KYI / vowzk4l AZYadl X6wWW25MwvG7 DCTO9RUKAJO0qVk UOnEeL
El WLqg=="

; tag="web- bot - aut h"
Si gnhature: sig2=:jdq0SqOaidyHr 9+r 5] w3i YZH6aNGKi j Yp/ Est FARQTQi 5N5YYKr D+nCT1HALNnZDsi 6nJKuH
xUi / 5Syp3r LVBA==:

Appendi x B. I nplenentations
This draft has a couple of inplenentations. A denonstration server
has been depl oyed to https://http-nessage-signatures-
exanpl e. research. cl oudfl are. conml (https://http-nmessage-si gnat ures-
exanpl e. research. cl oudf |l are. cont).

It uses ed25519 exanple signing and verifying keys defined in
Appendi x B. 1.4 of [HTTP- MESSAGE- SI GNATURES] .

B.1. dients

*  Chrome MV3 (https://github. com cl oudfl are/ web- bot - aut h)
(TypeScri pt)

* Coudflare Wrkers (https://github.com cl oudfl are/ web- bot - aut h)
(TypeScri pt)

* Quzzle mddleware (https://github. con olipayne/guzzl e-web- bot -
aut h- m ddl eware) (PHP)

* Python script (https://zenn.dev/oynk/articl es/944069e5eddc27)
* Linzer
(https://github. com nomadi um | i nzer/ bl ob/ mast er/ spec/integration/
cl oudfl are_exanpl e_research_spec.rb) (Ruby)
* Rust binaries (https://github.conicloudfl are/web-bot-auth) (Rust)
B.2. Servers
* Caddy plugin (https://github.com cl oudfl are/ web-bot-auth) (Go)

* Coudflare Wrrkers (https://github.com cl oudfl are/ web- bot - aut h)
(TypeScri pt)
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B. 3.

Ack
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Test vectors

* In JSON format (https://github.com cl oudfl are/web- bot -
aut h/ bl ob/ mai n/ packages/ web- bot -aut h/test/test data/
web_bot _auth_architecture_vl.json)

now edgnent s

The editor would also like to thank the followi ng individuals (listed
i n al phabetical order) for feedback, insight, and inplenentation of
this docunment - Marwan Fayed, Maxine Guerreiro, Scott Hendrickson,
Jonat han Hoyl and, Mark Notti ngham Eugeni o Panero, Lucas Pardue,
Malte Ubl, Loganaden Vel vi ndron, Tanya Ver na.

Changel og

Meu

v02

* Add response status code

* Add a fewreference to inprove readability

* Add consideration to sign additional headers

* Add use of TLS in security considerations

* Add RSASSA- PSS exanpl e

* Updat e acknow edgenent section

* Reference new inplenmentations: PHP, Python, Ruby, Rust

* Fix signature-agent in the arch diagramto use structured fields
* Fix test vectors to use signature-agent with structured fields

*  Fix some typos

* Add mandatory signing of Signature-Agent by clients if present
* Add test vectors for request with and wi thout Signature-Agent
* Update exanple diagramto be correct

* Add security consideration about reverse proxy
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* Update why origin may request a new signhature
* Update nonce validation wordi ng and gl obal uni queness
*  Acknow edgenent s
v0O0
* Initial draft
* How to | everage HTTP Message Signhature to sign request
* How to verify these Signature
* Define web-bot-auth tag to scope this signature
* Derive keyid using JWK Thunbpri nt
* H gh level Security and Privacy considerations
Aut hor’ s Addr ess
Thi baul t Meuni er

Cl oudfl are
Email: ot-ietf@ hibault. uk
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