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Abst r act

Thi s document specifies an instantiation of Privacy Pass Architecture
[ RFCO576] that allows for a "reverse" flowfromthe Oigin to the
Client. It describes a method for an Origin to i ssue a state update
to the Cient in response to a request in which a token is redeened.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://thibmeu. github.io/draft-neunier-privacypass-reverse-fl ow

i nformati onal / draft-neunier-privacypass-reverse-flow htnl. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-neunier-privacypass-reverse-
flow.

Di scussi on of this docunent takes place on the Privacy Pass Wrking
Goup mailing list (mailto:privacy-pass@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/privacy-pass/. Subscribe
at https://wwv ietf.org/mailman/listinfol/privacy-pass/.

Source for this draft and an issue tracker can be found at
https://github. com t hi bneu/ draft-neunier-privacypass-reverse-fl ow
i nformational .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent specifies an instantiation of Privacy Pass Architecture
[ RFC9576] that allows for a reverse flowfromthe Oigin to the
Cient.

In other words, it specifies a way for an Oigin to act as an
Attester + |ssuer.

2. Motivation

Wth Privacy Pass issuance as described in [RFCO576], once a token is
presented by a Cient, it is considered spent and cannot be reused in
order to guarantee unlinkability. |If a token was to be presented
twice, the two requests would be linkable by the Origin.

However, requiring that all tokens are spent only once neans that
Clients need to request nore tokens to performnore requests. This
is true even if the initial request didn't need a token presentation,
for instance due to a cost being insignificant to the Oigin.

This draft provides a nechanismfor an Origin to provide a requesting
Client with an updated state, allowing themto present new tokens on
future requests. Oigin act as a new Attester/lssuer entity.

Bel ow, we present different use cases.
2.1. Refunding tokens

Certain Oigins use Privacy Pass tokens to rate-linmt requests they
receive over a certain tinme window because of resource constraints.
If a dient sends a request that can be served without utilising that
resource, the Origin would like to authorise themto do a second
request. This is the case for request requiring conpute and the
conpute is low, or when the request leads to a redirection instead of
content generation for instance.

Wth a reverse flow, a Cient that has al ready been authorised by an

Oigin can maintain that authorization, wthout |osing the
unlinkability property provided by Privacy Pass.
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2.2. Bootstrapping |Issuer

An Origin wants to grant 30 access for Cients that solved a CAPTCHA.
To do so, it consunes a type 0x0002 public verifiable token froman

initial |ssuer that guarantees a CAPTCHA has been solved, and use it
to issue 30 type 0x0001 private tokens. Wthout a reverse flow, the
Oigin wuld have to require 30 0x0002 |ssuer tokens, which have

| ower performance and a hi gher nunber of requests going to the

| ssuer.

2.3. Attester feedback | oop

In [RFCO576], a Cient gets a token froman |Issuer and redeens it at
an Origin. However, if the Client’s request is deened unwanted by
the Oigin at redenption tinme, there is no nmechanismthat prevents
the Cient fromgoing back to the initial Issuer to get a new token
and be authorized again.

Wth a reverse flow, the initial Issuer may require Cients to
present an Origin-issued token before providing themwi th a second
token. This allows for a feedback | oop between the Origin and the
initial Issuer, without breaking Cient unlinkability.

2.4. Anonynous credential conposition

Privacy Pass Architecture as defined by [ RFCO576] centers around
tokens, which issuance flows are defined in [ RFC9578].

More recent explorations ([ PRI VACYPASS- ARC], [ PRI VACYPASS- BBS],

[ PRI VACYPASS- ACT]) are providing credentials to clients, which
presentation result in a scoped token. These schenes are
instantiation of a reverse flow, both because the Cient holds a
state it can use to performmultiple token presentation, as well as
because the Origin can provides an updated state to requesting
Cient.

In additions, these schenes are nore costly, and usage specific.

Wth a reverse flow, the initial Issuer and the Oigin issuer may use
different credentials, which are suited to their use case. One use
case is rate limting and bl ocking. [PRI VACYPASS- ARC] provides rate-
limt per origin with a unique credentials, while [PRI VACYPASS- ACT]
allows to rate-linit a specific session once it’s been established.
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3.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

We reuse term nol ogy from[ RFC9576] .

The following terns are used throughout this docunent:

*Flow.* Direction from PrivateToken issuance to its redenption. The
entity starting the flow acts as an Issuer, while the end of the
flow acts as an Origin. The dient is always included, as it
finalises the Credenti al Response, and coordi nate interactions.

*Initial Flow* |Issuer -> Attester -> Cient -> Oigin. This flow
produces a PrivateToken that is used by the Oigin to kickstart a
Reverse Fl ow.

*Reverse Flow. * Issuer <- Attester <- Cient <- Oigin. This flow
allows the Origin to issue a PrivateToken. 1|n the reverse flow,
the Origin operates one or nore Issuer, and the Cient MAY provide
these tokens either to the Initial Attester/Issuer, or use them
against the Oigin

*Initial Attester/lssuer:* Attester/lIssuer part of the Initial Flow

*Origin Issuer:* |ssuer operated by the Origin

*Origin PrivateToken:* PrivateToken issued by the Oigin

*Reverse Origin:* An entity that consunmes the Origin PrivateToken.
It can be the Oigin, or the Initial Attester/lssuer

Architecture overvi ew

Along with sending their PrivateToken for authentication (as
specified in [RFC9576]), Cient sends Credential Request
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Fom e + e +- - -
e + - -+ -- -+
I I
I I
| R Request ----------------
I I
| R TokenChal | enge (Issuer) -------- >|
I I
I I
I I
| |
::>| |
I I
| Request ----- >|
I I
| Response ----- +
| | Credenti al
I I
I I
| | _
| | Credenti al
I I
| R Request +Token --------------
I
| <-- Credential Request ---+ +Cr edent i al Request (Ori gi n)
I
+--- Credenti al Response ->|
I I
| | -- Response+Credenti al Response(Origin) -->|
I I
| | Credenti al
I I
I I
I I
Figure 1: Architecture of Privacy Pass with a Reverse Fl ow
The initial flow nmatches the one defined by [RFCO576]. A Cdient gets

chal I enged when accessing a resource on an Origin.
to the Attester to get

Thr ough configurati on nmechani sm not defined in this docunent,
is aware the Origin acts as a Reverse Fl ow | ssuer.

dient

This is an extension of [RFCI9576].

i ssue

d a Token.

Pass token is defined in Section 3.6.4 of [RFC9576].

extends this so that

di agram above by the dient sending
Request +Token+Cr edent i al Request (Ori gi n).

i ssuance protocol,

Such flow can be perforned through various neans.

The Cient goes

t he

The redenption flow of a Privacy
Reverse flow
redenption flowis interleaved with the issuance

flow described in Section 3.6.3 of [RFC9576]. This is denoted in the

The Origin runs the

i ntroduces one to serve as exanple and first basis.

5. Credenti al Request,

In Figure 1,

Credenti al Response,

and returns Response+Credenti al Response(Origin).

Thi s docunent

and Credential Finalization

the dient sends an Credential Request and receives an



Credenti al Response. These are neant to abstract request from
different protocol to the Issuer.

As specified in Section 3.5 of [RFC9576],
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The structure and semantics of the TokenRequest and TokenResponse
messages depend on the issuance protocol and token type being
used.

The introduction of Privacy Pass issuance protocol based on Anonynous
Credential s, such as [ PRI VACYPASS- ARC] or [ PRI VACYPASS- ACT], nodifies
TokenRequest (resp. TokenResponse) to use Credential Request instead
(resp. Credenti al Response).

Upon receiving an Credenti al Response, the Client has to finalise the
Credential so it can be presented to an Origin. This may be a

Fi nalization for type 0x0002 as defined in Section 7 of [RFC9578], a
presentation for Section 7.3 of [PRI VACYPASS- ARC], or even a
TokenRefund for [ PRI VACYPASS- ACT] .

Al'l three exanples ensure that an Origin |Issuer provides the dient
with a state update that it needs to finalize, and present.

6. Reverse flow with an HTTP header

This section defines a Reverse Flow, as presented in Section 4,
| everagi ng PrivacyPass- Reverse HITP header.

Credenti al Request (Origin) and Credenti al Response(Origin) are
transmtted through HTTP Header PrivacyPass-Reverse. PrivacyPass-
Reverse is a base64url ([RFC4648]) encoded CGeneri cBat chTokenRequest
(resp. GCenericBatchTokenResponse) as defined in Section 6.1 of

[ BATCHED- TOKENS] (resp. Section 6.1 of [BATCHED TOKENS]).

Bel ow i s an exanpl e request that uses [RFCO577] to pass the request
Token, as well as PrivacyPass-Request for its reverse flow

GET /foo HITP/ 1.1

Host: exanpl e. com

Aut hori zation: PrivateToken token="abc..."
PrivacyPass- Reverse: "def..."

HTTP/ 1.1 200 K
Pri vacyPass- Reverse: "001..."

[ BODY]
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6.1. dient behaviour

Along with sending a finalised token fromthe Initial |Issuer to the
Oigin that it sends through an authorization response as defined in
[ RFC9577], the dient may send a TokenRequest as defined in

[ RFC9578], [ BATCHED- TOKENS], or [PRIVACYPASS-ARC]. In all these
definitions, Credential Request MJST prepended by a uint16_t
representing the token type.

The sane security and privacy guarantees applies as to the initial

i ssuance flow The Cient is responsible to coordi nate between the
different entities. Specifically, if the Reverse Oigin is the
Initial Attester/lssuer, the Cient SHOULD account for possible
privacy | eakage.

6.2. Oigin/lssuer/Attester deploynent

In this nodel, the Oigin, Attester, and |Issuer are all operated by

the same entity, as shown in Figure 2. The Reverse Flow is the same
as the Initial Flow, except for the request/response encapsul ation.

The Oigin is the Reverse Oigin.

o e e e e e e e e e e e e e e e e e e e e e e e e mm e ==
S . + | - + F---emma- + F---emma- +
| dient | | | Attester | | Issuer | | Oigin| |
T | +--- - - T LI e |

| fo-m-e-- [----------- [--------- [------ ’
SR Request ------------------- >|

| <---mmmmeee - TokenChal l enge ---------------- +

I I I I

| <====== Attestation =====>| | |
e Credenti al Request --------- >| |

| <-------- Credenti al Response --------- + |

Credenti al Finalization | | |

I I

Credenti al Presentation |

+--- Request +Token+Credenti al Request (Origin) --->|
| <----- Response+Credenti al Response(Origin) ----- +

Fi gure 2: Shared Depl oynent WNbdel

Simlar to the original Shared Depl oynent Model (Section 4.1 of

[ RFC9576]), the Attester, Issuer, and Origin share the attestation,

i ssuance, and redenption contexts. Even if this context changes
between the Initial and Reverse Flow, attestation nechanismthat can
uniquely identify a Client are not appropriate as they could lead to
unlinkability violations.
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6. 3.

Split Origin-Attester depl oynent

In this nodel, the Attester and Issuer are operated by the same
entity that is separate fromthe Oigin. The Oigin trusts the joint
Attester and Issuer to performattestation and i ssue Tokens. Oigin
Tokens can then be sent by Cient on new requests, as long as the
Reverse Oigin trusts the Oigin to performattestati on and i ssue
Tokens.

Fom e + S + S +
- S S . +
| Origin Issuer | | Oigin | | dient |
| Attester | | Issuer | |
R + Foo o - - -+ Foo o - - -+
+---- - R I S S
I I I
L | ___________ | _____ L]
| +-- TokenChal |l enge (Issuer) ------------------ >|
| |
I I I
I I
| | | <== Attesta
tion ==>| |
| | oooes
enti al Request ----- >|
| | | <o
enti al Response ----- +

| | Credenti al Fi nal i zati on

| | Credenti al Presentation

| | <-- Request +Token+Credenti al Request (Origin) --+
| <-- Credential Request ---+ |

+-- Credential Response -->| |

I

| +--- Response+Credenti al Response(Origin) ----- >|
I I

I I I
| |

Figure 3: Joint Attester and |ssuer Depl oynent Model

The Origin Issuer MJUST NOT issue privately verifiable tokens, as this
woul d I ead to secret material being shared between the Origin and the
Reverse Origin.

A particul ar deploynent nodel is when the Reverse Origin is the
Attester/lssuer. This nodel is described in Figure 4
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+
T + B R + B R + |
Fom e oo o - + - - - - + |
| Origin Issuer | | Oigin | | dient | |
| Attester | | Issuer | |
I + R e R e |
+----- B T |
o o |
_______ |___________|_____
| +-- TokenChal |l enge (Issuer) ------------------ >|
I I
I I I
I I
| | | <== Attesta
tion ==>| |
| | +------ Cred
enti al Request ----- >|
| | | <----- Cred
enti al Response ----- +
| | Credential Finalization
I I
I I I
I I _ _
| | Credenti al Present ati on
I I
| | <-- Request +Token+Credenti al Request (Origin) --+
| <-- Credential Request ---+ |
I
+--- Credenti al Response ->| |
I I
| +--- Response+Credenti al Response(Origin) ----- >|
I I
| | Credenti al Finalization
I I
I I I
| | _ _
| | Credenti al Presentati on
I I
I I Hoooioio o
- Token ----------- >|

Figure 4: Joint Attester and |ssuer Deploynent Mdel with reverse

Thi s depl oyment SHOULD not allow the Reverse Origin such as an
Initial Issuer to infer the request nade to the Origin, as it would
break unlinkability.

7. Privacy Considerations

Privacy Pass [ RFC9576] states

In general, limting the anbunt of nmetadata pernmitted helps [imt
the extent to which nmetadata can uniquely identify individua
Clients. Failure to bound the nunber of possible netadata val ues
can therefore lead to a reduction in Cdient privacy. Most token
types do not admit any netadata, so this bound is inmplicitly
enf or ced.



In Privacy Pass with a reverse flow, Clients are provided with new
Pri vat eTokens depending on their request. They can present these
tokens to continue naking further requests.
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Wil e the tokens are still unlinkable, the token_key id associated to
themrepresent nmetadata. It |eaks sone information about the dient.
The foll owi ng subsections discuss the issues that influence the
anonynmity set, and possible mtigations/safeguards to protect against
this underlying problem

7.1. |ssuer face val ues

VWhen setting up a reverse flow depl oynent, an Origin MAY operate
mul tiple Issuers, and assign them sone netadata to them The anount
of possible nmetadata grows as 27(origin_issuers).

W RECOMVEND t hat :

1. Oigins define their anonymity sets, and deploy no nore than
| og2(#anonynmity sets). This bounds the possible anonymty sets
by desi gn.

2. dients to only send 1 PrivateToken per request. This is
consistent with Section 3.2 of [RFCO577] and Section 11.6.2 of
[ RFC9110] which only allows one chall enge response to be provided
as part of Authorization HTITP header.

3. Issuers netadata to be publicly disclosed via an Origin endpoint,
and external ly nonitored.

7.2. Token for specific Cients

In Privacy Pass with a reverse flow, an Oigin MAY operate nmultiple

I ssuers, with arbitrary netadata associated to them A nalicious
Origin MAY uses this opportunity to associate certain token values to
a specific set of Cients.

Let’s consider the follow ng deploynent: the Origin operates two
Issuers A and B. The dient sends Token A, and (Credential Request A,
Credenti al Request _B). Issuer B is associated to people that like
croissant. Issuer Ais for the rest of the clients.

If a dient requests croissant, or sends Token_B, the Oigin provides
Credenti al Response_ B. If not, it provides Credential Response_ A

Over tine, this means the Origin is able to track people that |ike
croi ssants.

To mitigate this, we RECOVMEND:

1. The initial PrivateToken to be provided by an Issuer not in
control of the Oigin.
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2. (Cients to reset their state regularly with the initial |ssuer.
7.3. Swap endpoint and its privacy inplication

Wth multiple Issuers, a dient MAY end up with a bunch of tokens,

for various Issuers. Oigins MAY propose a swap endpoint at which a
Client can exchange one or nmore Origin tokens agai nst one or nore new
Oigin tokens.

The Origin SHOULD ensure this endpoint receives enough traffic to not
reduce the anonynity sets.

8. | ANA Consi derati ons

Thi s docurment has no | ANA acti ons.
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Changel og
v04

* Fix: dient finalises a Credential, not a Token, upon receiving a
Credenti al Response

* Use "Origin Issuer" consistently when referring to the entity that
provides the Client with a state update
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v03

* Add "Anonynous credential conposition" notivation use case

* Renanme section and update diagrans to use Credential vocabul ary:
Credenti al Request, Credenti al Response, Credential Finalization,
Credenti al Presentation (previously TokenRequest, TokenResponse,
Fi nal i sation)

* Updat e PRI VACYPASS- ARC reference to | ETF working group draft
(draft-ietf-privacypass-arc-protocol)

* Updat e PRI VACYPASS- ACT reference to use proper |-D reference
(draft-schl esi nger-privacypass-act)

* Add normative reference to RFC9577

* FEditorial pass and spelling fixes

* Diagrans now use Credential instead of Token, and use both
Finalization and Presentation as keyword

* Rework the intro to make it consistent with Anonynous credentials
evol utions

* Have Anonynous credentials use case, given it needs a new
architecture

* Editorial pass on PrivacyPass-Reverse header

* Editorial pass on the introduction

* Add a notivation section: refunding tokens, bootstraping issuer,
attester feedback | oop

* Split protocol overview via HITP headers in its own section

* Add consi deration about anonynous credentials in joint origin/
i ssuer depl oynent

v0O0

* |nitial draft
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* Possibility of a new HITP request for inlining request
* Privacy considerations about additional netadata
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