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Abst r act

Thi s docunent describes a nmethod for clients using
[ HTTP- MESSAGE- SI GNATURES] to advertise their signing keys.

It defines a key directory format based on JVKS as defined in
Section 5 of [JWK], as well as new HTTP Method Context to allow for
i n-band key di scovery.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://thibmeu. github.io/http-nessage-signatures-directory/draft-
meuni er - htt p- message-si gnatures-directory. htm. Status information
for this docunent may be found at https://datatracker.ietf.org/doc/
draft-neunier-http-nessage-si gnatures-directory/.

Di scussion of this docunent takes place on the Web Bot Auth Working
Goup mailing list (mailto:web-bot-auth@etf.org), which is archived
at https://mailarchive.ietf.org/arch/browse/web-bot-auth/. Subscribe
at https://ww.ietf.org/ milman/li stinfo/web-bot-auth/.

Source for this draft and an issue tracker can be found at
https://github. com t hi bneu/ htt p- message-si gnatures-directory.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ HTTP- MESSAGE- SI GNATURES] al l ow a signer to generate a signature over
an HTTP message, and a verifier to validate it. The specification
assunes verifiers have prior know edge of signers’ key material,
requiring out-of-band key distribution nmechani sns. This creates

depl oynent friction and limts the ability to dynamically verify
signatures from previously unknown signers.

Thi s docunent defi nes:

1. A standardi zed key directory format based on JVWKS for publishing
HTTP Message Signatures keys,

2. A well-known URI location for discovering these key directories,

3. A new HITP header field enabling in-band key directory | ocation
di scovery.

Toget her, these nmechani sms enabl e key distribution and di scovery for
HTTP Message Signatures cryptographic material

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Configuration
The key directory is served as a JSON Wb Key Set (JVKS) as defined
in Section 5 of [JWK]. The "alg" paraneter are restricted to

al gorithmregi stered against HTTP Signature Al gorithms Section of
[ HTTP- MESSAGE- SI GNATURES- | ANA]
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The directory SHOULD be served over HTTPS. The directory MJIST be
served with nedia type application/http-nessage-si gnatures-
di rectory+json.

A client application SHOULD validate the directory format and reject
mal forrmed entries.

4. HITP Met hod Context Signature-Agent
A service sending signed requests as defined in
[ HTTP- MESSAGE- SI GNATURES] MAY i nclude a Signature-Agent header field
to comunicate its signing key directory. This header field contains
a URI allowing retrieval of an HTTP Message Signatures Directory as
defined in Section 3.

4.1. Header Field Definition
The Signature-Agent header field is an Dictionary Structured Header
as defined in Section 3.2 of [STRUCTURED- HEADERS]. |ts nenber val ues
MJUST be an String Itemwhich contain a [URI].
The URI scheme MUST be one of:

* *https (RECOMMVENDED)*: Points to an HTTPS resource serving the key
directory

* *http*: Points to an HTTP resource serving the key directory

* *data*: Contains an inline key directory

When using the "data" URI schenme, the nmedia type MJST be application/
ht t p- nessage- si gnatures-directory+j son. The content MAY be base64

encoded as per [ BASE64].

If dictonary values are not a valid URI-reference, the entire header
field MAY be ignored.

5. Security Considerations

5.1. Key rotation
Clients SHOULD i npl ement key rotation by including nultiple keys in
the directory with a different validity period. Wen rotating keys,
clients SHOULD:

1. Add the new key to the directory before its intended use date

2. Continue to include the old key until its expiration date
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3. Renove expired keys fromthe directory

Servers SHOULD cache the directory contents and refresh upon
expiration.

5.2. Binding keys to the directory authority

To ensure the authenticity and integrity of the key material provided
by the directory, clients *SHOULD* validate the directory’s response.

When a directory server provides a key directory over HTTP or HTTPS,
it is RECOWENDED that it constructs and includes one HTTP Message
Signatures per keys with the response, as defined in

[ HTTP- MESSAGE- SI GNATURES] . Each key SHOULD be used to provi de one
si gnature.

Directory server SHOULD i ncl ude:

@uthority as defined in Section 2.2.3 of [HITP- MESSAGE- S| GNATURES] .
req flag defined in Section 2.4 of [HITP- MESSAGE- SI GNATURES] MUST
be set.

Directory server SHOULD include the followi ng @i gnature-parans as
defined in Section 2.3 of [HTTP- MESSAGE- S| GNATURES]

created as defined in Section 2.3 of [HITP- MESSAGE- SI GNATURES]
expires as defined in Section 2.3 of [HITP- MESSAGE- SI GNATURES]
keyid MJST be a base64url JWK SHA-256 Thunbprint as defined in
Section 3.2 of [JWK-THUMBPRI NT] for RSA and EC, and in
Appendi x A .3 of [JWK-OKP] for ed25519
tag MJST be http-nessage-signatures-directory
Clients SHOULD val i date these signatures using the keys provi ded by
the directory. dients SHOULD ignore keys froma directory response
that do not have a corresponding valid signature. This validation
ensures the integrity of the key set and its association with the
i ntended directory.
6. Privacy Considerations

Key directories enable discovery of signing keys which may revea
i nformati on about the signing entity. |Inplenenters should consider
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6.1. Directory Content

Key directories should only contain keys actively used for signing.
I ncludi ng additional keys or netadata may expose unnecessary
i nformati on about the signing service.

6.2. Access Patterns

Verifiers accessing key directories may reveal information about
signature verification patterns. Directory servers should avoid
| oggi ng personally identifiable information fromdirectory requests.

7. | ANA Consi derations
Thi s section contains considerations for | ANA
7.1. \Well-Known 'http-nessage-signatures-directory’ URI

Thi s docunent updates the "Well-Known URI s" Registry [Wel |l KnownURI s]
with the foll owi ng val ues.

Change

| http-nmessage-
| signatures-
| directory

[this

Table 1: 'http-nmessage-signatures-directory’ Well-Known UR
7.2. Media Types

The following entries should be added to the | ANA "nedi a types"
registry

* "application/http-nessage-signatures-directory+json”

The tenplates for these entries are |listed bel ow and the reference
shoul d be this RFC

7.2.1. "application/http-nmessage-signatures-directory+json" nmedia type
Type name: application
Subt ype nanme: http-nessage-signatures-directory

Required paraneters: NA
Optional paranmeters: NA
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Encodi ng consi derations: "binary"
Security considerations: see Section 5
Interoperability considerations: NA
Publ i shed specification: this specification
Applications that use this nedia type: Services that inplenent the
signer role for HTTP Message Signatures and verifiers that
interact with the signer for the purpose of validating signatures.
Fragment identifier considerations: NA
Addi tional information: Magic nunber(s): NA
Deprecated alias nanes for this type: NA
File extension(s): NA
Maci ntosh file type code(s): NA
Person and enmil address to contact for further information: see Aut
hors’ Addresses section
I ntended usage: COMMVON
Restrictions on usage: NA
Aut hor: see Authors’ Addresses section
Change controller: |ETF
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A.1. Key Directory on exanple.com

GET /.wel |l - known/ htt p- message-si gnatures-directory HITP/ 1.1
Host: exanpl e. com
Accept: application/http-nmessage-signatures-directory+json

HTTP/ 1.1 200 &K
Cont ent - Type: application/http-nmessage-signatures-directory+json
Cache- Control : nmax-age=86400

"keys": [{
"kty": "OKP",
"crv": "EdJ25519",
"kid": "NFcWBst 6DXG N35nHdz M i oWt dzNZghQSkj HNMVS] w',
"x": "JrQLj 5P_89i XES9- vFgrly29cl FOCC _oPPsw3c5D0bs",
"use": "sig",
"nbf": 1712793600,
"exp": 1715385600

}H
}

A. 2. Del egation and chai ni ng

There are nmultiple nethods to performdel egati on and chai ning. There
are no specific methods that have been favored by inplenmentation so
far, should they even support them It is adviced to consider

del egati on as experinmental for now, and provide input on the
associated GtHub issue (https://github.comthibneu/http-nessage-
signatures-directory/issues/27).

A.2.1. Key Directory on sub.exanple.comw th a delegation from
exanpl e.comvia x5c full certificate chain

In this exanple, exanple.comkey is test ECCP256 provided in

Section 2.3 of [CRYPTO TEST-KEYS]. Certificate chain is passed via
x5c key paraneter defined in Section 4.7 of [JVK]

Meuni er Expires 23 April 2026 [ Page 9]



I nternet-Draft HTTP Message Signatures Directory Cct ober 2025

GET /.wel | -known/ htt p- message- si ghatures-directory HTTP/ 1.1
Host: sub. exanpl e. com
Accept: application/http-message-signatures-directory

HTTP/ 1.1 200 K
Cont ent - Type: application/http-nmessage-si gnatures-directory
Cache- Control : nmax-age=86400
{
"keys": [{

"kty": "OKP",

"crv": "Ed25519",

"kid": "NFcWBst 6DXG N35nHdzM i oWht dzNZghQskj HNMVS) w' ,

"x": "JrQLj 5P_89i XES9- vFgr | y29cl F9CC_oPPsw3c5D0bs",

"use": "sig",

"nbf": 1712793600,

"exp": 1715385600,

"x5c": [
"M | BYTCCAQagAW BAgl UFDXRG3pgZ6t xehQO2LT4aCql 3f OWCgYl KoZl zj OEAWM wj EUMBI GALUEAWMAM.ZX
hhbXBsZS5) b20wHhcNM UM\j EzMTAOM QxWhe Nz UMN] ExMTAOM Qx W AaMRgwi=g YDVQQDDA9z dW uZXhhbXBs ZS5
j b20wWKj AFBgM ZXADI QAnt AuPk/ / z2JcRL368WCsj Lb1yUXO0I L+g8+zDdzk PRu6Nd MFs wCQYDVROTBAI WADAOBgNV
HQBBAf 8 EBAMCB4 AWHQYDVROOBBYEFKV3qaYNFbz QB1Q\4sal3+t 4RnmpMB8GALUdI wQYMBaAFFt wp5gX95/ 2N9L 34
9xEbCEJ 17vUMA0GCCq GSMA9BAMCAOK AMEYCI QC8r +GvvNnj | +zz OEDMOM g9e8QLnDO0I ZXP+t j Dgah1UQ hAJHf f L
ke9i EP1pUdm+oRLr g6bUqyLELi 5TH2t +BaagKv",

"M | Bc DCCARagAW BAgl US502r | CXx@2vvi | t Cdf e3f nX4pl wCgYl KoZl zj OEAWM wij EUMBI GALUEAWMAM.ZX
hhbXBsZS5) b20wHhcNM UM\j Ez MTAOMTI Qz Whc Nz UM\ Ex MTAOMT Qz W AVWRQMEQ YDVQQDDAL | eGFt ¢ Gxl Lmi\vbTB
ZNVBMGEBy q GSVH9Ag EGCCq GSMVA9AWEHAOT ABEI | SPi Pt 4L/ t eyj dERSxyo0eVY+9b30+Xkj pM LMRceWkbEz RDEy41bi h
cTnpSI LI nSVynlrQ 9BQZg36QpCpJ nKj Q@ BAMASGAL Ud EWEB/ wQFMANVBAF 8wDg YDVROPACQH BAQDAg!I EMBOGALUdD
gQUBBRbcKeYF/ ef 9j f S9+PcRGM Cde71DAKBggghkj OPQQDAgNI ADBFAI EAWTOqnilzNAVZu@BZb5Af t Q Zot q4Xe6
GHz3+nJ04ybgoCl EEZt n1Pa+CGChrmbWh12pi HIBKhO9TCAOf eTedi sbwzPV"

]
}H
}

A.2.2. Key Directory on sub.exanple.comw th a del egation from
exanple.comvia a leaf certificate and AIA field

In this exanpl e, exanple.comkey is test ECCP256 provided in

Section 2.3 of [CRYPTO TEST-KEYS]. Certificate chain is passed via
x5¢c key parameter defined in Section 4.7 of [JWK], and the root
certificate is signaled by the presence of an Authority Infornmation
Access extension as defined in Section 5.2.7 of [X509-PKI].
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GET /.wel | -known/ htt p- message- si ghatures-directory HTTP/ 1.1
Host: sub. exanpl e. com
Accept: application/http-message-signatures-directory

HTTP/ 1.1 200 K
Cont ent - Type: application/http-nmessage-si gnatures-directory
Cache- Control : nmax-age=86400

"keys": [{
"kty": "OKP",
"crv": "Ed25519",
"kid": "NFcWBst 6DXG N35nHdzM i oWht dzNZghQskj HNMVS) w' ,
"x": "JrQLj 5P_89i XES9- vFgr | y29cl F9CC_oPPsw3c5D0bs",
"use": "sig",
"nbf": 1712793600,
"exp": 1715385600,
"x5¢c":

ke9i EP1pUdm+oRLr g6bUqyLELi 5TH2t +Baagkv"

]
}H
}

The Al A extension is as foll ow

X509v3 ext ensi ons:
Aut hority Information Access:

CA Issuers - URI:https://exanpl e.com .well-known/ http-nessage-si gnatures-directory.cr

2025

|
"M | BYTCCAQagAW BAgl UFDXRG3pgZ6t xehQO2LT4aCql 3f OWCgY! Kozl zj OEAW wFj EUVBI GALUEAWM.ZX
hhbXBs ZS5j b20wHhc NV UniNj Ez MTAOM QcVWhc NV UMNj ExMTAOM QxW AaMVRgwEg YDVQQDDA9Zz dW uZXhhbXBs ZS5
j b20wKj AFBgM ZXADI QAnt AuPK/ / z2JcRL368WCsj Lb1yUXOI L+g8+2zDdzk PRu6NdMFsWOQYDVROTBAI WADACBgNV
HQBBAF 8 EBAMCB4 AWHQYDVROOBBYEFKV3qaYNFbz QB1 Qrisal3+t 4RmoMBSGALUdI wQYMBaAFFt wp5gX95/ 2N9L34
9x EbCEJ 17vUMA0GCCq GSMA9BAMCAOK AVEYCI QC8r +GvvNnj | +zz OEDMOM g9e8QLID0I ZXP+t j Dgah1UQ hAJHE f L

The verifier should validate the signature with the public key in the
Si gnature- Agent, match the public key with the leaf cert, then fetch

the root cert fromthe AIA URI and verify the leaf cert with it.

A.2.3. Key Directory on sub.exanple.comw th a del egation from
exanpl e.comvia x5u field

Leveragi ng x5c inposes that a PEM encoded certificate is present

in

the returned JWKS. |If size is a constraint, or deploynment inposes a
more dynam c certificate nmanagenent, directory server nmay use x5u key

paraneter defined in Section 4.6 of [JVK].
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GET /.wel | -known/ htt p- message- si ghatures-directory HTTP/ 1.1
Host: sub. exanpl e. com
Accept: application/http-message-signatures-directory

HTTP/ 1.1 200 K
Cont ent - Type: application/http-nmessage-si gnatures-directory
Cache- Control : nmax-age=86400

"keys": [{
"kty": "OKP",
"crv": "Ed25519",
"kid": "NFcWBst 6DXG N35nHdz M i oWt dzNZghQSkj HNMVS] w',
"x": "JrQLj 5P_89i XES9- vFgr | y29cl F9CC_oPPsw3c5D0bs",
"use": "sig",
"nbf": 1712793600,
"exp": 1715385600,
"x5u": "https://exanpl e.com .well-known/ http-nessage-si gnature-chai n/ sub. exanpl e. com
crt”

}
A. 3. Request with HITP Si gnature-Agent

Thi s extend the exanpl es from Appendi x B of
[ HTTP- MESSACE- SI GNATURES] .

POST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Signature-Agent: ny test="https://directory.test"
{"hello": "world"}

HTTP/ 1.1 200 K
{"message": "good dog"}

A. 4. Request with data URI Signature-Agent
A Si gnature-Agent using data URI can be used to communi cate an
epheneral keys, as long as there is a chain to a certificate trusted

by the origin.

In this exanple, the directory is signed by exanple.com The CAis
sel f-signed, even though it MAY be part of an existing PKI.
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POST /f oo?par am=Val ue&Pet =dog HTTP/ 1.1

Host: exanpl e. com

Si gnat ure- Agent: ny_test="data: application/http-nmessage-signatures-directory; utf8, {\"keys
VLV kN VT OKPV Y N er vl M VM ED25519V Y, \ K dV o\ Y NFeVBst 6DXG- N35nHdz M i oWht dzNZghQSkj HN
MV WA ",V "V Jr QL) 5P_89i XES9- vIFgr | y29cl FOCC oPPsw3c5D0bs\ ", \"use\":\"sig\",\"nbf\": 171
2793600, \ "exp\ ": 1715385600, \ "x5c\ ": [\ "M | BYTCCAQagAW BAgl UFDXRG3pgZ6t xehQM2LT4aCql 3f OWCgY
| KoZl zj OEAW wFj EUVBI GALUEAWM_ZXhhbXBsZS5] b20wHhcNM UMNj Ez MTAOM Q<Whe NMz UnwNj EXMTAOM QxW Aa
MRgw-g YDVQQDDA9z dW uZXhhbXBs ZS5] b20wKj AFBgM ZXADI QAnt AuPk/ / z2JcRL368WCsj Lb1yUX0I L+g8+zDdz
k PRu6Nd MFs wCQYDVRO TBAI wADAOBg NVH@B BAf 8 EBAMCB4 AWHQYDVROOBBYEFKV3qaYNFbz (B1QM\4sal3+t 4RmoMB
8GALUdI wQYMBaAFFt wp5gX95/ 2N9L349x EbCEJ 17v UMA0 GCCq GSMA9BAMCAOKAMEYCI QC8r +GvvNnj | +zz CEDMOM
g9e8QLn0D0I ZXP+t | Dgah1UQ hAJHf f Lke9i EP1pUdmtoRLr g6bUqyLELi 5TH2t +BaagKv\ ", \ "M | Bc DCCARagAW
BAgl US502r | CXx@vvi | t Gdf e3f mX4pl wCgYI KoZl zj OEAWM wij EUMBI GALUEAWW.ZXhhbXBsZS5j b20wHhc NV Uw
Nj EzMTAOMTQz Whc NVz UMNj Ex MTAOMTI Qz W AVWWRQWEG YDVQQDDAL | e GFt ¢ GxI LmiNvb TBZMBMGBY q GSMA9AgEGCCq GS
MA9AWEHAOI ABEI | SPi Pt 4L/ t eyj dERSxyo0eVY+9b30+Xkj pM LMRcWkbEz RDEy41bi hcTnpSI LI nSVynTQ 9BQZq3
6QpCpJOnKj Q BAMASGALUd EWEB/ wQF MAVBASF 8wDg YDVROPAQH BAQDAg! EMBOGALUd DgQNBBRbcKe YF/ ef 9j f S9+P
cRGAhCde71DAKBggghkj OPQRDAgNI ADBFAI EAWTOgmLz NAvZu@BZb5Af t Q Zot q4Xe6GHz3+nJ04ybgoCl EEZt n1P
a+CChnmbWh12pi HIBKhO9TCAOf eTedi sbwzPW"]}]1}"

{"hello": "world"}

HTTP/ 1.1 200 K
{"message": "good dog"}
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Changel og
v04
* Change Signature-Agent to a sf-dictionary
* Add req flag on directory response
* Add nore contributors
v03
* Renove "purpose" field from web-bot-auth
v02
* Correct typos
v01l

* Update content-type from application/http-nessage-si gnatures-
directory to application/http-nessage-signatures-directory+json

* Add del egati on and chai ni ng exanpl es: full x5c chain, AlA
ext ension, and x5u

* Add inline directory exanple with data URI
* Fix well-known path in exanpl es
v0O0

* Jlnitial draft
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I nternet-Draft HTTP Message Signatures Directory Cct ober 2025
* Definition of Signature-Agent and its three supported URI https,
http, and data.
* Leverages JVKS as a directory fo HITP Message Signatures
* Wl | -known and content-type
Aut hor’ s Addr ess
Thi baul t Meuni er
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