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Abst ract

Thi s docunent introduces the concept of a Meta-layer: a progranmmabl e
coordi nation substrate that operates above content |ayers on the
Internet. The Meta-layer enables communities, individuals, and
agents to appear, annotate, and govern together in shared digital
space, independent of underlying platforns. It is not a replacenent
for existing web or transport protocols, but a conpl enentary
infrastructure that integrates with them The draft outlines the
motivation, term nol ogy, use cases, inplenentation nodel, risks,
security considerations, and potential |ANA registries for future
wor k.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction
The Internet has evolved froma document-sharing network into a
gl obal application substrate. However, it has never included a
shared | ayer for presence, annotation, provenance, and contextua
governance across domains. These functions remain fragnented,
i mpl emented in proprietary platfornms or plugins, wthout
interoperability or transparency.
The idea of a higher-level coordination or annotation | ayer above
content is not new
Vannevar Bush (1945) “As W May Think,” _The Atlantic Mnthly_,
i ntroduced associative trails—Iinked paths of thought that
presaged hypertext and the idea of connecting know edge above
docunent s.
Ted Nel son (1965) “Conpl ex information processing: a file structure
for the conplex, the changing and the indeterminate” introduced

hypertext as a precursor to a cross-page neta-|ayer.

Dougl as Engel bart (1968) “The Mother of Al Denmps” (FJCC, San
Franci sco) publicly denonstrated NLS with hypertext, on-screen
overlays, and view controls—effectively a | ayer above docunents.

Ti m Ber ners-Lee (2001) “The Semantic Web,” _Scientific American_,
franmed a data/neaning |ayer on top of the Wb, i.e., nmachine-
under st andabl e net adata | ayered over pages.

Marc Andreessen (2012) “Why Andreessen Horowitz Is Investing in Rap

Genius,” describing w despread web annotation as the m ssi ng
| ayer of the Internet.”
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The Meta-layer Initiative seeks to translate these |ongstandi ng
conceptual foundations into open, interoperable infrastructure under

| ETF stewardshi p—turning decades of vision into a standard that

i ntegrates presence, annotation, provenance, and governance as native
I nternet functions.

2. Pr obl em St at enent

Current | ETF protocols provide robust foundations for transport (TCP
QU O, security (TLS), and identity (QAuth, QA DC, SCIM. However,
the Internet still |acks standardized primtives for

* Presence: expressing who is here, under what rules, and with what
visibility.

* Annotation: attaching structured neaning (clains, challenges,
polls, bridges) to content across donains.

* Provenance: cryptographically linking contributions to identity
and cont ext.

* (QGovernance: enabling communities to conpose and enforce rules
transparently.

* Agent Containnent: running Al and automated processes inside
bounded, verifiable execution environnents.

Today, these behaviors exist only as fragnented features inside
proprietary platfornms. This results in interoperability gaps,

i nconsi stent privacy guarantees, lack of portability, and absence of
shared governance mechani sns.

VWil e the WBC Wb Annotation Data Mdel (2017) has defined a standard
format for content-level annotations, it does not address cross-
domai n interoperability, provenance, or rul e-based governance. The
Met a- | ayer conpl ements WBC s work by proposing a protocol-|eve
subst rat e—capabl e of operating across applications and domai ns—where
annot ati ons, presence, and governance can interoperate securely and
transparently.

The absence of such a substrate has | ong been recognized: the ability
to annotate and govern content was described as a “mnissing feature”

of the web browser, and calls to explore a “neta-environnment above

the page” have been made by early Internet pioneers. As Marc
Andreessen noted in “Wy Andreessen Horowitz Is Investing in Rap
Genius” (2012), this “missing layer” reflects a |ongstanding need for
i nt eroperabl e annotation infrastructure.
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These concepts build on the architectural vision outlined in “The
Met aweb: The Next Level of the Internet” (Bridgit DAO CRC Press/
Tayl or & Francis, 2023), which introduced the concept of a “neta-
| ayer above the webpage” as a civic and conputational trust
substrate. This draft operationalizes that vision for

standardi zation within the | ETF context.

3. Rel evance to the | ETF

This work aligns with several ongoing activities across |ETF Areas
and external web-standard bodi es.

3.1. Applications and Real -Tine (ART) Area

Defines application-layer primtives for presence, annotation, and
overl ays, conpl enmenting ongoi ng work such as MM (Messagi ng
Interoperability) and HTTP APIs. The Meta-layer’ s semantic and
cont extual overlay nodel conplenments WBC' s Wb Annotation work by
i ntroduci ng interoperable signaling, provenance, and governance
primtives at the Internet protocol I|ayer.

3.2. Security (SEC) Area

The Meta-|ayer depends on secure identity, accountability,

crypt ographi ¢ provenance, and trusted execution environments (TEEs).
It builds upon and extends existing work in QAuth, O DC, Privacy
Pass, and SCIMfor federated identity and access control; RATS
(Renpote ATtestation ProcedureS) and EAT (Entity Attestation Token)
for verifying trustworthiness of execution environnents; COSE (CBOR
Obj ect Signing and Encryption) and CFRG for cryptographic signing and
post-quantumresilience; and SU T (Software Updates for 10T) for

mai ntai ning verified code integrity within TEEs. TEEs are thus
positioned as security primtives within the | ETF SEC Area, ensuring
that agents in the Meta-layer execute in verifiable, policy-

constrai ned, and auditabl e contexts.

3.3. | RTF Research Groups

The governance and Al -contai nment aspects of the Meta-Ilayer overlap
wi th ongoi ng research in PEARG (Privacy Enhancenents and Assessnents
RG and RASPRG (Research and Anal ysis of Standard-Setting Processes
RG. The initiative can also contribute to | RTF and | AB wor kshops on
Al accountability, provenance, and sustai nabl e governance nodel s.
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3.4. Ceneral Area (GEN)

Since the Meta-layer crosses multiple areas (ART, SEC, OPS, |IRTF),
GEN-Di spatch is an appropriate venue to discuss scope and determ ne
whet her a dedi cated Wrking Goup (W5 or Research Group (RG is
war r ant ed.

3.5. Collaboration with WBC and O her Bodi es

The Meta-layer ains to be conplenentary to ongoing efforts in WBC
(e.g., Wb Annotation, ActivityPub, and provenance standards) and
ISOIEC JTCL Al frameworks, by providing a network-|ayer and
governance substrate that ensures interoperability, accountability,
and trust across ecosystens.

4. Term nol ogy
(Working definitions)

Overlay Semantic/visual |ayer rendered above digital content,
carrying presence indicators, tags, and interactions; governed by
community rul e nodul es

Smart Tag Typed, structured annotation (e.g., note, claim
chal  enge, poll, bridge); signed, timestanped, interactive,
filterable.

Bridge Semantic link connecting two pieces of content (support,
chal | enge, context) across domains.

Presence Identity expression in digital space, scoped by context and
rul es (visible, pseudonynous, invisible).

Governance Modul e Conposable |ogic defining rules for interaction,
noder ation, participation, and policy enforcenment within an
overl ay.

Agent  Aut omated or sem -aut ononous process (Al, bot, scripted
service) operating within the Meta-layer under policy constraints.

TEE (Trusted Execution Environnent) Secure, attestable runtine
contai ner for agent execution, supporting constraints, |ogging,
attestation.

Provenance Verifiable origin, context, and authorship of
tags/ acti ons/agent behaviors via signed netadata and tinestanps.
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5. Inplenmentati on Mdel
The Meta-|ayer operates above existing content w thout requiring
fundanental Web changes. Functions are delivered via extensions,
SDKs, and open APIs.

5.1. Browser Extensions & Presence SDKs
Li ght wei ght ext ensi on or enbeddabl e SDK renders overl ays on exi sting
sites. Overlays carry smart tags, presence, governance.
I nt eroperabl e and governed by open registries (unlike closed
annot ati on tool s).

5.2. Enbedded Conponents in Wb Applications
Sites integrate Meta-layer widgets or franes (e.g., a semantic
sidebar in e-learning portals) via web-enbed SDK. No browser
installation required for end users in these contexts.

5.3. Federation Across Domai ns

Identity, tags, and governance rules are portable. Provenance
(signatures, tinestanps) ensures authenticity across donmins.

5.4. Trusted Execution for Agents

Agents operate in bounded execution environments (e.g., TEEs) with
policy-defined capabilities, rates, and auditabl e |ogs.

5.5. Open APlIs & Devel oper Onranps
APl s expose registries for tag types, badge schemas, governance
modul es. Third parties define new tag types, build overlays, or fork
rule nmodules. Interop via stable identifiers (I ANA-registered if
st andar di zed).

5.6. Progressive Depl oynent
Early opt-in communities (e.g., research/fact-checking overl ays)
Later: native integrations once interop/security are proven. No
"flag day"—coexists and increnentally extends today’ s Internet.

6. Use Cases
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6.1. Safe Digital Space
Federated identity, proof-of-humanity, and contextual filters enable
communities to restrict participation (e.g., verified humans; scoped
agent perm ssions) and create bot-resistant, trustable interaction
zones.

6.2. Cross-Site Knowl edge & Interaction Flow

Smart tags and bridges nake annotations portable and filterable
across sites, building shared know edge graphs with provenance.

6.3. Agent Contai nnent
Agents run in attested TEEs with | ogged behaviors and community-
defined perm ssi ons—preventing unbounded automati on and interaction
whi | e enabling useful collaboration

7. Risks and Mtigation

* ldentity fraud and bots: federated identity, contextua
privileges, proof-of-hunanity (when needed).

* (Covernance capture: nodul ar rul e nodul es, open registries, and
f or kabl e governance

* Annotation spam or overload: attention-based rendering, overlay
noderation, reputation weighting, rate limts.

* Privacy | oss: scoped presence, pseudonymity, user-controlled
visibility, data-mnim zing defaults.

*  Fragnmentation: shared registries for tag types, governance
nmodul es, and senmantic formats, with roomfor extensions or forks.

8. Security Considerations

* ldentity and Authentication: |everage QAuth, O DC, SCIM Privacy
Pass.

* Cryptographic Provenance: sign and tinestanp tags and bri dges;
consi der hybrid/ post-quantum al gorithnms over tine.

* Agent Contai nnent: bounded TEEs or verifiable sandboxes with
attestation and enforceabl e policy.

* Privacy: opt-in presence and annotation; scoped visibility;
m nimze netadata exposure.
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* Registries and Extensions: standardi zed, auditable registries
(designated expert review) to prevent identifier squatting or
abuse.

9. | ANA Consi derations

No i mmedi ate | ANA actions requested. |f standardized, potential new
regi stries include:

* Meta-layer Smart Tag Types Registry (e.g., note, claim bridge,
pol 1, chall enge).

* Governance Mdul e Registry (reusable rule nodules for
overl ays/ partici pati on/ noderati on).

* Badge and Rol e Types Registry (noderator, validator, scribe,
etc.).

Regi stries shoul d bal ance extensibility with security and
interoperability, using clear specification references and
desi gnat ed- expert revi ew.
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