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Abst r act

This meno defines Tai stanp, an HTTP-accessi bl e service that returns
the current time as a TAI 64N | abel, optionally signed with Ed25519.
The service is reached at the well-known URI /.well-known/taistanp
and is intended for clients that need an authenticated wall-cl ock
readi ng wi thout running an NTP stack or relying on the client’s own
clock for TLS certificate validation. The signing schene uses a

| engt h- prefi xed, dommai n-separated fram ng and publishes verification
keys as DNS TXT records in a DKIMinspired sel ector |ayout.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Novenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1.

2

2

I nt roducti on

Many small clients need an accurate wall-clock reading to validate
certificates, evaluate signature freshness, or stanp |ocal events.
Two common sources fall short:

* An NTP client is intrusive on constrained or sandboxed runti nes
and exposes the device to a separate trust domain.

* TLS does not provide an explicit authenticated time value to the
client; certificate validity checks depend on the client’s
exi sting clock rather than establishing a trustworthy tine
r eadi ng.

Tai stanp addresses these by serving the current time as a 25-byte

TAI 64N [ TAI 64] | abel over HTTP, with an optional Ed25519 [ RFC8032]
signature bound to a client-supplied nonce. Verification keys are
published in DNS as TXT records under a DKI Mstyle [ RFC6376]

sel ector, so keys can be rotated without coordinating with clients.

The protocol is deliberately small. A compliant inplementation fits
in a single HTTP request handl er, has no state beyond its signing
key, and is independent of any specific HITP framework or runtine.

Desi gn Rational e
1. Wy HTTP

HTTP is avail abl e everywhere a network connection is. Browsers,
serverless runtinmes (Coudflare Wrkers, AW Lanbda, Deno Depl oy),
edge nodes, and CDN origins can all serve and consune HTTP wi t hout
additional infrastructure. Port 443 (or 80) is open where UDP 123
(NTP), UDP 2002 (Roughtinme, port assignment pending), and UDP 4014
(TAI CLOCK [ TAI CLOCK]) are conmmonly firewalled. A compliant Taistanp
server requires nothing beyond a single request handler; a conpliant
client requires nothing beyond an HTTP library, both of which exist
in every |language and runtine in conmon use today.

Tai stanp works over plain HITP. The Ed25519 signhature provides

aut hentication and integrity at the application |ayer, independent of
the transport: any in-transit nodification breaks the signature, and
a client-supplied nonce prevents replay. These guarantees apply only
to responses bearing a valid TAlI-Signature matching a request TAI-
Nonce. A network attacker who cannot forge the signature can at nost
drop or delay responses, which is a denial of service rather than a
security breach.
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TLS [ RFC8446] is RECOMMVENDED. It adds transport confidentiality
(hiding that a client is querying for time and from which server) and
an additional |ayer of integrity. \Were used, the two |ayers are
conpl enentary: TLS protects the channel, the Ed25519 signature
protects the clai mindependently of which certificate authority

i ssued the server certificate.

The server is stateless beyond its signing key. This is a deliberate
design goal: a statel ess handl er can be deployed as a CDN edge
function, a serverless worker, or behind a | oad bal ancer with no
session affinity or shared state.

Tai stanp is transported over TCP-based HTTP, which rul es out UDP-
styl e spoofed-source anplification. The protocol-mandated fields of
a signed response contribute at nost approxi mately 530 bytes at
maxi mum field | engths, excluding transport fram ng and any headers

added by internediaries — the response body is a fixed 25 bytes, and
t he protocol -defi ned headers (TAlI-Nonce echo, TAI-Signature, TAl-Key-
Sel ector, TAI-Leap-Seconds) account for the remainder — an attacker

cannot induce a response neaningfully larger than the request, so
Tai stanp is not usable as an anplification vector

2.2. Wiy DNS-Based Key Discovery

Roughti me [ Roughtine] addresses the same authenticated tine problem
but distributes trust differently: clients ship with a configured
list of trusted server public keys. Key rotation therefore requires
a client update or a coordi nated key-distribution mechani sm outside
t he protocol

Tai stanp operators instead publish verification keys as DNS TXT
records under a DKIMinspired [ RFC6376] sel ector scheme; they rotate
a key by publishing a new TXT record under a new sel ector and
reconfiguring the server, with no client coordination required. A
client that has cached a signed response can continue to verify it as
long as the TXT record at the old selector remains in DNS. DNSSEC

[ RFC4033] protects the key material end-to-end and is strongly
recomrended where the operator controls a signed zone.

Thi s approach deliberately trades the ecosystem | evel m shehavi our
detection that Roughtine’s nulti-server cross-checking provides for
sinmpler, decentralised deployability: any operator with a domai n nane
and an HTTP endpoint can run a Tai stanp server w thout registering
with a central authority.
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2.3. Wy TAI 64N

PCSI X time and UTC both adnmit | eap seconds, nmking a given second
anbi guous: a tinmestanp of 23:59:60 is legal in UTC but neaningless in
nmost system cl ocks, which either snear the |eap or repeat the |ast
second. For applications that check certificate validity w ndows or
eval uate signature freshness, an anmbi guous second is a correctness
hazard.

TAl [TAI64] is strictly nonotonic. TAI64N encodes TAl seconds and
nanoseconds in a fixed 25-byte ASCI| |abel with no anbiguity at any

| eap- second boundary. The TAI - Leap- Seconds header carries the of fset
as informational guidance; clients requiring UTC equi val ence MUST
source the offset froma trusted table rather than fromthe server
(see Section 10.6).

2.4. Wiy the External Representation

TAI CLOCK [ TAI CLOCK] encodes tinestanps as 16 bytes of binary TAI 64NA
(8 bytes of seconds, 4 of nanoseconds, 4 of attoseconds). Taistanp

i nstead uses the TAI 64N external representation [TAI64]: the ASCII
character @foll owed by 16 | owercase hexadecimal digits for the
seconds field and 8 for the nanoseconds field, totalling 25 bytes.

The 9-byte difference over TAICLOCK s binary encoding arises from
three sources: the @l eader (+1 byte), hex-expanding the 8-byte
seconds field to 16 ASCII digits (+8 bytes), and hex-expandi ng the
4- byt e nanoseconds field to 8 ASCII digits (+4 bytes), offset by
dropping the 4-byte attosecond field that TAI64NA carries and TAI 64N
omts (-4 bytes).

The choice is driven by the HITP context. A hex-encoded ASCI| | abe
is trivially inspectable with curl, safe to log as plain text, and
requires no additional encoding in an HTTP response body. The 9-byte
overhead over binary is negligible in an HITP exchange. Attoseconds
are omitted because no depl oyed cl ock provi des sub-nanosecond

resol ution.

2.5. Wy Ed25519

Ed25519 [ RFC8032] was chosen for three reasons. First, verification
is fast and keys and signatures are conpact: a public key is 32 bytes
and a signature is 64 bytes, keeping the signed response small and
the verification cost negligible on constrained clients. Second,
signing is deterministic — no per-signature random nonce is required,
whi ch renoves an entire class of inplenentation hazard present in
ECDSA. Third, Ed25519 has no negotiable parameters; there is nothing
to downgr ade
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2.6. Wy Nonce-Based Anti-Repl ay

An alternative to a client-supplied nonce would be a server-enforced
freshness wi ndow. reject any response ol der than N seconds. This
approach is circular: it requires the client to have an approxi mately
correct clock already, which is precisely the precondition Taistanp
is designed to avoid.

A client-supplied nonce breaks the circularity. The client need have
no prior know edge of the tine; it generates an unpredictable val ue,
sends it in the request, and the server’s signature binds the
returned |l abel to that value. A replayed response froman earlier
exchange will carry a different nonce and the signature will not
verify.

2.7. Precision Expectations

The TAI 64N fornmat encodes nanoseconds, but server inplenentations are
commnly limted to mllisecond resolution. Runtinmes such as

Cl oudfl are Wirkers deliberately freeze the clock at the last /0O
boundary as a Spectre mitigation; no sub-mllisecond source is
avai l able. dients SHOULD NOT assume that the nanosecond field
carries sub-nmllisecond information; in practice the |ast six decinal
digits of the nanosecond val ue are often zero.

2.8. Non- Goal s

Tai st anp does not synchronise or discipline a |local clock; callers
MUST treat the returned | abel as a single neasurenent subject to
network round-trip uncertainty. It does not protect against a server
operator who deliberately signs an incorrect time: the signature
attests to what the server clainmed, not to the accuracy of its clock.
It does not provide confidentiality; TLS [ RFC8446] SHOULD be used
when confidentiality of the query or response is required. It is not
a docunent tinmestanping service in the sense of RFC 3161 [ RFC3161]:
it timestanps nonents, not artefacts.

3. Rel ation to O her Protocols

*TAICLOCK [TAICLOCK]* is D. J. Bernstein' s UDP-based TAI 64N tine
service (I ANA port 4014). A client sends a packet between 20 and 256
byt es whose first four bytes are the ASCII string ctai; the server
echoes the packet with the first byte replaced by s and bytes 419
replaced with the current tine in TAI64NA format. TAICLOCK is the

di rect conceptual predecessor of Taistanp: both serve TAI 64N

ti mestanps on denmand. Taistanp differs in using HTTP (depl oyabl e
over existing HTTPS infrastructure, no dedi cated daenon), adding
optional Ed25519 signatures, and publishing keys via DNS rather than
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relying on the transport for integrity.

*RFC 5905 (NTP) [RFC5905]* synchronises a |ocal clock continuously
over UDP, adjusting for network delay across nultiple exchanges.

Tai stanp nakes no attenpt to discipline a local clock; it provides a
singl e authenticated reading that the caller treats as a neasurenent
subject to one round-trip tine.

*RFC 8915 (NTS) [RFCB915]* adds cryptographic authentication to NTP
usi ng TLS for key exchange and AEAD for packet authentication. NTS
inherits NTP's requirenent for a dedicated daenon and UDP port 123.
Tai stanp targets runtines where neither is avail able.

*RFC 3161 (TSP) [ RFC3161]* is a docunent timestanping protocol: a
client submts a hash of a document and receives a signed token
attesting that the docunent existed at a given tine. TSP tinmestanps
artefacts; Taistanp tinestanps nonents. The two protocols are

conpl enentary rather than overl appi ng.

*Roughtine [Roughtine]* is an authenticated time protocol that also
uses Ed25519 signatures and is designed for constrained clients. It
operates over UDP, distributes trust via a configured |ist of server
public keys, and detects m sbehaving servers by conparing tinmestanps
and accuracy radii across multiple providers. Taistanp is sinpler
and nore narrowy scoped: a single HITP endpoi nt, DNS-based key

di scovery, and no ecosystem coordination requirenent.

4. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The ternms "TAI" and "TAI 64N' are used as defined in [ TAI 64].

The term"selector” is used in the DKIM sense [ RFC6376]: an opaque,
host - scoped | abel that selects one verification key from possibly
many published under the sanme host.

The term"client" refers to any HITP agent that fetches the Taistanp
resource at /.well-known/taistanp.

The term"verifier" refers to a client that perforns signature
verification on a Tai stanp response.
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HTTP field values defined in this docunment use Structured Field
Val ues [ RFC9651]. Type annotations (Integer, Binary, Token) refer to
the itemtypes defined in that specification.

5. Resource
A Tai stanp service is reached at the well-known URI [RFC8615]:
/. well -known/taistanp

A request URI MJST be the exact path above. Query strings, if any,
are ignored by this version of the protocol and MJUST NOT change the
response.

5. 1. Met hods

A server MJST accept GET and HEAD. A server that supports CORS (see
Section 5.2) MJST al so accept OPTIONS; a server without CORS support
MAY accept OPTIONS. A server MJST respond 405 Method Not Al lowed to
any nethod it does not accept. The Allow header on a 405 response,
and on a successful OPTIONS response, MJST enunerate the methods the
server accepts ([RFC9110], Section 10.2.1): a server that accepts
OPTIONS enits All ow GET, HEAD, OPTIONS; one that does not enits
Al |l ow. GET, HEAD.

A HEAD response MUST NOT include a body and MIST carry the sane
headers as the correspondi ng GET response, with the exception that
TAIl - Nonce, TAI -Key-Sel ector, and TAI-Si gnature MJST NOT be present.
Because t he signed payl oad covers the response body, a signature
cannot be verified without it; HEAD is therefore useful only as a
Iiveness or configuration probe. Note that this nakes HEAD responses
non- equi val ent to the correspondi ng GET response in the sense of

[ RFC9110] Section 9.3.2; carrying an unverifiable signature on a
bodyl ess response woul d be m sl eadi ng.

OPTI ONS responses MJST NOT carry any TAl-* response header and MJST
NOT be si gned.

5.2. Cross-Origin Resource Sharing
A Tai stanp server intended for access from browser pages SHOULD
respond to OPTIONS requests with status 200 and the foll ow ng
header s:
* Access-Control-AllowOrigin: * (or a site-specific origin policy)

* Access-Control - Al | ow Met hods: GET, HEAD
* Access-Control - Al | ow Headers: TAI-Nonce

Mery & Nagy Expi res 20 Novenber 2026 [ Page 8]



I nternet-Draft Tai st anp May 2026

* Access- Control - Expose- Headers: TAI - Leap- Seconds, TAI - Nonce, TAI-
Key- Sel ector, TAI-Signature
* Access-Control - Max- Age: 600 (or a higher operator- chosen val ue)

A browser making a cross-origin request that includes the TAI-Nonce
header will send an OPTIONS preflight before the actual GET; w thout
the appropriate Access-Control -* response headers the browser wll

bl ock the request. Non-browser clients are unaffected.

Servers SHOULD enit Access-Control - Max-Age with a value of at | east
600 seconds. Pre-flight responses carry no per-request data and are
safe to cache for the lifetime of the depl oyed CORS configuration.
In the absence of this header, browser pre-flight cache lifetines
diverge significantly across inplenmentations, which may cause a pre-
flight request to precede every cross-origin GET in high-traffic
depl oynent s.

5.3. Successful Response
A successful GET response has status 200 OK and a body consisting of
exactly 25 ASCI| bytes: the TAI 64N external representation of the
server’'s current tine, formatted per [TAI 64]:

'@ hex16(seconds-since-TAl -epoch) hex8(nanoseconds)

where hex16 and hex8 denote 16 and 8 | owercase hexadecimal digits
respectively. The leading @is literal

The foll owi ng headers MUST be present:

| Header | Val ue |
[} e ——————— Ll —(—(———————————
| Content-Type | application/tai64n |
e +
| Content-Length | 25 |
I e meeeeemeaaeeaeas +
| Cache- Control | no-store |
o e e e e oo oo o e e e e e oo - +
| TAI-Leap-Seconds | sf-integer, e.g. 37

+

Table 1

TAl - Leap- Seconds carries the offset, in seconds, between TAl and UTC
at the nonent of the response, as a Structured Field Integer

[ RFC9651]. | eap-seconds emitted MJST be a non-negative integer in [0,
27r32-1]; sf-integer supports values up to £10715 but val ues outside
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[0, 2732-1] cannot be encoded in | eap-u32be. A verifier that
recei ves a TAl - Leap- Seconds val ue outside this range MJST treat the

response as unsigned. Its value is included in the signed payl oad as
| eap-u32be (see Section 6.1). A server MJST emt it on every
successful response. It is a singleton field (Section 5.5 of

[ RFC9110]) and MUST NOT appear nore than once in a response. A
reci pi ent that encounters nore than one instance MJST treat the field
as absent per Section 4.2 of [RFC9651]; the recipient then has no
server-supplied TAl-to-UTC offset for this response and MJUST treat
the response as unsigned regardl ess of whether TAI-Signature is
present.

5.4. Nonce Echo

A client MAY send a request header TAI-Nonce carrying an opaque byte
string encoded as a Structured Field Binary [RFC9651]. |If present on
a CET request, the server MJST include a TAI-Nonce response field
whose sf-binary val ue encodes the sane octet sequence as the request
field. TAI-Nonce is a singleton field (Section 5.5 of [RFC9110]) and
MUST NOT appear nore than once in a request or response. A recipient
that encounters nore than one instance MJST treat the field as absent
per Section 4.2 of [RFC9651]. A server that treats a request TAl-
Nonce as absent for this reason MJST NOT sign the response. A server
MAY i nstead respond with 400 Bad Request when a request contains
duplicate TAl-Nonce fields. A client that treats a response TAl-
Nonce as absent MJST treat the response as unsigned regardl ess of
whet her TAI-Signature is present.

A server MJST NOT interpret the nonce. |If a server receives a TAl-
Nonce that is a nmalfornmed sf-binary it MIUST treat the field as absent
and MJUST NOT sign the response. The decoded sf-binary val ue MUST
contain at least 7 octets and MJUST NOT exceed 129 octets. Wen
serialized as sf-binary, these correspond exactly to field val ues of
14 octets (: + 12 base64 + padding + :) and 174 octets (: + 172
base64 + :) respectively; inplementations MAY reject on wire length
bef ore decoding as an optim sation, but the normative check is on
decoded | engt h.

The | ower bound of 7 decoded octets provides sufficient client-
supplied entropy for the replay defence in this section. The upper
bound of 129 decoded octets caps the nonce's contribution to overal
response size; conbined with the 25-byte body and the other protocol -
defined response headers, the protocol -mandated fields contribute at
nmost approxi mately 530 bytes in total, excluding transport fram ng
and i nternedi ary-added headers. Inplenentations that require |arger
nonces for conpatibility with a higher-entropy convention may
negotiate a future extension; this version of the protocol holds the
bounds fixed for interoperability.
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A server that receives a TAl-Nonce outside this range MUST NOT sign
the response. A zero-length or syntactically enpty field value is
bel ow t he m ni mum and MJST be treated as absent. dients SHOULD
choose nonces that are unpredictable to a network observer when
freshness matters; 16 random bytes encoded as an sf-binary value are
sufficient for typical use.

When a client included a TAI-Nonce in the request, the trust |evel of
the response is determned as follows. |If the response carries no
TAl - Nonce field, the response is Plain (level 0) regardl ess of

whet her a signature is present; a conformant server only signs
responses that echo a nonce (see Section 6), so any signature in such
a response MUST be ignored. |f the response carries a TAl-Nonce
whose decoded octets do not match the request nonce, the response is
I nconsi stent (level -1) and MJUST be rejected regardl ess of signature
state. |If the response carries a TAl-Nonce whose decoded octets

mat ch the request nonce, the trust |evel depends on the key/signature
state as defined in Section 8. The key/signature state is

Unr esol vabl e when TAIl - Key-Sel ector is mal forned or present but does
not resolve in DNS. These cases are sumrmarised in the follow ng

tabl e.

o a o S oo s oo s Fomm o - +
| Response nonce | Matches | Key/Sig | Qutcone | Level

o a o S o e e o - o e e o - S +
| Absent | NA | Any | Plain | O |
| Present | No | Any | I'nconsistent | -1 |
| Present | Yes | Absent | Unique | 1 |
| Present | Yes | Mal formed | Unique | 1 |
| Present | Yes | Unresolvable | Unique | 1 |
| Present | Yes | I'nvalid | I'nconsistent | -1 |
| Present | Yes | Vvalid | Signed | 2 |
o e S R o e e - o e e - R, +

Figure 1: dient trust |evel by response nonce and key/signature
state.

A network attacker who strips the TAI-Nonce fromthe outgoing request
causes the server to respond at level 0. A client that requires

I evel 1 or above treats this as a denial of service; a client that
accepts level 0 receives no freshness guarant ee.

6. Signing
A Tai stanp service MAY be configured with an Ed25519 [ RFC8032]

signing key and a selector. \When both are configured, the server
signs every response that carries a TAl-Nonce
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A signed successful response carries two additional headers:

[} gl ———————— e —p—_—————————————————(—(—(————————r
| Header | Val ue |
[ et sl e el
| TAI-Key-Selector | the selector, as an sf-token |
I T T +
| TAI-Signature | the Ed25519 signature, as an sf-binary |
o e e e e oo oo oo e m e e e e e e e e e e e e e e e e e ma o - +

Table 2

The sel ector MJUST match the followi ng ABNF production [ RFC5234]. The
grammar is constrained to the subset of DNS LDH | abel s ([ RFC1035]
Section 2.3.1) that are also valid sf-tokens ([ RFC9651]); the

| eadi ng- ALPHA requirenent follows from sf-token, not from DNS al one,
because sf-token requires its first character to be ALPHA or *

([ RFC9651] Section 4.1.7), excluding digit-leading |abels that DNS
woul d ot herw se pernmit:

selector = ALPHA [ *61( ALPHA/ DIGT / "-" )
( ALPHA/ DA T ) |

TAl - Key- Sel ector is a singleton field (Section 5.5 of [RFC9110]) and
MUST NOT appear nore than once in a response. A recipient that
encounters nore than one instance MJST treat the field as absent per
Section 4.2 of [RFC9651]; the response MJST then be treated as

unsi gned.

TAl-Signature is a singleton field (Section 5.5 of [ RFC9110]) and
MUST NOT appear nore than once in a response. A recipient that
encounters nore than one instance MJST treat the field as absent per
Section 4.2 of [RFC9651]; the response MJST then be treated as

unsi gned.

A response that carries TAlI-Signature w thout TAI-Key-Sel ector MJST
be treated as unsigned; the absent selector yields key/signature
state Absent, as if no signature were present.

6.1. Franed Payl oad

The signed payload is the concatenation, in order, of the follow ng
fields:
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domai n-t ag "tai stamp-v1" %00

| abel - byt es = 25 octets ; the response body
| eap- u32be = 4 octets ; TAI-Leap-Seconds,
; bi g- endi an unsi gned
selector-len = 1 octet ; length of selector-bytes, 1..63
sel ector-bytes = 1..63 octets ; the selector, ASCI
nonce- byt es = octets ; decoded sf-binary octets

; of the TAI-Nonce field val ue

payl oad = domai n-tag | abel -bytes | eap-u32be
sel ector-len sel ector-bytes nonce-bytes

nonce-bytes is the octet sequence obtained by parsing the TAI-Nonce
field value as an sf-binary item per [ RFC9651] and decodi ng the
base64 value. The textual representation of the field is not part of
the signed input; only the decoded bytes are signed.

The trailing NUL on domain-tag is significant: it prevents extension
of the tag into adjacent bytes by an attacker who controls the
prot ocol version string.

The selector is length-prefixed by a single byte. A downgrade
attacker who rewites TAI-Key-Selector on the wire cannot match an
exi sting signature without also matching its length, as the signature
is bound to the exact payload including the length byte; forging a
valid signature for a different selector length is conputationally

i nf easi bl e under the existential unforgeability of Ed25519

The nonce occupies the tail of the payload. |Its length is therefore
self-delimting: a verifier conputes nonce-bytes fromthe decoded
TAIl - Nonce sf-binary value and appends it as the final payl oad
component, with no explicit length field required.

6.2. Wen to Sign

A server MUST sign a response if and only if all of the follow ng
hol d:

The server is configured with a key and sel ect or
* The request carried a TAI-Nonce header
* The response is a 200 to GET.

A request without a nonce MAY receive an unsigned response even when
the server is configured to sign. This allows |ightweight unsigned
probes to coexist with authenticated reads, though the response
itself MJUST renmin Cache-Control: no-store because the |abel is tine-
sensitive
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6.3. Internediary Handling

An internediary (proxy or gateway) that forwards a Taistanp request
or response MJST forward the TAI-Nonce, TAI-Leap-Seconds, TAI-Key-
Sel ector, and TAl-Signature fields intact and MUST NOT nodify or
remove them Stripping or rewiting TAI-Nonce on a request prevents
the server from signing the response. Stripping or rewiting any of
the response fields prevents the client fromverifying the signature.

These requirenents apply to Taistanp-aware internediaries. GCeneral-
pur pose proxies that do not recognise TAI-* fields may strip or
nmodi fy them wi thout violating their own specifications. Operators
who require signed responses SHOULD avoi d pl aci ng non-transparent
intermedi ari es between client and server, or verify that any
intermediaries are configured to forward these fields intact.

7. Key Publication

This section applies only to servers configured with a signing key
and sel ector.

A server publishes its verification key as a DNS TXT record. The
owner name is

<selector> ". taistanp." <host>

where <host> is the authority conponent of the URL at which /.well-
known/tai stanp is served, and <selector> is the value the server
emts in TAI-Key-Sel ector.

The TXT record value is a single string, of length at nost 255
octets, formatted as a tag-value list in the DKIM DMARC styl e

v=tai l; k=ed25519; p=<base64-of-32-raw pubkey- byt es>

| Tag | Val ue |
| v | Protocol version. tail for the framng in this docunent.
+----- o +
| k | Key algorithm ed25519 is the only algorithmcurrently |
| | defined.

Hommm- T T e +
| p | Public key, standard base64 of the 32 raw Ed25519 public

| | key bytes. |
+----- o +

Tabl e 3
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Parsing is done as specified in Section 3.2 of [RFC6376]. A verifier
MUST treat unknown tags as informational. A verifier MJST treat an
unknown v or k as an unrecoverable failure for that selector and MJST
NOT fall back silently.

7.1. Key Rotation
Key rotation follows a publish-then-switch-then-retire sequence.

Qperators SHOULD choose a DNS TTL for the TXT record that bal ances
query | oad agai nst key rotation speed. A TTL between 3600 seconds (1
hour) and 86400 seconds (24 hours) is RECOVWENDED for stable keys.
When an operator plans to rotate a key, they SHOULD | ower the TTL of
the existing TXT record well in advance of the rotation to ensure
that verifier caches clear quickly once the new key is depl oyed.

*Publ i sh.* The operator publishes a new TXT record under a new
selector and waits at |east one DNS TTL interval for propagation
before reconfiguring the server.

*Switch.* The server is reconfigured to sign responses with the new
key and sel ector.

*Retire.* The old TXT record SHOULD renain in DNS for at |east one
DNS TTL interval after the switch, to allow verifiers that cached the
old record to conplete any in-flight verification. The old TXT
record MAY then be renoved.

7.1.1. Verifier Key Caching

A verifier MAY cache the parsed public key for a selector. Verifiers
MUST respect the DNS TTL returned by the resolver and MJUST NOT use a
cached entry beyond that TTL. Verifiers MJST NOT apply a hardcoded
m ni mum or maxi num cache lifetime that overrides the TTL set by the
authoritative operator. |If verification of a cached key fails, the
verifier SHOULD re-fetch the TXT record once before treating the
signature as invalid.

7.1.2. Key Revocation

If a signing key is conpronised, the operator MJST renove its TXT
record i mmedi ately, without a retirenent period. Renpbving the TXT
record is the only revocati on nechani smdefined by this protocol; no
out - of - band revocati on channel is specified.

Verifiers that have cached the public key will continue to accept

signatures made with it until their cached entry’'s DNS TTL expires.
The exposure wi ndow i s therefore bounded by the TTL renmining on the
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cached entry at the nmonent of revocation. Operators who require
rapid revocati on SHOULD configure a short TTL on key records,
accepting the trade-off of increased DNS query | oad.

8. Trust Levels

A Tai stanp response is assigned one of four trust |evels, conbining
the nonce echo result and the key/signature state.

*Level 2 — Signed.* The response TAl-Nonce nmatches the request nonce
and the TAI-Signature verifies against the public key resolved from
TAl - Key- Sel ector. The time value is both fresh and aut henti cat ed.

*Level 1 — Unique.* The response TAI-Nonce matches the request nonce,
but the signature is absent, the TAI-Key-Selector is malforned, or
the TAI -Key-Sel ector does not resolve in DNS. The tine value is
fresh but unauthenticated. A malformed or unresol vabl e sel ector

i ndicates a configuration error or that the signing key has not yet
propagated in DNS; this is a soft degradation, not a failure.

*Level 0 — Plain.* The response carries no echoed TAI-Nonce. The
time value carries no freshness or authentication guarantee fromthis
pr ot ocol

*Level -1 — Inconsistent.* Either the response TAl-Nonce is present

but does not match the request nonce, or the TAI-Key-Sel ector
resol ves but the TAI-Signature does not verify. The response MJIST be
rej ected.

A client MJUST NOT use a response at trust level -1. Wether a client
accepts level O or level 1 when a higher level is expected is an
application policy decision outside the scope of this docunent.

9. Verification

This section applies when the response carries both TAI-Key- Sel ect or
and TAI-Signature. A verifier reads the response and reconstructs
the framed payl oad as defined in Section 6. The verifier MJST

1. Confirmthat the decoded sf-binary octets of the response TAl-
Nonce mat ch those of the request TAI-Nonce

2. Confirmthat the TAI-Key-Selector value is a well-formed sel ector
mat chi ng the ABNF in Section 6.

3. Resolve the TXT record at <sel ector>. taistanp. <host> and parse
the v, k, and p tags.

4. Verify the Ed25519 signature using the public key fromp over the
franmed payl oad.
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10.

10.

10.

10.

Each step produces a trust |evel outconme. |If step 1 fails (nonce

m smat ch), the response is Inconsistent (level -1) and MJST be
rejected. If step 2 fails (malformed selector) or step 3 yields no
DNS record (unresol vabl e sel ector), signature verification stops and
the response is Unique (level 1). |If step 4 fails (signature does
not verify), the response is Inconsistent (level -1) and MJUST be
rejected. If all four steps succeed, the response is Signed (leve

2). Trust levels are defined in Section 8.

Verifiers MJST use the strict verification procedure described in
Section 5.1.7 of [RFC8032].

Security Considerations
1. Threat Model

Tai stanp authenticates a single tinme reading at the nonent a client
asks. It does not establish a long- running synchronised cl ock and
does not bound network delay; a client is responsible for treating
the returned | abel as a neasurenent subject to the round-trip time of
its request. The trust |level franmework (see Section 8) expresses the
conbi ned freshness and aut hentication guarantees that a response
carries.

2. Replay

A response is bound to its request only via the TAI-Nonce echo and
its inclusion in the signed payload. A client that omts the nonce
receives a Plain (level 0) response with no freshness guarantee. A
client that reuses a nonce across requests gains no replay protection
even at level 1 or 2, since the nonce no |onger uniquely identifies
the exchange. dients SHOULD generate a fresh, unpredictable nonce
for each request.

Replay protection is scoped to the client’s own nonce uni queness
enforcenment. The protocol does not prevent a recorded request/
response pair frombeing presented to a second application that does
not track nonce lifecycle. dients SHOULD treat each Uni que (I eve
1) or Signed (level 2) response as valid for a single use and SHOULD
NOT accept a response whose nonce was issued by a previous request.

3. Donmmin Separation

The tai stanmp-v1%00 prefix prevents an Ed25519 key configured for
Tai stanp from being i nduced to sign a nessage valid under another
protocol that happens to enbed the sane suffix. Operators MJST NOT
reuse a Taistanmp signing key for any other purpose.
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10.

10.

10.

10.

4, DNS Trust

A Signed (level 2) response reduces to trusting the DNS | ookup of the
TXT record at <selector>. taistanp.<host> A verifier that does not
val i date DNS responses (for instance via DNSSEC or a trusted resol ver
path) is vulnerable to a DNS attacker who can substitute a public key
and then sign responses with the corresponding private key, producing
a forged tinme value that verifies successfully. Unlike DKIM where
key substitution causes verification failures, here it enables

conpl ete spoofing. Wthout authenticated DNS, a response that
appears Signed (level 2) provides no stronger guarantee than Uni que
(level 1). A Unique (level 1) response does not involve DNS key
resolution and is therefore not subject to this attack, though it
provi des no key authentication

Qperators SHOULD publish under a DNSSEC-si gned zone. \Verifiers
SHOULD val i dat e DNSSEC si gnatures or use a resolver path that
provi des equi val ent guar ant ees.

5. dock Manipul ation

A signature attests that the server emtted a given label; it does
not attest that the server’'s clock is correct. An operator whose
clock is drifting or deliberately set wong will sign whatever |abe
its clock produces. dients that depend on Tai stanp for high-stakes
deci si ons SHOULD conpare readi ngs frommultiple independently

oper ated services.

6. Leap-Second Reporting

The TAI - Leap- Seconds header is included in the signed payl oad as

| eap-u32be; the signature attests that the server emtted this
specific value, but not that it is correct. Signing it allows the
verifier to reconstruct the server’'s owm UTC interpretation of the

ti mestanp, even though the verifier need not trust that value for UTC
conversi on purposes. An operator whose | eap-second table is wong,

or who deliberately sets it wong, will sign whatever count they

emt. Clients who require UTC equival ence MJST source the TAI-to-UTC
offset froma trusted table rather than fromthe server

7. Key Revocation W ndow

When a TXT record is deleted to revoke a conprom sed key, verifiers
that have cached the correspondi ng public key will continue to assign
Signed (level 2) to responses made with that key until their cached
entry’s DNS TTL expires. An attacker in possession of the

conprom sed private key can forge responses during this w ndow, the
forged signatures will verify against the cached key, assigning
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10.

10.

11.

Signed (Il evel 2) when the correct assignment — given the revoked key
— woul d be Unique (level 1) at best.

The exposure wi ndow i s bounded by the DNS TTL renai ni ng on the cached
entry at the noment of revocation. Verifiers that honour the TTL
limt required by Section 7.1.1 will naturally linmt this windowto
at nost one TTL interval. Operators who require a short revocation
wi ndow SHOULD configure a |l ow DNS TTL on key records.

8. Sel ector-Based DNS Anplification

A verifier that perforns one DNS | ookup per inconing response
carrying a selector that is malformed or does not resol ve

(Unresol vabl e key/signature state, yielding Unique (level 1) per
Section 8) anplifies query |load onto the authoritative server
publishing the _taistanp.<host> TXT records. Two cases arise: a
cached key that fails verification triggers a re-fetch per

Section 7.1.1; a previously unseen selector triggers a first-tine

| ookup, which the per-name re-fetch Iimt does not bound. Verifiers
MUST apply rate-limting or exponential back-off on all DNS | ookups
for names under _taistanp. <host>, regardl ess of whether the | ookup is
a first fetch or a re-fetch.

9. Caching Intermnediaries
Note: this section is non-nornmmative.

Successful CGET responses carry Cache-Control: no-store (see

Section 5.3), which instructs internediaries not to retain or serve
the response fromcache. However, CDN and proxy configurations
sonetines override this directive, for instance via path-based cache
rules that match /.well-known/ resources. A client that included a
TAl - Nonce is protected: a cached response carries a different nonce,
produci ng I nconsistent (level -1), which MJUST be rejected. A client
that did not include a TAlI-Nonce receives a Plain (level 0) response
with no indication that the time value is stale.

Qperators depl oyi ng Tai stanmp behind a CDN or reverse proxy SHOULD
explicitly configure the internediary to pass GET responses to

/. well -known/taistanp through w thout caching, and SHOULD verify this
behavi our before relying on Signed (level 2) responses for tinme-
sensitive deci sions.

| ANA Consi der ati ons
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I ANA is requested to register the following entry in the "Wl -Known

URI s" registry [ RFC8615]:

| Field | Val ue |
| URI Suffix | taistanp |
o e e e e m oo oo o e e e e m oo oo +
| Change Controller | Apptly Software Ltd |
o e e e e oo s o e e e e oo s +
| Reference | This docunent |
Tt Tt +
| Status | permanent |
o e e e e m oo oo o e e e e m oo oo +
| Related Information | none |
o e e e e oo s o e e e e oo s +
Table 4
11.2. Media Type

11.
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I ANA is requested to register the nedia type application/tai64n in

the "Media Types" registry per [RFC6838]:

L T I T

* Ok %k

3.

I ANA is requested to register the following entries in the "Hypertext

Type name: application

Subt ype name: tai 64n

Requi red paraneters: none

Opti onal paraneters: none

Encodi ng considerations: 7-bit (ASCI)
Security considerations: see Section 10
Interoperability considerations: none
Publ i shed specification: this docunent
Applications that use this nedia type: tinme- authentication
clients

Fragrment identifier considerations: none
Restrictions on usage: nhone

Provi si onal registration: no

Aut hor/ Change controller: Apptly Software Ltd

Header Fi el ds

Transfer Protocol (HTTP) Field Name Registry" [RFC9110]:
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F oo ooy oo sl s o}
| Field Nane | Status | Structured Type | Reference |
[} e ——————— Ll ——————— e —————————— Ll —p—p———(——r—r
| TAI-Leap-Seconds | pernanent | |nteger | this docunent |
B e kT R L LT B TR +
| TAI-Nonce | permanent | Binary | this docunent |
R e Fom e R +
| TAI-Key-Sel ector | permanent | Token | this document |
o e e e e oo oo R o e e e oo T +
| TAI-Signature | permanent | Binary | this docunent |
B L TIEPEp ommm e oo B TR +
Table 5
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