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Abst r act

This meno describes an alternate entry and display format for |Pv6
addresses using UTF-8 instead of hextets. A mixed representation for
traditional |1Pv6 address prefixes also is explored, along with neans
of transitioning between the two within an | Pv6 address.

Additionally, an address extension is proposed to accombpdate the
i nevitabl e need for | onger addresses.

Finally, security inplications of special UTF-8 glyphs are
consi der ed.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Cctober 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

The adoption and depl oynent of |Pv6 has been slow due to severa
factors, including the perceived unw el di ness of the addresses

t hensel ves and the |ack of menorable constants. Hextet notation
doesn’t lend itself well to menorization (especially if the entire
| ength needs to be nmenorized) and, while better in this respect,
there still are only a handful of recognizable, catchy constants |ike
"dead", "beer", "face", etc. . Even resorting to "Leetspeak" (1337)
will yield only a conparatively snmall pool of choices. Therefore,
the nost powerful drive for adoption, vanity, isn't readily
applicable. This docunent ainms to change this by presenting a way
for organi zations and individuals to express thenselves within | Pv6
addresses, which is inpossible to do with IPv4 and therefore is
expected to becone a deciding factor in | Pv6 adoption

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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New di splay and entry format for |Pv6 addresses

Instead of the current hextet format, separated by col ons, |Pv6
addresses as defined by [ RFC8200] MAY be di splayed and entered as a
sequence of UTF-8 characters as defined in [ RFC3629]. These | end
thensel ves well to the underlying octet format while placing no
limtations on the characters.

M xed representati on MAY be used and is especially relevant to
conventional prefixes that have been defined without this new
representation in mnd. Representations MJUST NOT change within
octets. Transitions MJST be delinted by a colon. M xed notation
MUST NOT transition to UTF-8 using a valid hexadeci mal character
(a-f,AF, 0-9).

The new UTF-8 representation uses the tabulator (U+0009) as native
repl acenent for the double colon used in IPv6. As with the double
colon, a UTF-8 | P address MJST NOT contain nore than one tabul ator
It al so MUST NOT contain both a tabul ator and a doubl e col on

To avoid confusion, the displaying software SHOULD vi sual |y

di stinguish the tabul ator from comon whitespace. Likew se, the

di spl ayi ng software SHOULD vi sual |y di stinguish traditional and
nontraditional parts of an | Pv6 address, since it will be comon that
characters fromthe hexadeci mal range appear in the new notation

Al so see Section 5 for security inplications of possible usage of
special formatting gl yphs.

If the slash prefix notation "/[bits]" is used, there MIST be a
transition to hextet notation i mediately preceding the slash

Even though it is NOT RECOWENDED, the m xed representation all ows
transitions transition to / from UTF-8 after odd-nunbered octets. |If
a doubl e colon or tabulator is used with such a separation, all
remai ni ng octets MJST be spelt out fully (even those that woul d be
conpacted to a single "0" in traditional IPv6). Basic |Pv6 colon
separation and explosion rules MJUST NOT be applied in this case.

The three characters: colon (:), slash (/) and tabul ator (UWU+0009) are
reserved and MJUST NOT appear as part of the address itself.

Exanpl es

* | ETF server:/128 (tabul ator and mandatory transition before slash)
4945: 5446: : 7365: 7276: 6572/ 128 (traditional notation of the above)

* RFC Editor:/128 (tabul ator and mandatory transition before slash)
5246: 4300: : 4564: 6974: 6F72/ 128 (traditional notation of the above)
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Canpus dorm :/64 (tabul ator and mandatory transition before slash)
4361: 6D70: 7573: : 646F: 726D: 2020/ 64 (traditi onal notation of the
above)

This is an IPv6!:/128 (mandatory transition before slash)
5468: 6973: 2069: 7320: 616E: 2049: 5076: 3621/ 128 (traditional notation
of the above)

Exanpl es for m xed addresses

*

Ertl

2001: db80: Peace pl ease: /64 (one transition and nmandatory
transition before slash)

2001: db80: 5065: 6163: 6520: 706C: 6561: 7365/ 64 (traditional notation
of the above)

2001: db8: : I ETF-room _ :/64 (one transition and nmandatory
transition before slash)

2001: db80: 4945: 5446: 2D72: 6F6F: 6D20: 5F20/ 64 (traditi onal notation
of the above)

2001: db8: : corp-servers: /64 (one transition and mandatory
transition before slash)

2001: db80: 636F: 7270: 2D73: 6572: 7665: 7273/ 64 (traditi onal notation
of the above)

2001: db80: | and: 0123::3/64 (two transitions, double colon and no
mandat ory transition)
2001: db80: 6C61: 6E64: 0123::3/64 (traditional notation of the above)

2001: db80: I and 0123::/64 (two transitions, including double colon
and no mandatory transition)

2001: db80: 6C61: 6E64: 2030: 3132: 3300:: /64 (traditional notation of
t he above)

2001: db80: trees: 0123: :/64 (three transitions, tabul ator and
mandatory transition before slash)

2001: db80: 7472: 6565: 7301: 2300:: /64 (traditional notation of the
above)

2001: db80: trees: 0123::/64 (equival ent to above, two transitions
and no mandatory transition)

2001: db80: 7472: 6565: 7310: 2300:: /64 (traditional notation of the
above)

2001: db80: trees0: 1230:: /64 (not equi val ent to above, two
transitions and no nandatory transition)

2001: db80: 7472: 6565: 7330: 1230::/64 (traditional notation of the
above)
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* 2001: db80: : dat abase: /64 (one transition and mandatory transition
bef ore sl ash)
2001: db80: : 6461: 7461: 6261: 7365/ 64 (traditional notation of the
above)

* 2001: db80: : Caneras: 0/ 80 (not acceptabl e due to anbiguity)
2001: db80: 0000: 00: Caneras: 0/ 80 (anbiguity renoved, acceptable)
2001: db80: : 43: 616D: 6572: 6173: 0/ 80 (traditional notation of the
above)

As seen above, it is often feasible to encode the entire hostname in
the host part of the IPv6. However, the reverse translation into

m xed notation cannot easily be done w thout additional user input,
therefore it is RECOWENDED to have the position of the transition to
UTF-8 be defined by the prefix length, and also it is NOI RECOMVENDED
to transition back fromUTF-8 at all except for the the mandatory
transition at the slash

If the prefix length is used in this manner, automated reversal would
be facilitated, which would nake it significantly nore easy to

adm nister static | P addresses, oversee dynam c address | eases as
wel |l as analyze log files, where the absence of neaningful UTF-8
representation nay by itself be a clue to an issue. Essentially, the
translation of a nore or less arbitrary hextet sequence to any
speci fi c machi ne nane woul d becone | argely unnecessary once the

host name *is* the |IP address. This in turn has the potential of
stream ining the workfl ow and t hereby reduce both manual |abour and
opportunity for error

3. Proposal for address extension

By transitioning to UTF-8 addressing it becones i medi ately obvi ous
that the current size of an IPv6 address is insufficient. There wll
undoubtedly be desire to use organi zati on nanes, catchy phrases, or
mottos for public-facing hosts, for the prefix, or both.

It is therefore proposed to increase the address size by a factor of
four.

When doing so, notation should be restricted to UTF-8 only, as the
resulting | onger addresses cannot be rendered in a concise way in
hextet notation

Wth this extension, the current DNS system woul d becone obsol ete,
sinplifying the internet architecture and renovi ng vul nerabl e

servi ces

4, | ANA Consi der ations

This meno i ncludes no request to | ANA
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Security Considerations

If the proposed address extension is inplenented, the DNS system
both | ocal and gl obal, woul d becone obsolete and all associ ated
vul nerabilities and risks with it.

Additionally, the direct representation of hostnames as their IP
addresses would likely benefit security due to reduced risk of

m sidentification or msrepresentation

Care must be taken, however, with international UTF-8 glyphs that
|l ook simlar to those used in a particular instance, just like in
i nternationalized domain nanmes (IDN), [RFC5890].

Additionally, glyphs that facilitate hiding of characters, like in
the G assWwrm exploit, need to be taken into account.

Finally, the tabulator may also | ook sinmlar to a conmon whitespace,
so fake addresses could be constructed to mimc official addresses
exploiting this.

Whi | e hiding gl yphs SHOULD sinply be disall owed, the other glyphs may
have | egitimate purposes and cannot be universally restricted.

I nstead, the displaying software needs to visually distinguish them
in an obvious but non-intrusive way so that the risk for

m sidentification is at |east reduced.

The di spl ayi ng software MJUST ensure that all characters and gl yphs
that make up an address are clearly and i mediately identifiable,
including formatting.

The handling of special glyphs except for the tabulator by security
software and devices can |likely be heavy-handed because it is
expected that these will be used either only internal to a specific
network, or not at all, because entering themw Il be difficult and
thus undesirable in any foreign script. External or global use wll
thus be restricted to fraud and forgery.

As a general rule, glyphs that are not native to the respective
script of a network or organization should be visually distinguished.
If a glyph or character cannot be rendered, it MJST be replaced by a
clear indicator, ideally identifying the offending character or glyph
by ot her neans.
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