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Abst r act

Thi s docunent specifies an | MAP extension for generating quick
reaut hentication tokens that allow clients to re-login wthout user
i nteraction, once authentication using a strong SASL mechanismis
compl et ed.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 August 2025
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies an | MAP [ RFC9051] extension which is a
protocol specific extension to Sinple Authentication and Security
Layer (SASL) [ RRFC4422] franmework for generation of proof-of-posession
reaut henticati on tokens. Such tokens can be used for subsequent 1
roundtrip reauthentication using SASL nechani sns such as REMEMBERVE
and HT-*.

The typi cal sequence of events is going to be like this:

1. dient establishes | MAP connection protected by TLS on Connecti on
1.

2. On Connection 1 the client authenticates using a strong SASL
mechani sm whi ch m ght be CPU intensive, and nost likely requires
user interaction, e.g., SCRAM with 2FA extensi on, PASSKEY.

3. On Connection 1 the client requests reauthentication token using
REMEMBERME comrand.

4. <Connection gets interrupted or closed due to inactivity>

5. dient establishes another | MAP connection protected by TLS on
Connection N. The client then uses a previous issues quick
reaut henticati on token with one of 1 round trip SASL mechani snms
such as REMEMBERME and HT-*. The same token is reusabl e on other
| MAP connections until it is replaced or revoked.

| MAP servers advertise support for this extension by returning one or
nmor e TOKEN=<t oken-type> capabilities in the CAPABILITY response.
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2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. REMEMBERME conmand
Argunments: Token type
Responses: REQUI RED TCOKEN response code
Resul t: K - new token successfully issued

NO - aut hentication nechanismtoo week, unrecognized
t oken type

BAD - conmand unknown or argunents invalid,
invalid state
This command is only allowed in authenticated state.

Upon recei pt of REMEMBERME command the | MAP server checks that the
specified token type is recognized and supported. If it is, it
generates a new token of the requested type and returns it in the
TOKEN response code in the tagged OK response.

S * OK ACME | MAP Server v1.23 is ready

C. 22 CAPABILITY

S: * CAPABILITY | MAP4revl | MAP4rev2 STARTTLS AUTH=PASSKEY AUTH=REMEMBERVME AUTH=SCRAM SH
A- 256 TOKEN=JWI' TOKEN=RANDOM

S: 22 CAPABI LI TY conpl eted

C. 23 STARTTLS

S: 23 K Conpl et ed

C. 24 AUTHENTI CATE ...

<SASL exchange>

S: 24 K Conpl et ed

C. 25 REMEMBERME JWI

S: 26 OK [ TOKEN <base64- encoded token>] Conpl et ed

4. Formal Syntax
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capability =/ "TOKEN=" token-type

;; <capability> from[RFC3501]
t oken-type = atom

;7 SHOULD be registered with | ANA
resp-text-code =/ "TOKEN' SP base64-token
base64-t oken = base64

5. | ANA Consi derati ons

TBD. Regeister the | MAP capabilities and create a separate registry
of token types.

6. Security Considerations
TBD.
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