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Abstract

The Mul ti-Vantage Path Snapshot (MWPS) bundl e format

[1-D. nel egassi -i ppm mvps-bundl e] specifies a determnistic wire
envel ope but defers cryptographi c binding of vantage reports.
Thi s docunent specifies the MVPS Trust Profile, nanmed
Coherent-Wtness Trust (CW), which closes that gap with

m ni mal cryptographi c overhead: HVAC SHA256 per-snapshot

aut henti cati on under an epoch-bound vantage session key,
anchored every epoch by an Ed25519-si gned Operator Epoch

Mani fest, and cosigned by independent witnesses on a bundle

Mer kl e checkpoi nt.

The neasured per-snapshot crypto cost is 2.1 us -- strictly
|l ess than the 4.2 us required to parse the JSON snapshot it
protects. At N = 1000 vantages and 1 Hz tick, the total
verification load is 0.21 % of one CPU core.

The profile inherits the full MPS v4.0 theorem catal ogue

and proves two theorens not avail able in sinpler per-snapshot
signature designs: T-COAL-1 (rulti-operator coalition

resi stance via wi tness independence) and T-SPLIT-1 (coll ector
split-view resistance via cosignature quorun). Nurerical
receipts are in evidence/ nvps_cw _overhead_receipt.json and
scripts/validate _cw _theorens. py (12/12 PASS).

The design draws on two production precedents: the HVAC
personal i zed aut hentication of the Tesla vehicl e-command
protocol [TESLA-VEH CLE-CMD] and the w tness-cosignature
model of the Sigsum/ tlog-w tnhess ecosystem

[ C2SP- TLOG W TNESS] . Neit her codebase is reused; constructs
are independently composed for the nulti-vantage measurenent
setting.
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The MVPS bundl e format [I-D. nmel egassi-i ppm nvps-bundle] is consunmed

by several detection profiles
([1-D. nel egassi - coherence- bfd],

[1-D. nel egassi -i ppm mvps- coher ence-1| eadtine],

[1-D. mel egassi - nvps-ddos-resilience],

[1-D. nel egassi - nvps-ai - coherence]). Section 10.2 of the base
bundl e acknow edges bundl e poi soning and defers cryptographic
bi nding. Section 10.3 acknow edges replay wi thout nmandating a
mechani sm

Wt hout authenticated vantage reporting, any detection profile
that consumes MVPS bundl es operates on unverified input. A
conmprom sed or spoofed vantage can inject arbitrary values into
Cl1l C2, C3 and D'2 without detection. This docunent closes
that gap.

Three concrete problens notivate the design:

(a) Per-snapshot public-key verification (e.g., Ed25519) costs
~79 us, scaling to ~7.9 % of one CPU core at N = 1000
vantages / 1 Hz tick -- a non-trivial tax on the broker.

(b) Per-operator Sybil quotas protect only against a Sl NGE-
OPERATOR adversary. Milti-operator collusion (each operator
wi thin individual quota, coalition mass >= N 2) is not
formal |y defeated without an independent third party.

(c) A conprom sed collector can present different bundle contents
to different consunmers (split-view) wthout breaking per-
snapshot signatures.

Thi s docunent specifies the MVPS Coherent-Wtness Trust (CW)
profile. It addresses (a), (b), and (c) sinultaneously with
three nminimal cryptographic |ayers at natched cadences:

LAYER 1: HMAC- SHA256 per snapshot (hot path; 2.1 us
measur ed; Section 6).

LAYER 2: Ed25519-si gned Operat or Epoch Manifest (anchor;
once per hour; Section 7).

LAYER 3: Ed25519 witness cosignatures on bundl e Merkle
checkpoint (split-view/ coalition defense;
Section 8).



CW inherits the full MPS v4.0 theorem catal ogue and proves
two additional theorens T-COAL-1 and T-SPLIT-1 (Appendix C).
Proofs are in [ MPS-CAWT- PROOF]; nunerical receipt is in

evi dence/ mvps_cwt _over head_recei pt.json; validator exit code
is scripts/validate _cw _theorens.py (12/12 PASS)

.1. Design Coals
CW i s designed to be simnultaneously:

0 NEAR- ZERO OVERHEAD. The hot-path cost (HVAC- SHA256 per
snapshot) is 2.1 us -- below the 4.2 us cost of parsing
the snapshot it authenticates. Crypto overhead is invisible
in any realistic broker budget (Section 14.1, neasured
recei pt evidence/ mvps_cwt _overhead_recei pt.json).

o EMBEDDED- READY. HVAC- SHA256 is universally avail able as
hardware primtive on ARM Cortex-M 10T SoCs, and LEO
satellite payl oads. No per-snapshot Ed25519 key pair is
required at the vantage; only a 32-octet session key.

0 FORENSI CALLY TRANSPARENT. Append-only Merkle checkpoints
cosi gned by independent witnesses give public auditors a
tanmper-evi dent | og of every bundle w thout requiring access
to per-snapshot MAC keys.

0 COALI TI ON AND SPLI T- VI EW RESI STANT. The wi tness | ayer
closes two attack classes not addressed by sinpler designs:
mul ti-operator Sybil coalitions (T-COAL-1) and col |l ector
split-view (T-SPLIT-1). These are strengthening, not
rel axation, relative to signature-per-snapshot approaches.

.2. Design Rationale vs. Per-Snhapshot Ed25519

A straightforward trust design would place one Ed25519 signature
per snapshot (sign at vantage, verify at consuner). CW does
not use that approach for the follow ng reasons, each quantified:

(a) COST. Ed25519 verify costs ~79 us on a nodern core.
At N = 1000 vantages, 1 Hz: 79 nms/s = 7.9 % of one core
for authentication alone, before any coherence al gebra.
HVMAC- SHA256 at the same workload: 2.1 nms/s = 0.21 %

(b) EMBEDDED DEPLOYMENT. A 32-octet HMVAC session key fits
in any SoC key store. Ed25519 requires a 64-octet private
key and a constant-time scalar-multiplication |ibrary, not
uni versal ly avail abl e on constrai ned hardware.

(c) COALITION GAP. Per-snapshot signatures do not prevent a
group of operators fromcollectively owning >= N2 adnmtted
vant ages whil e each stays within individual quota. OA
closes this with witness cosignatures (T-COAL-1)

(d) SPLIT-VIEWGAP. A collector that signs bundl es can present
different "current” bundles to different consuners w thout
viol ati ng any per-snapshot signature. OCWM closes this
by binding the collector to a single Merkle root per
(bundl e_id, bundle_seq) via witness cosignatures (T-SPLIT-1).

I npl enent ati ons that require individual -snapshot non-repudiation
(e.g., for legal evidence chains) MAY conmbi ne CAT Layer 1 with
an additional per-snapshot Ed25519 signhature in an extension
field; this is out of scope for this docunent.



1.3. Relationship to M/PS v4.0 Mat hematics

The MVPS v4.0 nmat hematical catal ogue [ WPS-V4] is inherited
verbati munder H-TRUST-CW + HADM + HWT + f < N2 + MPS-Ad.
See Appendi x C, Theorem T- COVP- 2- OAT.

CW additionally proves two theorens beyond the v4.0 catal ogue:

T-COAL-1. Milti-operator coalition with conbined Sybil nass
f' >= N2 is detected with overwhel m ng probability
when at | east floor(w 2)+1 of w independent w tnesses
are honest (Appendix C.6).

T-SPLIT-1. Collector split-view of a bundle checkpoint is
detected by any two auditors querying any honest
wi tness within one checkpoi nt wi ndow (Appendi x C. 6).

1.4. Production Precedents (Tesla vehicle-command and Si gsun

Two production systens inform CM’' s wire format choices wi thout
reusing their code:

0 TESLA VEH CLE- COMVAND PROTOCOL
<https://github. conltesl anot ors/vehicl e-command>. Authenticates
safety-critical commands (vehicle unlock, drive enable) using
HVAC- SHA256 with personalization fields (counter, epoch,
expires_at). Denonstrates that HVAC SHA256 with anti-repl ay
personal i zation is acceptable for safety-critical authoriza-
tion at scal e on enbedded hardware (BLE SoCs, Secure El enents).
CW's Section 6.1 personalization fields follow this pattern,
adapt ed for neasurenent bundl es.

0 SIGSUM/ TLOG W TNESS [ C2SP- TLOG- W TNESS]. Transparency | og
ecosystem wi t h i ndependent wi tnesses cosigning checkpoints to
prevent split-view attacks. Built-in policy
"si gsum generic-2025-1" requires two | ogs and three w tnesses.
CW' s Layer 3 (Section 8 and Section 12) directly adopts the
tl og-witness APl surface (POST /add-checkpoint) and the
cosignature format of [C2SP- TLOG COSI GNATURE] .

CW is NOT a Sigsumlog; the bundle Merkle tree is a small,
per - coordi nati on-wi ndow structure, not a |ong-runni ng append-only
| og. However, the cosignature semantics and w tness trust nodel
are deliberately conmpatible to maxinize reuse of existing tooling.

2. Term nol ogy and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

Adnmitted set:
Sane as [|-D. nmel egassi-santos-i ppmnvps-trust]. Denoted A

Coalition (adversary):
A set of operators C with conbined |coalition_vantages| >= N2
in A each operator within its individual quota.

Epoch:
A bounded time interval, typically one hour, during which a



singl e operator session key K v_epoch is used by vantage v.
Identified by uint32 epoch_id, nonotonically increasing per
operator.

K_v_epoch:
The HVAC- SHA256 key used by vantage v during epoch_id. Derived
via HKDF [ RFC5869] from an operator master key and the tuple
(vantage_id, epoch_id).

Operat or Epoch Manifest (CEM:
An Ed25519-si gned JSON docunent, published by an operator at the
start of each epoch, binding K v_epoch commitments to vantage
identities.

Checkpoi nt :
A Merkle tree root over the SHA-256 digests of snapshots
contained in a bundle, plus netadata (bundle_id, bundle_seq,
i ssued_at).

W't ness:
An independent service that verifies checkpoint consistency
and cosigns checkpoints it accepts. Wtness identity and
cosignature format follow [ C2SP- TLOG COSI GNATURE] .

Quorum
The m ni mum nunber of independent w tness cosignatures REQU RED
for a checkpoint to be accepted by a consuner. Default 2.

Split-view
A failure nmode in which a malicious collector presents
different "current” bundle contents to different consuners.

3.  Trust Boundary and Preconditions
3.1. H TRUST-COAW: Aut henticated Vantage Reporting

HYPOTHESI S H TRUST-CWI. Every snapshot consunmed by a CW-conf or mant
detector carries a valid HVAC- SHA256- Per sonal i zed tag (Section 6)
comput ed under K v_epoch, where the (vantage id, K v_epoch
commitnent, epoch_id) tuple is bound by a current COperator Epoch
Mani fest (Section 7).

Enf or cenent :
0 Each snapshot carries a CAMT trust wapper (Section 6.3).
o The consuner verifies the HVAC tag using K v_epoch obtai ned
fromthe current CEM (Section 7) before parsing snapshot

fields beyond the trust wrapper.

0 Snapshots failing verification MIST be di scarded and MJST NOT
contribute to Nor to C1, C2, C3.

3.2. HADM Adnmitted Vantage Set

Identical to Section 3.2 of
[1-D. nel egassi -santos-i ppm nvps-trust]: the consuner maintains an
explicit admtted set A, only vantages in A count toward N.

Adm ssion is established by the Operator Epoch Mnifest plus the
canpai gn Adm ssi on Policy Docunent; vantage id strings al one do
NOT prove nmenbership in A



3.3. HWT: Independent Wtness Network
HYPOTHESI S HWT. The consuner accepts bundl e checkpoints only when
they carry cosignatures fromat |east g independent witnesses,
where q is the campaign-configured quorum (default g = 2), drawn
froma published witness anchor set W
"I ndependent" in this docunent neans:

o distinct organizational control (different |egal entities or
di stinct adm nistrative domai ns),

o distinct jurisdiction or distinct upstream AS path, where
possi bl e,

0 no shared key naterial (each witness uses its own Ed25519
key pair).

Enf or cenent :

0 Bundl es whose checkpoint |acks gq valid cosignatures fromWw
MJUST be rej ect ed.

0 Wtness key rotation follows Section 12.1.

3.4. Inpact on Downstream Theor ens

Table 1 maps trust failures specific to CAM to MVPS preconditions
and downstream ef f ects.

[ ety s sy sty o}
| Failure node | Precondition |ost | Downstream effect |
| Mssing/invalid | H TRUST-COW | Snapshot rejected; |
| HMAC tag | | N not increnented |
o e e e e oo oo T o e e e e e e oo +
| Stale OEM | H TRUST-CW (K_v | Al snapshots in stale |
| (expired epoch) | binding |ost) | wi ndow rejected |
o e e oo g o m e e e e i oo +
| Coalition | H ADM | Theorem 9 would void |
| f° >= N2 across | (single-operator | except witnesses detect |
| operators | quota satisfied) | (T-CQAL-1) |
o e e e e oo oo o e e e e e oo oo o e e e e e e e e oo oo +
| Collector split- | HWT | Two views of sane |
| view | | checkpoint detected by |
| | | quorum di sagr eenent |
| | | (T-SPLIT-1) |
o e e e e oo oo T o e e e e e e oo +
| Counter regress | anti-replay | Snapshot rejected |
o e e e oo g o m e e e e e e aao o +
| Expired snapshot | freshness | Snapshot rejected |
| (expires_at) | | |
Fom e e e oo o e e e e e e oo St +
| Wtness | HWT (quorum | ost | Consumer falls back to |
| unavailability | below q) | safe node or rejects |
[ s oo e s e s st

4. Threat Model
4.1. Adversary Capabilities
Adversary A is nodeled as in Section 4.1 of

[1-D. nel egassi - sant os-i ppm nvps-trust] (conprom se, inpersonation,
Sybil, collector conpronmise, MTM replay, parser DoS, gauge gap),



extended with:

(i) Multi-operator coalition: A controls k <= nunber_of operators
operator accounts, each within individual quota, with
conbi ned adm tted vantages >= N 2.

(j) Split-view collector: A controls the collector, observes
bundl e queries fromdifferent consuners, and tailors
differing bundl e contents per consuner.

A does NOT have:

(k) Ability to forge HVAC SHA256 tags w thout K v_epoch
(HVAC unf orgeabl e under PRF assunption [ RFC2104]).

(1) Ability to forge Ed25519 signatures on OEMs without the
operator private key.

(m Ability to conprom se floor(w 2)+1 of w independent
wi tnesses (w tness independence is operational hypothesis
HWT).

4.2. Attack C asses

The followi ng attack cl asses MJST be addressed by CAI
i mpl ement ati ons.

T- PO SON (vantage |ying):
Def ense: HMAC tag verification + nmulti-vantage corroboration +
C 1 speed-of-1ight bound.

T-COLL (collector tanpering):
Def ense: per-snapshot HVAC verified at consuner; checkpoint
Merkl e root cosigned by w tnesses (Section 8).

T-M TM (unsi gned transport):
Def ense: HMAC over canoni cal snapshot bytes; TLS 1.3 [ RFC8446]
or DTLS 1.3 [RFC9147] on transport RECOVVENDED.

T-SYBIL (fake vantage najority within one operator):
Def ense: operator quota (Section 5.2) and Adm ssion Policy.

T- REPLAY (stal e bundle):
Def ense: per-snapshot counter + expires_at (Section 9).

T- PARSER ( DoS) :
Def ense: Section 10 mandatory parser linits.

T- GAUGE (sane fingerprint, different physical path):
Def ense: Section 11 (nulti-signal consunption).

T-COAL (rulti-operator coalition): NEW
Def ense: wi tness i ndependence (HWT) and quorum cosi ghat ure
(Section 12). Even when sum of individual operator quotas
reaches N 2, an adversary cannot influence the consuner’s
accepted bundle streamw thout colluding with floor(w 2)+1
Wi t nesses (Theorem T- COAL-1, Appendix C).

T-SPLIT (collector split-view): NEW
Def ense: w tness cosignature conmts the witness to a single
checkpoint per (bundle_id, bundle_seq). Two auditors querying
any honest witness within one checkpoint w ndow will detect
di sagreenent (Theorem T-SPLIT-1, Appendix C).



4.3. Operational |npact Mtrix

When H TRUST-CWI, HADM or HWT fail, the downstream profiles
[1-D. nel egassi - coher ence- bfd],

[1-D. nel egassi -i ppm mvps- coherence-1| eadti ne],

[1-D. nel egassi - mvps-ddos-resilience], and

[1-D. nel egassi - nvps-ai - coherence] | ose integrity guarantees.
Two CWI-specific failure nodes are notabl e:

o Wthout HWT, Al-Coherence Part B is vulnerable to a single

conmprom sed operator + collector pair manufacturing
"consensus" across all customer queries.

0o Wthout HWT, Coherence-BFD ALARM can be sel ectively nmasked
to specific custonmers via split-view

I mpl enenters SHOULD treat CAM as a hard dependency for
producti on depl oynent, anal ogous to RPKI for origin validation.

5. Three-Tier Key Hi erarchy

CW defines exactly three |l ayers of key material. Each |ayer uses
a distinct primtive matched to its cadence.

5.1. Layer 1: Vantage HVAC Sessi on Key

Each vantage v holds a per-epoch HMAC- SHA256 session key
K v_epoch, valid for the duration of one epoch. K v_epoch is
derived (Section 5.4) at the start of each epoch from

0 an operator master key K op (held by the operator only),

o the vantage identifier vantage_id,

o the epoch_id (uint32, nonotonically increasing per operator).
K v_epoch is REQURED to be 32 octets. It is NOT distributed to
consuners; only its conmtnent H(K v_epoch) appears in the
Operat or Epoch Manifest (Section 7).

Consumers MJST obtain K v_epoch via one of the follow ng channels:

(a) An out-of-band per-canpaign secret distribution (preferred
for cl osed-operator deploynents).

(b) A del ayed-disclosure nechanismsimlar to TESLA [ TESLA]:
the operator publishes K v_epoch in the NEXT epoch’s OEM
along with the new H K v_(epoch+1l)). Consuners verify
past - epoch snapshots upon di sclosure. This trades real -
time verification for public auditability.

Thi s docunent defines node (a) as MANDATORY- TO- | MPLEMENT; node (b)
is OPTI ONAL.

5.2. Layer 2: Qperator Epoch Manifest (Ed25519)
Each operator holds a long-1ived Ed25519 key pair (op_sk, op_pk).
Once per epoch (typically once per hour), the operator publishes

an Operator Epoch Manifest (OEM signed under op_sk:

CEM = (epoch_id, operator_id, issued_at, expires_at,
vant age_comi tments[], policy_hash, op_signature)



where vantage conmtnments[i] = (vantage_ id_i, H(K v_epoch_i),
adm ssion_tier_i).

The operator’'s op_pk is distributed via the canpai gn Admi ssi on
Pol i cy Document (signed by the canpaign root, out of band).

CEM verification cost is paid once per epoch per operator
(~150 us); it is anortized across all snapshots in the epoch.

5.3. Layer 3: Wtness Network (Ed25519 Cosi gnatures)

The witness layer is conmposed of w >= 3 independent w tnesses,
each hol ding an Ed25519 key pair. Wtness public keys are

published in the canpai gn Adm ssion Policy Docunment and SHOULD
ALSO be published by each witness operator at a well-known URI.

When a collector emits a bundle, it computes the bundl e checkpoi nt
(Section 8) and submits the checkpoint to each witness via the
PCST / add- checkpoi nt endpoi nt specified by [ C2SP- TLOG W TNESS] .
Each accepting witness returns a cosignature in the fornat of

[ C2SP- TLOG- COSI GNATURE] .

A bundle is "wi tness-anchored" once it carries at least ¢
cosignatures fromdistinct witnesses in W(Section 12.2).

5.4. Key Derivation via HKDF

K v_epoch is derived as:

K v_epoch =
HKDF- SHA256(
sal t = "M/PS-CW-vl|operator:" || operator_id,
i km = K op,
i nfo = "vantage:" || vantage_id || "|epoch:" || epoch_id,
I ength = 32)

Kopisitself a 32-octet operator nmaster secret, generated with a
CSPRNG and stored with operational -secret protection.

I mpl enent ati ons MJUST NOT reuse K op across operators or campaigns.

5.5. Rotation and Conprom se

K op rotation:
SHOULD occur at |east every 90 days. Triggers a canpai gn-w de
mani fest refresh.

K v_epoch rotation:
Implicit: a new K v_epoch is derived at every epoch_id
increment. Default cadence: hourly.

Wtness key rotation:
SHOULD occur at |east every 180 days. Wtness operators MJST
publish revocation entries on conpronise.

Operator Ed25519 key rotation:
SHOULD occur at |east every 180 days.

Conprom se of K op exposes all in-wi ndow K v_epoch derivatives;
i mediate K op rotation (and CEMre-issuance with a fresh
policy hash) restores soundness for future epochs.



6. Snapshot Authentication (HVAC Personalized)
6.1. Personalized Authentication Fields

Each aut henticated snapshot carries the follow ng personalization
tuple in its trust wapper:

{
"epoch_id": <ui nt 32>,
"counter": <uint64, strictly increasing per (vantage_id,

epoch_i d) >,

"expires_at": <uint32 RFC 3339 seconds-since-epoch>,
"vantage_ id": "<string>",
"operator_id":"<string>"

}

The expires_at field MIST be no later than the OEM s expires_at
for the matchi ng epoch_id.

6.2. HWMAC Conputation
Let canoni cal _payl oad be the canonical UTF-8 byte sequence of the
base bundl e snapshot fields, sorted |exicographically per

[1-D. nel egassi-i ppm mvps-bundl e] Section 5.1

0 destination, end-tinestanp, hops, path_fingerprint,
start-tinmestanp, vantage-id.

The authenticated input Mis:

M= "MPS- CWI-v1|"
| | canonical _payl oad
|| "|epoch:" || ascii(epoch_id)
|| "|counter:" || ascii(counter)
|| "|expires:" || ascii(expires_at)
|| "|vantage:" || vantage_id
|| "|operator:"|| operator_id
The tag is:

tag = HVAC- SHA256( K _v_epoch, M

tag is 32 octets, baseb4url-encoded for wire format.

6.3. Wre Fornat

The COWI trust wrapper is carried alongside the base snhapshot:

"snapshot": { ... base MVPS snapshot fields ... },
"mvps_cwt " {

"version": 1,

"operator_id":"<string>",

"vantage id": "<string>",

"epoch_id": <ui nt 32>,

"counter": <ui nt 64>,

"expires_at": <uint32>,

"tag": "<base64url, 32 octets>"
}

}

The wrapper overhead is ~48 octets per snapshot (32-octet tag
plus small uint fields), versus ~128 octets for a per-snapshot
Ed25519 design (64-octet signature plus key identifier).



6.4. Verification Procedure
For each snapshot, the consuner:
1. Enforces Section 10 limts on raw byte size before JSON parse.

2. Extracts (operator_id, vantage_ id, epoch_id, counter,
expires_at, tag).

3. Loads CEM for (operator_id, epoch_id); verifies its Ed25519
signature, expires_at validity, and bundl e adm ssion policy.

4. Loads K v_epoch via the channel of Section 5.1 (out of band)
and checks H(K v_epoch) against the OEM commi t nent.

5. Reconstructs M (Section 6.2) and computes
expected_tag = HVAC SHA256( K v_epoch, M.

6. Perforns constant-tinme conpari son expected tag == tag.

7. Checks counter strictly greater than | ast accepted counter for
(vantage_id, epoch_id); checks now < expires_at.

8. Only then nerges snapshot into bundl e processing.
Failure at any step: discard snapshot, log trust failure, do not
adj ust N.

7. Operator Epoch Manifest

7.1. Mani f est Cont ent

{
"oemyversion": 1,
"operator_id": "<string>",
"epoch_id": <ui nt 32>,
"issued_at": "<RFC33397>",
"expires_at": " <RFC33392Z2>",
"vant age_comi tments": |
{
"vant age id": "<string>",
"k_v_commitnent": "<hex, SHA-256 of K v_epoch>",
"admi ssion_tier": "atlas-probe | operator-noc | ...",
"key_disclosure": "out-of-band | del ayed"
| }
"policy_hash": "<hex, SHA-256 of Adm ssion Policy Docunent>",
"ed25519 signature": "<base64url, 64 octets>"
}

The signature is conputed over the canonical JSON of the CEMwi th
the ed25519 signature field renoved.

7.2. Distribution and Caching
OCEMs SHOULD be served over HTTPS from a well-known operator URI.
Consuners cache CEMs for the lifetinme of expires_at; cache size is

bounded by the nunber of operators and the overlap w ndow bet ween
epochs (typically <= 2 CEMs per operator at any tine).

7.3. Epoch Transitions
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The operator MJST publish CEM (epoch+l) before the current OEM s
expires_at, with overlap >= 5 ninutes (default), to avoid
verification gaps. Shapshots submitted during overlap MAY carry
ei ther epoch_id; consuners MJUST accept either, provided the CEM
for that epoch is valid.

Bundl e Checkpoi nt and Wtness Cosignatures
1. Merkle Aggregation
For each bundle b containing snapshots s 1, ..., s_.m the collector
conput es:
| eaf i = SHA- 256(canonical (s_i with nvps_cwt w apper))
checkpoi nt_root = MerkleTreeRoot(leaf_1, ..., leaf_m

The Merkle tree construction follows [RFC9162] Section 2.1 (RFC
6962-bis), with | eaf donmain separator 0x00 and node domain
separator 0x01.

2. Checkpoi nt Format

A checkpoint is a textual record in the format of
[ C2SP- TLOG- CHECKPO NT] :

ori gin: "mvps-cwt / vl/ <canpai gn_i d>"

tree_si ze: m

root hash: <base64 checkpoi nt _root >

ti mest anp: <RFC3339Z i ssued_at >

extra: "bundl e_i d=<uui d>; bundl e_seq=<ui nt 64>"

foll owed by one or nore signature |ines:
"- <key_id> <base64 signature>"

The coll ector signs the checkpoint with its own Ed25519 key.

W tnesses cosign the checkpoint per Section 8. 3.
3. Wtness Subm ssion Protoco

The col | ector POSTs the checkpoint (and any required consistency
proof) to each witness’s /add-checkpoi nt endpoint per

[ C2SP- TLOG- W TNESS] Section 3.

On accept, the witness returns a cosignature line in the

[ C2SP- TLOG COSI GNATURE] format. The col |l ector appends the
cosignature lines to the checkpoint and includes the fina
checkpoint in the bundle envelope as field "cwt _checkpoint".
4. Quorum Policy

A consuner MUST accept a bundle only if its cwt_checkpoint carries
at least q valid cosignatures fromw tnesses listed in the canpaign
Admi ssion Policy Docunent, where q is the quorum paraneter
(default q = 2).

Cosi gnatures are valid when

o the signing key matches a witness key id in W

o the witness has not been revoked at the checkpoint tinestanp,
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o0 the cosignature verifies under [C2SP- TLOG COSI GNATURE]
semanti cs over the checkpoint bytes.
Anti - Repl ay (Enbedded Counter)
Counter Semantics

counter is a uint64 strictly increasing per (vantage_id, epoch_id).
counter resets to 0 at every epoch_id increnent.

This elimnates the need for the bundle-level (bundle_id,
bundl e_seq) cache REQUI RED by
[1-D. nel egassi - santos-i ppm nvps-trust] Section 8.2; CAM consuners
mai ntain only the per-(vantage id, epoch_id) |ast-accepted counter,
whi ch is bounded by N vant ages.
Freshness via expires_at
The per-snapshot expires_at field defines the consumner-side
freshness wi ndow. Consuners MUST reject snapshots where
now >= expires_at. No separate freshness_ttl paraneter is needed.
M ni mal Repl ay Cache
Per-(vantage_id, epoch_id) state at the consuner:

| ast _counter[vantage_id][epoch_id] : uint64
Size: Q(N) per active epoch. Two epochs naxi mum during overl ap
wi ndow. Garbage-coll ected on epoch expires_at.

Parser Safety Linmts

The nmandatory limts of
[1-D. nel egassi - sant os-i ppm nvps-trust] Section 9 apply unchanged:

max_bundl e_byt es: 1 048 576
max_snapshot s: 256
max_hops_per _snapshot : 128

max_j son_dept h: 32
max_string_| ength: 4096
max_vant age_i d_I engt h: 128

max_ext ensi ons_per _hop: 8

In addition, CW-specific limts:

max_oens_cached: 64
max_wi t ness_cosi gs: 16
max_epoch_over| ap: 7200 s

Path Fingerprint: Security Semantics

The gauge-gap senmantics of

[1-D. nel egassi - sant os-i ppm nmvps-trust] Section 10 apply unchanged.
CWI consuners MJST comnbi ne path_fingerprint with per-snapshot RTT
(C.1), cross-vantage distribution divergence (C 2), and edge-set
Jaccard (C_3) before declaring coherence.

Detectors using ONLY the path-fingerprint are NOT CWM- conformant.
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W tness Network Architecture
1. Wtness ldentity and Key Publication
Each wi tness publishes:
0 an Ed25519 public key in [ C2SP- TLOG COSlI GNATURE] f or mat,

0 a "witness identity descriptor” specifying organizational
identity, jurisdiction, contact, key validity w ndow,

0 a revocation feed (signed entries listing revoked keys).

The canpai gn Admi ssion Policy Docunent lists the witness public
keys to be accepted, with assigned key id | abels.

2. Cross-Organi zation Requirenent

The wi tness anchor set W MJST sati sfy:

| W >= 3,

q >= 2 (defaul t; canpai gns MAY require higher),

diversity(W such that no single organizational entity controls
more than floor(|W/2) wtnesses.

For |[W = 3, no entity controls nore than 1. For |W =5, no
entity controls nore than 2. These are the operational
instantiations of HWT (Section 3.3).

3. Split-View Detection

A consumner suspecting split-view MAY query any honest witness

(out of band) for its history of cosigned checkpoints for a given
campai gn + bundle_id. Any two consumers conparing their accepted
bundl es for the same (bundle_id, bundl e _seq) MJST receive identical
root _hash val ues when any single honest witness is queried by both.

This is the operational instantiation of Theorem T-SPLIT-1
(Appendi x C).

4. Wtness Liveness

A witness MAY fail or be tenporarily unreachable. |If fewer than g
cosignatures are obtained within a configured tineout
(default 5 s after collector subm ssion), the collector:

0 MAY publish a partial-quorum bundl e marked "degraded": true,
o0 MJST NOT silently omt the degraded fl ag.

Consuners in production node MJST reject degraded bundl es unl ess
canpai gn policy permts degraded ingestion explicitly (e.g., for
continuity during schedul ed witness nmi ntenance).

Interoperability with Coherence-BFD

Coher ence-BFD [ |- D. nel egassi - coher ence- bf d] uses Aut hHVAC- SHA256
on the UDP control plane. That HVAC key MJST be cryptographically
i ndependent from K v_epoch of this docunent. |[|nplenentations MJST
derive the Coherence-BFD HVAC key under a distinct HKDF | abel
(e.g., "coherence-bfd-auth-v1") even if the underlying Kop is
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shar ed.
Consuners using both protocols MJST verify CAT trust on bundl e
i ngest independently of Coherence-BFD session state.
Oper ational Considerations
1. Cost Analysis (Measured Receipt)
The foll owi ng per-operation |atencies were neasured on an end-to-
end run of scripts/bench_cw _overhead. py and stored at
evi dence/ nvps_cwt _overhead_recei pt.json (machi ne-readabl e,
reproduci ble). The corresponding figure is
docs/ figures/bench_cwt _over head. png.

Medi an per-op | atency (canonical snapshot = 497 bytes):

j son_decode (baseline parse) : 4.20 us
sha256 (1 |eaf) : 0.70 us
hmac_sha256 (CW hot path) : 2.10 us <--- CWI per-snap

hkdf _sha256 (per-epoch derive): 4.10 us
ed25519 sign (Trust signer) : 28.70 us
ed25519 verify (Trust verify) : 78.80 us <--- Trust per-snap

KEY CLAIM (verified): the CAM hot-path HVAC tag costs LESS than
parsing the JSON snapshot it protects (2.10 us vs 4.20 us).
Crypto overhead is therefore strictly below the parse-itself
over head a consuner ALREADY pays.

At N = 1000 vantages with 1 Hz tick

CW | oad : 0.21 % of one CPU core
Trust load : 7.88 % of one CPU core
Basel i ne : 0.42 % of one CPU core (json_decode al one)

CW speedup over Trust per-snapshot: 37.5x.

Per - epoch costs (anortized hourly per operator) and per-checkpoint
costs (anortized per w tness subm ssion) are dom nated by Ed25519
verify at ~29 us sign / ~79 us verify; at the default

epoch = 1 hour, q = 2 witnesses, the per-epoch overhead is

wel | under 1 ns per operator per epoch and is therefore

measur enent - noi se rel ative to baseline broker operations.

The receipt also records platformnetadata (CPU, OGS, Python
version) and the iteration counts used (200 000 fast ops,
30 000 slow ops with warmup), to permt independent reproduction
2. Enbedded and LEO Vant ages
On ARM Cortex-M cl ass devi ces, HVAC- SHA256 is typically avail able
as a hardware prinmitive or as a well-optimzed software routine.
Ed25519 i npl enent ati ons exi st but are heavier in code size and
ener gy.
CWI' vant ages need to:

o hold K v_epoch (32 octets) for the current epoch,

0 conpute HVAC- SHA256 over canoni cal _payl oad + personali zation,

o derive K v_(epoch+l) at epoch boundari es.

Menory footprint at vantage: < 1 KiB persistent state.
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3. Production Precedents

The HMAC- SHA256- Per sonal i zed pattern of Section 6 is derived from
the Tesla vehicl e-command protocol, which uses the equival ent
structure (epoch + counter + expires_at + tag) to authenticate
safety-critical commands at scal e on enbedded autonotive hardware.

The w tness cosignature pattern of Section 8 is derived fromthe
Sigsum/ tlog-w tness ecosystem whose policy
"sigsumgeneric-2025-1" (two logs, three witnesses) is in
production use for transparency-|og signatures.

Nei t her precedent is reused as code; both are referenced to
denmonstrate that the underlying primtives have been depl oyed in
security-critical contexts.

4. Archival Mode

For archival research, consuners MAY accept expired epochs
provi ded:

o the OEM s ed25519 signature still verifies,

o the bundl e checkpoint carries the original wtness
cosi gnat ures,

o the consuner explicitly declares "archival" node out of band.

Archi val nbde MUST NOT feed |ive detectors.

Security Considerations

This entire docunent is security-focused. Additional notes
specific to COWI:

0o K v_epoch unforgeability reduces to HVAC SHA256 PRF
assunpti on [ RFC2104].

o0 K op conmprom se exposes all in-epoch K v_epoch. Mtigation:
keep K op in HSM or seal ed storage; rotate every 90 days.

0 Operator Ed25519 conprom se allows nanifest forgery for
that operator. Mtigation: wtness cosignatures bind
consunmers to a checkpoi nt i ndependent of the operator’s
mani fest, limting the attack to past-epoch reattribution.

0 Wtness conpronise reduces the effective quorum Canpai gns
SHOULD set quorum g with margin (e.g., g = 2 of 5 rather
than q = 2 of 3).

0 Post-quantum m gration: HMAC SHA256 is widely believed to
retain unforgeability against quantum adversaries with
hal ved security margin (Gover); Ed25519 OEM and wi t ness
signatures are quantumvul nerable in the long term A
future PQ MVPS-CW revision MAY substitute post-quantum
signature schenes at Layers 2 and 3 without changing
Layer 1.

Privacy Considerations

CEMs and witness cosignatures may contain operator identifiers and
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ASN scope. Publications MJST respect the redacti on gui dance of
[1-D. nel egassi -i ppm mvps-bundl e] Section 9. Adnmission tiers
SHOULD use coarse |l abels in public bundles.

| ANA Consi der ati ons

Thi s docunent requests registration of one MWPS Bundle Capability
Flag in the registry defined by
[1-D. nel egassi -i ppm nvps-bundl e] Section 11.3:

Flag name: cwt-profile-vl

Semantics: Bundle includes nvps_cwt per snapshot, an Operator
Epoch Manifest reference, and a w tness-cosi gned
cwt _checkpoint. Consuners MJUST verify per Section 6,
Section 7, and Section 8 before coherence conputation.

If the base registry is not yet established, inplenentations
SHOULD use the string "cw-profile-v1l" in a bundle-Ievel
"capability flags" array until |ANA assignnent.
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Appendi x A.  JSON CWI' Extension (Informative)

M ni mal CWI-w apped snapshot (illustrative keys only):

{
"snapshot": {
"destination": { "address": "203.0.113.1" },
"end-timestanp": "2026-05-25T12:00: 012",
“hops": [
{ "index": 1, "address": "198.51.100.1", "rtt_ms": 1.2 }

1,
"path_fingerprint":
"abc123...",
"start-tinmestanp": "2026-05-25T12: 00: 00Z",
"vantage-id": "v-probe-sp4-001"

},
"mvps_cwt " {
"version": 1,
"operator_id":"redteamn eaders-br",
"vantage id": "v-probe-sp4-001",
"epoch_id": 42,
"counter": 17,
"expires_at": 1779274800,
"tag": "base64url - 32-octets..."
}

Appendi x B. Wirked Verification Exanple

1. Canpai gn publishes Adm ssion Policy Docunment |isting operator
Ed25519 keys and witness Ed25519 keys (out of band).

2. Operator generates K op, derives per-vantage K v_epoch for
epoch 42, publishes Operator Epoch Mnifest signed under op_sk.

3. Vantage receives K v_epoch via out-of-band channel
(Section 5.1(a)). Conputes HVAC- SHA256 tag for each snapshot
wi th nonotonic counter.

4. Coll ector aggregates snapshots into a bundle, conputes Merkle
checkpoint, submits to each of 3 witnesses via
POST / add- checkpoi nt.

5. Wtnesses verify checkpoint consistency (this canpaign's
append-only history), return cosignatures.

6. Collector publishes bundle with cwt_checkpoi nt containing the



coll ector signature + 2 of 3 witness cosignatures (q = 2).

7. Consumer verifies:
(a) OEM signature under operator’s op_pk,
(b) HMAC tag of each snapshot under K v_epoch,
(c) counter nonotonicity per (vantage_id, epoch_id),
(d) freshness via expires_at,
(e) checkpoint cosignatures neet g witnesses fromWw
(f) Section 10 parser limts before any of the above.

If step 7 succeeds, snapshots feed C 1, C 2, C3, D‘2.

Appendi x C. Mathematical Core (Normative)

Thi s appendi x states the trust-1ayer theorens of OW.

Full proofs appear in [ WPS-CAT- PROCF]. Profile-independent
necessity theorems (T-VOD-*, T-GG*, T-PARSE-1) are cited
from[ WPS- CW- PROOF] wit hout re-statemnent.

C. 1. Definitions (sunmmary)

Verify-CWM(S) is the acceptance predicate of Section 6.4 plus the
bundl e- checkpoi nt quorum check of Section 8.4. B trusted is the
bundl e content after all snapshots and the bundl e checkpoi nt pass
Verify-CW. Admitted set A Byzantine count f, gauge-gap wi tness
(P1, P2), witness anchor set Wwith quorumq are as in

[ MPS- CWI- PROOF] Section 1.

C.2. Authentication theorens

THEOREM T- AUTH-CWI-1 (Origin authentication soundness).
Under HVAC- SHA256 PRF security [ RFC2104] and Ed25519 EUF- CVA
[ RFC8032] on the CEM Verify-CW(S) = ACCEPT inplies the
snapshot was produced by an entity holding K v_epoch for the
clained (vantage id, epoch_id), and that K v_epoch was bound
to vantage id by a current OEM signed by the operator, except
with negligible probability.

THEOREM T- AUTH- CWI- 2 ( Honest conpl et eness).
A correctly tagged honest snapshot under a valid CEM wth
nmonot oni ¢ counter and live expires_at, is accepted by
Veri fy- CW.

C.3. Inpossibility wi thout authenticati on (NECESSITY)
THEOREM T-VO D-1 (see [ MWPS- CWI- PROOF] Section 3).
THEOREM T-VA D-2 (see [ MWPS- CWI- PROOF] Section 3).
THEOREM T-VO D-3 (see [ MPS- OWI- PROOF] Section 3).
THEOREM T- VO D-4 (see [ MVPS- CWI- PROOF] Section 3).

These NECESSI TY theorens are profile-independent: they show
what fails in any unauthenticated M/PS depl oynent.

C. 4. CGauge-gap theorens
THECOREM T-GG- 1 (see [ MWPS- CWI- PROOF] Section 2).

THEOREM T- GG 2 (see [ MWPS- CWI- PROOF] Section 2).
THEOREM T- GG 3 (see [ WPS- CW- PROOF] Section 2).

C.5. Composition with MPS v4.0 (SUFFI Cl ENCY)



C. 6.

C7.

C. 8.

THEOREM T- COVP- 1- CWI.
Under H TRUST-CWI, HADM HWT, and f < N2, [ WPS-V4]
Theorem 9 (geonetric-nmedi an nmax-bias on C 2) applies to
B trusted.

THEOREM T- COVP- 2- CWI.
Under H TRUST-CWI, HADM HWT, f < N2, and MWPS-A4, the
full v4.0 catal ogue and the Architecture Invariance Theorem of
[1-D. nel egassi -i ab-mvps-architecture] apply unchanged to
B trusted.

Coalition and Split-View theorens (CW-specific)

THEOREM T- COAL-1 (Coalition resistance via w tness independence).
Let an adversary control a coalition of operators with
conbined adnmitted vantage mass f’° >= N 2. Suppose:

(i) the witness anchor set Wcontains w >= 3 independent
W t nesses,
(ii) no organi zational entity controls nore than
floor(w 2) wtnesses,
(iii) quorumg >= 2 is enforced.
Then any bundl e whose contents reflect the coalition s poison
is detected by an external auditor querying any honest w tness
wi thi n one checkpoi nt wi ndow. Equivalently: T-COW-1-CA
holds with effective f_effective = (f' - witness_correction)
< N2 fromthe auditor’s perspective.

THEOREM T-SPLIT-1 (Split-view resistance via cosignature quorun.
Let a malicious collector hold a valid collector key. Under
g >= 2 and witness i ndependence, any two consuners receiving
"the same" bundl e (matching bundle id, bundle_seq) will obtain
i dentical root_hash val ues when at | east one honest wi tness
participates in the cosignature, except with negligible
probability. Equivalently: collector split-viewis detectable
with probability at least 1 - (1 - 1/w”™q for g honest
cosi gnatures of w w tnesses.

Parser and repl ay
THEOREM T- PARSE- 1 (see [ MVPS- CWI- PROOF] Section 6).

THEOREM T- REPLAY- 1- CWT.
Strictly nonotonic per-(vantage id, epoch_id) counter conbi ned
wi th per-snapshot expires_at field rejects byte-identical
replay and rejects beyond-w ndow stal e replay, using only
Q(N) consuner state per active epoch.

Desi gns and conj ectures (not theorens)

Desi gn D- CWI- ROT: key rotation cadence (Section 5.5).

Desi gn D-CWI-DLY: del ayed-key di scl osure (TESLA-style; Section
5.1(b)) trades real-tine verification for public auditability.

Conj ecture CONJ-CW-A4: witness diversity restores approximte
condi ti onal independence (M/PS-A4) of vantage observati ons.
EMPI Rl CAL.

C.9. Nunerical receipt

Constructive wi tnesses for T-AUTH CW-1, T-AUTH CW-2, T-COAL-1,



T-SPLIT-1, T-COWP-1-CW, T-REPLAY-1-CW, T-vOD*, T-GG*,

and T-PARSE-1 are validated by scripts/validate cw theorens. py
(12/12 PASS). Inplenentations SHOULD run this script in Cl

al ongsi de scripts/validate v4 against_all _attacks. py.
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