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Abstract

Menory-resident ("fileless", in-nmenory) nmalware -- reflective code

i njection, page-cache .text patching, process hollow ng, RX->RWK
perm ssion flips, unbacked-nmenory thread starts, token theft, and

pat chl ess AMSI/ ETW suppression -- | eaves the on-di sk i nage unchanged
and is therefore structurally invisible to signature and
file-integrity detectors. This docunment explains why, and what
renoves the blind spot, using the Multi-Vantage Path Synchrony (MPS)
observability nodel y = H x: each detection facility is a row (a

proj ection) of one observation operator H over an interior
runtime-menory state x, and a purely in-menory inplant is an attack
whose damage direction c lies in the NULL SPACE of any single on-disk
vant age.

The contribution uses no new mathematics. It (1) instantiates the

al ready-proved MVPS results -- the Stealth-Manifold Lenma, the

coordi nation-stealth duality, the Stealth Conservation Law max(0, k -
rho), the reflexive tower, the data-processing ceiling, the
non-blinding invariant (stealth + effect = ||al|”2), and the
silent-effect ceiling (E < tau®2) -- verbatimon the runtine-nenory
surface; (2) anchors the neta-observer in the RATS architecture

[ RFC9334], whose Attester is defined to collect dains by "taking
measur enents on code, nmenory, or other security related assets”, wth
TPM based Renpte Integrity Verification [ RFC9683], the Entity
Attestation Token [ RFC9711], the Concise Reference Integrity Manifest
[I-Dietf-rats-corin, and Concise Software Identification [ RFC9393]
as the evidence/reference-value |layer; and (3) closes the

vant age-forgery channel wi th post-quantum eye identity (M-DSA, FIPS
204, via [I-D.ietf-cose-dilithium and

[I-Dietf-lanmps-dilithiumcertificates]). Alive threat anchor -- the
2025- 2026 surge in BYOVD EDR-killers (e.g. CVE-2025-68947) and
pat chl ess AMSI/ ETW suppression -- is shown to be a textbook instance

of the eye-silencing law. All theoremlevel clainms carry a
machi ne- checkabl e numerical receipt.
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I nt roducti on

A signature or file-integrity detector |earns or hashes the bytes a
program has ON DI SK and al arns on deviation. A nmenory-resident

i npl ant never changes those bytes: it acts entirely in the live
address space -- patching the in-nmenory copy of .text in the page
cache, flipping a region fromread-execute to read-wite-execute,
starting a thread at private/unbacked executable menory, stealing a
token, or suppressing AVBlI/ETWso the very telenetry that woul d
report it goes quiet. Against an on-disk vantage this is not "hard
to see"; it is structurally INVISIBLE

The Multi-Vantage Path Synchrony (M/PS) franework nodels a set of
detection facilities as rows of one observation operator H acting on
an interior state x, producing observations y = H x; an attack is a
damage direction ¢ with effect d = ¢~T x. In that nodel the clai m of
this docunment is exact: a purely in-nmenory inplant is a c that lies
in null(H of any single on-disk vantage, and the remedy is not a
cleverer classifier but ADDI NG vantages whose joint rowspace covers ¢
-- "spend probes, not paraneters”.

This is the sane observability spine already applied to the Linux
kernel surface [|-D. nel egassi-opsawg-nvps-o0s-host]; here it is
applied to runtime nenory and, critically, the neta-observer that
wat ches for silenced eyes is identified with the RATS architecture
[ RFC9334]. RFC 9334 defines an Attester that collects Cains by

"readi ng systemregisters and variables, calling into subsystens,
taki ng neasurenents on code, nenory, or other security related assets
of the Target Environnent"; renpte attestation of nenory state is
therefore already in scope of a standardi sed architecture, with

TPM based Renbte Integrity Verification [ RFC9683] and the Entity
Attestation Token [ RFC9711] supplying the evidence |ayer and the
Conci se Reference Integrity Manifest [I-D.ietf-rats-corini / Concise
Software ldentification [ RFC9393] supplying Reference Val ues.

Clains are nmade at three maturity | evels per the MPS

adversarial -audit nethodol ogy [I-D. nel egassi-irtf-mps-nmethodol ogy]:
[ T] machi ne-checked theorens, [D] engineering designs, and [
conjectures with falsification protocols. Every [T] claimhere is
exerci sed by scripts/validate_nenory_coherence. py (Section 13).

Ter mi nol ogy
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

Eye (vantage): one detection facility, a row of H, observing a
projection of the runtinme-menory state x (e.g. an in-nenory code
scanner, a VM pernission nonitor, an ETWthread provider, a PMJ
counter, a TPM PCR).

Damage direction c: the direction in state space that an attack
perturbs; d = ¢c*"T x is its effect. null(H) is the set of ¢ that no
attached eye observes.

Menory-resident inplant: nal ware whose damage direction has zero
conponent on the on-disk coordinate(s); a.k.a. fileless / in-nenory.

Eye redundancy rho: rho = m- n for an Hwi th mindependent eyes over
an n-di mensi onal state; the overlap that absorbs silenced eyes.

The MVPS terns Stealth-Manifold Lemma, coordination-stealth duality
(T-CSD), Stealth Conservation Law, reflexive tower, data-processing
ceiling, non-blinding invariant, and silent-effect ceiling are used
as defined in [I-D. nel egassi-irtf-mps-methodol ogy] and its

compani ons.

3. Threat Anchor: BYOVD EDR-Killers and Patchl ess AMSI/ ETW

The eye-silencing | aw of Section 8 is not hypothetical; it is the
dom nant real -world defence-evasion technique. Public reporting in
2025- 2026 descri bes:

0 Bring Your Owmn Vul nerable Driver (BYOVD): a canpaignh |oads a
legitimately SIGNED but vul nerabl e kernel driver, then exploits it
fromuser space to gain kernel execution and TERM NATE EDR/ AV
processes, unregister kernel callbacks (process/thread/inmage-|oad),
and wipe telenmetry before the main payload runs. CVE-2025-68947
(NSecKrnl . sys, abused by the Reynol ds ransomware, which bundles the
driver in the payload) is one instance; a March 2026 anal ysis counted

54 distinct EDR-killers abusing 35 signed drivers. The Qlin
EDR-killer can term nate 300+ EDR drivers and runs its | oader
entirely in nenory.

0 Pat chl ess AMSI/ ETW suppressi on: Vectored Exception Handling and

har dwar e breakpoi nts intercept and spoof scan results W THOUT

nmodi fyi ng i n-nmenory code, silencing the scanning eye while | eaving no
.text patch.
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Two facts nake this a textbook MVPS case:

(a) The inplant body and the EDR-killer |oader are MEMORY-RESI DENT
(M TRE ATT&CK T1055 Process Injection); the on-disk artefact is a
signed, trusted driver. A signature/file-integrity vantage has the
damage direction in its null space (T-MEM 1). The decisive nove is

then to silence the eyes (ATT&CK T1562. 001 | npair Defenses; T1014
Rootkit) -- exactly the Stealth Conservation Law (T-MEM4): k

cal | backs/ provi ders silenced re-open max(0, k - rho) blind

di nensi ons.

(b) Crucially, attackers do NOT forge the driver’s signature; they
REUSE a valid one on a vul nerable driver (ATT&CK T1068). In MPS
terns the forgery channel is closed and the residual attack is the
GEOVETRI C eye-sil encing one (Section 11, T-MEM7) -- which is
precisely the channel a reflexive, attested neta-observer flags
(T-MEM5). This real-world fact corroborates the non-blinding split:
def enders shoul d spend their cryptographic budget on authenticated
eye identity and their telenetry budget on redundant, diverse eyes,
not on out-conputing the attacker

The operator takeaway echoed in that reporting -- "EDR alone is no
| onger sufficient; |ayer kernel driver-load nonitoring, inmutable
| ogging, and attestation" -- is the MV/PS prescription stated

informally: raise rho, add the driver-load eye, and term nate the
tower in an attested root of trust.

4. The bject: Runtinme Menory as a Vantage Stack

Let x in R*n be the interior runtinme-menory state of a host over one
observation tick. The receipt uses n = 12 named coor di nat es,

i ncluding on-di sk i mage bytes, in-nmenory .text patch (page-cache
writeback), RX->RWK permission flip, unbacked-nenory exec thread,

token/U D-0 transition, AVSI/ETWuserland patch, per-region

al l ocation, direct (unhooked) syscall, reflective nodul e |oad,
network C2 beacon, and the TPM PCR / measured-boot value. Each
detection facility is a row of H observing the coordinates it can
measure; y = Hx is the union of what the attached eyes report.

Every MVPS observability result holds on this surface w thout
re-proof, because it is the sane |linear map. Sections 5-11 state the
ei ght that bear on nenory-resident nal ware.

5. Wiy a Single On-Disk Vantage Cannot See It (T-MEM 1)
T-MEM 1 [T] (fileless blind subspace). For an on-di sk-image-only

operator H disk and a nenory-resident inplant direction c with zero
on-di sk conmponent, Hdisk ¢ = 0 and the entire damage lies in
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null (H disk): the inplant is invisible to that vantage yet damagi ng.
This is the Stealth-Manifold Lemma instantiated on nenory.

Receipt witness: |Hdisk ¢|] =0, |P_null ¢|] = 1.715 (all damage

hi dden), on-di sk conponent 0 by construction

CONSEQUENCE. No i nprovenent to a signature engine -- |arger hash
sets, nore rules, a bigger nodel -- can recover a direction its rows

do not span (see T-MEM6). The deficiency is geonetric, not
conput ati onal

6. Coherent Cover Closes It (T-MEM 2)

T-MEM 2 [T] (coherent cover). Adding runtinme nenory eyes in
correlation order -- in-nenory .text scan (page cache), VM perni ssion
nmoni t or, unbacked-thread provider, token/credential hook -- renbves
one di nension of attacker freedomat a time: the hideable fraction
eta = dim(null H/n is nmonotone non-increasing and the
undet ect ed- damage value ||P_null c||”2 falls to O once the eye-set
covers c.

Recei pt witness (eyes added 1..5):

eyes: 1(di sk) 2(+pgc) 3(+vm 4(+thr) 5(+tok)
eta : 0.9167 0.8333 0.7500 0.6667 0.5833
val ue: 2.94 1.94 1.13 0.49 0. 00

The in-menory (page-cache) eye is the decisive one and is correl ated
EARLY: three coherent eyes already strip the mgjority of the effect
(2.94 -> 1.13), matching the operational heuristic that a snal

nunber of coherent behavioural signals suffices. The precise
statenent is "cover the danmage direction", not "three is nmmgic".

7. Spread Inplants and the Coherent Ceiling (T-MEM 3)

T-MEM 3 [T] (coordination-stealth duality on nenory). An inplant that
spreads a fixed coherent effect E over N per-region or per-core
vantages -- a | ow and-slow injector touching nany regions, a spread
cryptominer pinning 1/N of its | oad per core -- keeps the COHERENT
aggregate nean at sqrt(E), constant in N, while each single region or
core sees only sqrt(E/ N), which collapses toward the fal se-al arm
rate.

Recei pt witness (E = 36, z-threshold tau = 4):

N: 1 4 16 64

coherent power: 0.9772 0.9772 0.9772 0.9772 (flat)
singl e power: 0.9772 0.1587 0.0062 0.0006 (collapse)
coherent adv: 0. 00 3.00 4.50 5.25

Mel egassi Expires 5 Decenber 2026 [ Page 6]



I nternet-Draft MWPS- Menor y June 2026

A fixed-seed Monte-Carl o corroborates the coherent power (0.9771).
Spreadi ng defeats every per-region threshold and never the coherent
eye; a single-vantage nenory scanner with a per-region budget is
structurally evadabl e while a coherent aggregate is not.

8. Eye-Silencing and the Stealth Conservation Law (T- VEM 4)

The [ ast nove of a capable inmplant is to SILENCE the detectors
(Section 3): patch or spoof AMSI/ETW unhook ntdll, unregister kernel
cal | backs via a BYOVD driver, or DKOMthe EPROCESS / task list so
enuneration |ies.

T-MEM 4 [T] (Stealth Conservation Law). Silencing k eyes re-opens a
bl i nd subspace of dinension exactly max(0, k - rho), where the eye
redundancy rho = (nunber of independent eyes) - n.

Recei pt wi tness:

rho
rho

0: k=1 ->diml, k=5 ->dim5, k=6 ->dim®6
4: k=1 ->dim0O, k=5->dim1l1l, k=6 ->dim2

DEFENSI VE READI NG. Provi sion overl appi ng, DI VERSE eyes so that rho is
at least the inplant’s realistic silencing reach k; below that,
redundancy absorbs the silencing and no blind dimension re-opens. A
detector that watches whether its own sensors are reporting is

i mpl ementing exactly this law, and the residual gap k - rho >0 is
the "known-blind" alarm a signhature AV cannot rai se.

9. The Reflexive Tower: RATS as the Meta-Cbserver (T-VEM5)

Detecting eye-silencing requires a META-observer of the eyes’ mutual
consistency. On real hosts this is the neasured-boot chain:
integrity neasurenents extended into a TPM Pl atform Configuration
Regi ster, appraised renotely. This is precisely the RATS
architecture [ RFC9334]: an Attester produces Evidence (nmeasurenents

over code and nenory), a Verifier appraises it agai nst Reference
Values ([I-D.ietf-rats-corinj, [RFC9393]), and a Relying Party acts
on the Attestation Result; TPM based Renote Integrity Verification
[ RFC9683] and the Entity Attestation Token [RFC9711] supply the
concrete evidence | ayer.

T-MEM5 [T] (reflexive tower). A meta-observer of the eyes catches
silencing while the level-1 gap k <= rho (blind dimO0, caught). The
SAME | aw governs the neta |layer: forging the attestation evidence (k2
> rho2 at the nmeta level) re-opens a genuine blind dimension one

| evel up. Security is keeping every rung’s gap k | - rho | <= 0; the
hardware root of trust is sinply the last rung currently funded.

Recei pt witness: level-1 k=2=rho -> blind dimO0 (caught); meta | ayer
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10.

11.

k2=2 > rho2=1 -> blind dim1 re-opened (genuine null, residual
~1. 4e-15).

Menory-resident detection that does NOT ternminate in an attested root
of trust is, inthe limt, defeatable: the BYOVD class (Section 3)
goes UNDERNEATH a user-nmpde EDR in the kernel, silences the eyes, and
| eaves no honest rung to notice -- unless an attested neta-observer

is the next rung up.
The Dat a- Processing Ceiling (T-MEM 6)

T-MEM 6 [T] (data-processing ceiling). An action taken in an

UN- SCANNED menory region is a direction v in null (H probes). Two
realities x and x + v then produce |IDENTICAL telenetry y = H probes
X, so by the data-processing inequality NO function g(y) -- no Al
nmodel , however large -- can separate them Attaching one probe on
that region (changing H) restores separability.

Receipt witness: |y - y'| = 0 (identical to any classifier) while the
damage gap = 5.078; after adding one nenory probe on the blind
regi on, separation = 2.500.

Thi s bounds the role of machine learning in menory-resident

detection: M. is valuable for scoring WTHI N rowspace(H), but it
cannot manufacture visibility into a region no eye neasures. The

i nvestment that buys detection of fileless malware is | NSTRUVENTATI ON
of the live address space (nenory scanni ng, VM perm ssion and thread
telemetry, PMJ, attestation), not a |larger nodel over existing

tel emetry.

Non- Bl i nding Invariant and Silent-Effect Ceiling (T- MEM 7,

T- MEM 8)
These two results answer the question "can a faster attacker -- an Al
agent, or a quantum conputer -- sinply out-conpute the detector?"

The answer is no, by type, because the quantities involved carry no
conputational term
T-MEM7 [T] (non-blinding invariant). For any action a and any H,

||P_null(H al|”*2 + ||P_rowm(H al|"2
steal th(a) + effect(a)

|lal]"2
Il1al]"2

This is the Pythagorean identity of the orthogonal split R'‘n =
rowspace(H) (+) null(H): every unit of stealth is a unit of effect
that LEAVES the observable space. Wth a full-rank, redundant
eye-set (rho >= 1) the null space is enpty, so an in-nenory inplant
can hi de NOTHI NG whi |l e keeping a nonzero effect; a SILENT blinding
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12.

therefore requires either silencing k > rho eyes (which the Stealth
Conservation gap reports -- "blind" inplies "known-blind") or forging
an eye's authenticated identity.

Recei pt witness: effect 2.940 + stealth 3.6e-15 = ||a]|”"2 2.940
(Pythagorean identity to l1e-9); with k <= rho the hidden effect stays
0 (caught), and only k > rho (gap 1) opens a hi dden component.

T-MEM 8 [T] (silent-effect ceiling + conpute invariance). The | argest
coherent effect deliverable while the coherent detector stays quiet
is E < taur2, for ANY spread N and ANY strategy: the region {large
effect, detector silent} is EMPTY. Mrreover the ceiling tau*2 and the
detectability |[|P_row al|”2 / sigma"2 contain no conputationa

vari abl e; swept over a compute budget of 30 orders of magnitude they
are literally constant.

Receipt witness: E silent_ceiling = tau”2 = 16.0 for Nin {1, 4, 16,
64, 1024} (all equal); detectability constant = 10.81 across conpute
budget 1e0.. 1e30.

CONSEQUENCE. A faster search (nore FLOPs, a |l arger nodel, nore
qubits) noves attacker and defender along the SAME infornation
frontier without nmoving the boundary. Al nakes the attacker OPTI MAL,

not ommipotent; the optimumstill |oses by a margin fixed by the
geonetry of H The only non-information nove left -- forging a
vantage -- is a cryptographic probl em addressed by post-quantum eye

identity (Section 16).
Mappi ng to RATS Rol es and Reference Val ues

The recei pt records the foll ow ng mappi ng, offered so that an
M/PS- Menory depl oynent can be described in standard RATS [ RFC9334]
terns:

0 Attesting Environnment: the in-host nenory/hardware eyes
(in-nmenory code scan, VM pernission nonitor, ETWthread
provi der, PMJ, TPM neasuring code/ menory.

o Evidence: the per-tick coherence vector y = H x, conveyable

as an EAT [RFCO711].

o Verifier: the MV/PS coherent detector plus reflexive-integrity
apprai sal (joint D'2 vs single max-z; gap k - rho).

0 Attestation Result: COHERENT / | NCOHERENT verdict plus the
| ocal i sed offending entity.

0 Relying Party: the response |layer (alert | active), off by
def aul t.

0 Reference Val ues: the commi ssioni ng baseline plus signed
CoM DY CoSW D reference values in a CoRIM
[I-Dietf-rats-corin, [RFC9393].
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13.

14.

MVPS- Menory defines no new RATS protocol elenents; it is a profile of
how t o popul ate and apprai se exi sting ones for
menory-resi dent - mal ware detection (Section 17).

Nunerical Recei pt
All [T] clainms in Sections 5-11 are exercised by
pyt hon scripts/validate_nenory_coherence. py

which is pure-NunPy, determnistic (seed 20260603), uses exact
Gaussian tails (one fixed-seed Monte-Carlo only to corroborate the

T- MEM 3 coherent tail), and wites

evi dence/ nenory_coherence_recei pt.json. Expected output is "Total: 8
Passed: 8 Failed: 0", the T-MEM 2 etal/val ue sweep (0.9167/2.94 ->
0.5833/0.00), the T-MEM 3 advantage 0.00 -> 5.25 with flat coherent
power 0.9772, the T-MEM 4 nmax(0, k-rho) grid, the T-MEM 5
caught -t hen-reopened nmeta staircase, the T-MEM 6 identical-telenetry
witness (|ly - y'| ~ 0), the T-MEM 7 Pythagorean identity, and the
T-MEM 8 N-invariant ceiling tau”2 with conpute-invariant
detectability.

The receipt carries a body hash over its canonical content (excluding
the timestanp):

body sha256 =
96c6962160abd77d2af b04158a44daf 83f 531a00a8cc3abcf 6f 6a288e7922a0e

Any party can re-run the validator and conpare the hash
Conj ectures and Fal sification Protocols

CMEM1 [C] (lead-tine before privilege conpletion). On a host
instrumented with the in-nenory and VM perni ssion eyes, the coherent
detector raises an | NCOHERENT verdict before the token/U D-0
transition conpletes, yielding a positive expected lead tine over a
per-signal detector. The test is a paired |ead-time comparison vs a
per-signal EDR baseline (WIson 95% | ower bound on the gain > 0) on a

| abel l ed fileless-injection capture corpus with per-eye tinmestanps.

CMEM2 [C] (irreducible nenmory blind subspace). Under a realistic
eye budget, determ ne whether an eye-set exists with rank(H = n over
t he damage-rel evant subspace of a curated inplant corpus, or whether
resource limts leave an irreducible null(H . Subnodularity of
rank(H) suggests a (1 - 1/e) greedy schedul e of which probes to
attach.

These conjectures MJST NOT be cited as guarantees.
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15.

16.

Oper ational Considerations

An MVPS- Menory depl oynent SHOULD attach, at mnimum eyes covering
the danage directions of the inplant classes it cares about: an

i n-menory code/regi on scanner (the decisive page-cache eye), a

VM perni ssion nmonitor (WX / RX->RWK), a thread-start provider for
unbacked executabl e nenory, a credential/token hook, a KERNEL

DRI VER- LOAD eye (agai nst BYOVD, Section 3), and per-core PMJ counters
for spread effects. These eyes SHOULD be appraised jointly by a
coherent detector, not scored in isolation.

The reflexive-integrity layer (Section 8) MJIST treat a silenced or
inconsistent eye as a first-class signal, and SHOULD term nate the
tower in an attested root of trust (Section 9). Per-tick verdicts and
per-eye residuals SHOULD be persisted to a tanper-evident operationa
log [I-D. nel egassi - opsawg- mvps- | oggi ng] .

Thi s docunent describes a host/endpoint detection profile; it does
not mandate a kernel agent. A user-node inplenentation cannot
observe early boot and can itself be silenced by kernel -level nalware
(Section 3); production deploynents SHOULD use kernel -1 evel eyes and
self-protection for the high-val ue coordinates.

Security Considerations

MVPS- Menory is a defensive detection-and-localisation profile. It
raises alarnms and identifies likely-offending entities; it does NOT
actuate, quarantine, or renedi ate.

The central security property is geometric: an inplant confined to
null (H of the attached eyes is undetectabl e by ANY appraisal of
those eyes’ output (T-MEM 6, T-MEM 8). Coverage of the damage
directions of the threat nodel is therefore a security requirenent,
not a tuning choice; comm ssioning SHOULD verify that the eye-set
spans the curated damage-direction corpus.

An inmplant that silences k eyes re-opens max(0, k - rho) blind
di mensions (T-MVEM 4); depl oynments MJST provision eye redundancy rho
at least equal to the silencing reach they defend against, and MJST

anchor the neta-observer in an attested root of trust [RFC9334]
[ RFC9683] so that eye-silencing is itself observable (T-MEMD5).

POST- QUANTUM EYE | DENTI TY. By the non-blinding invariant (T-NVEM7)
the only attacker nove that is NOT bounded by the information
geonetry is forging a vantage's authenticated reports so that His
m s-estimated. Each eye's Evi dence MJST therefore be

crypt ographically bound to a hardware-rooted key. For long-lived
depl oynents that key SHOULD use a post-quantum signature -- M.-DSA
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17.

18.

18.

18.

[ FI PS204] -- carried via COSE/JOSE [I-D.ietf-cose-dilithiun] for

EAT/ CoRI M evi dence and via X. 509 [ RFC5280]
[I-Dietf-lanmps-dilithiumcertificates] for the eye-identity
certificate chain. The 2025-2026 BYOVD threat (Section 3)
enpirically confirns the split: real attackers REUSE valid signatures
on vul nerabl e drivers rather than forge them so the forgery channel
is already economically closed and the residual attack is the
geonetric eye-silencing one this profile is built to flag.

A spoofed eye is an adversary-controlled row of H and can both hide
damage and forge it; telenetry ingestion MJST be authenticated. The
Byzanti ne-robust aggregate (geonetric medi an, breakdown point 1/2)
used by the Verifier bounds the influence of a mnority of |ying
eyes, but a mpjority of corrupted eyes is out of scope.

This profile does not by itself renediate the underlying

vul nerability an inplant exploits; coherent detection is a
conpensating control al ongside patching, exploit mitigations (WX
CET/CFGQ, driver allowlisting, and attested boot.
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