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Abst ract

Mul ti-Vantage Pat h Snapshot (MPS) depl oyments run in critica
environments where the operational record nmust be auditable: an

i nvestigator, regulator, or independent wi tness nust be able to
detect any after-the-fact alteration of what the system observed and
did. This docunment specifies the MV/PS operational log format: an
append-only stream of structured records, each cryptographically
chained to its predecessor, wth conpl eteness guaranteed by an

ext ernal anchor reusing the Coherent-Wtness Trust (CWM) checkpoint
and the MVPS Proof Envel ope.

The format guarantees that recorded events cannot be silently edited,
reordered, or interior-deleted, and -- once a head is anchored --
that the exact log prefix is pinned and tail truncation is exposed.
The docunent is explicit about the limts: a bare hash chain cannot
prove its own conpl eteness (an anchor is REQU RED); the chain is

bi ndi ng,

not confidential. Every property is validated by
scripts/validate | ogging format.py (8/8 PASS, exit 0) and recorded in
evi dence/ |l oggi ng_format _receipt.json

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 Novenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with



respect to this docunent. Code Components extracted fromthis
docunment nust include Revised BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
warranty as described in the Revised BSD License.
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I nt roduction

MVPS i s depl oyed where the cost of an undetected |lie about the past
is high: critical infrastructure, regul ated networks, contested
environments. In such settings the operational log is not a debugging
convenience; it is evidence. An evidence |og must satisfy one
property above all: any alteration of the recorded past is DETECTABLE
by a party who did not wite it.

Thi s docunent specifies that log. Records are append-only and

hash- chai ned (each conmits to the digest of its predecessor), so the
head digest is a binding coomitnent to the entire ordered history.
Conpl eteness -- the guarantee that no tail was dropped -- is provided
by anchoring the head externally, reusing nachinery the MPS fanmly
al ready defi nes.

Rel ati onship to CAT and the Proof Envel ope

The Coherent-Wtness Trust draft [I-D. nel egassi-santos-ippm m/ps-cwt ]
defines a per-coordination-w ndow Merkl e checkpoint and a witness
cosignature surface, but explicitly states it is NOT a | ong-running
append-only log. This docunent is that log. It REUSES the CW
checkpoi nt as one anchor target and the M/PS Proof Envel ope

[1-D. nel egassi -i ppm mvps- proof -envel ope] as another: a periodic |og
head MAY be bound as an artifact in an envel ope manifest, inheriting
the envel ope’ s tanper-evidence and optional post-quantum anchor
Scope and Non- Goal s

Thi s docunent specifies:

o the record format and its canoni cal encodi ng,

o the chain link and head conputati on,

o the verification procedure,



o the external -anchor requirenent for conpl eteness,
0 a redaction mechani smconpatible with verification
Thi s docunment does NOT:

o0 provide confidentiality (the chain is binding, not hiding;
Section 6 and Section 9);

0 guarantee conpl eteness w thout an anchor (inpossible; Section 5,
Section 7);

o define a transport; records MAY be shi pped over syslog [ RFC5424],
files, or any ordered channel

2. Term nol ogy
Record: one log entry (Section 3).

Leaf hash: SHA-256 over the canonical record body with the
record_hash field renoved

Chain link: the field prev_hash of record i equals the record_hash
of record i-1 (or GENESIS = 64 zero hex digits for i = 0).

Head: the record_hash of the last record (CENESIS if enpty).

Anchor: a (head_hash, count) pair published through an external,
wi t nessed channel (a OAM checkpoint or a Proof Envel ope manifest).

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "RECOMMENDED', "MAY", and "OPTIONAL" in this document are
to be interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when,
and only when, they appear in all capitals.

3. Log Record Format
A record is a structured object with the follow ng top-1level fields:

seq unsi gned i nteger, contiguous fromO, MJST equal the
record’ s position;

prev_hash 64 hex digits (SHA-256 of the previous |eaf, or
GENESI S for seq 0);

ts RFC 3339 UTC tinestanp of record creation

event an open structured payl oad (Section 3.3);

record_hash 64 hex digits, the |leaf hash of this record.

3.1. Canonical Encoding and the Leaf Hash

The | eaf hash is computed over the canonical JSON [ RFC8785] encoding
of the record with the record _hash field renoved

leaf (r) = SHA-256( JCS( r without "record_hash" ) )
Canoni cal i zati on nakes t he digest independent of key insertion order;
two encoders MUST agree on the leaf hash. A CBOR profile [ RFC8949]
MAY be used on constrained |inks using CBOR determ nistic encoding.
3.2. The Chain Link
For seq 0, prev_hash MJUST be GENESIS. For seq i >= 1:

prev_hash_i = record_hash_{i-1}



record_hash_i = leaf(r_i)
The head after n records is record hash {n-1}. By I|inked
timestanping [HS91] the head is a binding conmitnent to the entire
ordered prefix under SHA-256 collision resistance.
Event Taxonony and Severity
The event payl oad SHOULD carry:
ki nd a dotted taxonomy token, e.g. "vantage.join",
"bundl e. observe", "alarmraise", "vantage.byzantine",
"anchor . checkpoi nt";
sev one of debug, info, notice, warn, error, audit.
Records with sev = "audit" MJST be retained for the deploynment’s ful

retention period and MJST be covered by at |east one anchor.

Verification Procedure

A verifier accepts alog L = (r_0O, ..., r_{n-1}) iff, for every i
1. seq.i ==1i;
2. prev_hash i == (GENESIS if i == 0 else record_hash_{i-1});
3. record hash i == leaf(r_i).

Any failure localizes the first altered position. Verification is
AQ(n) hashes and requires no secret.

Ext ernal Anchoring (REQU RED for conpl et eness)

A bare chain proves internal consistency but CANNOT prove it has not
been truncated at the tail: any prefix of a valid log is itself a
valid log (Section 7, T-LOG TRUNC-1). Therefore:

0 Operators MJST publish anchors a = (head_hash, count) at a chosen
cadence (per N records or per T seconds).

0 An anchor SHOULD be a CAM checkpoi nt
[1-D. nel egassi - sant os-i ppm mvps-cw] (w tness-cosigned) or a Proof
Envel ope mani fest entry [I-D. nmel egassi-i ppm nvps- pr oof - envel ope] .

0 Conpl eteness is guaranteed only up to the nost recently anchored
head. Records after the last anchor enjoy edit/reorder/delete
evi dence but not truncation evidence.

G ven an anchor, a verifier rejects any | og whose head or count
di sagrees, exposing truncation and roll back

Redacti on

To renove a sensitive value v while keeping the record verifiable, a
witer MAY replace v with a salted conmmtnent:

c = SHA-256( salt || v )

retaining salt in the record. The |leaf hash is conmputed over the
committed form so verification is unchanged and the record stays in
the chain. A holder of v reproduces c; a party without v learns only
c. This is BINDING not hiding: it is not encryption and provides no
confidentiality guarantee in the IND sense (Section 9).



7. Tanper-Evidence Properties

The following are proved in the conpani on
(docs/ WPS_LOGA NG _PROOF. t xt) and val i dated by
scripts/validate | oggi ng_format. py:

T- LOG CHAI N-1 a well-forned chain verifies end to end;

T-LOG-EDI T-1 editing any record s payl oad breaks the chain;

T-LOG RECRDER- 1 reordering two records breaks the chain;

T-LOG DELETE-1 deleting an interior record breaks the chain;

T- LOG TRUNGC- 1 tail truncation is NOT self-detectable; it is
detectable with an external anchor;

T-LOG- ANCHOR-1 an anchor (head _hash, count) binds the exact prefix;

T- LOG- CANON- 1 canoni cal encoding is key-order independent;

T-LOG REDACT-1 salted redaction preserves the commtnent.

Each reduces to SHA-256 collision resistance and |inked tinmestanping
[ HS91], plus wi tness EUF- CVA [ RFC9162] for the anchor

8. Nunerical Receipt

scripts/validate | ogging format.py builds a five-record | og,

exerci ses each tanper class, and wites

evi dence/l ogging format _receipt.json with the deno head di gest,

pl atform netadata, severity vocabul ary, anchor targets, the explicit
non-cl ai ms, and a SHA-256 of its own canonical body. At tine of
witing all eight checks PASS (exit 0).

9. Security Considerations

The 1 og provides tanper-EVI DENCE, not tanper-PREVENTI ON: an attacker
with wite access can still destroy the file, but cannot do so
silently once a head has been anchored (Section 5). Operators MJST
anchor at a cadence matched to their threat nodel; the w ndow between
anchors is the maximumsilently-truncatable tail.

The chain is not confidential. Sensitive fields MJST be redacted
(Section 6) or the whole transport encrypted; the conmmtnent scheme
provi des bi ndi ng only.

Quantum consi derations foll ow the Proof Envel ope

[1-D. nel egassi -i ppm mvps- proof -envel ope]: SHA-256 retains a hal ved
(Grover) preinmage margin of 272128, which is finite and sufficient;
anchors MAY nmigrate to a post-quantum wi tness signature w thout
changing any record on the wre.

10. | ANA Consi derati ons
Thi s docunment requests no | ANA actions. The event "kind" taxonony is
an open, depl oyment -defi ned nanespace; a | ater revision MAY request a
registry if interoperability requires it.
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Appendi x A Wirked Exanpl e

Five records (vantage.join, bundle.observe, alarmraise,
anchor. checkpoi nt, vantage. byzanti ne) chai ned from GENESI S produce a
head di gest reproduced exactly by the validator. Editing the
alarmraise record’s d2 value from38.7 to 0.0 causes verification to

fail at seq 2, denonstrating T-LOG EDI T-1. The full
out put of scripts/validate_| oggi ng_format. py.
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