I nt ernet Engi neering Task Force L. Mel egass

I nternet-Draft Catel l'ix
I ntended status: Standards Track 27 May 2026
Expires: 28 Novenber 2026

MVPS Per f or mance- Security Coupling Profile: Joint Vol ume-
I ndependence and Aut hentication Guarantees for Coherence- BFD
wi th Coherent-Wtness Trust (COAI)
dr aft - nel egassi - mvps- per f sec-coupl i ng- 00

Abst ract

Thi s docunent specifies the MVPS Performance-Security Coupling
Profile, a Profile-of-Profiles binding three previously specified
profiles into a single depl oyable contract:

0 MPS Coherent-Wtness Trust (COAI)
[1-D. nel egassi - sant os-i ppm m/ps-cw |,
o0 Coherence-BFD [I-D. nel egassi - coherence-bfd], and
0 IMPS DDoS Resilience [I-D. nel egassi-nmps-ddos-resilience].

Each conposed profile proves its own theorens and reports its own
measur ed nunbers under its own scal e assunption. Wen depl oyed
toget her, those scal e assunptions diverge by 1-2 orders of
magni t ude and create five conposition holes: a nunerical cost-
rescal ing gap, a double replay-counter rule, an under-specified
key-derivation step, an insider verification-DoS gap, and a joint
Byzantine-at-limt / collector-split-view gap

This profile closes all five with three theorens:

T-JCOST-1. Closed-formjoint broker CPU cost as a function of
(N, T_tick, g, bundle_period); two-path deconposition
(CWI' path + Coherence-BFD path) avoi ds doubl e-count;
numerical receipt at four scale points.

T- VDOSs- 1. Per-vantage rate-limt at N C XDP fast-path bounds
the attacked-broker CPU by a near-constant factor
(rate_limt _factor + flood * ¢c_xdp / c_path) instead
of the linear blow up of the unprotected case.

T- RC- 1. Acceptance is the AND of the BFD sequence rul e and
the CW counter rule; rejection cases are enunerat ed.

A normative HKDF info-string for cross-profile key separation

cl oses the under-specification of CM Section 13. The dual - node
aggregation values (D _m nimax, D max) defined in DDoS-Resilience
Section 7.2 are bound INTO the cosi gned checkpoint of CAT
Section 8.2, closing the joint Byzantine + split-view gap.

The profile inherits the full v4.0 theorem catal ogue and is
conformant to the MVPS Architecture |nvariance Theorem

[1-D. nel egassi -i ab-nmvps-architecture]. Full proofs are recorded
i n [ PERFSEC- PROOF] ; numrerical receipts are in

evi dence/ perfsec_joint _cost_receipt.json and

evi dence/ perfsec_verification_dos receipt.json; the validator
scripts/validate perfsec_coupling.py returns 12/ 12 PASS

Status of This Meno



This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current
Internet-Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six
mont hs and rmay be updated, replaced, or obsol eted by other

docunents at any tine. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as "work in
progress.”

This Internet-Draft will expire on 28 Novenber 2026.
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Aut hor’ s Addr ess

1. Introduction

The MVPS franmework has produced three operationally-deep profiles
that share the same vant age- broker substrate but were specified in
i sol ation:

0o OW [I-D. nel egassi-santos-i ppm nvps-cwt] specifies trust
(HMAC- personal i zed snapshots, Operator Epoch Manifest,
Wi t ness cosignatures). Section 14.1 reports a 2.10 us
per - snapshot HVAC cost and a derived 0.21 %core |oad at
N = 1000 vantages, 1 Hz tick

o0 Coherence-BFD [|-D. nel egassi - coherence-bfd] specifies sub-
second coherence detection. Variant V3 (Echo) operates at
T tick = 50 ns and is the |latency-optinmal reference.
Section 15.3 di nensions the broker NIC at four PPS regines
A-D.

0 DDoS Resilience [I|-D. nel egassi-mps-ddos-resilience]
speci fies vol une-i ndependent detection at attack rates from
10 Mpps to 5 Thps equival ent, on top of Coherence- BFD
under three architectural invariants (Section 3 of that
docunent).

Each draft proves its own theorens and reports its own neasured
nunbers under its own scal e assunption. The nunbers are correct
in isolation. Wen deployed together (which is the realistic

depl oynent), the scal e assunptions diverge and produce composition
hol es that each individual draft cannot see.

1.1. The conposition problem (the "sec drops PPS' question)

CW Section 14.1 cites 0.21 % of one core for HVAC overhead. That
nunber is conputed at the abstract reference scal e assunption
stored in evidence/ nvps_cwt _overhead receipt.json

n_vant ages = 1000, tick_hz = 1, snaps_per_sec = 1000

But Coherence-BFD V3 operates at T_tick = 50 ms (= 20 Hz), which
rai ses broker ingress PPS from1l 000 to 20 000 at the sane N
DDoS Resilience Section 6 evaluates N = 10 000, 8 cells,

T tick = 50 ns, which raises ingress PPS to 200 000.

The crypto cost scales linearly with PPS. Wrse, in a full-stack
depl oynent the broker pays HVAC TWCE: once on the BFD Aut hHVAC
path (UDP control packet, per push, Section 4.2 of Coherence-BFD)
and once on the CAT path (snapshot in the MVPS bundl e, per
snapshot, Section 6.4 of CM). These are distinct packets at the
sane tick rate; HVAC is paid on each independently.

At Regime C (N = 10 000, T_tick = 50 ns) the joint cost

(parser + HVAC CWI' + HVAC BFD + witness verify) is approximately
174 % of one core, i.e., the broker requires 1.74 dedi cated CPU
cores BEFCRE any coherence al gebra.

The headline metric is the apples-to-apples scaling within the
joint forrmula: the same JO NT(N, T_tick) at the CWM abstract
reference scale (N = 1000, 1 Hz, full stack) is 0.88 % of one
core. Going to Regime C (N = 10 000, T tick = 50 ns) raises

it to 174.25 % The all-else-equal scaling factor is therefore

JO NT_RegimeC/ JONT_CW_ref = 174.25/ 0.88 ~= 198x
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i.e., a Tier-1 deploynent requires approximately 200 tines the
broker CPU budget that the CW abstract reference suggests. An
operat or di nensioning the broker by reading ONLY Section 14.1 of
[1-D. nel egassi - sant os-i ppm nvps-cwt] (which reports the HVAC only
single-axis figure of 0.21 % at the same reference scale) and

m ssing the parser, BFD, and w tness contributions would
under-provi sion by an additional factor of ~ 4.2x; the worst-case
reading error is therefore ~ 830x. Section 3 fornalizes the
closed-formjoint cost as Theorem T-JCOST- 1.

Fi ve conposition holes

A full enuneration is docunented in the Performance-Security
Coupl ing Audit (docs/ MPS_PERFSEC COUPLI NG AUDIT.txt). The five
hol es addressed by this profile are:

Hl1. Cost rescaling. CW 14.1 nunbers are valid at 1 Hz, but
Coherence-BFD operates at T tick = 50 ns (20 Hz) and
DDoS Resilience pushes to Reginmes C-D. No draft docunents
the joint scaling; operators sizing fromany one draft
al one under provi sion (Section 3).

H2. Repl ay doubl e-counter. Coherence-BFD Section 12 and
DDoS Resilience Section 2.4 enforce nonotonic BFD seq
nunbers; CW Section 9 introduces a per-(vantage, epoch)
counter that resets at each epoch boundary. No draft
specifies the joint acceptance rule (Section 5).

H3. HKDF under-specification. CWM Section 13 nandates a
"di stinct HKDF | abel" for the Coherence- BFD HVAC key but
does not normalize the info-string format, salt
convention, key length, or rotation cadence |ink
(Section 6).

H4. Insider verification-DoS. Architectural invariant 11
[1-D. nel egassi - mvps-ddos-resilience] blocks externa
attackers fromthe broker NIC. An insider with valid
CWI and BFD keys (conproni sed vantage at root) can fl ood
the broker at any PPS; CW Section 9 enforces only
counter nonotonicity, not a maxi mumincrenent rate. No
draft specifies a per-vantage rate-limt at the broker
(Section 4).

H5. Joint Byzantine + split-view. DDoS Resilience Theorem D2
Case 2 (perfect Byzantine hiding) and CAT Theorem T-SPLIT-1
(collector split-view) conpose into a joint failure node
where a Byzantine coll ector chooses which consuners see the
Byzanti ne-included view (alarn) and which see the
Byzanti ne-excluded view (silent). No draft addresses this
jointly (Section 7).

Conventions and definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOTr", "SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED',
"MAY", and "OPTIONAL" in this docunment are to be interpreted as
described in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

The foll owi ng synbols are used throughout:

N Nunber of admitted vantages.
T tick Control -tick period (in mlliseconds).



M Detection nultiplier (Coherence-BFD).

q Wtness quorum (CW, default 2)
k Nunber of coherence cells.
PPS t Tel enetry packets-per-second per path at the
broker = N * (1000 / T_tick_ns).
c_json Medi an JSON- decode | at ency, m croseconds.
c_bfd_parse Medi an BFD bi nary-parse | atency, m croseconds.
¢c_hmac Medi an HVAC- SHA256 verify | atency,
m croseconds.
c_ed25519 Medi an Ed25519 verify |atency, m croseconds
c_xdp Medi an per-packet XDP/eBPF rate-limt |ookup

cost, m croseconds.

Const ant val ues are pinned by the receipt
evi dence/ nvps_cwt _overhead _recei pt.json

c_json = 4.20 us

c_bfd parse = 0.30 us (binary, ~ 1/14 of JSON decode cost)
c_hmac = 2.10 us

c_ed25519 = 78.80 us

c_xdp = 0.05 us (eBPF/ XDP per-packet hash-map

| ookup; see Section 4.1 for
deri vati on)

2. Joint Threat Model

2.1. Inherited fromconposed drafts

This profile inherits the threat nmodels of all three conposed
drafts:

0 Adversary capabilities (i)-(j) of CAl Section 4.1
(conprom se, inpersonation, Sybil, collector conprom se,
M TM replay, parser DoS, gauge gap, nulti-operator
coalition, split-view collector).

0 Threat classes 2.1-2.4 of DDoS Resilience (volunetric,
distributed nmulti-region, control-plane targeted, replay
and TLV spoofing).

0 Aut hHVAC and repl ay assunptions of Coherence-BFD Section 12

No assunption fromthe inherited nodels is relaxed. The two

cl asses bel ow are NEWand arise only at the conposition | ayer
2.2. T-1NSIDER-FLOOD (i nsider verification-DoS)

Adversary capabilities

0 A vantage host is conmpronised at root |level. The attacker
hol ds the vantage’s K v_epoch (CAT Layer 1) and the
vant age’ s BFD Aut hHVAC key.

o The attacker enits VALID-tagged packets at rates far above
the vantage’s natural tick rate. Exanple: at T tick =
50 ms the natural rate is 20 packets/s per path; the
attacker pushes 100 000 packets/s per path.

Def ense state in the existing drafts:

0 OW Section 9 enforces strict nonotonicity of counter. A
flood with nonotonically increasing counters PASSES

o0 Coherence-BFD Section 12 enforces strict nmonotonicity of



BFD sequence nunbers. A flood with nonotonic seq nunbers
PASSES.

0 DDoS Resilience Section 8 inherits Coherence-BFD security
and explicitly does NOT contenplate insider flood
(architectural invariant |1 protects agai hst EXTERNAL
attackers only).

Result without this profile: a single conprom sed vantage at
100 000 packets/s consunes

100 000 * (c_json + c_bfd _parse + 2 * c¢_hnmac)

100 000 * 8.7 us

870 ns/s = 87 % of one core.

Ten conproni sed vantages saturate one core; one hundred saturate
ten cores. The broker is approxinmately denied service before any
external attacker reaches it.

Mtigation specified by this profile: per-vantage rate-limt at
NI C/ XDP fast-path, BEFORE HMAC verification (Section 4).

2.3. T-COW-SPLIT (Byzantine-at-limt + collector split-view)
Adversary capabilities

0 Adversary holds floor((k - 1) / 2) Byzantine cells (the DDoS
Resi lience Theorem D2 Case 2 frontier; for k = 8, three
Byzantine cells are sufficient).

0 Adversary holds the collector key (the CM T-SPLIT-1
frontier).

Def ense state in the existing drafts:

0 DDoS Resilience Section 7.2 specifies dual -node aggregation
(D_mnimax and D max reported separately) but BOTH val ues
are conputed and published by the collector. A conpron sed
collector can publish either set to anyone.

0 OW Theorem T-SPLIT-1 detects split-view via w tness
cosi gnatures over the bundle Merkle root. But the w tness
sees only the bundle contents the collector submits; the
dual - node val ues are NOT bound into the cosigned object in
the current CW specification.

Mtigation specified by this profile: dual -node aggregation

val ues (D_minimax, D nax) are bound into the cosigned checkpoint
"extra" field of CM Section 8.2 (Section 7 of this docunent), so
that any split-view attenpt forces a witness m snmatch on either

di mension, exactly as if the bundle root had differed.

3. Theorem T-JCOST-1 (Joint Cost Bound)
3.1. Two-path architecture
The conposed depl oynent runs TWO i ndependent aut henti cated paths
bet ween each vantage and the broker, at the sane tick rate but
with different protocols:
Path A (CWI, snapshots in MVPS bundle, TCP):
per-snapshot cost = c¢_json + c_hnac
ops per second = N/ T_tick_s

Path B (Coherence-BFD, UDP control packets):



per - push cost
ops per second

c_bfd_parse + c_hmac
N/ T tick_s

Path C (Wtness, Ed25519 cosignatures over bundle Merkle root,
anortized across nmany snapshots per bundle):
per - bundl e cost g * c_ed25519
ops per second cells_k / (bundle_period_ticks *
T tick_s)

Path A and Path B are DI STI NCT packets. The broker pays HVAC on
each independently; HVAC is therefore counted tw ce w thout

doubl e-counti ng any i ndividual operation. Path Cis anortized
across bundl e_period_ticks snapshots and contributes a snal
fixed cost.

3.2. (Cdosed form

THEOREM T- JCOST-1 (Joint Cost Bound).
Let N, T tick (nms), q, bundle_period ticks, cells _k be the
depl oynent paranmeters. The joint broker CPU cost (nmicroseconds
of CPU per second of wall-clock) is:

JONT(N, T_tick, q)

= PPS t * (c_json + c_hmac) [Path A]
+ PPS t * (c_bfd parse + c_hnmac) [ Pat h B]
+ bundl es_per_sec * q * c_ed25519 [Path C]
wher e:
PPS t N * (1000 / T_tick_ns)

bundl es_per_sec cells k /

(bundl e_period ticks * T tick_s)

The bound is | NDEPENDENT of the attack rate R (Theorem D3 of
[1-D. nel egassi - nvps-ddos-resilience] is inherited under

invariants 11, 12, 13).
PROOF (sketch; full proof in [ PERFSEC- PROOF] Section 2).
By 11, the broker NIC ingests only telenetry; per

D3 the NC PPSis N* (1000 / T_tick_mnms) regardless of R Path A
par ser +tHVAC and Path B parser +HMAC are sunmed once per packet
each, on disjoint packet streans. Path C cosignature
verifications occur once per bundle; the bundle rate is bounded
above by cells_k cell-coordinator em ssions per

bundl e period ticks * T tick s. Sumis the closed form CED.

3.3. Nunerical receipt at four scale points
Recei pt: evidence/ perfsec_joint_cost_receipt.json
Validator: scripts/validate perfsec_coupling.py (12/12 PASS)

Wth the constants pinned in Section 1.3 and paraneters

(g = 2, bundle_period_ticks = 10, cells_k = 8):
Scenari o N T tick PPSt JO NT
CWI abstract ref 1000 1000mns 1 000 0.88 %core
Coh-BFD V3 minimal 1000 50ns 20 000 17.65 % core
DDoS Regime C 10000 50ns 200 000 174.25 % (~2c)
DDoS Regine D 100000 50ns 2 000 000 1740.25 % (~18c)
HFT/ or bi t al 10000 5nms 2 000 000 1742.52 % (~18c)

"% one core"

(1)

val ues <= 100 fit within one core.



Headl i ne (DDoS Regime C, two interpretations).

(a) APPLES-TO APPLES scaling within the joint fornula
(LEAD METRI C):

JO NT_Regi meC
JO NT_CW _r ef

174.25 % of one core (~ 1.74 cores)
0.88 % of one core (sane formul a
at N=1k, 1 Hz)
Al'l -el se-equal scaling factor = 174.25 / 0.88 ~= 198x

A Tier-1 Regine C depl oynent requires approxi mately 200
times the broker CPU budget that the CAM abstract reference

i mplies.

(b) WORST- CASE reading error (single-axis HVAC-only figure of
Section 14.1 of [I-D. nmel egassi-santos-i ppm mps-cwt],
0.21 %at N=1k / 1 Hz):

JO NT_RegimeC / 0.21 % ~= 830x

This is the worst-case under-provisioning |F the operator
reads only the HVAC-only figure and ignores parser, BFD auth,
and witness contributions. This profile’'s joint formula
elimnates the worst-case reading error.

The LEAD netric for operator dinensioning is (a). (b) is reported
only to make explicit the failure node this profile prevents.

3.4. Operator dinensioning rule

I mpl enentati ons conformant to this profile MJST di mension the
broker CPU+NI C budget from JO NT(N, T tick, q) of Section 3.2,
not fromany single-axis cost cited in any conposed draft.

At Regime D (PPS_t >= 1 Mps) software-only HVAC will not neet
the bound. Inplementations targeting Regine D MIST use HVAC
hardware accel eration (Intel QAT, ARMWS8 Crypto Extensions) or
ker nel -bypass crypto (DPDK + cryptodev), and SHOULD decl are the
accel eration in the managenent interface.

4. Theorem T-VDOS-1 (Verification-DoS Bound)
4.1. Rate-limt at NIC XDP fast-path

To bound the verification-DoS surface (T-INSIDER- FLOCOD,

Section 2.2), brokers conformant to this profile MJST inpl enent
per-vantage rate-limt BEFORE i nvoki ng HVAC verification. The
rate-limt MJUST be enforced in the NIC fast-path (XDP/ eBPF on

Li nux, equival ent on other OSes) so that dropped packets pay only
the | ookup cost c_xdp (~ 0.05 us), not the verification cost
c_hmac (~ 2.10 us).

DERI VATION OF c_xdp (~ 0.05 us). The XDP fast-path executes a
singl e hash-map | ookup keyed on the per-vantage rate-limt
bucket, plus an atomi c decrenent. Published neasurenents of XDP
per - packet processing on comodity x86 hardware [ XDP- PERF]
[CILI UM XDP] report 30-60 ns for hash-map-and-counter idions on
Intel Xeon E5-class cores at ~ 30 Mps single-core throughput;
AF_XDP and DPDK numbers are tighter still. This docunent adopts
c_xdp = 50 ns as a conservative working val ue; depl oynents
targeting Regime D MUST neasure c_xdp on their own hardware and
adj ust the T-VDOS-1 bound accordingly. The receipt

evi dence/ perfsec_verification_dos_receipt.json records c_xdp

al ongside the joint-cost constants for reproducibility.



Rate-limt decisions on incom ng packets:

1. Per-vantage token-bucket |ookup keyed on the (operator _id,
vantage_id) pair extracted fromthe packet outer header
(CWI' mvps_cwt wrapper or Coherence-BFD My Di scrim nator
mappi ng) .

2. |If token available, decrement and forward to verifier

3. Else, drop packet, record netric, no verifier call

4.2. Token-bucket parameters

Defaults (operator MAY tighten for HFT/orbital; MAY relax with
explicit risk acceptance):

natural _tick _rate(v) 1000 / T_tick_ms [ packets per second

per pat h]
rate |imt_factor 4 (REQUI RED >= 2)
burst factor 8 (REQUI RED >= 2)

rate limt_pps(v)
bur st _budget (V)

rate |imt _factor * natural tick rate(v)
burst_factor * natural _tick_rate(v)

JUSTI FI CATION OF rate_|imt_factor = 4 (DEFAULT). The factor MJST
| eave operational headroom for three distinct sources of legitimte
short-term burst above the natural tick rate:

0o CLOCK JITTER  OS scheduling jitter at sub-mllisecond
T tick produces transient bursts of approxinmately 1.2-1.5x
the natural rate when a vantage's previous tick is del ayed
and the next two ticks fire close together. (Observed on
commodity Linux at T tick = 50 ns with PREEMPT _RT off.

0 BGP UPDATE BATCHES. At BGP session establishnent or after
a topol ogy event (peer flap, R B sync), a vantage observing
a multi-prefix announcement burst can legitimtely produce
2-3x its natural rate for one to a few seconds, as cell-
coordi nator buffering enpties. Docunented in operationa
RI PE Atl as nmeasurenents of full-feed peers.

0 RECALI BRATI ON W NDOW  Coher ence-BFD Section 17 specifies
a recalibration procedure that collects 600 ticks of BAU
sampl es; during recalibration the vantage MAY emt
additional informational packets, contributing up to ~ 1.3x
the natural rate.

The factor 4 covers the worst case 1.5 * 3 * 1.3 ~= 5.85x with a
conservative rounding down to 4 plus burst budget (Section 4.2).
Qperators with deterministic real-tinme platforns (PREEVMPT_RT,
DPDK pol | ers, hardware-tinmestanped probes) NMNAY set

rate Iimt _factor = 2 and burst _factor = 2 in steady state at
the cost of false-rejecting the larger transient bursts above.

Qperators with very long T tick (>= 1 s) MAY relax the factor
further, since absolute jitter shrinks relative to the natura
peri od.

4.3. dosed-formbound and proof

THEOREM T-VDOS-1 (Verification-DoS Bound).
Under the rate-limt policy of Section 4.1 with paraneters
rate Ilimt _factor (>= 2) and burst _factor (>= 2), an insider
adversary controlling a coalition of adnmitted vantages and
pushing at flood factor times the natural rate cannot drive
the broker CPU above:



JO NT _attacked(fl ood factor)
<= JO NT _basel i ne *
( rate limt _factor +
flood_factor * (c_xdp / c_path) )

where c_path = c¢c_json + c_bfd_parse + 2 * ¢c_hmac (sum of
Path A + Path B per (snapshot, push) pair).

In particul ar:

(a) At low flood factors (flood_factor <= rate_limt_factor),
the broker CPU saturates at rate |imt_factor *
JO NT _baseline. The cost ratio does not depend on
flood factor.

(b) At high flood factors, the broker CPU grows
SUBLI NEARLY in flood_factor with sl ope c_xdp / c_path.
At c¢c_xdp = 0.05 us, c_path = 8.7 us, slope is
0.0057 - i.e., a 1024x flood adds ~ 5.9 to the ratio.

Wthout the rate-linmt, the ratio scales LINEARLY with
flood_factor (slope 1, unbounded).

PROOF (full proof in [PERFSEC- PROCF] Section 3).
Let P=N?* (1000 / T_tick_s) = baseline PPS per path.
Per - vant age at attack:
accept ed_pps <=rate_limt_factor * (1 / T_tick_s)
+ (burst_factor / duration_s)
~~ rate_limt_factor * (1 / T_tick_s)
dr opped_pps = (flood factor - rate Iimt_factor) *
(1 / T_tick s)
Per - vant age cost:

cost(v) = accepted_pps * c_path + (accepted_pps + dropped_pps)
* c_xdp

Sum over N vant ages:
JO NT_attacked = N * cost(v)
Substitute and divide by JO NT _baseline = P * c¢_path:

ratio = rate |linmt _factor + flood factor * (c_xdp / c_path)

QED.

Nunerical receipt

Recei pt: evidence/ perfsec_verification_dos_receipt.json
Val idator: scripts/validate_perfsec_coupling.py (T-VDCOS-1)

At N=1 000, T tick =50 ns, rate |limt_factor = 4,
burst _factor = 8:

fl ood ratio (no RL) ratio (with RL) bound predicted
1 1.0 1.0 4.01
4 4.0 4.0 4.02
16 16.0 4.20 4.09
64 64.0 4.48 4. 37
256 256.0 5.57 5.46
1024 1 024.0 10.0 9.89



ratio = JONT attacked / JO NT _baseline (baseline = 17.5 % core)

Wthout rate-linit, a flood factor of 64 already saturates 11.2
cores; with rate-limt, the sane flood saturates only 0.78 core.
Wthout rate-limt, a flood factor of 1024 saturates 179 cores;

with rate-limt, it saturates 1.74 cores - the same |evel as the
un-attacked Regi ne C depl oynent.

The qualitative claim"rate-limt converts a linear blowup into
a near-constant + sublinear bound" is therefore nunerically
confirned.

Theorem T- RC-1 (Repl ay- Count er Coher ence)

The conposed systemcarries TWO i ndependent replay counters with
different semantics:

0 BFD seq: per-(BFD session), nonotonic, NEVER resets within
M* T tick (Coherence-BFD Section 12).

o OW counter: per-(vantage_id, epoch_id), nonotonic within
an epoch, RESETS to 0 at every epoch_id increnent
(CWI' Section 9.1).

THEOREM T- RC-1 (Repl ay- Count er Coherence).
A snapshot (or a Coherence-BFD push) is ACCEPTED at the broker
if and only if:

(a) bfd_seq > | ast _bfd_seq[ vant age] AND
(b) cwt _counter > last_cwt_counter[vantage, epoch_id] AND
(c) expires_at > now()

Fai l ure of any predicate causes i mMmedi ate rejection w thout
progress on N, C1, C2, C3 of the underlying detector.

Rej ecti on MUST be | ogged with reason code (REQUI RED for joint
auditability):

REJECT_REASONS = {

"bf d-repl ay” : (a) failed,

"cwt - repl ay” : (b) failed,

"doubl e-replay” : (a) AND (b) failed,

"stal e" : (c) failed,

"epoch-m smat ch" : OEM does not bind (vantage, epoch_id)

}

PROOF (full proof in [PERFSEC- PROCF] Section 4).

Acceptance is the AND of two unforgeabl e predicates
(under HVAC PRF of [RFC2104] for both sides of the AND). Forgery
of either predicate requires key conpronise, which is excluded by
H TRUST- CWI' and t he Coherence-BFD Section 12 Aut hHVAC hypot hesi s.
Bot h predi cates ACCEPT exactly the legiti mate honest stream
their AND therefore ACCEPTS exactly the legitimte honest stream

QED.

EPOCH BOUNDARY ( NORMATI VE). At the boundary epoch id ->
epoch_id+1, the broker:

o Initializes |ast_cw _counter[vantage, epoch_id+1l] := -1
(CWI' counter resets per Section 9.1).

0 KEEPS | ast_bfd_seqg[vantage] (BFD seq does NOT reset).

0 Accepts BOTH ol d-epoch and new epoch snapshots during the
CWI- def i ned overlap wi ndow (CW Section 7.3).

Cross-epoch replay (replaying an ol d-epoch snapshot under the



ol d epoch_id while the new epoch is current) is rejected by (a)
because the BFD seq does not reset. Cross-epoch forge (claimng
the new epoch_id with an old BFD seq) is rejected by (a) for the
same reason.

The validator scripts/validate_perfsec_coupling.py inplenents the
acceptance predicate (T-RC-1.A) and the epoch-boundary case
(T-RCG1.B), both PASS

HKDF Specification for Cross-Profile Keys (closes CW 13)

CW Section 13 mandates a "distinct HKDF | abel" for the

Coher ence- BFD HVAC key but does not normalize the info-string
format, salt convention, key length, or rotation cadence |link
This section closes that gap nornatively.

VWhen COAMT and Coher ence-BFD share an operator naster key K op
(typical, to sinplify rotation), the BFD Aut hHVAC key MJST be
derived as:

K_BFD_aut h = HKDF- SHA256(

sal t = "M/PS- Perf Sec-vl|operator:" || operator_id,

i km = K op,

i nfo = "coherence-bfd-auth-vl|session:" || session_id
|| "|epoch:" || ascii(epoch_id),

Il ength = 32 octets )

wher e:

operator_id matches the CM Section 5.4 operator_id.

session_id is the BFD Discrimnator pair canonicalized
| exi cographically as 16 hex characters
(8 octets) "smaller||larger".

epoch_id mat ches the CAT Layer 1 epoch_id; BFD does
not natively have epochs, so this binds the
BFD-auth key lifetime to the CM epoch
lifetine.

NORVATI VE CONSTRAI NTS

o

K BFD _auth MJST be exactly 32 octets.

K _BFD _aut h MJUST be derived i ndependently of K v_epoch

(the distinct HKDF salt and info ensure independence

under HKDF- SHA256 [ RFC5869] PRF security).

0 Rotation of K op (CW Section 5.5: SHOULD every 90 days)
| MPLI ES i medi ate re-derivation of K BFD auth. The two
rotations are atomc.

0 This SUPERSEDES the BFD-auth-only rotation cadence
"SHOULD every 30 days" of [I-D.nel egassi-coherence- bfd]
Section 12 in deploynents adopting this profile; the
operator MAY rotate K BFD auth nore frequently than K op
by introducing a counter into the info string, but MJST
NOT rotate it less frequently.

0 Deploynents NOT sharing K op MAY use the |egacy

Coher ence- BFD Aut hHVAC key derivation; the conformance

flag of Section 8 then signals a m xed depl oynent.

o]

The validator scripts/validate_perfsec_coupling.py (check
T- HKDF- PS) verifies independence of K v_epoch and K BFD auth
under shared K op, including per-session separation

Joi nt Conposition: Byzantine + Split-View

DDoS Resilience Section 7.2 specifies dual -node aggregation



D mnimx”2 : with B assuned worst cells renoved
D max”"2 . standard max over ALL cells

These two val ues MJUST be carried | NSIDE the cosigned checkpoi nt
"extra" field of CWM Section 8.2 in the format:

bundl e_i d=<uui d>; bundl e_seqg=<ui nt 64>;
d_m ni max=<fl oat >; d_max=<f| oat >

The witness, on receiving the checkpoint via POST

[ add- checkpoi nt per [C2SP-TLOG W TNESS], verifies the extra field
schema and cosi gns the checkpoint bytes including the dual - node
val ues.

CONSEQUENCE. Theorem T- COMP- SPLI T.
A split-view collector that publishes different (D_m ninmax,
D max) pairs to different consuners under the same
(bundl e_id, bundle_seq) forces witnesses to sign different
checkpoi nt bodies. An honest witness, applying the standard
"first-cosign-wins per (bundle_id, bundle _seq)" policy of
[ C2SP- TLOG- W TNESS], refuses the second cosignature request,
and any auditor querying any honest wtness wthin one
checkpoi nt wi ndow detects the inconsistency.

The split-view detection probability inherits T-SPLIT-1 of
CW (1 - (1 - 2/w~q for q honest cosignatures of w

wi t nesses) extended to detect mismatch on D _mini nax or

D nmax in addition to root_hash

PROOF (sketch; full proof in [PERFSEC- PROOF] Section 5).

CWI T-SPLIT-1 already proves split-view
detection on the bundl e root_hash. By including (D_nininmax,
D max) in the extra field and signing the checkpoint bytes that
include this field, any divergence in the dual - ode aggregates
produces a checkpoint byte m smatch, which the sane w tness
first-cosign-wins policy detects. The reduction is
constructive. QED.

| MPLEMENTATI ON NOTE. Existing OAT inplenmentations that do not

i nclude the dual -node values in the extra field remain
conformant to CAT but NOT to this profile. The capability flag
of Section 8 distinguishes the two cases.

The validator scripts/validate _perfsec_coupling.py (check
T-COWP-SPLIT) verifies that an honest witness refuses the
second cosignature on the sane (bundle_id, bundle_seq) when
the dual -node body differs, and that the existing signature
does NOT cross-validate over the split body.

Joint Operational Profile (Capability Quartet)

A depl oynent is conformant to this profile if and only if it
advertises in the bundle capability flags array all four of:

"cwt-profile-vl" ( QW)

"coherence- bf d-v1" ( Coher ence- BFD)
"ddos-resilience-v1" (DDoS Resi lience)
"perfsec-coupling-v1" (this docunent)

AND i npl enent s:

|-PS-1. Per-vantage rate-limt at N C/ XDP fast-path
(Section 4.1) with paraneters at or stricter than
Section 4.2 defaults.



|-PS-2. HKDF derivation of K BFD auth per Section 6 in any
depl oynent sharing K op across CW and BFD- aut h.

| -PS-3. Dual-node (D_nininmax, D max) carried inside the
cosi gned checkpoint extra field per Section 7.

I-PS-4. Joint replay-counter rule of Section 5.

| -PS-5. Broker dinmensioning to JONT(N, T_tick, q) of
Section 3.2; receipt schema (Appendi x B) reproduced
in the operator’s depl oynent -readi ness docunent.

A consuner MUST reject bundles that advertise any of the first
three flags but NOT the fourth in any depl oynent where joint
operational hypotheses (insider flood plausible OR Byzantine
fraction non-zero) hol d.

Depl oyments operating only the CM profile (no Coherence- BFD,
no DDoS Resilience) MAY ignore this profile. Deploynents
operating Coherence-BFD without CAT are pernitted but UNSAFE
under H TRUST-CWI failure (snapshots unauthenticated); the
present profile assunes at |east the CWM trust profile.

Security Considerations

This profile increases the security posture of the conposed
system it does not introduce any new cryptographic primtive,
but it renoves five conposition gaps that an attacker could
ot herwi se exploit.

T-1 NSI DER- FLOOD (Section 2.2) is bounded by the per-vantage
rate-limt (Section 4); the bound is rate limt _factor +
flood_factor * (c_xdp / c_path) instead of the unbounded |inear
bl ow-up of the unprotected case. Nunerical receipt confirnms
that at flood factor = 1024, the broker CPU under rate-limt
stays within ~ 10x baseline (i.e., still under control on a
smal | core budget) versus 1024x baseline without.

Cross-profile key separation (Section 6) prevents accidental or
hostil e reuse of K v_epoch as a BFD Aut hHVAC key (or vice
versa); independence reduces to HKDF- SHA256 [ RFC5869] PRF
security.

Joint Byzantine + split-view (T-COWP-SPLIT, Section 7) is
detected at the witness |ayer because the dual - nrode aggregates
are cosi gned al ongside the bundle root. The detection
probability inherits T-SPLIT-1 (1 - (1 - 1/w”™q for g honest
cosi gnatures of w w tnesses).

Repl ay- count er coherence (Section 5) prevents the corner case

where one of the two counters is silently treated as deci sive.

Cross-epoch replay is rejected by the BFD seq nonotonicity that
does NOT reset at epoch boundari es.

Qpen i ssues:

0 The default rate-limt factors (4 sustained, 8 burst) are
heuristic. HFT, orbital, and other lowjitter
environments MAY tighten to 2/2. Operators choosing a
| ower factor MJST di scl ose the choice in the managenent
i nterface; downstream consurmers MAY rely on the default
when not signal ed ot herw se.

0 Hardware HVAC accel eration is RECOWENDED for Regine C



10.

11.

12.

12.

and REQUI RED for Reginme D. Software-only depl oynents at
Regime D will not neet the JO NT bound.

0 The witness |liveness budget of COAl Section 12.4 (default
5 s) interacts with the bundl e cadence of this profile.
At bundle_period_ticks = 10 and T_tick = 50 nms, bundl es
are emtted every 500 ns; witness liveness 5 s permts
up to 10 unsigned bundl es before degraded node kicks in.
Qperators MAY tighten this in | atency-sensitive
depl oynent s.

| ANA Consi der ations

Thi s docunent requests registration of one MPS Bundl e
Capability Flag in the registry defined by
[1-D. mel egassi -i ppm nvps-bundl e] Section 11.3:

Fl ag name: perfsec-coupling-vl

Semantics: Deploynent inplenents the joint contract of
Section 8 of this docunment. Consunmers MJUST
verify joint conformance (1-PS-1 .. |-PS-5)
bef ore decl ari ng coherence on bundl es that
al so advertise cw-profile-vl, coherence-bfd-vl,
and ddos-resilience-vl.

No new code points are requested in any other registry.
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Appendi x A. Nunerical Exanple: Tier-1 Operator (Regine O

Single Tier-1 operator depl oynent:

N = 10 000 vant ages

T tick = 50 ns (Coherence-BFD V3 reference)
M =3

q = 2 witnesses

cells k =8

bundl e_period_ticks = 10

Regi e = C (PPS_t = 200 000 per path)

Conmputed (validator: scripts/validate_perfsec_coupling.py):

200 000 * (4.20 + 2.10) us
200 000 * 6.30 us
1 260 ne/s = 126.00 % of one core
200 000 * (0.30 + 2.10) us
200 000 * 2.40 us

480 ns/s = 48.00 % of one core
1.6 bundles/s * 2 * 78.80 us
252 us/s = 0. 025 % of one core
174.25 % of one core (~ 1.74 cores)

Path A ( CWI)

Path B (BFD)

Path C (Wt ness)

JO NT
LEAD METRI C (appl es-to-apples scaling within the joint formnula):

Joint-to-joint scaling factor (1 Hz -> 50 ns, N=1lk -> N=10k)
JO NT_Regi meC / JO NT_CW _r ef

174.25 / 0.88

198x

AUXI LI ARY METRI C (worst-case reading error vs single-axis CAT
Section 14.1 HVAC-only figure 0.21 %:

Wor st -case underprovisioning ratio (CW-14.1-only sizing)
174.25 / 0.21
830x

The 198x figure is the operationally meani ngful number; the 830x
figure quantifies the additional reading error that an operator
incurs by sizing froma single-axis cost rather than this
profile’ s joint formula.

Concl usion: Tier-1 Regine C deploynments require AT LEAST 2

dedi cated cores for ingestion + verification (NOT counting the
Dr2 al gebra, state updates, or publication). An operator
sizing fromCW 14.1 alone, or fromany other single-axis
nunber, w |l under-provision by approximately two orders of
magnitude. This is the operational reason to adopt the present
profile.



Appendi x B. Receipt Schema (I nfornmative)

The val i dator produces two JSON receipts conformng to the
foll owi ng schemas (see scripts/validate _perfsec_coupling.py for
the inplementation, evidence/ for the produced files).

B. 1.

{

B. 2.

perfsec-joint-cost-receipt-vl

"schema": "perfsec-joint-cost-receipt-v1l",

"issued_at": " <RFC33392>",

"draft": "<this |-D handl e>",

"t heoreni': "T-JCOST- 1",

"constants_us": { ... per-op cost constants ... },

"constants_source": "evidence/ m/ps_cwt_overhead_receipt.]

"scal e_points": [ { ...one entry per scale point...

"headl i ne_regi ne_c_pct_one_core": <float>,

"speedup_under provi si oni ng_vs_cwt _abstract": <fl oat>,

"verdict": "PASS" | "FAIL"
perfsec-verification-dos-receipt-vl

"schema": "perfsec-verification-dos-receipt-vl",

"issued_at": "<RFC33392>",

"draft": "<this |-D handl e>",

"theoren': "T-VDCS- 1",

"constants_us": { ...},

"scenario_n": <int>,

"scenario_t _tick ns":<float>,
"rate limt_factor": <float>,

"burst _factor": <fl oat >,

"anal ytical _slope": <float, == c_xdp / c_path>,

"wWith rate limt": [ ... per-flood-factor row ... ],
"without _rate limt":[ ... per-flood-factor row... ],
"basel i ne": o),

"with ratio_at_max_flood": <fl oat >,

"without ratio_at _max_fl ood": <float>,

"bound_vi ol ations": [],

"verdict": "PASS" | "FAIL"
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