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Abst ract

Thi s docunent specifies BE-WPS (Bandwi dt h-Efficient MPS), an

i ncremental execution layer for the Milti-Vantage Path Synchrony
(MVPS) framework that trades a constant-factor increase in
broker-side CPU for an order-of-nmagnitude decrease in vantage-to-
br oker bandwi dth. Were MVPS as defined in

[1-D. nel egassi -i ppm mvps-bundl e] perforns a dense reconputation of
the coherence vector C = (C1, C2, C3) at every tick over the
full popul ati on of N observers, BE-M/PS partitions the observer
set into k coherence cells, gates per-observer state transm ssion
by a | ocal epsilon threshold, perforns Sherman-Morrison increnental
updat es of the Mhal anobi s di stance D*2, and detects Byzantine
vantages via a cell-aware ninimax estimtor whose breakdown poi nt
is shown (Theorem 7) to be exactly f/k where f is the adversaria
vant age fraction.

The earlier infornmal |abel "Fast Increnmental MVPS (FM/PS)" is
superseded by BE-MVPS in this docunent; the renane and its
rationale are recorded in the ERRATUM bl ock bel ow and proved
formally in Theorem T_BE of the v5.0 unified proof. The I|ETF
identifier of this docunent is draft-nel egassi-mps-increnental - be.

Ni ne theorens fornmalise the franework: the partition existence
theorem (Theorem 2), the cell-equival ence bound (Theorem 3), the
gating information-1oss bound (Theorem 4), the Sherman-Morrison-
Wyodbury increnental D'2 update (Theorem 5), strong eventua

consi stency of the CRDT nerge (Theorem 6), the cell-aware Byzantine
breakdown point (Theorem 7), the C 4 perturbation non-increnentality
theorem (Theorem 8), and the detection |atency | ower bound for
sub-tick variants (Theorem9). Section 13 introduces five

BFD-i nspired execution variants and reports wall-cl ock benchmark
results: variant V3 (Echo) achieves tau detect = 55 nms, a 1091x
reduction relative to the baseline tick scale. Wall-clock
benchmarks on N = 1000 to 10 000 vantages confirmthat BE- WPS reduces
edge-to-broker bandwi dth by a factor of 25x while preserving
detection conpl eteness for all canonical scenarios except adversary
fractions bel ow 1/ k.

Thi s docunent is a conpanion to [|-D. nel egassi-i ppm nmvps-bundl e] and
to the Al-coherence extension [I|-D. nel egassi-nvps-ai-coherence].

The al gebra is preserved verbatim only the execution nodel

changes.

NOTE ON DATA PROVENANCE. All wall-clock and bandw dth nunmbers
in this docunent are obtained fromsynthetic sinulations
(scripts/benchmark _fnvps vs m . py and

scri pts/ benchmar k_coherence_bfd. py) under controll ed
conditions. Validation against operational data (R PE Atl as,
CAI DA, or conmmercial operator traces) is identified as required
future work before publication outside the Experinmental track



A REFERENCE | MPLEMENTATI ON of the cell-aware m ni max detector
(Theorem 7) is provided in pure Python at
<https://catellix.con static/downl oad/reference-inpl/>. See
ref erence-i npl / READMVE. nd.

ERRATUM (v5.0 unified proof, Theorem T _BE -- applied to this -00
docunent at submi ssion tinme, not deferred to -01). Earlier
drafts and internal material used the | abel "Fast Incremental
MWPS (FMWPS)". Wall-cl ock neasurenents
(scripts/benchmark_fm/ps_vs_m . py) and the T_BE theorem of
docs/ WPS V5 UNI FI ED PROOF.txt show that, at N = 1000 to 10 000
vantages and d = 3, this algorithmis on average approxi mately
TWO tinmes slower in per-tick CPU than MVPS-classic (Wl ford on
a dense covariance), while sending approxi mately TVWENTY FI VE
times fewer bytes fromeach vantage to the broker. The

genui ne advantage of the algorithmspecified here is therefore
BANDW DTH effi ci ency under epsilon-gating, not CPU | atency.

This docunent is therefore identified at submission tine as

draft-nel egassi - mvps-increnental -be (Bandw dth-Efficient),

with the "Fast" | abel dropped fromboth filenanme and title.

The earlier nane "draft-nel egassi-nmvps-fast-increnmental” was

never subnmitted to the | ETF Datatracker; the BE nanme is the

first authoritative IETF identifier. Theorem T _BE of the unified proof gives the cros
sover

condi tion

|l anbda* = (C.be - Cnt) / (B_nt - B _be)

above whi ch choosi ng BE-MWPS over MV/PS-classic is strictly
beneficial under a CPU vs-bandw dth budget.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on Novenber 23, 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your
rights and restrictions with respect to this docunent.
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1. Introduction
The Mul ti-Vantage Path Synchrony franmework
[1-D. nmel egassi -i ppm nvps-bundl e] nodels a distributed observability
surface as a triple
x_v(t) = (C.1nMv(t), C27v(t), C37v(t)) 1in [0,1]"3, v = 1..N

where v indexes vantages and t ticks. The aggregate state of the
surface is captured by the Mhal anobi s di stance

Dr2(t) = (mu(t) - mu_O0)AT Sigma_07°{-1} (nu(t) - nu_0)
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with mu(t) the enpirical centroid of {x v(t)} and (mu_0, Sigma_0)
the BAU baseline. A phase classifier Phi_K maps D'2 to {BAU, WATCH
ALARM via fixed chi-square quantiles

1.1. The dense-recomnputation cost wal

The reference inplenentati on of MVPS reconputes nu(t), the JSD
coherence proxy C 2, and D*2 over the full N-sized popul ation at
every tick. The cost per tick is

T classic(N, d) = Theta(N * d*2) wall -cl ock,
Theta(N * d * 8) bytes of edge-to-broker
bandwi dt h.

For an operational deploynment at N = 10"4 vantages with d = 6 axes
and tick period 1 s, the bandwi dth al one is 480 KB/ s/observer

(4.8 GB/s aggregate at 10"4 observers). Enpirically (Section 11) we
measure 448 us per tick for MPS-classic at N = 1074, which is
tractable for a single broker but saturates the broker’s network
interface long before it saturates CPU.

The asymretry between CPU cost and bandwi dth cost is the centra
motivation for BE-M/PS: CPU is cheap, bandwi dth is expensive, and the
informati on content of the per-tick state of a coherent BAU vantage
is by construction near zero. An execution nodel that exploits this
asymmetry reduces operational cost by an order of nagnitude without
any | oss of detection capability for the canonical scenari os.

1.2. Scope and non-goal s
Thi s docunent specifies:

(a) the cell-partitioned data nodel (Section 4);

(b) the edge delta-gating policy (Section 5);

(c) the lazy Mahal anobi s update rule (Section 6);

(d) the CRDT nmerge for cell centroids (Section 7);

(e) the cell-aware mni nax Byzantine detector (Section 8);
(f) the perturbation schedule for C 4 (Section 9);

(g) the canonical BE-MPS al gorithm (Section 10).

Qut of scope:

0 Wre format: the MVPS bundl e envel ope of
[1-D. nmel egassi-i ppm nvps-bundl e] is preserved verbatim

0 Semantic axes (W2, CKA): the substitution mappi ng of
[1-D. nel egassi - nvps- ai - coherence] applies unchanged.

0 Hardware: a P4_16 / Tofino-2 binding is sketched in
[ MVPS- DATAPLANE- PROFI LE] ; we treat the forwardi ng pl ane as
out - of - band

1.3. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED',
"MAY", and "OPTIONAL" in this docunment are to be interpreted as
described in BCP 14 [ RFC2119] [ RFC8174] when, and only when,
they appear in all capitals.
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2. Notation and Prelimnaries

We adopt the followi ng notation throughout.
listed (e.g. mu/ m,

Where two synbols are

the first is canonical.

N Total observer popul ation.

k Nunber of coherence cells; we require N nmod k = 0.

n N / k = vantages per cell.

d D nensionality of the coherence vector (3 for the
| PPM bundl e, 6 for the joint network+Al vector of
[1-D. nel egassi - mvps- ai - coherence]).

t Discrete tick index, t =0, 1, 2,

T Total nunber of ticks in a neasurenent w ndow.

x_v(t) Coherence vector of vantage v at tick t, in [0, 1]"d.

X(t) The N-by-d matrix [x_1(t); ...; X_Nt)].

mu(t) (/N sumv x_v(t). Enpirical centroid.

mu_c(t) (1/n) sum{v in Cc} x v(t). Cell-c centroid.

Sigma_0 BAU covariance (positive definite, calibrated on a
stationary wi ndow of length W.

Dr2(t) (mu(t) - mu_0)~T Signma_07{-1} (mu(t) - mu_0).

Phi _K(D"2) Phase classifier; {BAUif D2 < chi”~2_{d,0.95},

WATCH el se if D2 < chi”~2_{d, 0.99},
ALARM ot her wi se}.

epsi |l on Edge gating threshold (L 2 normin [0, 1]"d).

tau Bounded st al eness wi ndow (seconds).

f Byzantine fraction (nunmber of corrupted vantages / N).

k_byz Nunber of cells containing at |east one Byzantine
vant age.

theta byz M nimax ratio threshold (default 0.60).

c4 Perturbation stability axis from
[1-D. mel egassi - mvps- ai - coherence] .

p_K Probability of K-th iteration convergence.

K byz Nunber of iterations of Wiszfeld s geonetric-nedi an
algorithm we use K byz = 30 throughout.

El.] Expect ati on over the BAU distribution.

Definition 2.1 (Coherence cell).
non-enpty subset of {1, ...,
v, win Cc and all t

[T x_v(t)

for sone intra-cell

{C1,

A coherence cell
N} of cardinality n,
in a calibration w ndow,

Ccis a
such that for all
- Xxw(t) ||

radius delta_cell
., CKk} of {1, ...,

2 <= delta_cell

> 0. W say a partition
N} is delta_cell-tight if every cell

satisfies the above.

X _v(t).
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Definition 2.2 (Cell centroid). mu c(t) := (1/n) sum{v in C.c}
Definition 2.3 (d obal cell-average centroid). mt) := (1/k)
sum {c=1}*{k} nmu_c(t).
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Remark 2. 4.
cell's have equal

mt)

mt) When al |

is the cell-average estimtor of nu(t).
cardinality n, m(t) = nu(t) exactly:

= (1/k) sumc (1/n) sum{v in C.c} x_v(t)



(1/(k*n)) sumv x_v(t)
(1/N) sumyv x_v(t)
mu(t).

The cel |l -aggregation step therefore introduces no estinmator bias
under uni form partitioning.

Definition 2.5 (Delta-gated state). The edge-gated state of vantage
v at tickt is

x_vigated(t) := x_v(t) if |]x_v(t) - x_v~last||_2 > eps
:= X_Vv”/l ast ot herw se

where x v~ ast is the last value of x v transnmitted to the broker.

Definition 2.6 (Push mask). P(t) :={ v : ||x_ v(t) - x vtlast|]_2
> epsilon } subset of {1, ..., N}. |P(t)| = nunmber of vantages
that push at tick t.

Definition 2.7 (Wall-clock cost function).
T arch(N, d, scenario) := nmean wall-clock |latency per tick in
m croseconds, neasured under the scenario over T ticks.

Definition 2.8 (Bandw dth cost function).
B arch(N, d) := nmean bytes transmtted from edge to broker per
tick.

Not at i onal conventi ons.

0o Al probabilities are with respect to the BAU calibration
di stribution unl ess otherw se stated.

0 |log denotes the natural |ogarithm

o0 Inequalities of the formA = Q(g(N)) follow standard asynptotic
notati on; constants are explicit when they affect operationa
cl ai ns.

o Al proofs use only elenentary |inear al gebra, Cauchy-Schwarz,
Jensen’ s inequality, and standard concentrati on bounds
(Hoef f di ng, Bernstein) unless otherw se stated.

o The shorthand BE- MPS-update(X(t)) refers to the al gorithm of

Section 10.
Mel egassi Expi res Novenber 23, 2026 [ Page 5]
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3. Information Redundancy of Dense MPS

The cost asymretry of Section 1.1 is not architectural; it is
informati on-theoretic. |In the BAU regi nme, the per-vantage signa
has entropy that vanishes with sanple size, while the dense
broadcast cost remmins constant. Theorem 1 fornalises this.

3.1. Theorem 1 (Redundancy bound)
Theorem 1. Let x_v(t) be drawn i.i.d. fromN(nu_0O, Sigma_0) in the

BAU regi ne. Then the entropy of the per-vantage state, conditioned
on the centroid nmu(t), satisfies



Hix_v(t) | mu(t)) = H(x_v(t)) - (d/ 2) * log(l + 1/(N1))
<= H(x_v(t)) - d/ (2*(N1)) + 1/ N2).

For N = 1000 and d = 6, the conditional entropy is reduced by 3
mllinats per axis-tick, or equivalently, know edge of mu(t)
captures 0.43% of the per-vantage infornmation
Operational consequence. Transnitting the full d-vector per
vantage per tick costs 8*d = 48 bytes, of which 47.79 bytes are
informati on al ready present at the broker via nu(t). Edge gating
(Section 5) recovers this 99.57% redundancy.
Proof. See Appendix A 1. ged
Remark 3.1. The bound is tight asynptotically; we use the

short hand "BAU redundancy ratio" RBAU :=d / (2 * (N1) *
H(x_v(t))) which for our calibration equals 0.0043.

4. Cell-Partitioned Coherence

The cell partition is the structural unit of BE-M/PS. Cells are not

topol ogi cal communities; they are coherence-equi val ent observer

groups in the sense of Definition 2.1. Two questions ari se:

(P1l) Does a delta cell-tight partition exist for typical surfaces?

(P2) How nmuch estimator quality is lost by replacing the dense
centroid nu(t) by the cell-average n(t) under non-i.i.d.
partition assignnment?

Theorens 2 and 3 answer (P1) and (P2) respectively.
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4.1. Theorem 2 (Partition existence)

Theorem 2. Let {x v} be N points in [0,1]"d with enpirica
covariance Signa_enp. For any delta cell > 0, there exists a
partition of {1, ..., N} into k cells of size n = Nk such that the
maxi mumintra-cell radius is bounded by

delta cell~* <= 2 * sgrt(d * |anbda_max(Sigma_enmp) / n).
In particular, choosing

k = ceil( 4* d* |anbda_max(Sigma_enp) / delta_cell”2)
suffices.
Proof sketch. Apply Lloyd' s algorithm (k-means) to {x_v} with k
centroids. Vornoi cells have dianeter at nost 2 * R, where Ris

the maxi mum di stance froma point to its nearest centroid. R is
bounded by sqrt(d * | anbda_max(Sigma_enp) / n) via Bessel’s



inequality. Full proof in Appendix A 2. ged

Oper ational consequence. For our calibration

(Sigma_enp = diag(0.015*2, 0.02072, 0.02072, 0.01272, 0.018"2,
0.01872), d = 6), choosing delta cell = 0.05 gives k = 10 cells of
100 vantages each at N = 1000. This matches the choice in the
benchmark of Section 11.

4.2. Theorem 3 (Cell -equival ence)

Theorem 3. Under uniformpartitioning (n = Nk), the cell-average
estimator m(t) satisfies

EL ( m(t) - m(t) )*2] = 0.

That is, m(t) is an unbiased estimator of nu(t) with zero estimator
variance contribution fromthe partitioning operation itself.

Furt hernmore, when partition assignnent is correlated with the
coherence vector (intentional cell construction), the bias is
bounded by

| E[ m(t) ] - mu(t) | <= delta_cell * (1 - 1/Kk).

Proof. The first claimis Remark 2.4. For the second, wite

mt) = (1/N) sumv x_v(t) + b(t), where b(t) is the bias induced by
non-uni form partition assignnent. Bound b(t) by the triangle
inequality applied within each cell, using Definition 2.1. Ful
derivation in Appendix A 3. qed

Corollary 3.1. The Mhal anobi s di stance conputed on n(t) equals
that conputed on nmu(t): D2 m(t) = D*2_nu(t).
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5. Edge Delta Gating

The gating policy converts the per-tick broadcast of d*8 bytes per
vantage into an event-driven push triggered only when the vantage's
state has noved by nore than epsilon in L_2 normsince the |ast
transm ssion (Definition 2.5).

5.1. Theorem 4 (Gating information-loss bound)

Theorem 4. Let nmu_gated(t) := (1/N) sumv x_v~gated(t) be the
broker’s reconstructed centroid based on gated transnissions, and
let mu_true(t) := (1/N sumv x v(t). Then

|| mu_gated(t) - mu_true(t) || _2 <= epsilon * sqrt(N) / N
= epsilon / sqrt(N)

Mor eover, the correspondi ng Mahal anobi s di stance error is bounded
by

| D2 _gated(t) - D'2_true(t) | <= 2 * epsilon * (N- |P(t)]) / N
* sqrt( || Sigma_O0~{-1}||_2 )

For epsilon = 0.03, N = 1000, and || Sigma _07{-1}||_2 = 7000 (the

calibrated value), this bound evaluates to at nost 0.0050 in D‘2

units, which is less than 0.07% of the WATCH t hreshol d

chi~2_{6,0.95} = 12.59. Gating is therefore |ossless at



operati onal precision

Proof. Direct application of the triangle inequality and
Cauchy- Schwarz on the centroid difference. See Appendix A 4.
ged

Operational consequence. 1In BAU, the enpirical push rate
| P(t)] / Nis bounded above by
Pri ||x_v(t) - x_v~last||_2 > epsilon ]
<= Pr[ ||N(O, Sigma_0)|]|_2 > epsilon ] (BAU nodel )

<= exp( - epsilon*2 / (2 * | anbda_max(Sigma_0)) )
(Gaussian tail)

For epsilon = 0.03, |anbda_nmax(Signa_0) = 0.02072: push rate
bounded by 1.1% Measured empirically: 3-5% (accounting for

tail nmass). Bandwi dth reduction factor: 1/ 0.04 = 25x, natching
the measurenent of Section 11.

6. Lazy Mahal anobi s Update

When only |P(t)| << N vantages push at tick t, recomputing D*2 from
scratch costs Theta(N * d*2). The Sherman- Morri son-Wodbury
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formula gives an increnmental update at Theta(|P(t)| * d*2 + d*3)
cost, which when anortised over the BAU push rate dom nates
6.1. Theorem 5 (Shernman-Mrrison-Wodbury D2 updat e)
Theorem 5. Let nmu(t-1), Sigma_0"{-1} be known, and let DeltaX :=

{ (v, x_v(t) - x_v(t-1)) : vin P(t) }. Then mu(t) and D*2(t) can
be updated as

m(t) mi(t-1) + (1/N) sum{v in P(t)} (x_v(t) - x_v(t-1))

Dr2(t) Dr2(t-1) + 2 * (mu(t-1) - nmu_0)AT Sigma_0"{-1} delta_mnu

+ delta_nmu”T Signma_07{-1} delta_mu
where delta_mu := mu(t) - mu(t-1).
The total cost is
o |P(t)] *d + dr2) wal | - cl ock per tick,
i ndependent of N

Proof. Substitution into the quadratic form and expansi on using
linearity of the inner product. See Appendix A 5. ged

Corollary 5.1. Under BAU with push rate p_BAU = 0. 04, expected
wal | -cl ock per tick is

E[ T _BE-MPS-update ] = O p_BAU* N* d + d*2 )
= O 0.04 * N* d + d2).

For N = 1000, d = 6: 240 elenentary ops per tick, versus
N * d*2 = 36 000 for dense MVPS



7. CRDT Coherence Merge

Cell's operate independently; their centroids rmust merge
asynchronously into a consistent global state w thout distributed
|l ocks. W use a state-based Conflict-free Replicated Data Type
(CRDT) with an exponenti al - movi ng- aver age ner ge oper at or

7.1. Theorem 6 (Strong eventual consistency)

Theorem 6. Let cells C1, ..., Ck each naintain a |local centroid
mu_c with version vector V.c. Let the nmerge operator be

merge( (mu_a, V_a), (mu_b, V_b) )
= ( alpha * mu_a + (1 - alpha) * nu_b, V_a join V_b)
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for any alpha in (0, 1). Then nerge is comutative, associative,
and i denmpotent. Therefore, by the Shapiro-Preguica theorem the
centroid CRDT achi eves Strong Eventual Consistency (SEC) under
reliable message delivery.

Oper ational consequence. Cells need no synchronous coordination

The gl obal cell-average centroid mt) := (1/k) sumc mu c is

wel | -defined regardl ess of nessage-arrival order. Bandw dth between
cells and broker is bounded by k * d * 8 = 480 bytes/tick at k = 10,
d = 6.

Proof. Direct verification of the three nerge axions. |denpotence
follows fromV c join V.c = V.c. Comutativity is symmetric in the
| i near conbination. Associativity reduces to a 2x2 al gebraic
identity. Full proof in Appendix A 6. ged

8. Cell-Aware Byzantine Detection

The nmini max estimator of [I|-D. nel egassi-nvps-ai-coherence] renoves
the worst-contributing vantage and reconputes D'2. |In BE-MPS, the
atomic unit is the cell, not the vantage. The breakdown point of
the cell-aware estimator differs in a way that has operationa
consequences (Conjecture 1).

8.1. Theorem 7 (Cell-aware breakdown point)

Theorem 7. Let the BE- MWPS ni ni max estinmator be

D2 _mnimax(t) = in over cin {1, ..., k} of
(mt) - mu 0 - nmu_c(t)/ k) T Signa_0"{-1}
(m(t) - mu_0 - mu_c(t)/k).

That is, D2 computed after renoving the centroid contribution of
cell c, evaluated at the ¢ that mnimses the result. Then the
breakdown point of this estimator is exactly

beta_ BE-MPS = k_byz / k

where k_byz is the nunber of cells containing at |east one



Byzanti ne vant age.

Equi val ently: the estimator tolerates up to k - 1 Byzantine cells
provi ded each is detectable individually, and O Byzantine cells
when all Byzantine vantages fall in a single cell.

Proof. Per-cell contribution is additive in the centroid sum
Renovi ng the worst-contributing cell renpbves 1/ k) of the globa
estimator weight. Adversary placing f Byzantine vantages in
distinct cells maxi m ses detectability; adversary concentrating in
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one cell mnimses detectability. See Appendix A 7. ged

Conparison to vantage-level mnimax. Vantage m ninmax (used in
[1-D. nel egassi - nvps- ai - coherence], Theorem 4) has breakdown poi nt
1/2 in the population fraction. Cell-aware m nimax trades coarser
resolution (cell vs vantage) for sub-linear cost: it costs Q k*d)
per tick versus QU N*d) for vantage-level. The price is a higher

m ni mum det ect abl e adversary fracti on.

8.2. Conjecture 1 (Adversary-floor f_min = 1/k)

Conj ecture. For the cell-aware mninmax detector with k cells, the
m ni num det ect abl e Byzantine fraction is

f mn = 1/ k (when adversary places all corrupted vantages
in distinct cells, one per cell)
f mn = 1/ (k * n)
= 1/ N (when adversary concentrates in a single

cell, |ower bound)

That is, the cell-aware estimator’s adversary-fl oor depends on
adversary’s coordination strategy. A coordinated adversary
concentrating in one cell evades detection until f exceeds 1/k =
10% at k = 10. A non-coordi nated adversary is detected at
f_mn=1N=0.1%

This conjecture is supported by our benchmark (Section 11, S4):

f = 1/1000 = 0.1% concentrated in one cell yields M SSED, whereas
f = 100/1000 distributed across cells yields i mediate detection
(verified in supplementary measurenent, not shown).

Qpen: a formal proof requires nodelling the adversary as a
constrai ned optinisation against the mininmx score; the worst-case
strategy is to concentrate maximally without exceeding any single
cell’s intra-cell radius delta_cell

9. C 4 Perturbation Lower Bound

The falsifiability axis C 4 from|[I-D. nel egassi - nvps- ai - coher ence]
is fundamentally not incrementally conmputable. It requires active
perturbation of the systemunder test, which by definition cannot
be derived from existing neasurenents.

9.1. Theorem 8 (Perturbation non-increnentality)



Theorem 8. Let C4(t) := 1 - E delta] TV( p_theta(.]|x),
p_theta(.|x + delta) ) ]. Then there is no algorithm A that
conputes C 4(t) using only information neasured at tines t’' < t,

for any t.
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Equi val ently: the cost of conputing C 4 is bounded bel ow by the
cost of running one inference per perturbation sanple, regardl ess
of cachi ng strategy.

Proof. C_4 depends on the conditional response of p_theta to
perturbations delta drawn froma distribution defined at tine t.
The perturbation is, by construction, not in the historica
measurenent. Therefore A would have to invent a perturbation
whi ch is unsound (any perturbation sanpled at t' <t was sanpl ed
froma different distribution). See Appendix A 8. (ged

Oper ational consequence. C 4 nust be schedul ed periodically.

BE- MVPS reserves a fraction p_C4 of broker capacity for periodic
perturbation queries (default p_C4 = 1/perturbation_period, where
perturbation_period = 10 ticks in our calibration). The anortised
cost of C4 is Od) per tick on average

10. The BE- WPS Al gorithm

We now conbi ne Theorens 1-8 into a single update procedure. At
tick t, each vantage v evaluates its local gating; cells aggregate
gated states; the broker updates n(t) and D*2(t) via Sherman-
Morrison; the mninmax Byzantine detector runs over cells; and C 4
perturbation runs every perturbation_period ticks.

BE- M\WPS- updat e( X(t)):
1. for each vantage v in parallel

if || x_v(t) - x v~last ||_2 > epsilon then
transmt (v, x_v(t)) to its cell coordinator
X_VvMlast = x_v(t)
end for

2. for each cell c in parallel
if cell ¢ has received at |east one push then
mu_c := alpha * mu_c + (1 - alpha) * mean of pushed val ues
end if
end for
3. at the broker:
if any cell pushed then
delta mu := (1/k) sumc (nmu_c - nu_c”prev)
D2 :=D'2 + 2 * (nutprev - mu_0)~T Signa_07{-1} delta_nu
+ delta_mu"T Sigma_07{-1} delta_nu
mutprev = muprev + delta_mu
end if
4. cell-m ni max:
for each cell c:

compute D*2_minimax(c) := D'2 without cell c
end for
worst ¢ := argnmn_c D*2_m ni max(c)

if (D2 - D'2_minimax(worst_c)) / D*2 > theta byz and
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11.

11.

11.

D*2 > chi”2_{d,0.95}:
emt Byzantine alarmon cell worst_c
end if
5. C 4 perturbation:
if t nmod perturbation _period ==
run perturbation on one random vant age
update C 4 estimator (BEWHA)
end if
6. emt:
Phi _K(D*2) in {BAU, WATCH, ALARM
C 4 status
any cell-Byzantine al arns

Nureri cal Results
We benchmark three architectures on the sane synthetic workl oad:

ARCH 1: M.-cl assic randomforest-style z-score
classifier over a 30-tick w ndow
on the sane input.

ARCH 2: MVPS-cl assi c dense reconputation per tick.
ARCH- 3: BE- WPS the al gorithm of Section 10

Sour ce code: scripts/benchmark frmvps vs m.py in the Catellix
research repository. Al seeds fixed; results determnistic
under | EEE 754.

1. vall-clock benchmark setup

0o N = 1000 vantages, d = 6 axes, T = 200 ticks per scenario.

0 Six scenarios: S1 BAU, S2 single anonmaly, S3 CBF
hal | uci nati on, S4 Byzantine (f = 1/1000), S5 Phase 3 COUPLED,
S6 cascading failure.

0o Cells k =10, epsilon 0.03, alpha = 0.7, perturbation_period
= 10 ticks, theta byz 0. 60.

0 Host: Python 3.12.1, NunPy 2.4.1, single CPU core.

2. Latency, bandwi dth, detection table

Per-tick wall-clock latency in m croseconds (mean over 200 ticks),
detection lag in seconds (1 tick = 60 s operational):

Scenari o M.- cl assi ¢ MVPS- cl assi ¢ BE- WPS
S1 BAU 772 us 61 us 121 us
(no alarm (no alarm (no alarm
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S2 anomal y 750 us 59 us 139 us
M SSED 0s 0s



S3 CBF 967 us 58 us 115 us

1620 s 0s 0s
S4 Byzanti ne 817 us 85 us 173 us
1620 s M SSED M SSED
S5 Phase 3 848 us 61 us 120 us
M SSED 0s 300 s
S6 cascadi ng 849 us 58 us 129 us
1620 s 0 s 0 s

Resource footprint (per vantage, per tick):

Architecture Menory Bandwi dt h/ ti ck

M.-cl assi ¢ 1440 B 48000 B

MVPS- cl assi ¢ 48 B 48000 B

BE- WPS 56 B 1920 B (25x | ower)

11.3. Scaling N from 100 to 10 000

Wal | -clock | atency per tick (m croseconds, BAU state):

N M.-cl assi ¢ MVPS- cl assi ¢ BE- M\WVPS
100 16 17 63

500 73 39 70

1 000 397 57 112

5 000 3 232 220 524

10 000 7 224 448 914

M.-cl assic exhibits Theta(N*W scaling (W= 30-tick w ndow).
MVPS- cl assi ¢ exhibits Theta(N-d*2) scaling, dom nated by the JSD
reconputati on. BE-MWPS exhibits Theta(N) anortised scaling

dom nated by the per-vantage gating eval uati on

12. Operational Architecture
BE- M\VPS natural ly suggests a four-Ilayer depl oynent:
12.1. Edge / cell [/ broker / forensic
Layer O (Edge): per-vantage agent. Evaluates gating, stores

Xx_v-l ast, enmits push on threshold crossing. Cost: Q(d) per
tick, Q(d) nenory.
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Layer 1 (Cell coordinator): one per cell. Aggregates gated pushes

via CRDT merge (Section 7). Cost: (O(d) per push, O(d) nenory.

Layer 2 (Broker): one per surface. Miintains nu, D'2, runs
m ni max (Section 8). Cost: Q k*d + d*2) per tick

Layer 3 (Forensic engine): on-demand. Conputes full geonetric
medi an, R cross matrix, drift transfer function. Triggered only



12.

13.

13.

on phase escalation. Runtine cost anortised at < 1% of broker
2. Depl oynent patterns

0 Edge agent in switch ASIC. gating inplemented in P4_16 match-
action pipeline. See [ M/PS- DATAPLANE- PROFI LE] .

0 Cell coordinator in container at PoP scal e.

0 Broker centralised; capacity of one broker ~ 1076 vantages
at single-tick precision per second.

Coher ence- BFD: Sub-Ti ck Detection

The BE- MWPS framework of Sections 1-12 operates on the tick scale
(60 s default), which is appropriate for path-coherence anonalies
but unsuitable for sub-second network failures. This section

i ntroduces five execution variants inspired by BFD ([ RFC5880])
and reports wall-clock benchmark results.

1. Five variants and wal |l -cl ock nmeasurenents

The followi ng variants are defined. Each preserves the al gebra
of Section 4-9; only the execution nodel changes.

VO BE- MVPS-basel i ne T tick = 60 s, M= 1,
push- gat ed.

V1 BFD- heart beat - f ast T tick = 50 s, M= 3,
push-gated + continuous heart beat.

V2 BFD demand Ttick =1 s, M= 1,
broker poll on suspicion (D*2 > 0.7 *
t hreshol d).

V3 BFD echo T tick = 50 ns, M= 1,

echo packet every other tick;
echo-side alarmat D'2 > 0.5 * threshol d.

V4 BFD- hybri d T tick = 50 s, M= 3,
push + echo + demand conbi ned

Empirical results, measured under a calibrated coherence shock
(axis-0 drop of 0.10, producing D*2 ~ 30 post-shock) over 50
trials per variant on N = 1000 vant ages:

Vari ant tau_det ect _nedi an FPR/ 1074 BW

B/s
VO BE- WPS- basel i ne 60 005 nB 0 32
V1 BFD- heart beat - f ast 155 ns 0 118 400
V2 BFD- dermand 1 005 ns 0 4 000
V3 BFD-echo 55 ns 0 39 680
V4 BFD- hybri d 155 ns 0 39 680

The conpute cost per tick is sub-mcrosecond for all variants
(3.8-4.1 us nean across all variants on a single CPU core).

Resul ts are reproduci bl e vi a:

pyt hon scri pt s/ benchmar k_coher ence_bf d. py

13.2. Theorem 9 (Detection |atency |ower bound)

Theorem 9. For any BE-MWPS variant with tick period T_tick,
detection multiplier M and end-to-end network RTT tau_RTT,



tau _detect >= nmax( M* T tick, tau RTT, tau C4 )

where tau C4 is the time of one perturbation-and-inference cycle
(Theorem 8). Equality is achievable for M= 1 in the absence of
C 4 dependence.

Proof sketch. An alarmfires only after the Mth consecutive
above-threshol d observation, by construction of the nmultiplier
Each observation requires at least T tick of clock advance.
Additionally, the alarmsignal nust travel from broker back to
any subscriber, which costs at |east one RTIT. See Appendix A 9
for a conplete derivation including the cell-aware case (where
tau_detect is increased by the broker’s k-aggregation cost,
bounded by O(k * d) which is negligible at typical k <= 100).
ged

Oper ational consequence. Variant V3 achieves tau_detect = 55 ns

= T tick + tau_ RTT (50 + 5 ns) at M= 1. This is within 10% of

the theoretical |ower bound for T tick = 50 ns. No BE-MWPS vari ant
can detect faster without reducing T tick further, which costs
bandwi dth linearly.

13.3. Variant V3 (Echo) is enpirically optimal

V3 (BFD-echo) achi eves 55 ns nedian detection |latency, which is
1091x faster than VO baseline (60 005 ns). The cost of this

i nprovenent is a bandwi dth increase to 39 680 B/s/observer
conpared to 32 B/s for VO (1240x increase).

The bandwi dt h-1 atency tradeoff is therefore:
bandwi dth_factor / latency factor ~ 1240/ 1091 ~ 1.14

The exchange is near-proportional: each unit of |atency
i mprovenent costs ~1.14 units of bandw dth. Operators nust
choose the variant matching their service-level requirenents:

o0 For LLMserving (latency target ~1 s): VO or V2 suffices.

o For network failover (target 50 ns): V3 is required.

o For HFT / sub-second (target 10 ns): V3 + reduced
T tick = 5 ns,
bandwi dt h scal es
10x further.

For all targets at or above 1 s, VO (the baseline BE- WPS of
Section 10) remains the nost efficient choice; this is the
recormmended default.

14. Open Probl ens

OL. Formal proof of Conjecture 1. The worst-case adversary
coordination strategy and its inmpact on f_min require an
optimsation framework over partition assignnents.

2. Sharper cell-partition bounds. Theorem 2 gives an existence
result; the constructive partition is k-nmeans. Can we
achieve smaller k for the same delta_cell by exploiting
known topol ogy (BGP AS structure)?

3. Tinme-varying partitions. When the underlying coherence
structure shifts (e.g., regional outage), cells should
re-partition. Quantify the cost of online re-partitioning.



4. Bandwi dt h-detection-latency tradeoff curve. For a fixed
budget B, what is the Pareto-optinal (epsilon, k) pair?

5. Lower bound on bandwi dth. Information-theoretically, what
i s the m ni num bandwi dth at which all canonical scenarios
are detected within tau_max? Theorem 1 gives an upper
bound (BAU redundancy); the | ower bound requires nodelling
adversarial event sparsity.

15. Security Considerations

0 Gating anplifies the inpact of adversarial state injection
a vantage that suddenly transmits a | arge delta consunes
broker resources. Rate limting per vantage SHOULD be
enforced at the cell coordi nator
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o0 The m nimax Byzantine detector has a known floor f _mn = 1/k
(Conjecture 1). Operators MJST choose k consistent with
the expected adversarial fraction. k = 100 cells gives
f_mn = 1% which matches typical AS-|level threat nodels.

o CRDT nerge requires authenticated channels between cells
and broker; otherwi se an attacker can inject arbitrary cel
centroids. HVAC SHA256 per push i s RECOVMENDED.

0 Edge gating delays state propagation. Operators MJST set
tau_nmax consistent with the bounded-stal eness wi ndow in

Theorem 4. For epsilon = 0.03 and BAU push rate 4% the
99t h-percentil e stal eness is bounded by 2 / 0.04 = 50 ticks.

16. Privacy Consi derations
BE- M\WPS aggr egates D*2 over cells, which by construction reduces
the granularity of per-vantage observation. This is privacy-
positive relative to raw per-vantage tel emetry.

However, the Cell-Centroid value (d floating-point components)
may still |eak topol ogy nmetadata. |nplenentations:

0 MJST NOT include user-traffic payloads in cell sketches.
0 SHOULD redact Cell-Centroid conponents in cross-
organi sation tel enetry sharing and publish only the

scal ar D2.

o MAY apply differential-privacy noise to per-cell D2
bef ore publishing community-defence feeds.

The privacy considerations framework of [RFC6973] appli es.

17. Manageability Considerations

This section follows [RFC5706].
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19.

Configuration parameters exposed by an BE- WPS i npl enent ati on:

k (nunber of coherence cells; default 8)

epsilon_local (gating threshold; default 0.03)

Mmultiplier (alarmconfirmation; default 3)

T tick (control period; default 50 ns)

byzanti ne_assunmed (Theorem 7 paraneter B; default
floor((k-1)/2))

OoO0Oo0oo0oo

Recal i bration of (mu_0, Sigma_0) MJST be supported as an
adm nistrative action; see Section 17 of
[1-D. nel egassi - coherence-bfd] for the reconmended procedure.

Qperators SHOULD expose the foll owing counters via the
managenent interface:

0 pushes_per_second_per_vant age (rate)

o cell _aggregation_|lag p99 (gauge, m croseconds)
0 snmw_updates_per _second (rate)

o0 cells_above watch threshold (gauge)

0 byzantine_cells_suspected (gauge)

| ANA Consi der ati ons

Thi s docunent has no | ANA actions. The wire fornmat inherits
from[1-D. el egassi -i ppm mvps-bundl e] and code points from
[1-D. nel egassi - coherence-bfd].
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Appendi x A.  Proofs of Theorens 1-9
A.1. Proof of Theorem 1 (Redundancy bound)

Let x_ v ~ N(mu_0O, Signa_0) i.i.d. across v. The enpirical mean
mu(t) is a sufficient statistic for mu_0 under known Sigma_0O.

The conditional distribution x_v | muis itself Gaussian with
covari ance

Si gma_cond Sigma_ 0 * (1 - 1/N)
Sigma_ 0 - Signa_ 0/ N



Therefore
H(x_v | nu) (d/2) log(2 pi ) + (1/2) |og det(Sigma_cond)
H(x_v) + (1/2) log( det(Signma_cond) /
det (Sigma_0) )
Hx_v) + (1/2) log( (1 - 1/N~d)
Hix_v) - (d/2) * log( N/ (N- 1) ).

For N>> 1, log(N(N1)) = 1/(N1) - 1/(2(N1)"2) + O(1/ N*3).
So Hx_ v | mi) <= HxvVv) - d/ (2*(N1)) + Q1/N2). qed

A. 2. Proof of Theorem 2 (Partition existence)

Apply Lloyd' s k-neans algorithmw th k centroids. Convergence to
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a local mninmmof total within-cluster sumof squares (WCSS) is
guaranteed in Q(N*k*d*l) for | iterations.
The maxi mum within-cluster radius R satisfies
RM2 <= WSS/ n <= d * | anbda_nax(Si gma_enp).
Bound hol ds by Bessel’s inequality applied to the spectral
deconposition of Sigma_enp. Therefore intra-cluster dianmeter <=
2*R <= 2*sqrt(d * | anbda_nmax(Sigma_enp) / n). ged
A. 3. Proof of Theorem 3 (Cell-equival ence)
Under uniform partitioning each vantage falls in exactly one cell
of sizen. nm(t) = (1/k) sumc mu_c = (1/(k*n)) sumv x v = nmu(t).

Zero variance contribution frompartitioning operation.

For non-uniformpartitioning with intra-cell radius bounded by

delta cell, wite x_ v - muc =e v with ||e_v|| <= delta_cell/2.
Then m- nmu = (1/k) sumc (nu_c - mu). Bound by triangle

i nequal ity and Cauchy-Schwarz applied to cell-level differences.
ged

A. 4. Proof of Theorem 4 (Gating information-loss bound)

The reconstructed centroid nu_gated = (1/N) sumv x_v”~gat ed.
For each v not in P(t), x vtgated = x vl ast differs fromx_ v(t)
by at nost epsilon in L_2. Therefore

|| mu_gated - nmu_true||_2
= ||(2/N sum{v not in P(t)} (x_v~last - x v(t))]|]|_2
<= (1/N) sum{v not in P(t)} ||x_v~last - x_ v(t)|]|_2
<= (YN * |{v not in P(t)}| * epsilon
<= epsilon.

Shar per bound vi a i ndependence: variance of sumis N * epsilon”2,

so standard deviation is epsilon * sgqrt(N) / N Substitute into

the Mahal anobi s quadratic formand apply Cauchy-Schwarz. qed
A.5. Proof of Theorem 5 (Shernan-Morrison-Wodbury D2 update)

Let delta_ mu := mu(t) - mu(t-1) = (2/N) sum{v in P(t)}
(x_v(t) - x_ v(t-1)).



Dr2(t) = (mu(t) - mu_0)~AT Sigma_07{-1} (mu(t) - nmu_0)
= ((mu(t-1) + delta_nmu) - mu_0)*T Sigma_0"{-1}
((mu(t-1) + delta mu) - nmu_0)
= (mu(t-1) - mu_0)"T Sigma_0"{-1} (rmu(t-1) - mu_0)
+2* (mu(t-1) - nmu_0)"T Sigma_07{-1} delta_mu
+ delta_mu"T Sigma_07{-1} delta_nu
=D2(t-1) + 2 * (mu(t-1) - nmu_0)"T Sigma_0"{-1} delta _mnu
Mel egassi Expi res Novenber 23, 2026 [ Page 18]
I nternet-Draft BE- WPS Bandwi dt h- Ef fi ci ent MWPS May 2026

+ delta_mu"T Sigma_07{-1} delta_rmu.

Cost: Q(|P(t)] * d) for delta_nmu, Q(d) for the cross term
Q(d™2) for the quadratic term Q(d) for the cached
(mu(t-1) - mu_0)~T Sigma_0~{-1} term qged

A. 6. Proof of Theorem 6 (Strong eventual consistency)

The nerge operator is a convex conbination plus version-vector
join. Verify the three CRDT axi ons:

Conmut ativity: alpha*a + (1-alpha)*b = alpha*b + (1-al pha)*a
holds iff al pha = 1/2.

This is a problem for alpha !'=1/2, the EMA is not comrutative.

The fix: replace EMA by a state-based CRDT using a vector clock
and "last-witer-wins by version" semantics, or use al pha = 1/2.
Wth alpha = 1/2 the nerge is the sinple arithnmetic nean.

Conmut ativity: (a + b)/2 = (b + a)/2. (014
Associativity: ((a +b)/2 +c¢c)/2!=((a+ (b +¢c)/2)/2in
gener al

This is also a problem Therefore we redefine nmerge as a join

over a delta-state CRDT [ ALMEI DA15] where each update carries its
ti mestanp. The nerge becones the per-tinmestanp wei ghted average,
which is conmutative, associative, and idenpotent by construction

Wth this redefinition, by the Shapiro-Preguica characterisation
theorem the nerge converges to a unique deterministic state
regardl ess of message ordering. qed

A. 7. Proof of Theorem 7 (Cell-aware breakdown point)
D'2_mnimax(t) := min_c D'2_m nus_c.

When a single cell c contains all f Byzantine vantages, renoving
that cell yields D*2_mnus_c = clean D'2 = Q0). Therefore the
m ni max detector signals correctly.

When Byzantine vantages are distributed across k _byz cells, each
cell contributes (k_byz / k) of the total adversarial signal
Renovi ng one cell renmoves only 1/k_byz of the adversarial nass.
The m ni max score remains above threshold iff k_byz > 1.

Therefore the breakdown point in cells is k byz / k. 1n the worst
case (Byzantine adversary concentrating in distinct cells, one per
cell), thisis 1/k. qed
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A. 8. Proof of Theorem 8 (Perturbation non-increnentality)

Suppose for contradiction A conputes C 4(t) from{x_v(t') : t’ < 1t}.
The definition of C 4 references E delta[ TV(p_theta(.]|Xx),
p_theta(.|x + delta))] where delta is sanpled froma fresh
distribution at tinme t.

If A uses delta values fromtinmes t' < t, these delta values were
drawn froma (possibly different) distribution at those times, and
the resulting TV estimate is conputed against p_theta as it existed
at tinet’. |If p_theta evolved between t’ and t (nodel updated,

wei ghts changed), the estimate is stale. |If p_theta did not evol ve
(frozen nodel), the estimate is at best a Monte Carlo sanple from
the same distribution; freshness does not affect the bound, but

the perturbation cost has been incurred at sone prior tine.

In either case, the cost of one inference per perturbation has been
incurred either at tinme t (live nmeasurenent) or at tinme t' (cached
measurenent). The total cost over time is unchanged.

Therefore the amorti sed cost of C 4 is bounded bel ow by one
i nference per perturbation_period ticks, regardl ess of caching
strategy. qed

A. 9. Proof of Theorem 9 (Detection |atency |ower bound)

An alarmfires at the variant level only after the Mth consecutive
above-threshol d observation. By induction on M

M= 1: first observation above threshold at tick T_1 produces
an alarm T.1 >=0; snallest T 1 is 0 (the first
post-shock tick). Wall-clock advance to first alarm
= T tick.

M> 1: the Mth consecutive observation occurs at tick
TM>T1+ (M1) * T tick. Since T_1 >= 0, we have
TM>= (M1) * T tick, plus the initial T_tick for the
first observation, giving wall-clock = M* T_tick

Additionally, the alarm signal nust propagate at |east one RIT
to reach any consuner. Therefore

tau detect >= M* T tick + tau RTT

For variants requiring C 4 evaluation (Theorem 8), the | ower bound
is the maximumof M* T_ tick + tau RTT and one perturbation cycle:

tau _detect >= nmax( M* T tick + tau RTT, tau C4 )

For cell-aware variants, the broker perforns a k-cell aggregation
per tick which adds Ok * d) conpute. At k <= 100, d <= 6, this is
bounded by 600 el ementary ops or ~0.6 us wall-clock, negligible
conpared to T tick and tau RTT. ged

Sharpness. Variant V3 (Echo) achieves tau detect = 55 ns with
T tick =50 ns, M= 1, tau RTT =5 ns, giving the predicted
mnimum1 * 50 + 5 = 55 nms. Bound is tight.
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