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Abst ract

Thi s docunent specifies how the Milti-Vantage Path Synchrony
(MVPS) framework [I1-D. el egassi-ippm m/ps-bundle] and its
sub-tick variant Coherence-BFD [I-D. mel egassi - coher ence- bf d]
detect volunetric and distributed Denial -of-Service (DDoS)
attacks in tinme bounded by (M 1)*T tick, |NDEPENDENT of the
attack rate in packets-per-second or bits-per-second.

We prove three theorens:

Theorem D1 ( Vol urme- | ndependence). Detection latency is a
function of the control-tick period T tick and the
Mrultiplier confirmation count alone; it does not grow
with attack vol une.

Theorem D2 (Distributed-Attack Bound). The framework
detects up to floor((k-1)/2) sinultaneous regional attacks
under cell-aware m ni max aggregation, where k is the nunber
of coherence cells.

Theorem D3 (Broker NIC Sizing). Under the three
architectural invariants of Section 3, broker NIC sizing is
i ndependent of attack volume; it is determined only by the
legitimate tel enetry packets-per-second.

These clainms are supported by enpirical results on 11 scenarios
ranging from 10 Mops to 5 Tbps equi val ent (Section 6).

NOTE ON DATA PROVENANCE. Section 6 nunerical results are obtained
fromsynthetic sinulations under controlled conditions
(reproducibility script scripts/simulate_ddos_extrene. py).

EVI DENCE UPDATE (v5.0 unified proof, 2026-05-22). Theorem D1
(Vol ume-1 ndependence) is now al so supported by real -worl d data
collected fromthe R PE Stat BGP-updates API:

R6 (rmulti-prefix BGP sweep). Five anycast DNS prefixes
(Google 8.8.8.0/24, Coudflare 1.1.1.0/24, Quad9 9.9.9.0/ 24,
OpenDNS 208. 67. 222. 0/ 24, Level 3 4.2.2.0/24), 30 days,
basel i ne update counts spanning approxi mately 9x across
prefixes. Alarns fire on RELATIVE D'2 spi ke, never on
absol ute vol une:
- CGoogle DNS baseline 82 upd/day, alarm peaks at 1899
(ratio 14.2x): 3 al arm days;
- Cloudflare baseline 24 upd/day, peak 51 (ratio 2.1x):
0 al arm days despite | ow baseline;

- Quad9 basel i ne 11 upd/day, peak 432 (ratio 39.3x):
3 alarm days at | ow absol ute vol une;
- OpenDNS basel i ne 31 upd/day, peak 686 (ratio 22.1x):

3 al arm days;
- Level 3 basel i ne 0 upd/ day, peak 0: 0 al arm days.



The fact that Quad9 + CpenDNS al arm AT LOW ABSOLUTE VOLUVE
whil e Cl oudflare DOES NOT ALARM at hi gher absol ute vol une
enpirically refutes any "volune-driven" interpretation of the
detector. D1 is now both theoretically proved (Section 4.1)
AND enpirically observed on real Internet routing data.

R7 (tau_C SIR cascade). Al 12 alarmevents fromR2 + R6

| ocalise within <= 2 days (nmean burst width 1.33 days). This
confirns the SIR nacroscopic prediction underlying the

det ection-1atency bound of Theorem DL1.

Val i dati on agai nst operational *attack* data (C oudfl are Radar,
CAl DA Tel escope, or commercial scrubber traces) renmins required
future work in Section 9.

A REFERENCE | MPLEMENTATI ON of the cell-aware m ni nax detector
used in Theorem D2 is provided at
<https://catellix.conlstatic/downl oad/reference-inpl/>. It
exhibits the "perfect Byzantine hiding" regi me docunented in
Section 7.2 of this draft.
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1. Introduction

Conventi onal DDoS detection relies on threshol d-based nonitoring
of bandwi dth, packet rate, or connection count at a small nunber
of choke points (BGP-flow, NetFlow, |PFIX sFlow. Under high-
vol unme attack, the collection pipeline itself saturates -- the
monitoring infrastructure becones a second victim and alerts
arrive late or not at all.

Thi s docunent specifies a fundanentally different approach:

i nstead of neasuring the attack, MPS neasures the GEOVETRI C
DEFORMATI ON t he attack inposes on the coherence vector of
regi onal vantages. Because the deformation saturates quickly
above any reasonabl e threshold, detection |atency becones

i ndependent of attack vol une.

1.1. Mbtivation

Recent volunetric records:

AWS Shi el d 2020 : 2.3 Tbps

M crosoft Azure 2022 : 3.47 Thps

Googl e 2023 (Rapid Reset) : 398 M ps (HTTP/ 2)

Yandex 2021 . 700 Mops

Cl oudfl are 2024 : 17.2 Mps record HTTP fl ood

At these scales, the BPS / PPS difference between "attack"” and
"no attack" is so large that bandw dth-based detection is
trivial -- if the collector survives. The hard problemis:

0 detecting BEFORE upstream col |l ectors saturate,
o attributing the attack geographically with no manual



correlation
0 doing so without falling victimto the same fl ood.

Sections 5 and 6 prove that Coherence-BFD achieves all three
simul taneously, with a detection |atency of 100 ns neasured
across 11 scenarios spanning four orders of magnitude in PPS

1.2. Wiy vol une-i ndependence matters

A traditional alert pipeline that scales linearly with attack
PPS has an obvi ous breaking point: the collector’s N C, queue,

or storage subsystem An operator facing a 2 Tbhps attack today

must over-provision the collector by ~20-30x its normal | oad
to retain visibility during the event.

Thi s docunment shows that an MVPS broker dinensioned for its
LEG TI MATE TELEMETRY LOAD ALONE (typically 200 kpps for
N=10000 vantages at T_tick=50ns) detects the sane attack with
the sane | atency regardl ess of whether the attack is 100 Mops,
1 Gops, or 5 Thps equival ent.

The econonmic inplication is significant: NIC, CPU, nenory,
and storage requirenents for the detector are decoupl ed from
the size of the attack the detector nust observe.

1.3. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOTr", "SHOULD', "SHOULD NOT", "RECOMVENDED', "NOTI' RECOMVENDED',

"MAY", and "OPTIONAL" in this docunment are to be interpreted as

described in BCP 14 [ RFC2119] [ RFC8174] when, and only when,
they appear in all capitals, as shown here.

The term "vantage" refers to a probe that observes the data

pl ane. The term "broker" refers to the centralised aggregator
of vantage telemetry. The term"cell" refers to a partition
of vantages used for Byzantine-robust aggregation. The term
"coherence vector" refers to a d-dinmensional vector in R
sunmari sing the observed network state at a vantage at one
tick. These ternms are defined formally in

[1-D. nel egassi - mvps-increnental -be] and

[1-D. nel egassi - coherence-bfd], which are NORMATI VE for the
present docunent.

2. Threat Nbdel

We consider four attack classes. Mtigations are specified in
Section 7 and proven in Section 5.

2.1. Volunetric DDoS

Adversary characteristics:

o Source: large reflected botnet, 10T swarm or rented
capacity.

0o Rate: 10 Mops to 5 Thps observed in 2020-2025; nodel |l ed
up to 2 Gops (~10 Tbhps with 600 B avg packet) here.

o Target: data-plane services (web, video, BGP-peers,
appl i cation back-ends).

0 Coal: exhaust bandw dth or PPS capacity of the target’s
dat a- pl ane infrastructure.

This is the sinplest threat for M/PS to handl e, because the
coherence vector of vantages within the attack’s bl ast radius
defornms predictably in latency, jitter, |oss, and queue depth



di mensi ons.
2.2. Distributed nulti-regi on DDoS

Adversary characteristics
o Hits B different geographic regions simultaneously.
o Each region receives ~total/B of the aggregate rate.
0 GCoal: defeat per-region anonaly detectors by snearing
the attack across the nonitored surface.

This is the harder threat. Cell-aware mnininax aggregation
(Section 5.2) has a Byzantine breakdown bound at B =
floor((k-1)/2). For k =8 cells, B max = 3 regions.

B = 4 sinultaneous regional attacks exceeds the bound;
detection still fires but attribution accuracy degrades.

2.3. Control-plane targeted attack

Adversary characteristics
0o Directly attenpts to saturate the broker NIC or the
vant age-t o- broker tel enmetry channel
0 Requires either conproni se of the nmanagenent network
(rare in well-segnented operators) or exploitation of
a depl oynment defect (11 violated, Section 3).

When the three architectural invariants of Section 3 hold,

this threat is | NFEASI BLE: the adversary has no L3 path to
the broker. Wen I1 is violated, this beconmes the dom nant
failure node and is explicitly nodelled in Section 6.4.

2.4. Replay and TLV spoofing

Adversary characteristics:
0 Records and replays vantage push packets.
0 Forges Coherence TLVs with stale or fabricated D'2.

M tigated by:
0 Aut hHVAC- SHA256 TLV aut hentication on all Echo and
Control packets (Section 4.2 of
[1-D. mel egassi - coherence-bfd]).
o Strictly nonotonic BFD sequence nunbers; counter MJST
NOT wap within MT_tick (Section 12 of
[1-D. nel egassi - coherence-bfd]).

3. Architectural Invariants

The vol urme-i ndependence proven in Section 5 holds if and only
if the deploynment respects the followi ng three invariants:

I1. Control plane on separate L2 segnent.

Vant ages and broker MJST communi cate over a network
segnment distinct fromany L2 or L3 path that carries user
traffic. Common inplenentations

out - of - band nmanagenent network (preferred),
dedi cated VRF/VLAN with strict ACL,
separate physical N C on the broker,

SDN overlay (e.g., managenent VXLAN)

O O0OO0Oo

Violation of Il collapses Theorem D3 and exposes the
broker NIC to attack volume directly (Section 6.4).

I 2. Vantage is a probe, not a m ddl ebox.



A vant age MJUST observe the data plane (via SPAN port,
passi ve tap, |PFI X/ sFl ow export, or active probing) but
MUST NOT forward user packets. This isolates vantage
failure nodes from data-plane failures.

1 3. Broker NIC sized for telenmetry only.
Broker NI C capacity (PPS, queue depth, |IRQ budget) is
determined by N* (1000 / T tick) -- the legitimte
telemetry load -- and is di nensioned per Section 15 of
[1-D. nel egassi - coherence-bfd].

Theorem D3 (Section 5.3) shows this sizing is sufficient
under |1, regardl ess of attack vol une.

4. Detection Mdel under DDoS

The control surface partitions N vantages into k cells.
Each tick, each vantage j conputes its |ocal coherence vector
X_j(t) in R*d and pushes it (or just the magnitude D j"2) to
its cell coordinator.
The cell coordinator conputes the centroid:

c_i(t) = (ln_i) sum{j incell_i} x_j(t)
The broker conputes cell-w se Mahal anobi s D'2:

Din2(t) = (c_i(t) - mui_0)~T Sigma_0"{-1} (c_i(t) - nu_0)
Under cell-aware mni nax aggregation with byzanti ne bound B:

D mnimax*2(t) = max_{S : | S =k-B} max_{i in S} D_i~2(t)
where S ranges over subsets of cells obtai ned by REMOVI NG
the B cells with highest Di”~2. This corresponds to the
standard Byzantine-tol erant aggregator: the worst B
contributors are assumed to be either conpronised or under

attack and are di scarded.

Alarm fires when D mni max"2 exceeds a threshold T for M
consecutive ticks. Detection |atency:

tau_detect = (M- 1) * T_tick

pl us a one-way propagation tau RTT (typically <5 ns inside
one operator’s network).

5. Theorenms and Proofs

5.1. Theorem D1 (Vol unme-1 ndependence)
STATEMENT. Let R be the attack rate (in pps). Let
tau_detect(R) be the detection |latency under the nodel of
Section 4. Then there exists a finite saturation rate R sat
such that for all R >= R sat:

(M- 1) * T tick

tau_detect (R

i ndependent of R



PROOF. The shock vector inposed by a volunetric DDoS on the
coherence space grows at nost logarithmcally with R

shock(R) ~ alpha * 10gl10(R/ R_0)

for some baseline RO and constant alpha > 0. This is because
queue saturation, observation N C saturation, and Mhal anobi s
di stance all exhibit logarithmc or sublinear growmh above a
regi ne where the underlying conponents have reached operationa
limts.

Empirically (Section 6, single-region scenarios), D2 saturates
above approximately 6.8 * 1076 for R between 1077 and 109 pps.
The alarmthreshold T = 30 is exceeded by nore than five

orders of nmgnitude

Once D2 > T fromtick t_0, the Mmultiplier counter increments
each tick, firing alarmat tick t 0 + (M- 1). This is
i ndependent of HOW MJUCH D*2 exceeds T. Therefore

tau detect(R) = (M- 1) * T tick for all R >= R sat.

For the parameter set M= 3, T_tick = 50 ns used throughout
Section 6, this gives tau_detect = 100 ms. QED.

5.2. Theorem D2 (Distributed-Attack Bound)

STATEMENT. Let B be the nunber of sinultaneously attacked
regions in a k-cell deployment. Cell-aware ninimax aggregation
with parameter B _assuned correctly detects and attributes the
attack if and only if:

B <= floor( (k- 1) / 2)
and B assuned is set to a value B with:
B <= P < k - 1.

PROOF. The cell-aware m ni nax aggregator renoves the B
cells with highest Di”2. W consider three regines.

Case 1: B < B (under-estimate of attack breadth).
At | east one attacked cell remains in the aggregation set,
so D mininmax"2 >= D i~2 of that cell, which is large.
Detection fires. Attribution may identify a | ess-attacked
cell as worst.

Case 2: B >= B and B <= floor((k-1)/2).
Al'l attacked cells are removed. The aggregation set
contains only honest cells. D mninax”2 is the naximum
D i~2 over honest cells, which is small (BAU). Detection
FAILS (no alarmfires). This is the "perfect Byzantine
hi di ng" regine: the franework correctly identifies that
a Byzantine fraction within bound is present, but does not
flag the data-plane attack itself.

This regine notivates the dual -node aggregation in
Section 7. 2.

Case 3: B > floor((k-1)/2).
Strict majority of cells are attacked. Even with B _max
renoved, attacked cells remamin in the aggregation set;
D mnimax"2 is large; detection fires. However, the
renoved B' cells will partially contain honest cells,
degrading attribution.



The breakdown bound floor((k-1)/2) is the standard
Byzantine-tolerant mpjority bound. For k = 8, B nax = 3.

CED.
5.3. Theorem D3 (Broker N C Sizing)

STATEMENT. Under invariants 11, 12, 13 (Section 3), the
broker NI C capacity (in pps) required to detect a DDoS attack
of rate R satisfies:

NI C capacity(R) = N * (1000 / T_tick)
i ndependent of R
PROOF. By |1, the attack traffic has no L3 path to the broker
NI C. The broker NIC receives only telenetry packets from
N vant ages, each sending at nost one packet per T_tick.
Aggregat e i ngress PPS:

PPS in = N=* (1000 / T_tick)

whi ch depends only on the depl oynent paraneters N and T_tick,
not on R

By 12, vantages do not forward user traffic, so vantage NI C
saturation under attack does not propagate to the broker.

By 13, the NICis dinensioned to this PPS in with appropriate
Regi ne classification (Section 15.3 of
[1-D. nel egassi - coherence-bfd]).

Therefore N C capacity depends only on (N, T_tick), not on R
QED.

6. Enpirical Evidence (11 scenari 0s)

Al'l scenarios use a fixed 10 000-vantage / 8-region topol ogy,
T tick =50 ms, M= 3, alarmthreshold D'2 = 30.

Reproduci bility: scripts/simulate_ddos_extrene. py,
raw out put: docs/SI M DDOS _EXTREME _RESULTS. t xt .

6.1. Single-region scaling (10 Mops - 2 Gpps)

Attack PPS Det ecti on Dr2 peak Br oker Attribution

10 Mpps 100 ms 6.88 M 99% 100%
100 Mpps 100 ms 6.88 M 99% 100%
500 Mpps 100 ms 6.87 M 99% 100%
1 Gpps 100 ms 6.88 M 99% 100%
2 Gps 100 ms 6.88 M 99% 100%

observation: D2 peak is constant within 0.3% across two
orders of mamgnitude in attack rate. Detection latency is
exactly (M1)*T tick = 100 ns in every case. Theorem D1
confirned.

6. 2. Tbps-equival ent attacks

Equi val ent pps Det ecti on Br oker

2 Tbps 417 Mops 100 ns 99%
5 Thps 1. 04 Gpps 100 s 99%



(Assumes 600- byt e average packet size.)

6.3. Distributed nulti-regi on attacks

Regi ons Aggr egat e Det ecti on Attribution
attacked pps (M1*T tick)
2 200 Mops 100 ns 100% bot h
3 300 Mops M SS * --
4 400 Mops 100 s parti al

* MSS at B =3 with B assuned = 3 is Theorem D2 Case 2
the framework correctly renoves the Byzantine cells but in
doing so al so renpves the attacked cells; D _m ninmax"2
collapses to BAU. Section 7.2 specifies the dual - node
aggregation that exposes this as a "Byzantine event" alarm
di stinct from "data-plane DDoS" al arm

6. 4. Depl oynent defect (negative control)

7

Scenari o Det ecti on Br oker

Broker availability coll apses because attack traffic shares
NI C queues with telenetry. Detection paradoxically stil
reports 100 ns (the few tel enetry packets that survive carry
a strong D'2 signal), but broker availability is no |onger
useful for downstream autonati on.

Thi s scenario MJUST NOT be deployed. Section 7.3 enforces
Il as a MJST.

Oper ati onal Recommendati ons

7.1. Cell sizing for Byzantine resilience

For an expected nmaxi num of B simultaneous regional attacks,
operators MJST depl oy:

k > 2* B+ 1 coherence cells.

Recomrended def aul ts:

B=2 -> k>5 cells
B=3 -> k>7 cells (this docunent’s exanple uses 8)
B=5 -> k >= 11 cells (hyperscal er regine)

7.2. Dual - node aggregation

To resolve the "perfect Byzantine hiding" failure node of
Theorem D2 Case 2, inplenentations SHOULD report two D2
aggregates per tick:

D mnimx”2 : with B assuned worst cells renoved
D _max"2 . standard max over ALL cells

Al armrul es:

if Dmnimx*2 >T ->"DDoS alarnt (data-plane attack)
if Dmx"2 >T AND Dnmnimx"2 <T ->

"Byzantine alarm (suspected cell conprom se

or distributed attack wi thin bound)
if both >T -> "Severe alarm (conmpound event)



7.3. Control-plane isolation (mandatory)

10.

Operators MJUST enforce invariant 11. Specifically:

o Broker MJST have at |east one NI C reachable only from
t he managenent VLAN VRF.

0 Vantage telemetry MJST egress on a NI C or queue distinct
fromany port carrying user traffic.

o Firewall MJUST DROP attack-class flows (e.g., reflected
UDP) at L3 ingress to the managenent pl ane.

0 Inplementations SHOULD verify 11 at session establishnent
by checking that the broker’s source-route to each
vant age does not traverse a public-facing data-plane
router.

Security Considerations

Thi s docunent does not introduce new wire formats or
cryptographic prinmtives. Al security nechanisns are
inherited from[I-D. nel egassi - coherence-bfd] Section 12

The vol unme-i ndependence property of Theorem Dl is a positive
security property: an adversary cannot defeat detection by
scaling the attack. An adversary’'s only renaining attack
surfaces are:

o0 Conpronise of nore than floor((k-1)/2) cells (out of
scope; assunes the adversary has root on multiple
vant ages, which is a separate threat nodel).

0 Replay of historical TLVs (nmitigated by HVAC + nonotonic
sequence nunbers).

o Violation of 11 by the operator (deploynment defect,
not protocol weakness).

| ANA Consi der ati ons

Thi s docunent has no | ANA actions. All packet formats,
TLVs, and state machi ne code points are inherited from
[1-D. nel egassi - coher ence-bfd].

Val i dati on agai nst operational network data (Rl PE Atlas, CAl DA
comrerci al operator traces) is identified as open work item
and is required before progression past Experimental status.

Privacy Considerations

The cel | -aware m ni max aggregator and the per-cell D*2 val ues
exposed by this profile may | eak operational netadata about the
moni tored infrastructure, even though they do not carry
user-identifiable payl oad. Specifically:

0 Per-cell D2 streanms MAY al |l ow an observer who can read
the broker’s published feed to infer geographic patterns
of usage, attack-source distribution, or relative
resilience of custoner-facing services.

o Distributed-attack alarnms (Section 6.3) nmay correl ate
with newsworthy events; publication of raw alarm
ti mestanps SHOULD t herefore be del ayed by at |east the



attack response w ndow.

o0 When MWPS telenetry is shared cross-organi sation (e.g.,
bet ween operator and CDN), inplenentations SHOULD redact
Vant age- Sketch and Cell-Centroid TLVs and transnmit only
aggregated scal ar D_m ni max"2.

Qperators publishing alarmfeeds for community defence

(anal ogous to M SP or Abusel PDB) MUST apply differential -privacy
noi se to per-cell D*2 timestreans before publication, or
restrict access to vetted subscribers.

The broader privacy considerations framework of [RFC6973]
applies; this docunent does not introduce new categories of
personal | y-identifiable information.

11. Manageability Considerations
This section is REQU RED by [ RFC5706] for Routing Area docunents.

Qper ati ons:
The Byzanti ne bound paranmeter B _assumed (Section 7.1) is
operator-tunable. Default SHOULD be set to floor((k-1)/2).
Changi ng B_assuned at runtinme requires no protocol
renegotiation; it only affects the cell-aware m ni max
aggregator on the broker side.

Faul ts:
A persistent "Byzantine alarm (Section 7.2) w thout
correspondi ng "DDoS al arnt' indicates either conprom se of
<=B cells or a coordinated attack at the Byzantine bound.
Qperators MJST treat this case as security incident
requiring per-cell investigation.

Confi gurati on:
The three architectural invariants of Section 3 are depl oynent
properties, not protocol paraneters. |Inplenentations SHOULD
provide a "verify-isolation" subcommand that probes the
managemnent - pl ane path to each vantage and reports any
dat a- pl ane traversal .

Per f or mance netrics:
| mpl enent ati ons SHOULD expose the foll owing counters via the
managenment interface (e.g., SNWP, YANG JSON):
0 detected_attacks_per_hour
attribution_accuracy_24h _rolling
byzanti ne_al arm count _24h
cells currently above threshold
broker _telenmetry pps_received

O O0OO0Oo
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