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Abst ract

Thi s docunent specifies how the Milti-Vantage Path Synchrony
(MVPS) framework [1-D. nel egassi-i ppm nvps-bundle] and its DDoS
profile [I-D. mel egassi-nvps-ddos-resilience] are extended to

| DENTI FY the participating sources of a botnet by their
coordi nati on-coherence signature, and to EM T corroborat ed,
signed evidence that DRI VES existing, standardised renediation
("sanitization") machinery.

The central design constraint is honesty about scope. MPS does
NOT itself clean, quarantine, sinkhole, or take down infected
hosts. Renediation is performed by the nmechani sns al ready
defined by the | ETF:

0 RFC 6561 (Reconmendations for the Remedi ation of Bots in
| SP Networks) -- the notification/renediation workflow,

o RFC 9132 / RFC 8783 / RFC 8811 (DOTS) -- mitigation
request signaling;

o RFC 8520 (Manufacturer Usage Description, M) --
cont ai nment of conprom sed constrai ned/|oT devi ces;

o BCP 38 / BCP 84 (RFC 2827 /| RFC 3704) -- source-address
val i dati on agai nst spoofed botnet traffic;

o RFC 7970 / RFC 8727 (1 CODEF) and RFC 6545 (RID) -- the
exchange and inter-donmai n coordination fornmats;

0 RFC 9424 -- the Indicator-of-Conpronmse (loC) framing for
what MVPS exports.

What MVPS contributes is precisely the gap RFC 6561 Section 4
nanes: it asks operators to "confirma bot infection through the
use of a conbination of multiple bot detection data points ... to
corroborate information of varying dependability ... [and] avoid or
mnimze the possibility of fal se-positive identification of
hosts.” M/PS is exactly such a corroboration engine, with the
addition of a provable false-positive bound (Theorem B2) and a
coordi nati on-coherence test (Theorem Bl) that distinguishes a

genui nel y coordi nated popul ation (a botnet) froman equal numnber of
i ndependent |y mi shehavi ng hosts.

W state three results:

Theorem Bl (Coordination Signature). A population of S sources
driven by a conmmon controller produces a | owrank deformation

of the cross-vantage coherence covari ance; independent legitinmate
sources do not. The leading eigenvalue ratio is therefore a
detector of coordination, not of vol une.

Theorem B2 (Corroboration / False-Positive Bound). |If a single
vant age flags a candi date source with per-vantage fal se-positive
rate p, then requiring agreenent across V independent vantages

drives the host-level false-positive probability to at nost p"V



under vant age i ndependence, and to a stated m xture bound under
partial correlation.

Theorem B3 (No Unil ateral Action / Renediation Soundness). MPS
emits evidence only. Every enforcement step is taken by an
exi sting standardi sed control point (RFC 6561 / DOTS / MJD /
BCP 38). No host is quarantined on single-vantage evi dence.

Theorem B4 (Falsifiability / coherence-collapse axis). The
corroboration bound of B2 COLLAPSES on a correl ated beni gn

popul ation: a legitinmate flash crowd i s coordi nat ed- but - beni gn,
the bot net anal ogue of the COHERENT BUT_FALSE failure node of the
MVPS Al - Coherence extension [I|-D. el egassi-nvps-ai-coherence].
When t he coherence environnent so col |l apses, that extension's
falsifiability axis enters: re-test the apparent coordi nation on
the machine-regul arity subspace -- features a human crowd cannot
fake. A flash crowd col |l apses to the independent floor there; a
real bot fleet does not.

Theorem B5 (No Free Decorrelation). Spreading the botnet’s

coordi nati on across nmany sources to drop each per-vantage signha
cannot | ower what the nulti-vantage aggregate sees: the coherent
statistic is spread-1 NVARI ANT (T_agg = sqrt(E)) with NO conpute
term so the nulti-vantage advantage GROAS with the spread and the
silent-coordination cap is E < tau”2. This is the exact form of
the Bl evasion corollary.

Theorem B6 (Non-Blinding of the corroboration set). Silently

hi di ng the coordination by corrupting the vantages is inpossible
whil e the redundancy rho =V - d_eff >= 1 with diverse vantages:
any such blinding needs k > rho corruptions and is FLAGGED by the
vantage-integrity nonitor (a non-zero stealth-gap), and the only
un-fl agged corruption -- forging vantage reports -- is gated by a
post - quantum si gnature (M.-DSA, FIPS 204). "Blind" inplies
"known- bl i nd".

THE THESI S IN ONE LINE. Cross-vantage agreement i s necessary but
not sufficient: the coherence environnment can coll apse (correl ated
beni gn crowds, or Byzantine vantages), and where it coll apses the
Al - coherence axes -- falsifiability (B4) and Byzanti ne-robust
geonetri c-medi an aggregation [I|-D. el egassi - mvps-ai - coherence] --
are what keep the identification sound.

NOTE ON DATA PROVENANCE. Section 7 reports two kinds of result,
each tagged. Section 7.1 is a LABELLED SYNTHETI C ground-truth
experinment (script scripts/simulate _botnet coherence. py).

Sections 7.2 and 7.3 are neasured on REAL | abell ed botnet traffic:
the CTU 13 dataset of the Stratosphere |IPS Laboratory (bidirectiona
Net Fl ow [ RFC5103] / I PFI X [ RFC7011] records | abell ed Botnet / Nornal
/ Background), across three malware famlies (Neris, Rbot, Virut).
On that real data the detector separates botnet fromnormal traffic
wi th hel d-out AUC 0.85-0.999, and the multi-vantage advantage
(Theorem B5) is instantiated with the MEASURED per-fl ow effect size.
VWhat remai ns REQUI RED future work (Section 10) is corroboration
across THREE OR MORE | NDEPENDENT REAL VANTAGES observing the sane
event (the real-data formof Theorem B2): CTU-13 is a single capture
point. No claimof operational botnet takedown is nade.
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1. Introduction

The MVPS DDoS profile [I-D. nel egassi-mps-ddos-resilience] proves
that a volunetric or distributed attack is DETECTED and the hit
region ATTRIBUTED in tinme (M1)*T_tick, independent of attack

vol ume. That profile answers "is there an attack, and where is it

| andi ng?" It does not answer "WH CH sources are participating, are
they a coordi nated botnet, and what corroborated evi dence can be
handed to a renedi ati on process?"

Thi s docunent answers the second question. It treats the botnet
problemas two strictly separated phases:

(a) | DENTIFICATION -- recognising, with a bounded fal se-positive
rate, that a set of sources is behaving as one coordinated
popul ati on; and

(b) SANITI ZATION -- the operational renediation of those sources,
whi ch this docunent deliberately delegates, in full, to
exi sting | ETF nechani sns.

The contribution is confined to phase (a) plus the clean hand- of f
to phase (b).

1.1. The honest distinction: identify vs sanitize

It is tenpting to claimthat a detector "sanitizes" a botnet. This
docunent does not nmke that claimand actively guards against it.

"Sanitization" -- notification of the subscriber, wall ed-garden
quar anti ne, sinkholing of command-and-control (C2), device
contai nment, or upstream scrubbing -- changes the state of a third

party’s host or traffic. Such action carries |legal, privacy, and
col l ateral -damage risk and is, by |long-standing | ETF consensus
(RFC 6561), the province of the network operator under defined
process, not of a monitoring instrunent.

What a nonitoring instrunent can legitimately do is reduce the
uncertainty that nakes renediation risky. RFC 6561 Section 4 is
explicit that the hard part of bot renediation is corroboration
confirmng infection frommultiple i ndependent data points to
"avoid or minimze the possibility of false-positive identification
of hosts."” M/PS is designed to be exactly that corroborating data
source, with the property -- not present in single-sensor pipelines
-- that its false-positive rate at the host level is bounded in
closed formby the nunber of independent vantages that agree
(Theorem B2).

1.2. Relationship to the M/PS DDoS profile

This profile REUSES, wi thout nodification, the canonical nachinery:

t he per-vantage coherence vector x _v(t) in R*d and the Mhal anobi s
Dr2 statistic with chi-square phase thresholds chi”2_{d,0.95} /
chi~2_{d, 0.99} [I-D.nel egassi-nvps-increnental -be], the cel

partition and cell-aware m ni max aggregati on D*2_m ni max over k cells
with Byzantine bound fl oor((k-1)/2)

[1-D. nel egassi - mvps-ddos-resilience], the Mnultiplier / T tick
detection cadence, and the sub-tick transport of

[1-D. nel egassi - coherence-bfd]. |In particular, per-source coherence
data rides the existing Coherence-BFD TLVs -- the Vantage-Sketch TLV



(type OxEO) and the Aut hHVAC- SHA256 TLV (type OxE9) -- with no new
wire format. The only new nachinery is:

0 a per-source (rather than per-cell) coherence projection;
o the | eading-eigenval ue coordination test (Theorem Bl);
o the V-vantage corroboration rule (Theorem B2);
o the evidence-export and hand-off pipeline of Section 6,
i ncludi ng the YANG nodul e and JSON schema of Section 6.4; and
0 no actuation: evidence only (Theorem B3).

No new wire format and no new cryptographic primtive are

i ntroduced; authentication (the OxE9 Aut hHVAC- SHA256 TLV), repl ay
protection (nonotonic BFD sequence nunbers), and control -pl ane
isolation are inherited fromthe referenced docunents.

1.3. Conventions used in this docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

"Vant age" and "broker" are as defined in

[1-D. nel egassi - nvps-ddos-resilience]. "Source" denotes an externa
| P address (or, where SAVI/BCP 38 applies, a validated source) seen
by one or nore vantages. "Coordination" denotes statistically
shared tim ng/ behavi our across sources that exceeds what

i ndependent | egitimte sources produce. "Sanitization" denotes any
renmedi ati on action defined by RFC 6561 and is OUT OF SCOPE for the
detector itself.

2. The RFC Landscape This Profile Plugs Into

This profile is intentionally a thin layer of NEWanal ysis on top

of a mature set of EXI STING standards. Each existing nmechani sm owns
a phase that MVPS nust not duplicate. The overarching fram ng of the
threat is the one set out in the IAB's Internet Denial -of-Service
Consi derations [ RFC4732]; this profile adds corroborated detection
evidence within that frame and defers every mitigation phase to the
st andar ds bel ow.

2.1. RFC 6561 -- the renedi ati on workf| ow

RFC 6561 defines the |SP-side bot renediation lifecycle: detection,
notification, remediation, and failure handling, with strong
privacy and non-di sruption requirements. |Its Section 4 calls for
mul ti-point corroboration to avoid fal se-positive host
identification, and its Section 5 governs subscriber notification

MVPS pl acenment: MV/PS is a detection/corroboration input to the

RFC 6561 process. It MJST NOT trigger notification or quarantine
directly; it produces the corroborated evidence on which an RFC 6561
process MAY act.

2.2. DOTS -- mtigation request signaling

DOTS [ RFC9132] (signal channel, obsoleting RFC 8782), [RFC8783]
(data channel ), and [ RFC8811] (architecture) let a client request
upstream DDoS mitigation

MVPS pl acenent: when the identified coordi nated population is
actively flooding a protected resource, an MVPS broker MAY act as a
DOTS client and request mtigation, carrying the per-source evidence



set as DOTS aliases / scope. The decision to request mtigation is
an operator policy, not an autonmatic consequence of detection.

2.3. MJD -- constrained-devi ce contai nnment

MJUD [ RFC8520] lets a device' s manufacturer publish the device's
i nt ended comunication profile so the network can confine it.

MVPS pl acenent: for the 10T botnet class (e.g., Mrai-style),

MVPS-i dentified conproni sed devices that possess a MJID profile can
be contained by re-asserting that profile at the access network.
MVPS supplies the "this device is now deviating fromits MJD' signha
wi th cross-vantage corroboration; enforcenment is MID s

2.4. BCP 38 / BCP 84 -- anti-spoofing

BCP 38 [ RFC2827] and BCP 84 [ RFC3704] specify source-address
validation (ingress filtering). Botnet traffic frequently spoofs
source addresses; a spoofed source cannot be renedi ated by host
notification.

MVPS pl acenent: MVPS evidence is host-actionable only for sources
that survive source-address validation. This profile therefore
REQUI RES t hat per-source evidence be tagged with whether the source
passed SAVI/BCP 38 validation; un-validated sources are reported as
"spoof -suspect” and routed to traffic-level mtigation (DOIS), not
to host-level renediation (RFC 6561).

2.5. 1oC/ IODEF / RID -- evidence exchange

RFC 9424 frames what an MVPS finding IS: a network-1evel Indicator
of Conprom se (an | P/ prefix/behavioural artefact), positioned on the
RFC 9424 "pyranmid of pain" at the network-indicator tier. | CODEF

[ RFC7970] and its JSON binding [ RFC8727] are the docunment formats
for sharing such findings; R D[RFC6545] is the inter-domain
request/ coordi nation transport.

MVPS pl acenent: MPS exports each corroborated finding as an |oC
carried in an | ODEF docunment, with the coherence statistics and the
V-vant age agreenent count attached as confidence netadat a.

2.6. Vantage integrity: RPKI/ROV, SAVI, and PQC identity

Theorens B2-B6 are only as sound as the vantages thenselves. Three
exi sting nechani sns -- none invented here -- are what keep the
redundancy margin rho >= 1 of Theorem B6 real and the BCP 38 tag of
Section 2.4 neani ngful at host granularity:

0 RPKI [RFC6480] and BGP prefix origin validation [ RFC6811],
distributed by the RPKI-to-Router protocol [RFC8210], protect
the route-view class of vantage agai nst the BGP-hijack
poi soni ng that the Al-Coherence cascade nodel
([I-D. mel egassi - mvps-ai - coherence] Section 15) quantifies: a
hijack that would silently nove a vantage’'s viewis rejected
(I'nvalid) rather than accepted, preserving vantage diversity
(rho) instead of collapsing it.

0 SAVI [RFC7039] realises BCP 38 / BCP 84 at per-host binding
granularity, so the bcp38 validated tag of Section 2.4/ 6.1
reflects an actual source-binding state, not a coarse prefix
assunption. Wthout SAVI a "validated" tag is only as good as
the nearest ingress filter

0 PQC vantage identity: Theorem B6(iii) requires each vantage
report to be unforgeabl e agai nst a quantum adversary. This
profil e RECOVWENDS bi ndi ng each report with a NI ST



post - quant um si gnat ure, M.-DSA [ FI PS204], hardware-r oot ed,
either replacing or wapping the inherited Coherence-BFD
Aut hHVAC- SHA256 TLV ( OxE9) .

2.7. Real-world groundi ng (docunented incidents / CVEs)

The nmechani sns above are not hypothetical. This subsection is

| NFORVMATI VE: the CVEs notivate the threat nodel and the hand-off
targets; they are not used as proof of any theorem (the proofs are in
Section 5 and the appendix).

o | oT conmand- and-control botnets (Mrai class) recruited hosts
t hrough device vulnerabilities such as CVE-2017-17215 (Huawei
HG532), CVE-2014-8361 (Realtek SDK miniigd), and
CVE- 2018- 10561 / CVE-2018-10562 (Dasan/GPON). These are
exactly the constrained-device popul ation that the MJD
[ RFC8520] hand-of f (Section 6.3) is designed to contain, and
their shared C2 is the shared conmand direction g of
Theor em B1.

o0 Reflection/anplification floods exploit exposed UDP services,
e.g. CVE-2018-1000115 (rmentached UDP, the 1.35 Thps cl ass
event). Such volunetric, often spoofed, coordinated floods are
the DOTS [ RFC9132] traffic-mtigation and BCP 38 spoof-suspect
path (Sections 2.2, 2.4, 6.3), and illustrate why Theorem B5’ s
vol une/ spread i ndependence matters.

0 Mass-exploitation events such as CVE-2021-44228 (Log4Shell)
drove sinultaneous, identically-tenplated requests from many

sources -- a textbook coordinated command with a strong shared
direction g, i.e. the high-lanbda_ratio signature of
Theor em B1.

In each case MVPS woul d | DENTI FY t he coordi nated popul ation and EM T
corroborated evidence; renediation remai ns owned by RFC 6561 / DOTS /
MJUD / BCP 38 (Theorem B3).

3. Scope and Threat Model
I n scope:

o Ildentifying that N obs observed sources contain a coordi nated
sub- popul ati on of size S (Theorem Bl).

0 Bounding the fal se-positive probability of labelling any
i ndi vi dual source as a nenber (Theorem B2).

0 Exporting corroborated evidence to RFC 6561 / DOTS / MJD /
| ODEF (Section 6).

Qut of scope (del egated or future):

0 Any host- or traffic-state change ("sanitization") -- owned by
RFC 6561 / DOTS / MJUD / BCP 38.

o Mlware classification, C2 protocol reverse-engineering, or
attribution to a threat actor.

0 Operation against an adversary who controls a strict najority
of vantages or cells (Byzantine bound inherited from
[1-D. nel egassi - mvps-ddos-resilience] Theorem D2).

Adver sary nodel
Al. Coordi nated population. S sources receive correl ated

commands (timng, target, payload shape) fromone or nore
controllers. This correlation is the signal
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A2. Decorrelation evasion. The adversary jitters or spreads
per-source behaviour to suppress the coordi nation signature;
this is bounded in Section 5.1 (a cost, not a free evasion)
and made EXACT in Section 5.6 (Theorem B5): the coherent
coordi nated effect seen by the multi-vantage aggregate is
spread-invariant, so spreading thins the per-vantage signha
but never the aggregate.

A3. Spoofing. Sources spoof addresses; handl ed by the BCP 38
taggi ng requirenment of Section 2.4 (spoofed sources cannot
be host-renedi ated and are routed to traffic nmitigation).

Ad. Vantage corruption / blinding. The adversary corrupts or
forges vantages to nake the coordination invisible. Bounded
in Section 5.7 (Theorem B6): silent blinding is inpossible
whi | e redundancy rho >= 1 with diverse vantages, and the only
un-fl agged path is PQC-gated forgery (Section 2.6).

The Coor di nati on- Coherence Signature

Each vantage v, each tick t, observes a set of sources and conputes
a per-source feature vector f_{v,s}(t) in R*d (e.g., arrival-rate,
inter-arrival regularity, destination entropy, flag mx, TTL
stability). Stacking sources gives a matrix F_v(t).

The key enpirical premse (made falsifiable in Section 10): a
COORDI NATED popul ation’s feature matrix is approxi mately LOW RANK
because many sources move together. An equally large set of
| NDEPENDENT | egiti mate sources yields a near-full-rank, near-
di agonal feature covariance
Define the cross-source coherence covariance at vantage v:
Cuv(t) =(1/n) * F_v(t)"T F_v(t) (centred)
and t he | eadi ng eigenval ue rati o:
| anbda ratio _v(t) = lanbda_1(C v(t)) / trace(C v(t)).
A high lanbda_ratio indicates energy concentrated in one direction

-- the coordination signature. This is the per-source anal ogue of
the per-cell D2 used for DDoS detection

Theorens and Proofs

5.1. Theorem Bl (Coordi nati on Signature)

STATEMENT. Let S sources be driven by a comon controller such
that each source’'s feature vector is f_s =a s * g+ e_s, where g is
a shared command direction, a_s a per-source gain, and e_s
i ndependent zero-nean noi se with per-coordi nate variance si gma"2.
Let an equal nunber of independent |egitimte sources have
f s =e _s with e _s independent zero-nean, variance signma"2.
Then, as S grows, the expected | eading eigenvalue ratio of the
coordi nated popul ation is bounded bel ow by
E[| anbda_ratio_coord] >= (|]|g||"2 * Avar) /
(1lgl|”2 * Avar + d*sigma™2)
where Avar = E[a_s”2], while for the independent popul ation

E[| anbda_ratio_indep] -> 1/d as S ->infinity.



PROCF (sketch). For the coordinated population, C=||g||"2 *

Avar * (gg™T/|]g|l|"2) + sigma”2 * | + o(1l) by the |aw of |arge
nunmbers over S, so lanbda_1 -> ||g|]|”~2*Avar + sigma”*2 and

trace -> || g||"2*Avar + d*sigma™2, giving the stated ratio. For

the i ndependent population C -> sigma”2 * |, whose ei genval ues are
equal, so lanbda_1/trace -> 1/d. The two reginmes are separated by a
gap that grows with the command strength ||g||"2*Avar relative to
the per-source noise; a threshold placed in the gap separates them
QED (asynmptotic; finite-S concentration and the false-alarmrate are
the subject of the synthetic study in Section 7 and the operationa
val i dation of Section 10).

COROLLARY (evasion cost, addresses A2). Driving |lanbda ratio_coord
down to the independent value 1/d requires |]|g||"2*Avar -> 0, i.e.
renovi ng the shared comand conponent. A botnet with no shared
conmand conponent is not coordinated and | oses the operationa

advant age of coordination. Evasion is therefore not free; it is
paid in |l ost coordination. Section 5.6 (Theorem B5) sharpens this
froman asynptotic statenent into an exact spread-invariant identity.

5.2. Theorem B2 (Corroboration / Fal se-Positive Bound)

STATEMENT. Suppose each of V vantages independently flags a given
source as a candi date nenber with fal se-positive probability at npst
p (i.e., labels a benign source as a nenber with probability <= p).
Require that a source be adnitted to the identified set only if at

| east V vantages agree. Then

(i) Under vantage independence, the host-level false-positive
probability satisfies P_fp <= p*V.

(ii) Under partial correlation with pairwi se correlation rho in
[0,1], P_fp <= p*V + (1 - (1-rho)*(V-1)) * (p - p"V),
whi ch reduces to p”V at rho=0 and to p at rho=1

PROOF. (i) is the product rule for independent events. (ii)
interpolates: with probability (1-rho)”~(V-1) the V-1 confirmng

j udgenent s behave independently of the first (giving p*V), and

ot herwi se they may col |l apse onto a single shared error (giving p);
the convex conbination yields the bound. QED

REMARK. This is the closed-form expression of the qualitative
requirenent in RFC 6561 Section 4 ("a conbination of nmultiple bot
detection data points ... to avoid or nminimze fal se-positive
identification of hosts").

COROLLARY B2(iii) (independence is the precondition). The
corroboration gain comes ENTIRELY from vant age i ndependence. Under
i ndependence (rho=0), V=3 at p=0.05 already gives P fp <= 1.25e-4,
bel ow a 1e-3 target. Under correlation, the bound of (ii) does NOT
vanish with V. as V grows it converges UP to p, and for rho=0.1 it is
floored at roughly 7e-3 (mnim sed near V=2). No nunber of
CORRELATED vant ages reaches a le-3 target. Operationally: the

fal se-positive guarantee is only as strong as the path/observation
diversity of the vantages. This is verified in

val i dat e_bot net _coherence. py check T-B2-3, and is exactly why a
legitimate flash crowd -- whose per-vantage errors are correlated --
is the principal residual false positive (Section 7, Section 10).

5.3. Theorem B3 (No Unilateral Action / Remediation Soundness)

STATEMENT. Under this profile, no source’s host state or traffic is
altered by MPS. Every state-changing action is perfornmed by an
external control point governed by RFC 6561, DOTS, MJD, or BCP 38,
each of which receives MVPS output as advi sory input.



JUSTI FI CATION. The detector’s only output is a signed evidence
object (Section 6.1). The hand-off interfaces of Section 6 are all
request/advi sory: an RFC 6561 process MAY notify; a DOTS server NMNAY
mtigate; a MJD enforcenent point MAY contain. Because MV/PS hol ds
no enforcenent capability, no false positive at the detector can, by
itself, quarantine a host -- it can only raise a corroborated
request that the responsible, policy-bound control point eval uates.
This is the property that nakes the fal se-positive bound of
Theorem B2 a SAFETY bound and not nerely an accuracy figure.

5.4. Theorem B4 (Falsifiability / coherence-collapse axis)

MOTI VATI ON.  Theorens B1-B2 rest on a premi se that does NOT al ways
hol d: that a benign popul ation’s per-vantage errors are independent,
so corroboration drives themaway. The prenise fails for a
legitimte FLASH CROAD: a real, correlated event (a news spike, a

sof t war e- updat e t hunderi ng herd) makes many sources nove together in
the human-driven features (arrival rate, destination), so the crowd

| ooks coordi nated across vantages and SURVI VES corroboration
(observed directly in Section 7: flash-crowd corroborated fal se
positive 0.115, exceeding the independence bound 0.035). This is the
coherence environnent "collapsing": cross-vantage agreenment no | onger
certifies a botnet.

This is exactly the COHERENT BUT FALSE (CBF) failure node of the MVPS
Al - Coherence extension [I|-D. nel egassi - mvps-ai -coherence] (Sections
6-7 there): a consensus that is internally coherent yet wong. In
the botnet setting we call its dual COORDI NATED- BUT- BENI GN ( CBB)

The Al - Coherence extension’s answer to CBF is a falsifiability axis
(its C4): re-test the consensus on a dinension the failure node
cannot fake. W inport that axis here.

STATEMENT. Partition the per-source feature space R*d into a HUVAN
block H (features a legitimate crom legitinmately shares: arriva
rate, destination entropy) and a MACH NE- REGULARI TY bl ock M (inter-
arrival regularity, TTL stability, flag m x, payl oad-size dispersion
-- features only a machine fleet shares). Wite the shared command
g =(g_H g M. Then the |eading-eigenvalue ratio restricted to M

o flash crowmd (g_M= 0): the cross-source covariance on Mis
exactly sigm”2 |, so |anbda_ratio|_M=1/|M -- it COLLAPSES
to the independent floor, orthogonal to its full-space
coordi nation (the exact anal ogue of C 4's orthogonality to
C 1/ C2/C3 for CBF, [I-D. nelegassi-nvps-ai-coherence]
Section 6.5);

0o bot fleet (g_M!=0): lanbda ratio]_ M>> 1/| M.

ADM SSION RULE. Adnmit a source only if it is coordinated on the
full space (Bl1) AND survives the falsifiability axis on M This
renoves the flash-crowd residual that corroboration al one cannot.

PROOF. A flash crowd’s shared conponent lies in H by hypothesis, so
projecting out H |eaves only independent per-source noise on M whose
covariance is sigm”2 | with all eigenvalues equal: |anbda_ratio|_M=
1/|M exactly. A bot fleet’'s command has g M!= 0, so the rank-1
termsurvives the projection and | anbda ratio] Mfollows the Bl form
on | M coordinates. CQED (closed form validate_botnet_coherence. py
checks T-B4-1..3).

EMPI RI CAL CONFI RVATI ON (Section 7). On the machine-regularity
subspace the flash crowd becones indistinguishable fromindependent
legitimate traffic (mean 0.299 vs 0.300) while the bot fleet stays
hi gh (0.746); adding the axis to the admission rule drives the
flash-crowd corroborated fal se positive 0.115 -> 0.000 with bot net



detection held at 1.000.

COST AND LIMT. The falsifiability axis costs the extra nachi ne-
regularity features per source; it does not defend against a future
adversary that deliberately matches human-crowd statistics on M as
wel | (the CBB anal ogue of a perturbation-stable hallucination,

[1-D. nel egassi - mvps- ai - coherence] Section 6.5 caveat). Such an
adversary pays the full coordi nati on-suppression cost of the Bl
corollary on every nonitored feature.

5.5. Wien vantages col | apse: Byzantine-robust aggregation

B2- B4 assune the vantages thensel ves are honest-but-noisy. A
conprom sed or hijacked vantage is a second way the coherence

envi ronnment col | apses: one Byzantine vantage can drag an arithnetic-
mean centroid arbitrarily, forging or masking coordination. This
profile inherits the cell-aware ninimax Byzanti ne bound
floor((k-1)/2) of [I-D. el egassi-nvps-ddos-resilience], and, where
per-vant age distributions are aggregated, MJST use the geonetric-
medi an estimator C 2°gm of [1-D. nmel egassi - nvps- ai - coher ence]
(Section 11), whose breakdown point is 1/2 (versus 1/N for the nean),
together with that docunment’s SUSPECTED BYZANTI NE | abel for vantage
attribution. MWPS still emts evidence only (Theorem B3); Byzantine
r obust ness changes WHI CH evi dence is trustworthy, never whether MPS
act s.

5.6. Theorem B5 (No Free Decorrelation -- multi-vantage aggregation)

The Bl corollary states that evasion costs coordination, but only
asynptotically. This theoremnakes it exact and renoves the | ast
hope of an adversary: that spreading the coordination thinly enough
across sources defeats detection.

STATEMENT. Model the botnet’s coordinated effect as a coherent
energy E that lives in the observabl e rowspace of the nulti-vantage
operator (the "observabl e = actuated" reginme: a coordi nated effect
with no projection on the observation rowspace is, by definition,
effect with no nmeasurabl e consequence). An adversary that spreads E
evenly across N sources/vantages drives the per-vantage signal to

mu = sqrt(E/N) -> 0, but the multi-vantage coherent statistic is

T_agg = sqrt(E), | NDEPENDENT of N,
and contains NO conputational -cost term Consequently:

(i) no free stealth: T agg”"2 = E exactly (what the done sees
equal s the coordinated effect delivered);

(ii) the advantage adv(N) = sqrt(E) - sqrt(E/N) is positive and
strictly increasing in N -- the very spreading that blinds a
single sensor WDENS the nulti-vantage |ead;

(iii) silent-coordination cap: any botnet delivering coherent
effect E >= tau”2 is detected with probability ~1 for ANY
spread; the region {large coordinated effect, detector
silent} is enpty.

PROOF. Even spread gives per-source nean sqrt(E/N) over N ternms;
the coherent sumnornalised by sqrt(N) has nean sqrt(N)*sqrt(E/' N) =
sqrt(E) regardless of NN No step references conpute, so a faster
(including quantum) adversary cannot lower it: it is an information
bound, not a conputation. CQED (closed form

val i dat e_bot net _coherence. py checks T-B5-1..3).

ADVERSARI AL RED- TEAM  Letting an adversary actually play
(scripts/simulate botnet redteampy, Attack 1) confirnms it: as the
adversary spreads E across N = 1..128 vantages the singl e-vantage
detection rate coll apses 0.978 -> 0.0001 while the nulti-vantage



aggregate stays at 0.977 with nean statistic fixed at sqrt(E) = 6.0.
The spread that blinds one eye only widens the nulti-vantage |ead.

CONSEQUENCE FOR A2 (decorrel ation evasion). The orthogona
deconposition stealth(a) + effect(a) = ||al|”2 (Pythagoras on the
rowspace/ nul | space split of the observation operator) is exact:
every unit of coordination an adversary hides fromthe observable
space is a unit of coordinated effect that no | onger happens.

"Hi dden coordination is coordination that does nothing."

5.7. Theorem B6 (Non-Blinding of the corroboration set)

B2-B5 assune the vantages report honestly. The final evasion is to
corrupt the vantages so the coordination becones invisible -- to
blind the detector. This theorem bounds it.

STATEMENT. Let V vantages observe a coordi nati on subspace of
effective dinension d_eff, with redundancy rho =V - d_eff. Then

(1) while at nost k <= rho vantages are corrupted, the honest
sub- operator keeps full colum rank and EVERY coordination
direction stays detectable -- silent blinding is inpossible;

(ii) blinding requires k > rho corruptions, which open a nul
space of dinmension k - rho that the vantage-integrity
monitor reports as a stealth-gap > 0 (the count of m ssing
or invalid authenticated reports): "blind" inplies
"known- bl i nd";

(iii) the only UN-flagged corruption is forging authenticated
vant age reports, gated by a post-quantum signature (M- DSA,
[ FIPS204]) with forgery probability <= 27-1 anbda.

Hence P(silent blinding) <= 0 (while rho >= 1) + 2~-lanbda (PQC).
Because the geonetry term (i)-(ii) carries no conputational variable,
t he bound hol ds agai nst any future technol ogy, including quantum the
conposite inherits only the PQC exponent (M.-DSA-65 gives ~27-112
over a generous 2780 ten-year quantum query budget).

PROOF. Rank/ SVD of the honest sub-operator (closed form
val i dat e_bot net _coherence. py checks T-B6-1..3).

ADVERSARI AL RED- TEAM  Attack 2 of

scripts/simulate_botnet _redteam py corrupts k = 0..7 of V =8
vantages (rho = 3): for k <= 3 the honest sub-operator keeps ful
columm rank (stealth dinension 0, no blinding); for k > 3 a blinding
nul | space of dinmension k - 3 appears AND the stealth-gap reported by
the integrity nonitor equals it exactly (always flagged). Attack 3
confirns the Section 5.5 rule: a single Byzantine forgery of grow ng
magni t ude drags the arithnetic-mean centroid without bound (drift

1.4 -> 1397) while the geonetric nmedi an stays bounded (-~0.42).

DESI GN RULE (what this requires of a deploynent). Ship V >= d eff+1
Dl VERSE vant ages (diversity, not count, is what guarantees rank --
Section 2.6), authenticate every vantage report with a PQC signature
([ FI PS204], replacing or wapping the inherited Coherence-BFD

Aut hHVAC- SHA256 TLV O0xE9), and surface the stealth-gap as a
first-class "known-blind* alarm The promse is not "never blind"
but "never SILENTLY blind"

6. From Evidence to Sanitization (the pipeline)
6. 1. Evidence object (loC, RFC 9424 franing)

For each admitted source, the broker produces an evi dence object
containing at |east:



o source identifier (IP/ prefix), and BCP 38 validation tag;

o0 lanbda ratio and D*"2 tinme-series excerpts (the coordi nation
signature, Section 4);

o lanbda_ratio_nmachine and the falsifiability_pass flag (the
machi ne-regul arity-subspace falsifiability axis, Theorem B4);

0 V (nunmber of agreeing vantages) and the estimated P_fp
(Theorem B2) ;

0 observation wi ndow and a content hash;

0 an HMAC/ signature inherited from
[1-D. nel egassi - coherence-bfd] Section 12

This object is a network-level 1oCin the sense of RFC 9424 and is
serialised into an | ODEF [ RFC7970] docunent (JSON bi ndi ng
[ RFC8727]) for exchange.

The per-vantage observations the broker corroborates are ordinary
flow records: |PFIX [RFC7011] export, whose Information El ements

[ RFC7012] (octet/packet counts, durations, ports, protocol) are the
feature substrate of the coordination signature, including
bidirectional flows exported as biflows [RFC5103]. No bespoke
telemetry is required; a deploynent corroborates over |PFIX
collectors it already operates.

6.2. Hand-off to RFC 6561 renedi ati on

For host-actionable sources (BCP 38 validated, not spoof-suspect),
the evidence object is delivered to the operator’s RFC 6561 process.
That process -- NOT MVPS -- decides on notification, walled-garden
pl acement, or other renediation, subject to RFC 6561’ s privacy and
non-di sruption requirenents. The MVPS P_fp estimte SHOULD be
carried so the RFC 6561 operator can apply its own confidence

t hr eshol d.

6.3. Hand-off to DOTS/ MJD / BCP 38

o0 Active flood, protected resource: broker MAY originate a DOTS
[ RFC9132] mitigation request scoped to the identified sources,
and MAY pre-stage the coordination netrics (lanbda rati o,
agreei ng-vantages, p_fp_estimate) as DOTS tel emetry [ RFC9244] so
the operator sees the corroborated evidence before any action

0 Constrained/1oT source with a MID profile: deviation evidence is
delivered to the MJD [ RFC8520] enforcenent point for containnent.

0 Spoof-suspect source (failed BCP 38 validation): NOT host-
renedi ated; routed to traffic-level nitigation and reported to
the upstream for ingress-filtering foll owup per BCP 84.

6. 4. Canoni cal export: YANG and JSON

The evi dence object of Section 6.1 has a canonical machi ne encodi ng,
so it interoperates with nodel -driven and SI EM pi pelines w thout a
bespoke format. It follows the conventions of the M/PS tel enetry
export nodel [I-D. el egassi-opsawg-nvps-tel emetry-export]:

0 YANG nodul e "catel lix-nvps-botnet" (nanespace
urn:ietf:parans: xm :ns:yang: mvps-botnet, prefix mvpsb) defines
the read-only notification "nvps-botnet-evidence" carrying the
Section 6.1 fields (source-address, bcp38-validated,
| anbda-ratio, d2, |anbda-ratio-machine and falsifiability-pass
(Theorem B4 axi s), agreeing-vantages, p-fp-estinmate, w ndow,

di sposition -- including the coordi nat ed-but-benign | abel --

content-hash, auth-hmac). The nodule is delivered

via YANG Push [ RFC8641] over NETCONF/ RESTCONF exactly as the

MVPS tel emetry export channel C. It is read-only: it carries



no comrand or actuation (Theorem B3).

0 JSON Schema "mvps-bot net-evi dence-v1" (2020-12) defines the
equi val ent JSON object. Its stable identifier is
evi dence_id = SHA-256(JCS(evi dence \ {evidence_id})) per
JCS [RFC8785], identical in spirit to the telemetry event_id,
so producers are determ nistic and consuners can dedupli cate.

The JSON object is directly enbeddabl e as a network-1evel [|ndicator
of Conpromise in an | ODEF [ RFC7970] docunent (JSON bi ndi ng

[ RFC8727]); the lanbda ratio, agreeing-vantages, and p_fp_estimte
travel as confidence netadata.

7. Results: detection on |abelled ground truth (synthetic and real)
7.1. Synthetic |abelled ground truth

PROVENANCE. The following are results of a LABELLED synthetic
ground-truth experinent, not an operational botnet capture. You
cannot honestly answer "did we find the botnet?" without ground
truth, so every source is tagged at creation as one of three classes
and the detector is scored against the |labels it never sees.
Reproduci bility: scripts/simnmulate botnet_coherence. py (seed
20260603, d = 6, V = 8 vantages, corroboration V_required = 3, 200
sour ces/ popul ati on, 400 popul ati ons/cl ass); receipt

evi dence/ bot net _coherence_si mreceipt.json,

body_sha256 460cchb48... The cl osed-formtheorem checks are in
scripts/validate_botnet_coherence.py (19/19 PASS, Bl-B6),

evi dence/ bot net _coherence_recei pt.json, body_sha256 cla2c3la..

Three classes: LEGA T (independent), FLASH CROAD (a legitinmte event
correlated in a few features -- the deliberate hard negative of
Section 10), and BOTNET (one controller, shared comand direction).

Coordi nati on separation (Theorem Bl), nean | anbda_ratio
(floor 1/d = 0.167):

Cl ass mean | anbda _ratio
l egit 0. 213
flash crowd 0. 290
bot net 0.662

Detection with V. required = 3 of 8 corroboration (threshold
calibrated to a per-vantage p = 0.05):

botnet detection rate ........ 1.000 (400/400 adm tted)

ROC AUC (botnet vs rest) ..... 1. 000

legit fal se-positive rate .... 0.000

flash-crowd fal se-positive ... 0.115 (reported, not hidden)
overal | false-positive ....... 0. 0575

The honest, | oad-bearing finding (TheoremB2 / B2(iii)). The legit
class’s per-vantage errors are | NDEPENDENT; corroboration coll apses
their population false positive to ~0, matching the p*V bound. The
flash crowd’ s per-vantage errors are CORRELATED (the crowd shares a
real signal), so they SURVIVE corroboration: measured flash-crowd
popul ati on FP 0.115 EXCEEDS t he i ndependent binom al bound 0.035
This is B2(iii) observed directly: the corroboration guarantee

requi res vantage i ndependence, and the flash crowd is the coherence-
col | apse case.

The falsifiability axis resolves it (TheoremB4). Re-testing the
appar ent coordination on the machi ne-regul arity subspace M (the



Al - coherence axis of [I-D. nel egassi-nvps-ai-coherence]) separates the
crowd fromthe fleet:

Cl ass mean | anbda ratiol] M (floor 1/|M = 0.250)
l egit 0. 300

flash crowd 0. 299 (collapses to the legit floor)
bot net 0. 746 (survives)

Admitting only sources that are coordinated (B1l) AND survive the
falsifiability axis (B4) gives:

flash-crowd fal se-positive ... 0.115 -> 0.000
bot net detection rate ........ 1. 000 (unchanged)

So the residual that pure corroboration cannot renove is renoved by
the Al-coherence axis -- exactly the "coherence coll apses, Al enters”
structure of [I-D. el egassi-mvps-ai-coherence]. These nunbers are
synthetic and MJUST be reproduced on operational data before any
non-experinental claim in particular an adversary that fakes
human-crowd statistics on Mas well is not defended (Section 5.4
cost-and-limt, Section 10). Sections 7.2 and 7.3 take the first
step of that reproduction on real labelled traffic.

7.2. Real labelled botnet traffic (CTU-13) -- detection

PROVENANCE. The fol |l owi ng are MEASURED on real |abelled botnet
traffic: the CTU- 13 dataset of the Stratosphere |IPS Laboratory,
bidirectional flow records [RFC5103] |abelled Botnet / Normal /
Background. Five scenarios spanning three malware famlies were
used: Neris (scenario 9), Rbot (scenarios 4, 11), and Virut
(scenarios 5, 13). Reproducibility: scripts/collect_ctul3 botnet. py
(downl oad + | abel -preserving reduction; per-capture provenance and
stream SHA i n evi dence/ctul3 raw *_neta.json) and

scripts/validate _ctul3_coordination.py; receipts

evi dence/ ctul3_coordi nation_recei pt_s*.json and the cross-famly
sunmmary evi dence/ ctul3_coordi nati on_conbi ned receipt.json
(body_sha256 287f8bef...).

Two i ndependent tests are run, deliberately, because the |ab captures
contain very few sinultaneously-infected hosts (often one), which is
too few to neasure across-source coordination directly.

(a) Per-flow detectability (robust to host count). A hel d-out

Fi sher-LDA on the per-flow features (octets, packets, duration,
source/total byte ratio, rate, protocol, destination port -- al

I PFI X I nformati on El enents [RFC7012]) separates Botnet from Nornal
flows wth:

Fam |y Scenario hel d- out AUC (Botnet vs Nornal)

Neri s 9 0. 854
Rbot 4 0. 966
Rbot 11 0. 999
Vi rut 5 0. 929
Vi r ut 13 0.938

Mean AUC 0.937, mininmum 0.854, replicated across three fanilies.
This is a real-data DETECTION result; it is not, by itself, a proof
of the Bl coordinati on MECHANI SM

(b) Coordination signature (Theorem Bl), where neasurable. For the
across-source | eading-eigenvalue ratio | anbda_ratio to be neaningfu
it MJST be conmpared to a sanme-size null, as lanbda_ratio inflates
when the source count is small. Draw ng equally many random



non- bot net sources (2000 draws) gives a null whose 95th percentile is
the bar to beat:

Scenario #bot hosts lambda_ratio null p95 z vs nul

9 Neris 10 0. 813 0.711 +2. 96

11 Rbot 3 1. 000 0. 967 +1. 69

4,5,13 1 n/ a n/ a not testable
Where there are enough infected hosts to test (>= 3), the botnet
rati o exceeds the same-size null -- i.e. it is NOT a small-sanple
artefact -- strongest in Neris at ~3 sigm. \Were a scenario

captured a single infected host, across-source coordination is not
measur abl e and is reported as such rather than asserted.

HONESTY. This establishes (i) real-data detectability across
famlies and (ii) a real, null-controlled Bl signature where the
host count permits. It does NOT establish B2 nulti-vantage
corroboration on real data: CTU- 13 is a single capture point
(Section 10).

7.3. The multi-vantage advantage on neasured real effect sizes

PROVENANCE. Measured on the sane CTU 13 captures. Reproducibility:
scripts/validate nvps_advantage ctul3 real.py; receipt

evi dence/ nvps_advant age_ctul3 real receipt.json

(body_sha256 5f67a31d...).

Theorem B5 (No Free Decorrel ation) states that the nulti-vantage
coherent statistic is spread-invariant with no conmpute term so the
detection advantage GROANS with aggregation. Until now this was
shown only on the synthetic z-gane. Here its INPUT -- the

per - observation effect size delta -- is nmeasured fromreal botnet
flows (the held-out separation in nornal-sigma units), and the
prediction is checked enpirically:

Fam |y delta (sigm) single-flow AUC coherent AUC (K=16)

Neri s 1.43 0. 854 0. 9999
Rbot 19. 96 0. 999 1. 000
Rbot 4.21 0. 963 1. 000
Vi rut 2.76 0. 939 1. 000
Vi rut 2.32 0. 927 1. 000

The enpirical coherent statistic (aggregating K real flows) neets or
exceeds single-flow detection for every fam ly and approaches 1 as K
grows -- the nmeasured formof the B5 advantage. Instantiating the
z-gane with the nmeasured delta, the nunmber of coherent observations
needed for >= 0.99 detection is 20 (Neris), 6-8 (Virut), and 1-3
(Rbot): even the weakest real famly is decisively detected by a few
coherent observations, while a single diluted vantage is not.

HONESTY. delta is enpirical; the detection-rate nodel uses the
Gaussi an z-game convention (tau, sigma = 1) of the synthetic proof.
This is a real-data | NSTANTI ATI ON of the advantage, not a B2
corroboration across i ndependent real observers.

Security Considerations

Thi s docunent introduces no new wire format or cryptographic
primtive; transport security, authentication, replay protection,
and control -plane isolation are inherited from

[1-D. nel egassi - coherence-bfd] and
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[1-D. nel egassi - nvps-ddos-resilience].

M suse risk. A corroborated-evidence engine could be msused to
justify wongful blocking. TheoremB3 is the structural mtigation
MVPS cannot itself block, and the fal se-positive bound of
Theorem B2 MUST be carried with every evidence object so the
downstream control point can apply policy. Operators MJST NOT
configure automatic host quarantine on single-vantage (V=1)

evi dence.

Adversarial decorrelation (A2) is bounded exactly by Theorem B5:
spreadi ng the coordinati on cannot hide its coherent energy fromthe
mul ti -vant age aggregate, and the bound carries no conmpute term

(Al/ quantum cannot lower it). Vantage corruption / blinding (A4) is
bounded by Theorem B6: silent blinding is inpossible while the
redundancy rho = V - d_eff >= 1 with diverse vantages, blinding above
that is flagged ("known-blind"), and the only un-flagged corruption
is PQC-gated forgery ([FIPS204], <= 2~-lanbda). Adversarial contro
of a strict majority of vantages/cells remains out of scope and
inherits the Byzantine bound floor((k-1)/2) of

[1-D. nel egassi - mvps-ddos-resilience]; Section 2.6 (RPKI/ROV, SAVI)
is howrho is kept >= 1 in practice.

Evi dence forgery is mtigated by the inherited HVAC and nonot onic
sequence nunbers; an evidence object with a broken signature MJST be
di scarded and MUST NOT reach a renedi ati on process.

Privacy Considerations

I dentifying sources as botnet members is, by construction, the
handl i ng of data about individual endpoints, which rmay be
personally identifiable. This profile therefore inherits the
privacy requirenents of RFC 6561 (Section 5 and its privacy

di scussion) and the framework of [RFC6973].

Speci fically:

0 Per-source evidence MJUST be access-controlled and MUST NOT be
published in raw form

o When shared cross-organisation, evidence SHOULD carry the
m ni mum necessary fields (source, confidence, w ndow and
SHOULD fol | ow | ODEF [ RFC7970] handl i ng/ mar ki ng

0 The coherence statistics MJST NOT carry user payl oad.

0 Retention of per-source evidence SHOULD be bounded to the
renedi ati on wi ndow plus an audit period defined by operator

pol i cy.
Operational and Validation Considerations

Thi s docunent is Experinental. Section 7.2/7.3 already take the
first reproduction step on REAL |abelled traffic (CTU-13, three
famlies): real-data detectability (AUC 0.85-0.999) and a
null-controlled Bl signature where the host count permits. The
foll owi ng remai n REQUI RED bef ore any progression or any

non- experi mental claim

0 Close Theorem B2 on real data: corroborate the SAME event
across THREE OR MORE | NDEPENDENT real vantages. CTU-13 is a
single capture point, so it denobnstrates detection and the Bl
coordi nation signature but NOT multi-vantage corroboration
Sui tabl e sources include a network tel escope/darknet, nulti-
provider |PFI X [RFC7011] export, or an operator’s own | abell ed
i nci dent observed from>= 3 coll ectors.

0 Reproduce the Bl across-source signature on a capture wth MANY
si mul t aneousl y-i nfected hosts (CTU 13 | ab scenarios have few),
so the | eadi ng-ei genval ue test has high statistical power
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across famlies, not only the ~3 sigma seen on Neris.

0 Calibrate the per-vantage fal se-positive rate p and the
vantage correlation rho on that data; Theorem B2 is only as
good as the neasured (p, rho).

0o Confirmthat the I owrank prem se of Section 4 holds for rea
coordi nat ed popul ati ons and does NOT spuriously hold for
|l arge flash-crowd legitimate events (the principal expected
fal se-positive source). On synthetic ground truth the botnet
is perfectly separated (ROC AUC 1.0, Section 7); the flash
crowd’ s 0.115 corroborated fal se positive is closed by the
falsifiability axis (Theorem B4) ON SYNTHETI C DATA, but the
feature partition H Mand the machine-regularity threshol ds
MJST be calibrated and the cl osure REPRODUCED on operationa
traces. Wether a real adversary can match human-crowd
statistics on the machine-regularity subspace M (defeating B4)
is the open adversarial question

0 \Where vantages may be conproni sed, deploy the geonetric-nedi an
aggregati on and SUSPECTED BYZANTI NE attri bution of
[1-D. nel egassi - mvps- ai - coherence] (Section 5.5) and neasure the
reali sed breakdown fraction.

o Verify the BCP 38 tagging path end to end, since host-I|eve
renedi ati on of a spoofed source is both usel ess and har nf ul

Manageabi lity: inplementati ons SHOULD expose counters for
sources_identified, mean_V_at_adm ssion, estimated_P_fp,
spoof suspect count, and evi dence_objects_enitted.

| ANA Consi der ati ons

Al'l packet formats, TLVs, and code points are inherited from
[1-D. nel egassi - coherence-bfd] and
[1-D. nel egassi - nvps-ddos-resilience]; this docunent requests none.

Thi s docunent requests, upon adoption, registration of the YANG
modul e "catel lix-nvps-botnet" (Section 6.4) in the "YANG Mdul e
Nanes" registry, with a nanespace URl of the form
urn:ietf:params: xm :ns:yang: nvps-botnet. Pending that assignment the
nmodul e is non-normative, consistent with the export nodul e of
[1-D. nel egassi - opsawg- nvps-tel enetry-export].
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Appendi x A.  Reproducibility (validators, simulations, receipts)

Every claimin this docunment is either an algebraic identity checked
by a validator, or a labelled simulation with a signed receipt.



Theorem checks (closed form, Bl-B6
scripts/validate _botnet coherence. py 19/ 19 PASS, exit O
evi dence/ bot net _coherence_receipt.json body sha256 cla2c3la..

Label | ed ground-truth detection experinment (incl. the B4
falsifiability-axis resolution of the flash-crowd residual):
scripts/sinul at e_bot net _coherence. py
evi dence/ bot net _coherence_si mreceipt.json
body sha256 460cch48. .
docs/ SI M_BOTNET_RESULTS. t xt

Adversarial red-team Monte-Carlo conpanion to B5/B6
(spreading, blinding, Byzantine centroid -- all defended):
scripts/sinmul ate_bot net _redt eam py
evi dence/ bot net _redteamrecei pt.json
body_sha256 d9a59f d8. .
docs/ SI M_BOTNET_REDTEAM RESULTS. t xt

Canoni cal export:

schena/ catel | i x- mvps-bot net. yang (notification nodel)
schena/ mvps- bot net - evi dence. schena. j son (JSON Schena 2020-12)
evi dence/ bot net _evi dence_exanpl e. j son (wor ked i nstance)

Real | abelled botnet traffic (CTU 13, Stratosphere |PS Lab;
Section 7.2) -- collection, detection, and Bl with sane-size nul
(scenarios 9 Neris; 4,11 Rbot; 5,13 Virut):

scripts/collect _ctul3 botnet. py

evi dence/ ctul3_raw ctul3_s* meta.json (source URL + stream SHA)

scripts/validate_ctul3_coordination. py

evi dence/ ctul3_coordi nati on_recei pt_s9.json a046e86a. .

evi dence/ ctul3 coordination_receipt_sll.json e26fb4f3..

evi dence/ ctul3_coordi nation_receipt_s4.json 57b9b36¢. .

evi dence/ ctul3 _coordi nation_receipt_s5.json 94bc9038. .

evi dence/ ctul3_coordi nation_recei pt_s13.json 49a5fe3d..

evi dence/ ctul3_coordi nati on_conbi ned_recei pt.json

body_sha256 287f 8bef . .

Mul ti-vantage advantage (Theorem B5) instantiated on neasured
real effect sizes (Section 7.3):
scripts/validate_nvps_advant age_ctul3 real . py
evi dence/ nvps_advant age_ctul3 _real _receipt.json
body_sha256 5f67a31d. .

Honest negative (free public threat feeds observe DI SIO NT
popul ati ons and so cannot, alone, corroborate B2 on real data --
the basis for the Section 10 requirenment):
scripts/collect_threat_feeds. py
scripts/validate_real botnet_coherence. py
evi dence/ real _bot net _coherence_receipt.json
body sha256 455bc967. .

The CTU-13 dataset is the |labelled botnet corpus of Garcia et al.
"An enpirical conparison of botnet detection nethods", Conputers &
Security, 2014, distributed by the Stratosphere |IPS Laboratory at
https://ww. st rat ospherei ps. org/ dat asets-ctul3. The collector
records the exact per-capture source URL and a stream ng SHA-256 in
evi dence/ctul3 raw * nmeta.json so the reduction is auditable; raw
per-source evidence is kept private per Section 9 and is NOT part of
any public page.

The body _sha256 of each receipt is conputed over the JCS [ RFC8785]
serialization of the receipt body BEFORE any environnent-specific
field is attached, so it reproduces bit-for-bit on any nachi ne.



Appendi x B. I nplenentation and Depl oynent Gui dance

This appendix is informative. |t describes a mninmal, standards-
based way to inplenment the profile; it adds no normative requirenent
beyond t he body of the docunent.

B.1. Conponents

0 Vantages (>= V, diverse): existing flow exporters. Each enits
| PFI X [ RFC7011] records (bidirectional biflow [RFC5103] are
preferred) and signs its telemetry with a post-quantumidentity
(M- DSA, [FI PS204]) so the non-blinding gate of Theorem B6 hol ds.

0 Broker: collects per-vantage records, conputes the coherence and
coordination statistics, applies corroboration, and enmts evidence
objects (Section 6.1). The broker NEVER actuates (Theorem B3).

o Control points: the operator’s existing RFC 6561 process, DOIS
[ RFC9132] /[ RFC9244] server, MJD [ RFC8520] enforcenent point, and
BCP 38 ingress filters. These -- not the broker -- renediate.

B.2. Per-wi ndow conputation (the broker)
For each observation wi ndow of width (M1)*T_tick

1. Ingest IPFIX records per vantage; the features are the Information
El ements [ RFC7012] of Section 7.2 (octets, packets, duration,
source/total byte ratio, rate, protocol, destination port).

2. Per candidate source, formits feature vector and score it on each
vant age; a per-vantage flag uses the calibrated per-vantage
fal se-positive rate p (Section 7.1, p = 0.05 in reference run).

3. Coordination test (Theorem Bl): assenble the across-source matrix
and conpute the | eading-eigenvalue ratio | anbda ratio. Conpare it
to a SAME-SI ZE null (equally nany non-candi date sources, >= 1000
draws); admit the coordination signal only if it exceeds the nul
95th percentile. This null control is mandatory because
|l anbda_ratio inflates for small source counts (Section 7.2).

4. Corroboration (TheoremB2): admt a source only if V_required of V
i ndependent vantages agree (V_required = 3 in the reference run).
Carry the estimated P_fp and the neasured vantage correlation rho.

5. Falsifiability re-test (Theorem B4): for sources that | ook
coordinated, re-run step 3 on the machine-regul arity subspace M
a flash crowd col | apses to the independent floor and is dropped, a
bot fleet survives.

6. Integrity (Theorem B6): conpute the redundancy rho = V - d_eff;
if rho <1, raise a "known-blind" alarmrather than emtting
silent results; verify each vantage’'s [FI PS204] signature and
di scard forged or unsigned reports.

B.3. Calibration

The bounds are only as good as their nmeasured inputs. Before
production, calibrate on |ocal data: the per-vantage p, the vantage
correlation rho (Theorem B2 degrades from p”V toward the stated

m xture bound as rho rises), the HMfeature partition and the

machi ne-regul arity threshol ds of Theorem B4, and the detection
threshold tau. Section 7.3 shows how the per-flow effect size delta
maps to the nunmber of coherent observations needed for a target
detection probability.

B.4. Export and hand-of f

Emit each admitted source as the Section 6.1 evidence object: the
YANG notification "nvps-botnet-evidence" via YANG Push [ RFC8641], or
the equival ent JSON (stable evidence id = SHA-256(JCS [ RFC8785])),
enbeddabl e as an 10C [ RFC9424] in an | ODEF [ RFC7970] document (JSON
bi ndi ng [ RFC8727]). Route per Section 6.2/6.3: host-actionable and



BCP 38-validated sources to the RFC 6561 process; active floods to a
DOTS [ RFC9132] request with coordination netrics pre-staged as DOTS
telemetry [ RFC9244]; constrained devices to their MJD [ RFC8520]

enf orcenment point; spoof-suspect sources to traffic-level mtigation
and BCP 84 follow up, NEVER to host renediation.

B.5. Manageability

Expose the counters of Section 10 (sources_identifi ed,

mean_V_at _adm ssion, estimated P fp, spoof suspect count,

evi dence_obj ects_enitted) plus the redundancy rho and the
known-blind al arm state, so operators can see when the corroboration
guarantee is in force and when it is not.

Acknowl edgenent s

This profile was pronmpted by the observation that the MVPS DDoS
profile attributes an attack to a region but stops short of
identifying participating sources, and by the recognition that
RFC 6561 al ready names nulti-point corroboration -- with fal se-
positive avoidance -- as the hard part of bot renediation. The
aut hor thanks the | ETF OPSEC, DOTS, and M LE comunities for the
standards this docunent is careful to build on rather than
duplicate.

Aut hor’ s Addr ess

Leonardo Mel egassi

Catellix

Andr adi na, SP

Br azi |

Emai | : nel egassi @atel lix.com

URI : https://catellix.con



