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Abst ract

Thi s docunent defines a Milti-Vantage Path Snapshot (M/PS) donain
profile for video surveillance: fleets of | P cameras, NVR/ VM5B
recorders, and cloud video-surveill ance-as-a-service (VSaaS)
endpoints treated as MV/PS vantages. |Its target threat is the
feed-replay (loop) attack -- an on-path adversary that substitutes a
live canera streamw th previously recorded footage so that operators
and singl e-canera anal ytics see not hi ng w ong.

The profile re-establishes the bounded-j oi nt-skew axi om Al under the
vi deo pipeline (canmera NTP/PTP residual, encoder and GOP buffering,
recorder jitter buffer, frane-interval quantization), gives a

cl osed-f orm maxi mum pi pel i ne budget, and proves the headline result:
with capture tinmestanps authenticated at the sensor, any repl ayed

| oop older than a closed-form strictly positive mnimum age | eaves
the coherence ball and is flagged by core Theorem T2. The core
detection and Byzantine theorens are inherited via the MWPS
Architecture-Invariance Theorem

The profile is DEFENSIVE: it detects coherence anomalies (feed
replay, |oop, tanper, rogue ingest). It defines no facia
recognition, bionetric, tracking, or identification function. Al
properties are validated by scripts/validate_ video surveillance. py
(7/7 PASS, exit 0) and recorded in

evi dence/ vi deo_surveil | ance_recei pt.json

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Novenber 2026
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1. I nt roduction

MVPS det ects networ k- propagati ng anonal i es by nmeasuring the coherence
of an observed state across nmultiple spatially independent vantages.
Its theorens are surface-independent: they hold where the five MPS
axi ons hold, by the Architecture-Ilnvariance Theorem

[1-D. nel egassi -i ab-mvps-architecture].

A video-surveillance deploynent is such a surface. Every |P canera,
NVR/ VM5 recorder, and cl oud-VSaaS endpoint is a vantage that enmits
ti mestanped state on a tick. Canera fleets are large, long-lived,
physically distributed, and a frequent target -- which makes them a
natural and hi gh-val ue instantiation of MPS

1.1. The Feed-Replay Threat

The signature attack against surveillance is the feed-replay (loop):
an on-path adversary substitutes the live streamw th previously
recorded footage so an operator -- or a per-canera analytic -- sees a
pl ausi bl e but stale scene whil e sonething happens of f-frame.

Cl assi cal counterneasures are per-canera (notion entropy, frane

hashi ng, watermarks). They are blind to the one asset a fleet has
that a single canera does not: COHERENCE with the rest of the fleet’s
clocks. A replayed feed is, by construction, late: its authenticated
capture tine lags real tinme by the loop’s age. MPS neasures exactly
that lag as a coherence offset across the fleet.

1.2. Defensive Scope and Non-Goal s



This profile is strictly DEFENSI VE: detection of coherence anomalies
in canmera-fleet telenetry (feed replay, |oop, tanper, rogue ingest).

Thi s document does NOT define and MJUST NOT be cl ained to define any
facial recognition, biometric, person-tracking, or identification

function, nor any output other than coherence-anonmaly detection and
audit | ogs.

Ter mi nol ogy

eps_ntp: the camera capture-timestanp residual (NTP/ PTP)

tau_enc: encoder plus GOP/ keyfranme buffering |atency.

tau_jb: jitter buffer at the VMS/ NVR/ cl oud ingest.

tau_frame: frame-interval quantization, = 1/fps.

delta replay: the age of an injected |oop / replayed segnent.

T tick: the deploynent coherence tick.

Aut henticated capture tine: a capture timestanp bound at the sensor
(signed frame or attested encoder) so it cannot be silently
rewitten on the wre.

The key words "MJST", "MJST NOT", "SHOULD', "MAY" in this docunent

are to be interpreted as described in BCP 14 [ RFC2119] [ RFC8174]

when, and only when, they appear in all capitals.
The Vi deo- Pi pel i ne Joi nt - Skew Mbde

A disciplined enterprise canera holds capture tine to eps_ntp via PTP

(about l1le-4 s); a cheap | P camera over NTP holds le-2..1e-1 s.

Encoding with a GOP/ keyfranme structure buffers up to tau_enc before a

coherent frame is emtted; the recorder or cloud ingest adds a jitter

buffer tau jb. Sampling at f franes per second quantizes capture
time by tau frame = 1/f. The effective joint skewis
skew ef f = 2*eps_ntp + tau_enc + tau_ jb + tau_frame .

The replay attack is treated in Section 6 as an additive offset to

this skew.

Re- est abl i shing Axi om A1 (Lemma L- CAM 1)

Axi om Al holds on tick T tick iff
skew ef f = 2*eps _ntp + tau enc + tau jb + tau frame < T tick

For representative budgets:
enterprise-PTP (ONVIF Profile-T, lowlatency H. 265):

skew eff = 63.5 n8 < 1000 ns tick
consuner -1 P canera (NTP, GOP buffering):
skew ef f = 466.7 ns < 1000 ns tick
cl oud- VSaaS (server transcode + ingest buffer):
skew ef f = 880.0 ms < 2000 ns tick
Al satisfy Al; the infeasible control (2.5 s of buffering against a

1 s tick) gives skew eff = 2667 nms and correctly violates Al
(validator check L-CAM1).



Maxi mum Pi pel i ne Budget (Lenma L- CAM 2)
Sol ving skew eff = T_tick for the end-to-end buffering gives
tau_pipe_max = T_tick - tau_frame - 2*eps_ntp.

For the enterprise-PTP budget, tau_pipe_max is about 966.47 ns at a

1 s tick. The practical reading is that the binding termis the

pi peline buffering (encoder GOP plus recorder jitter buffer); keeping
it under tau_pi pe_max preserves coherence at the chosen tick

Feed- Repl ay Detectability (Lenma L- CAM 4)

Suppose capture tinmestanps are authenticated at the sensor, so the
adversary cannot rewite them w thout detection by the authentication
layer. An injected |oop of age delta_replay raises the replaying
vant age’ s apparent skew to skew eff + delta_replay. The replaying
vant age therefore | eaves the coherence ball -- and is flagged by core
Theorem T2 -- as soon as

delta replay >= delta_mn = T_tick - skew eff (the A1 margin).

This mninum detectable | oop age is closed-formand strictly positive
on every feasibl e budget:

enterprise-PTP : delta_min
consuner-|P : delta_mn
cl oud- VSaaS : delta mn

936 ns (at a 1 s tick)
533 ns (at a 1 s tick)
1120 ns (at a 2 s tick)

A tighter tick lowers delta_mn and catches shorter |oops, trading
detector sensitivity against pipeline headroom (validator check
L-CAM 4: each delta_min is exact -- skew eff + delta mn round-trips
to T_tick).

I nheritance of the Core Theorens

If Al holds (Section 4) and the conprom sed-vantage fraction f < 1/2,
then by the Architecture-Ilnvariance Theorem

[1-D. nel egassi -i ab-mvps-architecture] the core results inherit
verbatim

Tl mul ti-vantage D*2 dom nates per-vantage nax-z;

T2 Phi D concentration under the null

T3" enpirical-quantile false-alarmcalibration

T9 Byzanti ne robustness of the geonetric-medi an aggregator.

No core theoremis re-derived (validator check A-CAM | NHERI T)

Byzanti ne and Conprom sed Caneras

A large canera fleet nust assume some vantages are conprom sed
(hijacked caneras, rogue ingest, botnet-recruited DVRs). For

f < 1/2 the geonetric-nmedi an aggregator has finite max-bias

b(f) = Cf/(1-2f) (after [Mnsker]; MPS inported result 112),
diverging only as f -> 1/2 (validator check B-CAM 1. b(0.2)=0.333,
b(0.4)=2.000).

Ti mest anp-Bl i nd Loops (Conjecture CCAM 1)

When capture tinmestanps are NOT authenticated (the adversary rewites
themalong with the loop), it is plausible that a loop is stil
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detected via cross-vantage SCENE coherence -- overlapping fields of
view, shared illum nation / shadow dynami cs, correl ated noti on phase
-- flagged by the multi-vantage detector before any single-canera
tanper analytic alarnms. This is stated as a CONJECTURE, not a
theorem with a falsification protocol (observable: cross-vantage
correlated | um nance / notion-phase anomaly vs per-canera tanper
score; data: an overl apping-FOV fleet with ground-truth injected

| oops; test: WIson 95% | ower bound on detection-tine gain > O;

bl ocker: a calibrated overl apping-FOV testbed with | abel | ed repl ay
injections). The headline replay defence (Section 6) stands on its
own ONLY with authenticated tinestanps; this conjecture is its
unproved timestanp-blind conplenment, and the profile’ s guarantees do
NOT depend on it.

Operational Loggi ng

Depl oyments SHOULD | og events using the MVPS operational |og format
[1-D. nel egassi - opsawg- nvps-1 oggi ng], anchoring opportunistically; a
flagged repl ay/l oop event and the offending vantage's offset are

t hensel ves useful, tanper-evident audit records.

Nunerical Recei pt

scripts/validate video_surveillance. py eval uates seven checks
(L-CAM 1. .4, AACAMINHERI T, B-CAM1, CCAM 1) over the budgets above
and writes evidence/video_surveillance receipt.json with per-scenario
skew, the cl osed-form pipeline tol erance, the per-scenario ninimm
detectable | oop age, the inherited theoremlist, the defensive
non-cl ai ms, and a SHA-256 of its own canonical body. Al seven
checks PASS (exit 0).

Security Considerations

The profile is a detection and audit capability; no facial
recognition, bionetric, or targeting surface is added. |Its value is
early, coherent detection of feed replay, |loop injection, tanper, and
rogue ingest across a canera fleet, with a tanper-evident audit trai
(Section 10).

The headl i ne replay defence (Section 6) depends on authenticated
capture tinmestanps; wthout them |oop detection is only a conjecture
(Section 9) and MJUST NOT be relied upon as a guarantee. Quantumera
integrity of logs and anchors follows the Proof Envel ope
[1-D. nel egassi -i ppm nvps- pr oof - envel ope] .

I ANA Consi derations

Thi s docunent has no | ANA acti ons.
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Appendi x A, Wirked Budgets (Nornative)

The three budgets of Section 4 (enterprise-PTP, consuner-1P,

cl oud-VSaaS) and the infeasible control (2.5 s of buffering at a 1 s
tick) are the normative vectors. A conformant inplenentation MJST
reproduce, for each, the skew eff value, the Al verdict, and the

m ni mum det ect able 1 oop age delta_mn emtted by
scripts/validate_video_surveill ance. py.
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