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Abst ract

Thi s docunent specifies the Milti-Vantage Path Snapshot (M/PS) bundl e
format, a focused envel ope for traceroute observations collected in
coordination fromtwo or nore network vantages towards a conmon
destination. MPS defines a JSON serialization, a YANG 1.1 nodul e,
and a deterministic path-fingerprint algorithmenabling bit-
reproduci bl e auditing and cross-inplenentation interoperability.

MPS is intentionally mnimal in scope: it specifies a wire format
and the algorithms required to produce it determnistically.
Anal ytical netrics derived from WPS bundl es are out of scope.

MVPS conpl ements the AURA architecture defined by RFC 9198, which
specifies a nmeasurenment architecture but does not normatively specify
the result format. M/PS is intended as one possible result format
for AURA-style coordi nated neasurenents. MPS is al so positioned
relative to existing single-operator reporting formats (R PE Atl as
measur enent JSON, CAI DA warts), which are not standardi sed and which
do not provide a determnistic cross-inplenentation path identity.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 18 Novenber 2026
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Copyri ght Notice
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Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
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1. |

ntroducti on

Several existing systens coordi nate traceroute neasurenents from

d
At

stributed vantages towards a common target. Exanples include RIPE
| as, CAIDA Ark, ThousandEyes, and various operator-interna

collection franmeworks. These systens produce per-vantage
observations whose joint analysis enabl es cross-vantage consi stency

ch

ecks (for exanple, applying a speed-of-light feasibility bound to

pairs of observations of the sane hop) and topol ogy conparison (for

ex

At
th

*

anpl e, quantifying path divergence between vant ages).

the time of witing, no widely depl oyed envel ope provides all of
e follow ng properties sinultaneously:

A bit-reproduci bl e canonical serialization that allows two
i ndependent inplenmentations to produce identical artefacts from
i dentical inputs.

A determnistic path-fingerprint allow ng i nexpensive path
identity conparison and change detection across rounds.

An explicit coordination-w ndow declaration with a bounded cl ock-
skew uncertainty.

A YANG nodul e suitable for use in network managenent contexts,
with a sibling JSON serialization aligned via [ RFC7951].
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Thi s docunent specifies such an envel ope: the Milti-Vantage Path
Snapshot (MPS) bundl e format.

1.1. Scope and Non- Goal s
I n scope:

* Bundle serialization (JSON and YANG, aligned via RFC 7951).
* Determnistic path-fingerprint algorithm

* Coordination-w ndow semantics with explicit uncertainty.

* Conformance test vectors.

* Privacy and security considerations for the envel ope.

Qut of scope (see al so Appendi x E)

* Definition of analytical metrics or anonaly detection

* Failure classification, reginme detection, or operationa
dashboar ds.

* Probing protocol details (this document describes a reporting
envel ope, not a measuremnent protocol).

* Conparison franeworks agai nst external observability platforns.
1.2. Relationship to RFC 9198 ( AURA)

[ RFC9198] defines AURA, an architecture for |arge-scale active

net wor k measur enent usi ng cooperating agents. AURA addresses agent
registration, capability advertisenment, measurenent task
distribution, and result collection, but does not mandate a specific
on-the-wire format for the per-vantage results of a coordi nated
measur enent .

MVPS does not replace AURA. An AURA-conform ng coll ector MAY use
MVPS as its bundle serialization format when coordinating traceroute
measur enents. Conversely, an MVPS producer is not required to
operate within an AURA-managed depl oynment; standal one collectors are
equal Iy supported.
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1.3. Relationship to Existing Reporting Formats

Several measurenent platforms already publish results from
coordinated traceroute canpaigns in formats that overlap with MVPS in
intent. This section briefly distinguishes MWPS fromthe nost w dely
depl oyed of these.

1.3.1. RI PE At| as Measurenent Results

RI PE Atl as [RI PE-Atl as- Measurenents] publishes per-probe traceroute
results as JSON, with a stable per-platformschema. The format is
operationally mature, wi dely used, and well-docunented, but it is (a)
operator-specific, with no normative reference outside R PE NCC
docunentation; (b) not aligned with a YANG nodel; (c) does not define
a determnistic cross-inplenentation path identity; and (d) does not
decl are a coordi nati on wi ndow or a cl ock-skew uncertainty at the

| evel of a bundle aggregating nultiple probes.

MVPS ainms to provide the sane kind of operational utility in a
vendor-neutral, RFC-style envelope with explicit coordination
semantics and a fingerprint-level identity primtive.

1.3.2. CAIDA scanper / warts

CAI DA’ s scanper tool [CAIDA-Warts] enmits neasurenent results in the
binary "warts" format. Warts is rich, efficient, and well-supported
by the CAIDA tooling ecosystem but it is binary, tool-specific, and
not designed as a vendor-neutral interchange format. MPS is text-
based JSON (with an aligned YANG nodel) and is intended for cases
where interchange and audit readability are primary concerns; warts
and MVPS are therefore conplementary rather than conpeting.

1.3.3. Oher Platforns

QO her coordi nat ed- measurenent platfornms (comrercial and research)
typically use proprietary formats. MPS is intended to be a
candi dat e conmmon denomi nator for cross-platformpublication of
bundl e-l evel results.

2. Term nol ogy and Conventions
Thi s docunent uses the JSON data format [ RFC8259], the YANG 1.1 data
nmodel | i ng | anguage [ RFC7950], comon YANG data types from [ RFC6991],

RTT definitions consistent with [ RFC2681], and UUI Ds as defined in
[ RFC4122] .

Mel egassi Expi res 18 Novenber 2026 [ Page 5]



I nternet-Draft MVPS Bundl e May 2026

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capitals, as shown here

Vantage: A network position fromwhich a traceroute neasurenent is
initiated. Identified by a vantage-id (string) and OPTI ONALLY by
decl ared geol ocati on

Snapshot: A single per-vantage observation within a bundle.
Contains the ordered hop list, RTT sanples, tinestanps, and
met adat a.

Bundl e: A collection of snapshots of a conmon destination, gathered
within a single coordinati on wi ndow.

Path Fingerprint: A deterministic cryptographic hash (SHA-256) of
the canoni calized hop sequence of a snapshot, as defined in
Section 6.

Coordi nation Wndow. The tine interval [start, end] within which all
snapshots of a bundle MJUST have been initiated. The width (end -
start) declares the coordination tol erance.

Hop: An intermediate router observed in a traceroute, identified by
its responding | P address (when avail able) or by an opaque- narker

Opaque Hop: A hop for which the responding IP is not observable (for
exanpl e, MPLS opaque LSRs, | CMP-disabled routers, or hops redacted
per [ RFC5837]).

3. Known Limtations of This Revision

This revision (-00) makes a nunber of explicit sinplifying choices.
They are listed here so that reviewers and inplementers can eval uate
themup front; future revisions MAY rel ax sone of these.

3. 1. Load- Bal anced Pat hs

Standard traceroute can return different respondi ng addresses at the
sane TTL when an internedi ate router or | oad-bal ancer dispatches
probes across multiple equal -cost next-hops. Paris traceroute

[ ParisTraceroute] and scanper avoid this by constraining the flow
identifier across probes. |In this revision, M/PS represents a hop as
a single address (or opaque_narker); producers observing | oad-

bal anced behavi our SHOULD either (a) use a Paris-style probing

di scipline so that a single canonical hop is observed per TTL, or (b)
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emit several distinct bundles, one per flowidentifier. A nulti-
addr ess-per-hop encoding is left to a future revision.

3.2. Router ldentity vs. Interface ldentity

A responding | P address identifies an interface, not a router. Two
interfaces of the sane router can produce different path-fingerprints
even though the path traversed is operationally identical. This
docunent treats path-fingerprints as a check on observationa

identity (sane probed bytes produce sane fingerprint), not on
physical -router identity. Consunmers requiring router- |evel identity
SHOULD pair MVPS with an external alias resolution dataset.

3.3. I QW Extensions and MPLS Label s
| CMP ext ensions per [RFC4884] and the MPLS | abel information that can
be carried in them ([ RFC4950]) are not nodelled in this revision
I mpl enent ati ons that capture such extensi ons MAY publish themin a
vendor-specific reverse-DNS extension field, but interoperability of
such fields is out of scope.

3.4. Anycast Destinations
When the destination is an anycast address, different vantages can
legitimately reach different sites, producing legitimtely different
pat h-fingerprints. The is_anycast flag carries this information so
that consumers do not interpret divergent fingerprints as evidence of
i nconsi stency in such cases.

4. Requirements
The followi ng requirenments apply to producers of MPS bundl es.
* *REQ 1.* An MVPS bundl e MUST contain at |east one snapshot.

* *REQ2.* Al snapshots in a bundle MIST share the same
destinati on.

* *REQ 3.* Each snapshot MJST declare a vantage-id unique within the
bundl e.

* *REQ 4.* Each snapshot MJST declare a start-tinmestanp.

* *REQ5.* The bundle MJUST declare its coordination-wi ndow (start,
end) as the envelope of its snapshots’ start and end tinmestanps.

* *REQ 6.* Each snapshot’s path-fingerprint MJUST be conputed using
the algorithmin Section 6.
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5.

5. 1.

*REQ 7.* | nplenmentations MJST produce bit-identical bundl es when
gi ven the sane input traceroute data, by follow ng the
canoni calization rules in Section 5.

*REQ 8. * | npl enent ati ons SHOULD support hop redaction per
[ RFC5837] .

*REQ 9. * I nplenentati ons MJST NOT include vantage credential s,
operator-internal hostnames, or personally identifiable
information in the bundle.

*REQ 10.* | npl ementati ons SHOULD decl are a skew bound-ns estinmate
(Section 7).

*REQ 11.* In a hop, the fields address and opaque- marker MJIST be
mut ual |y excl usive: exactly one of themis present in a well-
fornmed hop.

MVPS Bundl e For mat

Canoni cal i zati on

To ensure bit-reproducibility (REQ 7), the JSON serialization of an
MVPS bundl e MUST apply the followi ng canonicalization rules:

*

UTF-8 encodi ng, wi thout byte-order mark.

oj ect keys sorted | exicographically (UTF-16 code unit order), at
every nesting |evel.

No i nsignificant whitespace.

Nunbers serialized in their shortest deci mal representation;
trailing zeroes after the decinmal point are onmtted, except as
required to preserve declared precision (for exanple, declared |at
with 6 fraction digits).

| Pv4 addresses in dotted decinal.

| Pv6 addresses in the fully-expanded | owercase form (ei ght groups
of four |owercase hexadecimal digits separated by ":"; no zero
conpression; no "::" shorthand). This is a *declared devi ati on*
from [ RFC5952], which mandates zero conpression: see Section 5.2

for rational e.

Timestanps in RFC 3339 format with tinezone "Z" (UTC).
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Thi s docunent references the canonicalization rules of [RFC38785]
(JSON Canoni cal i zation Schene) and deviates only where required for
| P-address and tinmestanp nornalization above.

5.2. | Pv6 Canonicalization: Deviation from RFC 5952

[ RFC5952] specifies a recommended textual formfor |Pv6 addresses
that includes | owercase hexadeci mal digits, suppression of |eading
zeros within each 16-bit group, and conpression of consecutive all-
zero groups using the "::" shorthand (with several disanbiguation
rules). Inplenentations of RFC 5952 differ in corner cases
(selection of which all-zero run to conpress when several are tied,
handl i ng of enbedded I Pv4, etc.), and these differences propagate
directly into the SHA-256 path-fingerprint.

To elimnate this source of cross-inplenentation drift,

i npl ementations of this docunent MJUST use the fully-expanded

| owercase formfor IPv6 in both the on-the-wire representation and

t he canonical hop string used to conpute the path-fingerprint
(Section 6). The fully-expanded formis unanbi guous: each address
has exactly one textual representation, derivable trivially fromthe
128-bit integer.

This deviation is intentional and is the only departure from RFC 5952
in this docunent. |Inplenentations that render addresses for human

di splay MAY apply RFC 5952 conpression at presentation time, but MJST
NOT use the conmpressed formin bundle output or in fingerprint input.

5.3.  YANG Modul e

The canoni cal YANG 1.1 nodul e catellix-nvps-bundle is provided in
Appendi x A.  The JSON serialization (Section 5.4) is the RFC 7951
encoding of this nodule, with the canonicalization rules in
Section 5.1 applied.

5.4. JSON Schema
A JSON Schema 2020- 12 docunent expressing the sane nodel is provided
in Appendi x B. Were the YANG nodul e and the JSON Schera di sagree,
the YANG nodul e is normative.

5.5. Exanpl es
Two exampl es are provided in Appendix C. a niniml one-vantage bundl e

and a four-vantage bundl e with opaque hops and an anycast
desti nati on.
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6. Path Fingerprint A gorithm
6.1. Construction
For each snapshot, the path-fingerprint is conputed as foll ows:
1. Build the canonical hop string CANON
CANON = "v1|"
| ] 9e§tination_canonica
II jLin("|", [ hop_token(h) for h in hops_in_index_order])

2. For each hop h, hop_token(h) is defined as follows.

* |f h.address is present: "ip:" || canonical _i p(h. address).

* |f h.opaque_marker is present: "op:" || h.opaque_narker.
O herwi se (well-forned bundl es cannot reach this branch, per
REQ 11): "*".

3. canonical _ip(addr) is the | owercase, dotted- decim
representation for IPv4, and the fully-expanded | owercase form
for 1Pv6 as defined in Section 5.2 (a declared deviation from
[ RFC5952] ).

4. destination_canonical equals
canoni cal _i p(bundl e. desti nati on. addr ess) .

5. path_fingerprint = | owercase_hex(SHA-256( UTF- 8( CANON))). SHA-256
is specified in [ RFC6234].

The leading "vl|" identifies the fingerprint version. Future
revisions of MVPS that change the fingerprint al gorithm MJST use a
different prefix.

6.2. Opaque Hops

Hops that respond but do not reveal an |IP address (for example, MPLS
opaque LSRs that do not generate |ICVP Tine Exceeded, or hops redacted
per [ RFC5837]) MUST be represented with an opaque-narker rather than
a synthetic IP address. |Inplenentations MJST NOT invent |P addresses
for opaque hops.

Hops that did not respond at all SHOULD be represented with
opaque_mar ker = "noresp".
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6.3. Test Vectors

A set of conformance test vectors is provided in Appendi x D
Conformant inplenentations MIST reproduce all listed fingerprints
bit-identically.

7. Coordi nati on Wndow Semanti cs
7.1. Wndow Wdth and Consumer Use

A bundl e’ s snapshots are considered coordinated if all of them have
start-timestanp values within the bundle’'s declared coordi nati on-

wi ndow [start, end]. The width (end - start) is the nmaxi num

coordi nation tol erance the producer is asserting. Smaller w dths
permt causality-sensitive anal yses; larger widths only support
coarser topol ogy conparison.

Consuners MAY filter or reject bundl es whose wi ndow wi dth exceeds an
anal ysi s-specific budget. This docunment does not nornatively
prescribe specific numeric threshol ds; the appropriate budget depends
on the consuner’s intended use of the bundle.

An optional informational hint (tolerance in the JSON serialization
and the corresponding YANG | eaf) MAY be carried to express the
producer’s intent at three reference orders of magnitude (sub-second,
sub-mi nute, sub-five- mnutes). The hint is non-normative; the only
normative tine bound on a bundle is its (end - start) val ue.

7.2. O ock Skew

Vant age cl ocks are assunmed to be synchroni zed via NTPv4 [ RFC5905] or
PTP. A bundl e MAY decl are skew bound_ns as the producer’s best
estimate (upper bound) of the maxi mum pairw se clock skew across its
vantages at the tinme of bundle creation.

Bundl es for which cl ock synchroni zati on cannot be asserted MJST NOT
decl are a nuneric skew bound_ns val ue; consumers MJST NOT use such
bundl es for timng-sensitive cross-vantage anal ysis.

The skew bound ns field is a declaration of uncertainty, not a
neasur ement guar ant ee.
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7.3. Tenporal Uncertainty

VWhen publishing bundles for use by third parties, inplenentations
SHOULD docunent how skew bound _ns was estinmated (for exanple, via
chronyc tracking offsets, NTP root-distance, or out-of-band PTP
statistics). This docunment does not prescribe a single estinmation
met hod.

8. (Operational Considerations
8.1. Parallel Collection

A typical inplenmentation initiates traceroute probes from al
vantages within a short interval and aggregates the per-vantage
results into a single bundle. The bundle’s coordination-wi ndow MJST
reflect the earliest start-tinmestanp and the | atest end-tinestanp
across snapshots.

8.2. M ssing Hops
Hops that did not respond SHOULD be represented with opaque_marker =
"noresp"” rather than being silently omtted. The hop |ist maintains
1-based indices that nmatch the TTL used by the probe.

8.3. Typical Bundle Size
A bundle with 4 vantages, 10 hops per snapshot, and 3 RTT sanples per
hop typically serializes to a few kil obytes unconpressed.
| mpl enent ati ons produci ng high collection rates SHOULD apply gzip or
zstd conpression at storage tine.

8.4. Retention

Thi s docunent does not prescribe retention policies. Operators
publ i shing bundles in conpliance with regional regulation should
consult their privacy franmeworks (for exanple, GDPR, LGPD).

9. Privacy Considerations

Bundl es published as research datasets SHOULD apply the follow ng
neasur es:

* (Operator-internal |IP addresses SHOULD be replaced with
docunent ati on prefixes per [RFC5737] (192.0.2.0/24,
198.51.100. 0/ 24) or with opaque_marker = "redacted"

*  Hostnanes MJUST NOT appear in bundles (the fornat defines no field
for hostnames).
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10.

10.

10.

10.

* Decl ared geol ocati on SHOULD be reduced to a granularity not finer
than 0.01 degrees (approximately 1 km.

* ASN val ues MAY be replaced with placehol ders when publi shing
bundl es where operator identity nust remain confidential

I mpl enenters should be aware that tenporal correlation of path-
fingerprints across publications can be used to reidentify operators
even when individual fields are anonym zed.

Security Considerations
1. Reconnai ssance Anplification

Coordi nated nulti-vantage probing can be nmisused as a reconnai ssance
anplifier: an attacker controlling a collection point can map
internal network topology at a rate disproportionate to single-

vant age probing. |nplenentations SHOULD apply rate-linmiting on probe
i ssuance, restrict the set of permtted destinations, and require

aut hentication for control channels that trigger coordinated

col | ecti on.

2. Bundl e Poi soning

A hostile or conpronised vantage may produce a snapshot contai ni ng
fabricated hops or RIT sanples. Consumers SHOULD NOT rely on any
single vantage’s clainms without corroboration. Sanity checks
conput ed by consuners (for exanple, conparing observed cross-vantage
RTTs agai nst speed-of-light feasibility bounds, or conparing path-
fingerprints across redundant vantages) can detect a subset of
fabrications; the specific analytical machinery is out of scope of
this document. A future revision MAY define an optional per-snapshot
cryptographic signature to bind a snapshot to its decl ared vant age.

3. Replay

A der bundl es can be republished and presented as recent
observations. Consuners SHOULD val i date the coordi nati on-w ndow

ti mestanps agai nst an external tinme reference, and MAY chai n bundl es
via cryptographic accunmul ators (out of scope of this docunent) to
det ect replay.
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10.

11.

11.

11.

4. Information Disclosure
Decl ared latitude and | ongitude MJST respect the granularity guidance
in Section 9. Path-fingerprints, being determnistic, can reveal the
exi stence of recurring path patterns; this is intended behavi our but
shoul d be wei ghed agai nst the operator’s exposure nodel before
publi cati on.

I ANA Consi derati ons
1. YANG Modul e Nane
The YANG nodul e shipped with this docunent uses the nanespace
urn: catel lix:parans: xm : ns: yang: catel | i x-nvps-bundl e, which is under
the author’s control and does not require | ANA action
If this docunment is adopted by an | ETF working group, the nodul e nane
SHOULD be renaned to ietf-mvps-bundl e and the nanmespace to
urn:ietf:paramnms: xm:ns:yang:ietf-nvps-bundle in accordance with
[ RFC8407] section 4.3.1, and the follow ng registrati on SHOULD be
requested in the "YANG Mbdul e Nanes" registry ([RFC6020]):
Nane: ietf-nmvps-bundle
Nanmespace: urn:ietf:paramnms: xm:ns:yang:ietf-mps-bundle
Prefix: nvps
Ref erence: this docunent
2. Media Type Registration

I ANA is requested to register the nedia type application/nvps-
bundl e+j son with the foll ow ng paraneters:

Type name: application

Subt ype nane: nvps-bundl e+j son

Required paraneters: none

Opti onal parameters: none

Encodi ng consi derations: see RFC 8259
Security considerations: see Section 10

Interoperability considerations: this docunent
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11.

12.

13.

13.

Publ i shed specification: this docunent
3. MPS Bundl e Capability Flags Registry

IANA is requested to create the "WPS Bundl e Capability Fl ags"
registry, with assignnment policy "Specification Required"
([RFC8126]). Initial contents: none.
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YANG Modul e (Normati ve)

canoni cal nodule is distributed al ongside this docunent as

nmvps-bundl e. yang. An identical copy appears bel ow.

modul e catel i x-nmvps-bundl e {
yang-version 1.1;
nanespace "urn:catellix: parans: xm : ns: yang: catel | i x- mvps-bundl e";

prefix

i mport
prefi

nvps;

i etf-yang-types {
X yang;

reference "RFC 6991: Conmon YANG Data Types";

}

i mport
prefi

ietf-inet-types {
X inet;

reference "RFC 6991: Conmon YANG Data Types";

}

organi zati on
"Catellix (individual subnission; not yet adopted by any | ETF
wor ki ng group)";

cont act

"Aut hor: Leonardo Mel egassi

Mel egassi

<muai | t 0: mel egassi @atel i x. conm";
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description
"Thi s YANG nodul e defines the canonical data nodel for the
Mul ti-Vantage Path Snapshot (MPS) bundl e envel ope. An MWPS
bundl e is a coordinated collection of per-vantage traceroute
snhapshots gathered within a bounded coordi nati on wi ndow t owar ds
a common destination.

This nodule is the normative source. The JSON serialization
foll ows RFC 7951 (JSON Encodi ng of Data Mydel ed with YANG
applied to this nodul e, except that |P-address text forns
foll ow the deviation declared in the conpani on specification
(fully-expanded | owercase formfor | Pv6, NOT the conpressed
form of RFC 5952).

Thi s nodul e does NOT define analytical nmetrics, anomaly
detection, or failure classification. Such functions are
out of scope and are addressed in conpani on docunents.

The nanespace 'urn:catellix:parans: xm :ns:yang:’ is used
because this is an individual subm ssion and not yet adopted
by an | ETF working group; the ’urn:ietf:parans:xm:ns:yang:’
prefix is reserved for adopted | ETF nodul es per RFC 8407
section 4.3.1.

Copyright (c) 2026 Catellix and the contributors.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted under the Revised BSD
Li cense (https://opensource.org/licenses/BSD 3-C ause).";

revision 2026-05-17 {
description
"Initial individual subm ssion (-00).";
ref erence
"draft-nmel egassi -i ppm nvps- bundl e- 00";
}

/*
* Typedefs
*/

typedef path-fingerprint {
type string {
| ength "64";
pattern "[0-9a-f]{64}";

description

"Lower case hexadeci mal representation of a SHA-256 di gest
comput ed over the canoni cal hop sequence of a snapshot, as
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defined in Section 5 of the MVPS specification. Note that
the fingerprint uses fully-expanded | owercase | Pv6 form
which is a declared deviation fromRFC 5952; this is
intentional to renove anbiguity fromthe canonicalization
step.";

}

typedef opaque-marker {
type enuneration {
enum npl s {
description
"Hop is opaque due to an MPLS Label - Switched Path that
does not generate | CMP Ti ne Exceeded.";
}
enum redact ed {
description
"Hop has been deliberately redacted by the inplenentation,
typically per RFC 5837 considerations.";

enum noresp {
description
"Hop did not respond within the inplenentation’s tineout.";

enum filtered {
description
"Hop was filtered by an internedi ate device (e.g., ACL
dropping I1CWP).";

}

description
"Reason category for an opaque hop, used when the responding
| P address is unavailable.";

}

typedef coordination-tol erance {
type enuneration {
enum ti ght {
description

"Producer-asserted hint: window width is on the order of

| ess than one second. Intended for causality-sensitive
consuners. This is an | NFORMATI ONAL hint only; the only
normative tine bound is the (end - start) value of the
coordi nati on wi ndow. ";

enum st andard {
description
"Producer-asserted hint: window w dth is on the order of
| ess than one minute. Intended for general topol ogy
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comparison. | NFORMATI ONAL hint only.";
}
enum | oose {
description
"Producer-asserted hint: window width is on the order of
| ess than five mnutes. Intended for opportunistic
aggregation. | NFORMATI ONAL hint only.";

}

description
"Optional, non-nornative producer hint about the intended
use of a bundle’s coordination wi ndow. Consumers MAY use
this hint to pre-filter bundles, but MIST rely on the
nuneric (end - start) val ue when naking normative

deci sions.";
}
/*
* xoupi ngs
*/

groupi ng vantage-identity {
description
"Identification of a neasurenent vantage.";

| eaf vantage-id {
type string {
length "1..64";
pattern "[ A-Za-z0-9 \\-]+";

mandat ory true;
description
"I mpl enent ati on-assigned identifier of the vantage, unique
within a bundle. [Inplenentations MJUST NOT incl ude
operator-internal hostnanmes or personally identifiable
information.";

}

| eaf decl ared-asn {
type inet:as-nunber;
description
" Aut ononmpous Syst em Nunber decl ared by the vantage operator,
when known. Optional; absence MJUST NOT be inferred as
AS 0.";

}

| eaf declared-lat {
type deci mal 64 {
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fraction-digits 6;
range "-90.0 .. 90.0";

units "degrees";

description
"Declared latitude (WGS-84) of the vantage. |Inplenentations
publ i shing bundl es SHOULD round to a granularity not finer

than 0.01 degrees (approximately 1 km.";
}

| eaf decl ared-1on {
type deci mal 64 {
fraction-digits 6;
range "-180.0 .. 180.0";

units "degrees";

description
"Decl ared | ongitude (WGS-84) of the vantage. See
decl ared-lat for granularity gui dance.";

}
}

grouping rtt-sample {
description

"A single round-trip-time measurenent.";

| eaf val ue-ns {
type deci mal 64 {
fraction-digits 3;
range "0.0 .. 60000.0";
}
units "mlliseconds"”;
mandat ory true;
description
"Round-trip tine in mlliseconds.";

}
| eaf probe-sequence {
type uint 16;
description
"Per-hop sequence nunber of the probe that produced this
sanpl e, when neaningful .";
}

}

groupi ng hop {
description
"A single hop observed in a traceroute.";
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| eaf index {
type uint8 {
range "1..64";

mandat ory true;
description
"1-based hop index in the path.";
}

| eaf address {
type inet:ip-address;
description
"Respondi ng | P address of the hop, when observed."

}

| eaf opaque- marker {
t ype opaque- narker;
description
"Reason for absence of address. MJST be present if and
only if address is absent.";

}

list rtt-sanples {
key "val ue-ns";
uses rtt-sanpl e;
description
"(bserved RIT sanples to this hop. An enpty list is
permtted (indicating no successful probe).";
}
}

groupi ng destination {
description
"Target of the coordinated neasurenent."”;

| eaf address {
type inet:ip-address;
mandat ory true;
description
"Destination | P address. Conformant inplenmentations MJST
use the sane address across all snapshots in a bundle.";

}

| eaf asn {
type inet:as-nunber;
description
"ASN of the destination, when known.";
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| eaf is-anycast {
type bool ean;
default "fal se";
description
"True if the destination is known to be served by anycast.";
}
}

groupi ng coordi nation-w ndow {
description
"Tenporal envel ope of a bundle.”;

| eaf start {
type yang: date-and-ti ne;
mandat ory true;
description
"Earliest snapshot start tinestanp, in UTC ";

}

| eaf end {
type yang: date-and-ti ne;
mandat ory true;
description
"Latest snapshot end tinmestanp, in UTC. MJST NOT be earlier
than start.";

}

| eaf tol erance {
type coordi nati on-tol erance;
description
"Decl ared coordination tolerance intent. Consumers MAY use
this to filter bundles unsuitable for their analysis.";

}
| eaf skew bound-ns {
type uint32;
units "mlliseconds";
description
"Impl enentation’s best estimate of the maxi num pairw se
cl ock skew across vantages in this bundle. Absence
indicates that no estimate is provided and the bundl e
MUST NOT be used for timng-sensitive cross-vantage
anal ysis.";
}

}

groupi ng snapshot {
description
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"A per-vantage observation in a bundle.";
uses vant age-identity;

| eaf path-fingerprint {
type path-fingerprint;
mandat ory true;
description
"Determ nistic SHA-256 fingerprint of the canonical hop
sequence. Conputed as specified in Section 5 of the MWPS
specification.";

}

| eaf start-timestamp {
type yang: date-and-ti ne;
mandat ory true;
description
"UTC timestanp at which this snapshot’s traceroute was
initiated.";

| eaf end-tinestanmp {
type yang: date-and-ti ne;
description
"UTC timestanp of snapshot traceroute conpletion.";

}

l'ist hops {

key "index";

or der ed- by user;

uses hop;

m n-el enents 1;

description

"Ordered |ist of observed hops.";

}

}

/*
* Top-|evel container
*/

cont ai ner bundle {
description
"A single MVPS bundle.";

| eaf bundle-id {

type yang: uui d;
mandat ory true;
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description
"UUI D of this bundle. Inplenentations MJST generate it
with sufficient entropy (RFC 4122).";

}

| eaf schema-version {

type string {
pattern "mps-bundl e-v[0-9] +";

default "nvps-bundle-vl";

description
"Schema version identifier. Conformant inplenmentations of
this docunment produce mvps-bundl e-v1.";

}

contai ner destination {
uses destination;
description
"Common destination of all snapshots in this bundle.";

}

cont ai ner coordi nati on-w ndow {
uses coordi nati on-w ndow,
description
"Tenporal envel ope of this bundle.";

}

list snapshots {
key "vantage-id";
m n-el enents 1;
uses snapshot;
description
"Per-vant age observations. A bundle MJST contain at |east
one snapshot. A bundle with exactly one snapshot is
wel | -fornmed but provides no cross-vantage i nformation.";
}
}
}

Appendi x B. JSON Schema (Informative)

The JSON Schema 2020-12 docunent is distributed al ongside this
docunent as nwvps-bundl e. scherma.json. It is provided for tooling
conveni ence; where it disagrees with the YANG nodul e i n Appendi x A,
the YANG nodul e gover ns.
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{
"$schema": "https://json-schema. org/draft/2020-12/schema",
"$id": "https://catellix.com schemas/ mvps-bundle/vl.json",
"$commrent " :
" Conpani on of YANG nodul e (RFC 7951).",
"title": "MVPS Bundle v1",
"description":
"JSON serialization (RFC 7951).",
"type": "object”,
"addi tional Properties": false,
"required": |
"bundl e_id",
"schema_versi on",
"destination",
"coordi nati on_wi ndow",
"snapshot s"
1,
"properties": {
"bundl e_id": {
"type": "string",
"format": "uuid",
"description": "RFC 4122 UU D, |owercase."
},
"schema_version": {
"const": "mvps-bundl e-v1",
"description": "Schema version identifier."
}
"destination": {
"$ref": "#/ $defs/destination”
},
"coordi nati on_wi ndow': {
"$ref": "#/ $def s/ coordinati on_wi ndow'
}
"snapshots": {
"type": "array",
"mnltens": 1,
"itens":
"$ref": "#/ $def s/ snapshot "
}
"description": "Per-vantage observations."
}
1
"$defs": {

"destination": {
"type": "object”,
"addi tional Properties": false,
"required": ["address"],
"properties": {
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"address": {

"anyOr "o |
{ "type": "string", "format": "ipv4" },
{ "type": "string", "format": "ipve" }

!

’ escription":
"Destination IP. IPv6 fully-expanded (Sec 5.2)."

b,
"asn": {
"type": "integer",
"m ni mun': O,
"maxi mum': 4294967295
"is_anycast": {
"type": "bool ean”,
"default": false
}

}

oordi nati on_wi ndow': {

"type": "object”,

"addi tional Properties": false,
"required": ["start", "end"],
"properties": {

}

"start": {

"type": "string",

"format": "date-time",

"description": "RFC 3339, UTC. "
b
"end": {

"type": "string",

"format": "date-time",

"description":

"RFC 3339, UTC. MJUST NOT be earlier than start."

}

ol erance": {
"type": "string",
"enuni': ["tight", "standard", "l oose"]

}

kew bound _ns": {
"type": "integer",
"mnimum': O

}
}

,napshot "
"type": "object",
"addi tional Properties": false,

}
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}

required": [
"vantage_id",
"path_fingerprint",
"start_tinestanp”,
"hops"

roperties": {
"vantage_id": {

"type": "string",

"m nLength": 1,

"maxLengt h": 64,

"pattern": "A[A-Za-z0-9 -]+$"
}

eclared_asn": {
"type": "integer",

"m ni mun': O,

"maxi mum': 4294967295
b,

"declared_lat": {
"type": "nunber",

"m ni mun': -90. 0,
"maxi munm': 90.0

}

eclared_lon": {
"type": "nunber",
"m ni mun': -180. 0,
"maxi munt': 180.0
}

ath_fingerprint": {

"type": "string",

"pattern": "~[0-9a-f]{64}%$",
"description":

"Lower case hex SHA-256 of canonica

}

tart _tinmestamp": {
"type": "string",
"format": "date-tine"

}

,nd_tinestanp": {
"type": "string",

"format": "date-tine"
} i)
"hops": {

"type": "array",

"mnltenms": 1,

"items": { "S$ref": "#/ $defs/hop" }
}
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} i)
"hop": {
"type": "object”,
"addi tional Properties": false,
"required": ["index"],
"properties": {
"index": {
"type": "integer",
"m ni mun': 1,
"maxi mum': 64

}

"address": {
"anyOFt:o |
{ "type": "string", "format": "ipv4" },
{ "type": "string", "format": "ipve" }
1.
"description":
"Responding I P of the hop, when observed."
b,

"opaque_marker": {
"type": "string",
"enuni: ["npls", "redacted", "noresp", "filtered"]

}

tt_sanples": {

"type": "array",

"items": { "$ref": "#/ $defs/rtt_sanple" },
"default": []

}
},
"al lOfF":
{
"description":
"Exactly one of address or opaque_marker.",
"oneO™r": |
{
"required": ["address"],
"not": { "required": ["opaque_narker"] }
{
"required": ["opaque_marker"],
"not": { "required": ["address"] }
}
]
}

]

,tt_sanple": {
"type": "object",

}
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"addi tional Properties": false,
"required": ["value_ns"],
"properties": {
"val ue_ns": {
"type": "nunber",
"mni mun': 0.0,
"maxi mund': 60000. 0

b,

"probe_sequence": {
"type": "integer",
"m ni mun': O,
"maxi mum': 65535

}

Appendi x C. Exanpl es

M ni mal Si ngl e- Vant age Bundl e
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"bundle_id": "11111111-1111-4111-8111-111111211111",
"coordi nati on_wi ndow"

"end": "2026-05-17T18: 00: 00. 500Z",

"start": "2026-05-17T18: 00: 00. 000Z",

"tol erance": "tight"

}

"1estination": {

"address": "192.0.2.1",
"is_anycast": false

} b

"schema_version": "nvps-bundle-vl",
"snapshots": |

"declared |l at": -23.55,
"decl ared_l on": -46.63,
"hops": [
{
"address": "198.51.100.1",
"index": 1,
"rtt_samples": [{"value_ns": 1.234}]

b,
{

"address": "198.51.100.42",

"i ndex": 2,

"rtt_samples": [{"value_ns": 5.678}]
b,
{

"address": "192.0.2.1",

"i ndex": 3,

"rtt_samples": [{"value_ns": 12.345}]
}

]

ath_fingerprint":
" 55d4f 7f 8d6adc5b9a8df 7e6¢3b2al190f 5e4d3c2blale9f 8d7c6b5a4938271605",
"start_tinestanp": "2026-05-17T18: 00: 00. 000Z2",
"vantage_id": "VO"
}
]
}

(The fingerprint value above is illustrative; conformance test
vectors carry exact expected val ues.)

Mel egassi Expi res 18 Novenber 2026 [ Page 31]



I nternet-Draft MVPS Bundl e May 2026

Appendi x D. Confornmance Test Vectors

At m ni mum 20 conformance test vectors are distributed alongside this
docunent under test-vectors/vO0l.json through test-vectors/vNN json.
Each vector contains:

a nane identifying the case;
an i nput snapshot;
* an expected_path_fingerprint.

I npl enentati ons conformant to this docunent MJUST reproduce every
expected path _fingerprint bit-identically.

Appendi x E.  CQut-of - Scope Topics

For clarity to reviewers, the following topics are explicitly out of
scope for this docunent and will be addressed, if at all, in
conpani on docunents:

* Cross-vantage anal ytical metrics (speed-of-light feasibility
bounds, Jensen- Shannon path di vergence, topol ogical -overlap
nmeasures, etc.). These belong in a conpani on Experinental -track
docunent, not in the bundle-format specification.

*  Anomaly detection, failure classification, regime detection,
critical -sl owi ng-down indicators, or any other consumer-side
anal ytical |ayer.

* The probing protocol used to populate a bundle. MPS is a
reporting envel ope; the probing protocol is independent (typical
i npl ement ations use | CMP/ UDP traceroute, but MVPS does not
constrain this choice).

* Visualization, dashboarding, or operator-facing user interfaces.
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