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Abst ract

Thi s docunment specifies Coherence-BFD, a protocol that conbines
the asynchronous heartbeat, demand-node, echo function, and
detection-multiplier mechani snms of Bidirectional Forwarding
Detection (BFD, [RFC5880]) with the nmulti-vantage path coherence
detection of [I-D. nel egassi-nvps-increnental-be]. The result is
a sub-second coherence failure detector with theoretical and
enpirical detection |atency of 55 nms (1091x faster than the
60-second tick baseline of the underlying BE-MWPS framewor k).

Fi ve execution variants are specified: VO (baseline), V1
(heartbeat-fast), V2 (demand), V3 (echo), and V4 (hybrid). wall-
cl ock benchmarks confirm V3 (Echo) as the | atency-optinml variant
at 55 ns nedian tau_detect with 39 680 B/s bandwi dth. A new | ower
bound theorem (Theorem 9 of [I-D. nel egassi-mps-increnental -be])
shows that tau_detect >= M* T_tick + tau RTT is tight; V3

achi eves this bound exactly for M1.

The protocol is designed for depl oynent al ongside conventional BFD
sessions: a Coherence-BFD session nonitors not the binary up/down
state of a forwarding path but the coherence state across N

vant age observers

NOTE ON DATA PROVENANCE. All wall-clock detection-latency and
bandwi dt h nunbers reported in this docunment are obtained from
synthetic simnulations (scripts/benchmark_coherence_bfd. py) under
controll ed conditions, not from operational deploynent data.

HARDWARE CAVEAT (v5.0 unified proof, 2026-05-22). The 55 ns
medi an tau_detect figure of Section 5 is a SOFTWARE- HARNESS
measur enent on a single host, not a router-class measurement.
In particular, it does NOT account for the data-plane
forwardi ng asymretries, mcro-bursts, or ASIC NPU schedul i ng
del ays that real BFD hardware exhibits on production
forwarders. Operators MJST treat the 55 ns figure as a
theoretical -bound denonstration on a coherence-grade
observation pipeline (vantages -> broker), not as a guaranteed
service |level over arbitrary BFD capabl e hardware.

Val i dati on agai nst real BFD hardware (comrercial routers,
merchant-silicon ASICs, software forwarders such as VPP or
DPDK) is identified as required future work before progression
past Experinental status. This caveat is the principa

reason the docunent is targeted at Experinental

A REFERENCE | MPLEMENTATI ON of the wire format defined in Section
4 (mandatory section + Experinmental -range TLVs + HVAC- SHA256
authentication) is provided in pure Python at
<https://catellix.conlstatic/downl oad/reference-inpl/> It
denonstrates end-to-end interop of 1 broker and 4 vantages with
480 packets in 8 seconds, zero HVAC failures, and correct



triggering of ALARM and Byzanti ne-event detection. See
ref erence-i npl / README. nd for usage

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on Novenber 23, 2026
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1. Introduction

Bi di recti onal Forwarding Detection [RFC5880] provides sub-second
failure detection between two endpoints of a forwarding path. Its
key nechani sns are:

0 Asynchronous node: each endpoint emts Hell o packets at a
negotiated interval T tx (typically 16-33 ns).

0 Detection multiplier M a session is declared Down only after
M consecutive m ssed Hell o packets.

0 Denmand node: Hell o packets can be suspended when not needed.

o Echo function: a packet sent by one endpoint, |ooped back by
the other without inspection, used for path verification

The Mul ti-Vantage Path Synchrony framework
[1-D. nel egassi -i ppm mvps-bundl e] perforns anomaly detection across
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N vant age observers using the Mahal anobi s di stance D'2 over a
three-axi s coherence vector (C1, C2, C3). |Its baseline tick
period is 60 s, suitable for path-coherence anomalies but
unsui tabl e for sub-second fail over

1.1. The latency gap

The two frameworks operate on different time scales:

BFD typical : 50 ns detection |atency
BE- MWPS basel i ne: 60 000 ns detection |atency
Gap: 1200x

Thi s docunent cl oses the gap by adapti ng BFD nechanisns to drive
the BE- WPS detector. Wall-clock neasurenents (Section 10) show
that the resulting Coherence-BFD protocol achieves 55 ns nedi an
detection latency, within 10% of the BFD baseli ne.

1.2. Relationship to BFD

Coherence-BFD differs fromBFD in three respects:

1. The nonitored state is not binary (up/down) but a coherence
di stance D*2 in R+. A WATCH threshold and an ALARM t hreshol d
are defined per session.

2. The session is N-to-1: N vantage observers report to a single
broker, which conputes D*2 and di ssem nates session state.
Conventional BFD is 1-to-1

3. The Echo packet does not measure RTT; it carries a hash of
the cel |l -aggregated coherence sketch and imredi ately fires



an alarmif the aggregate has drifted above threshold/2 in
transit.

Apart fromthese differences, the wire format, state nachine
transitions, and tiner negotiation procedures of BFD are
preserved. |Inplenentations MAY share code with conventional BFD
st acks.

1.3. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED',
"MAY", and "OPTIONAL" in this docunment are to be interpreted as

described in BCP 14 [ RFC2119] [ RFC8174] when, and only when,
they appear in all capitals.

2. Protocol Overview
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A Coher ence- BFD sessi on consi sts of:

0 one Broker process,

o N >= 2 Vantage processes,

o optionally, k <= N Cell-Coordi nator processes that aggregate
pushes from di sjoint subsets of vantages.

The session transitions through five states:

Admi nDown -> Down -> Init -> WATCH -> ALARM
Admi nDown is the operator-disabled state. Down indicates no
sessi on has been established. |Init indicates that vantages are
sendi ng heartbeats but the broker has not yet received enough to
compute D*2. WATCH i ndi cates D*2 has crossed chi”~2_{d, 0.95}.
ALARM i ndi cates D*2 has crossed chi”~2 _{d, 0.99}.

The Detection Miultiplier Mcontrols the nunber of consecutive
above-threshol d observations required for state transition.

3. Session State Machine

The five-state nmachi ne extends BFD s three-state nmachi ne
(Admi nDown / Down / Init+Up).

R + +o-m - - + +o-m - - +
| Adm nDown| <------- > Down |------- > Init |
S + Fomm o - + Fomm o - +
I
v
R, + R, +
| ALARM | <------- | WATCH |
Fomm o - + Fomm o - +
| AN
S S +



(heart beat
sust ai ned)

State transitions:

Down -> Init: br oker has received heartbeats from>= 2
vantages within T_negoti ated_tx.

Init -> WATCH: D*2 > chi”~2_{d, 0.95} for Mconsecutive ticks.
WATCH -> ALARM D2 > chi”~2_{d, 0.99} for M consecutive ticks.

ALARM -> WATCH: D*2 < chi~2_{d, 0.95} for M consecutive ticks.
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WATCH -> Init: no above-threshol d observation in 2Mticks.

any -> Adm nDown: operator action.

4. Control Packet Fornat

The control packet format is a superset of BFD s mandatory
section ([ RFC5880] Section 4.1).

4.1. Mandatory section

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Vers | Diag | Sta] P|F|CAIDlM Detect Milt | Lengt h |
e L i i T i st th ok i SR SRR S
| My Di scrim nator |
i e e R e o o e S e O h ik i o S N S T
| Your Discrim nator |
B i s T T i i o S o T Ji I
| Desired Mn TX Interval |
e L o i e S  th o i R S
| Required M n RX Interval |
i e e R e s o i e R e e T o i i o I N S T
| Required M n Echo RX Interval |
B i s T T i i o S o T Ji I
| D*2 (32-bit float) |
e s o i e e S  t o i R S

Sta: 2-bit state field, encoded:
00 - Adm nDown

01 - Init

10 - WATCH

11 - ALARM
New f | ag:

C (bit 5): Coherence flag. Set if this packet contains a
D2 value. Wen clear, the D'2 field MJUST be
transmtted as zero.

The D*2 field is appended imediately after the standard BFD
mandat ory section. Length increases by 4 octets.



Backwards conpatibility with [ RFC5880] BFD:

0 A receiver conformant to [ RFC5880] but not inpl enenting
this document MJST honour the Length field and silently
skip the 4-octet D'2 field as opaque trailing data.

0 A receiver that does not recognise the 'C flag MJST
treat the D*'2 field as zero and behave per [RFC5880].

0 A sender supporting this docunent but interacting with
an [ RFC5880]-only receiver MJST clear the 'C flag and
MUST onmit the D2 field; the Length field MJST refl ect
the original [RFC5880] mandatory-section |ength.

0 Capability discovery proceeds via Type 0x00
(Version-Negotiation) TLV exchanged during session
initialisation.

4.2. Coherence TLV

Optional sections followi ng the mandatory section. Each TLV is
<type, length, val ue>
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Type Narme Length Description
0x00 Ver si on- Negoti ati on 3 uint 16 supported set
OxEO Vant age- Sket ch 1+d*4 d float val ues
OxE1l Cell-Centroid 1+d*4 d float val ues
OxE2 Echo- Hash 34 SHA- 256 of cell agg

OxE3 Wat ch- Threshol d 5 float chi”~2 _{d,0.95}

OxE4 Al arm Threshol d 5 float chi”~2_{d,0.99}

OxXE5 Vant age- Count - N 5 uint32 N

OxE6 Cel | - Count -k 5 uint32 k

OxE7 Phase- Label 2 ui nt 8 phase code

OxE8 Byzant i ne- Suspect 6 uint32 cell ID + score
3

OxE9 Aut hHVAC- SHA256 4 aut henti cati on

Al TLV type codes used in this docunment fall in the Experinmenta
range OxEO-OxEF. Early Allocation [RFC7120] within the | ETF BFD
Registry will be requested upon Wrking Goup adoption. Unti
such time, only the Experinental code points above are valid for
i nteroperabl e inplenentation

Type 0x00 (Version-Negotiation) is RESERVED. |t MJST appear at
nmost once per packet. Its 2-octet value field carries a bitmp
of supported Coherence-BFD profile versions; bit n set indicates
profile version n is supported. This docunent defines version O
only. Receivers encountering an unknown TLV Type MJUST skip the
TLV using its Length field, MJST NOT discard the packet, and
MUST NOT signal an error.

When the Echo-Hash TLV is present, the receiver MJST reconpute
the SHA-256 hash of the cell-aggregated centroid using its
currently-cached value and conpare with the value in the TLW.
A mismatch indicates in-transit corruption or Byzantine

nmodi fication; the session SHOULD transition to ALARM

i medi atel y, bypassing the Mnmultiplier requirenent.

5. Echo Function for Coherence



The conventional BFD echo function ([ RFC5880] Section 6.4)
measur es forwardi ng-plane RTT and verifies that packets sent by
the | ocal endpoint are | ooped back unnodified by the renote
endpoi nt .

The Coherence-BFD echo function carries an additional payl oad:

0 Echo-Hash TLV (Section 4.2): SHA-256 of the cell-aggregated
centroid as observed at the broker at echo transm ssion tine.

0 Phase-Label TLV: the broker’s current Phi_K classification

VWhen the echo packet returns to the broker, the broker MJST
verify that:

0 The Echo-Hash TLV val ue i s unchanged.
0 The Phase-Label TLV value is unchanged.

0 The total RTT does not exceed Required Mn Echo RX Interval *
Detection Multiplier (early-warning tiner).

A failure of any check transitions the session to ALARM with
di agnostic code 0x07 (Echo Function Fail ed).

The Echo function MAY be perforned at sub-tick intervals (e.g.,
every 25 ns even when T negotiated tx = 50 ns). This is
responsible for the enpirical 55 ns nedi an tau_detect (Section
10).

Demand Mbde and Pol |ing

I n Demand node, vantages do not transmit heartbeats unl ess
explicitly polled by the broker. The broker sends a Pol
packet (F flag set) when:

0 D*2 exceeds 0.7 * Watch-Threshol d (suspicion threshold), OR

0 The broker has not received a heartbeat for the current
Detection Time, indicating possible network partition

The pol |l ed vantage MUST respond within Required Mn RX Interva
with a Final packet (F flag set) containing the current Vantage-
Sketch TLV.

Demand node trades | atency for bandw dth: in BAU, no heartbeats
are sent (bandw dth approaches zero per vantage), but the first-
detection latency increases to one RTT plus T _negoti ated_tx.

Detection Miultiplier and Confirmation

The Detection Multiplier M (default 3) controls the nunber of
consecutive above-threshol d observations required for state
transition. Operators MJST choose Mto bal ance:

o False-positive rate: FPR = Pr[D*2 > threshold | BAU "M For
Gaussi an BAU and 95t h-percentile threshold, FPR <= 0.05"M
at M= 3, FPR <= 1.25 * 10"-4.

o Detection |latency: tau_detect >= M* T_negotiated_tx +
tau_RTT (Theorem 9 of [I-D.nel egassi-nvps-increnental -be]).



Echo Function alarns (Section 5) bypass the Mmultiplier: a
singl e echo-hash nmi smatch SHOULD trigger imedi ate ALARM

8. Negotiated Intervals

Each endpoint advertises its Desired Mn TX Interval and
Required Mn RX Interval in the mandatory section (Section 4.1).
The negotiated T tx is

T negotiated_tx = max(local Desired Mn TX Interval,
renote Required Mn RX Interval).

Negoti ati on occurs at session establishnent and MAY be renegoti ated
after Init -> WATCH transition, allow ng operators to dynamically
increase fidelity during anonal ous peri ods.

9. Five Reference Variants

| mpl enent ati ons MAY default to any of the variants bel ow. The
benchmark of Section 10 neasures all five.

VO Baseli ne: T tx = 60 000 ns, M= 1, no echo
Maps to the BE- WPS basel i ne of
[1-D. nel egassi - mvps-increnent al - be].

V1 Heartbeat-Fast: T tx = 50 ns, M= 3, no echo.
Cont i nuous heartbeat; BAU bandw dt h high

V2 Denand: Ttx =1 000 ns, M= 1, dermand node.
BAU bandwi dth near zero; latency 1 s.

V3 Echo: T tx =50 ms, M= 1, echo every 2nd tick
Empirically optiml (55 ns).

V4  Hybri d: T tx =50 ns, M= 3, push + echo + denand.
Hi ghest robustness, conparabl e | atency.

10. Enpirical Results (Wall-d ock Measurenents)

Ref erence benchmark: scripts/benchmark _coherence bfd.py in the
Catellix research repository. N = 1000 vantages, 50 trials per
variant, calibrated coherence shock producing D'2 ~ 30 post-shock

Vari ant tau_det ect FPR Bandwi dt h
(medi an ns) (per 10M4) (B/s)

VO Baseline 60 005 0 32

V1 Heart beat - Fast 155 0 118 400

V2 Demand 1 005 0 4 000

V3 Echo 55 0 39 680

V4 Hybrid 155 0 39 680

V3 (Echo) achieves a 1091x | atency reduction over VO baseline at
a 1240x bandwi dth cost. The | atency-bandwi dth tradeoff is near-
linear; operators may select any variant matching their service
| evel requirenents.

Conpute cost per tick is sub-mcrosecond (3.8-4.1 us) for al
variants on commodity x86 hardware (single core), which is well
bel ow the network RTT. Conmpute is therefore not the bottl eneck
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Lower Bound Achi evenent
By Theorem 9 of [I-D.nel egassi-nvps-increnental -be], the
m ni num achi evabl e detection |latency for any variant with
Detection Multiplier M tick period T tick, and end-to-end RTT
tau RTT is
tau_detect >= max( M* T_tick + tau RTT, tau_C4 ).
Variant V3 with T tick =50 ms, M= 1, tau RTT = 5 ms:
tau detect min =1 * 50 + 5 = 55 ns.
Enpirical nmeasurement: 55 nms median. Bound is tight.
No Coherence-BFD variant can achi eve faster detection wthout
reducing T tick further, which costs bandwi dth linearly.

I npl enent ati ons targeting sub-50 ns detection MJST adopt
T tick < 50 ns and accept the correspondi ng bandwi dth cost.

Security Considerations

0 Echo packets carrying Coherence TLVs are authentication targets.
Operators MJUST authenticate Echo and Control packets via the
Aut hHVAC- SHA256 TLV (Section 4.2, type OxE9) to prevent
Byzantine nodification of in-transit aggregates.

0 Denmand node reduces bandw dth but exposes the protocol to

DoS- by-pol |l -flood froma malicious broker. |nplenentations
MUST rate-limt Poll responses to one per Required Mn RX
I nterval .

0 Reducing T tx below 50 ns allows finer detection but increases
bandwidth linearly. At T tx =1 ns, an N = 10 000 depl oynent
transmits ~5 GB/s in aggregate, which is inpractical for
software brokers and requires P4-class data-pl ane of fl oad
([ M\VPS- DATAPLANE- PROFI LE]) .

o The five-state nmachine adds two states (WATCH, ALARM beyond
BFD s three (Adm nDown/ Down/ Up). | nplenentations sharing code
wi th conventional BFD stacks MJST ensure the additional states
cannot be confused with Up; conventional consumers of BFD state
treating WATCH or ALARM as Up will produce silent failure.

o Transport security between vantages, cell coordinators, and
the broker. Aut hHVAC- SHA256 TLV provides integrity but NOT
confidentiality. Wen the control plane crosses any segnent
that is not fully under operator control (cross-AS,
cross-organi sation, multi-tenant cloud underlay), the
i mpl ement ati on MUST encapsul at e Coherence- BFD packets in DILS
1.3 [RFC9147] or TLS 1.3 [RFCB8446] follow ng the
recomendat i ons of BCP 195 [ RFC9325]. The TLV format and
mandat ory section are unchanged; only the transport |ayer
bel ow UDP is replaced. Cipher-suite selection MJST foll ow
BCP 195 Section 4.

0 Long-term key nanagenent for the Aut hHVAC- SHA256 TLV. Keys
SHOULD be rotated at | east every 30 days and MJST be rotated
whenever a vantage is deconm ssioned or a cell-coordinator
is re-elected.
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1. DDoS resilience (the framework as detector, not victim

A frequent nmisconception is that a high-rate volunetric DDoS

agai nst the nonitored infrastructure woul d saturate Coherence-BFD
itself. This is incorrect when the depl oyment respects the
followi ng architectural invariants:

1. Vantages and the broker operate on a SEPARATE contro
pl ane (out-of-band managenent VLAN, dedicated NI C, or
SDN underlay). User traffic and MPS telenmetry MJST NOT
share the sanme NI C queues on the broker

2. Vantages OBSERVE the data plane (latency, jitter, loss
sanpl es of user traffic) but do not forward user packets.
A vantage is a probe, not a m ddl ebox.

13. The broker dinensions its NIC for the legitinmate
telemetry PPS only (Section 15.3), independent of user-
traffic vol une.

When | 1-13 hold, the DDoS does the opposite of what the operator
fears: it produces an instantly observable, geographically

| ocal i sed deformati on of the coherence surface, which the
Mmultiplier confirms within (M1)*T tick after onset.

Enpirical validation (scripts/sinulate _ddos resilience. py,
summary in docs/ SIM DDOS RESULTS. t xt):

Topol ogy : 10 000 vantages, 8 regions, T_tick = 50 ns
At t ack : 10 Mpps volumetric DDoS on region 3

(1 250 vant ages affected)
Coherence shock : cell-wise D'2 junps fromQ(1l) to >300
Detection |atency: 100 ns after onset (M= 3, T_tick = 50 ns)

Attribution : Rcross localises to region 3 with
100% ar gnmax accuracy across 275 w ndows

Br oker health : 99% avail ability (single-broker, Regine C
tuned per Section 15)

O her regions : remain in BAU, D'2 < 5 throughout the attack

The detection |atency 100 ns equals (M1)*T tick = 2*50 ns,
mat chi ng the | ower bound of Theorem 9 within the slack pernmitted
by the Mnmultiplier confirmation count.

2. Wien the framework IS at risk
The honest negative results:

o If invariants 11 or 12 are violated (telemetry shares the
user-traffic data path), the broker’s NIC saturates with
attack traffic and the framework degrades to default-deny.
This is a deploynment defect, not a protocol defect.

0 Byzantine breakdown: an attacker controlling nore than
floor((k-1)/2) of the k cells can nove the geonetric
medi an and mi ni max aggregator arbitrarily (Theorem 7 of
[1-D. nel egassi -nmvps-increnental -be]). For k = 8 cells,
the breakdown bound is 3 conprom sed cells.

0 Broker NIC at Regine D (>1 Mps telemetry, e.g. N = 100k
vantages at T_tick = 50 ns) w thout AF_XDP/DPDK: the
kernel stack drops the telenetry itself, producing false
ALARM t ransi ti ons on unconprom sed vant ages.

0 Replay of historical Coherence TLVs: nitigated by the BFD
sequence nunbers in the mandatory section, but requires
strictly nonotonic inplenentation; rolling counters MJST
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NOT wap within the MT_tick w ndow.

These are bounded, docunented failure nbdes. They are
substantially narrower than the failure nodes of conventional
t hr eshol d-based al erting under DDoS, which produces sil ent
degradation across the entire alert pipeline.

| ANA Consi der ati ons

Thi s docunent requests the followi ng | ANA actions in the
Coherence-BFD Regi stry (new, created by this docunent):

1. New protocol code point for the C flag (Section 4.1).

2. Barly Allocation [RFC7120] of TLV type codes OxEO through
OXE9 as defined in Section 4.2, plus reserved code 0x00
for version negotiation.

3. New di aghosti c code 0x07 (Echo Function Failed) in the BFD
Di agnostic Registry, if shared with conventional BFD.

4. New phase code points (0x00 Adm nDown, 0x01 Down, 0x02 Init,
0x03 WATCH, 0x04 ALARM in the Coherence-BFD Phase Registry.
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Packet Sizing, MIU, and Network Stack Tuni ng

The protocol is useless on paper if its packets fragment, its
broker’s NIC saturates, or its IRQ handler stalls. This section
addresses three operational concerns that are easy to overlook in
the desi gn phase: packet size budget, MIU constraints, and
PPS-driven OS tuning threshol ds.

1. Packet size budget (all packet types)
Conput ed byte-by-byte for IPv4 transport (add +20 octets for

I Pv6). All Coherence-BFD packets fit confortably within standard
Et hernet Mru 1500.

Packet Conposition Tot al
Vant age heart beat UDP(8) + | P(20) + BFD(24)

+ hash(4) 56 B
Vant age push UDP(8) + 1P(20) + BFD(24)

+ DM2(4) + Sketch TLV(26)

+ HVAC TLV(34) 116 B
Echo packet UDP(8) + I P(20) + BFD(24)

+ Echo- Hash TLV(34)
+ Phase- Label (2) + HMAC(34) 122 B
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Demand Poll / Final UDP(8) + 1P(20) + BFD(24)

+ D*2(4) + Sketch(26) 82 B
Cel | - Coord -> Broker UDP(8) + | P(20)
+ k * (id(4)+sketch(26))
+ HVAC( 34) 82 + 30k
(k=10: 382 B)
Br oker -> Subscri ber UDP(8) + | P(20) + BFD(24)
+ D'2(4) + Phase(2) 58 B

Al'l single packets are bel ow 500 octets at k <= 14; bel ow 1500
at k <= 47. Cells SHOULD be sized k <= 100 per coordi nator,
produci ng aggregate packets up to 3082 octets, which exceeds
MIU 1500. In that regine, the Cell-Coord MJST either

(a) split its centroid report into multiple sub-packets, or
(b) use Junbo franes (MIU 9000) if the underlying L2 supports
t hem

At Junbo- MIU 9000, a single Cell-Coord packet can carry up to
~300 cells.

2. MIU and fragnentation

I npl enent ati ons MJUST set |P DF=1 (don't fragnent) on all
Coher ence- BFD packets. An | CVMP Fragnentati on Needed response
i ndi cates an undersized path MU and MJST tri gger

o fallback to MU 1500 (down from Junbo), or
o cell-split per (a) above.

The "Path MIU Bl ack Hol e" pathol ogy described in [RFC4821] is
particul arly danagi ng here because Coherence-BFD operates with
Mmultiplier consecutive observations; silently dropped packets
mani fest as false ALARMtransitions. |Inplenentations SHOULD
perform PLPMIUD ([ RFC4821]) at session establishnent and on

any Adm nDown -> Down transition

For the MVPS bundl e envel ope of [I-D. el egassi-i ppm nvps-bundl e],
pat h snapshots of N >= 30 hops with full | CVMP+TTL+ti nestanp

met adat a commonly exceed 1500 octets. Coherence-BFD does not
carry bundl es; bundl es are exchanged out - of - band over TCP or
chunked over a different control channel. Bundle MIU concerns
are out of scope for this docunent.

3. PPS regines and OS tuning requirements

The broker process receives one Vantage packet per tick per
vant age. Aggregate packets-per-second (PPS) at the broker

PPS = N/ T_tick _seconds.

The OS network stack has four well-known performance regines
dependi ng on PPS, summarised bel ow. Operators MJST select OS
tuning matching the target reginme; failure to do so causes | RQ
storm RX queue overflow, and silent packet drop -- which the
Coherence-BFD Mmnultiplier interprets as anomal y.

Regi e Target PPS Tuni ng required
A <= 10 000 Default kernel suffices.

Si ngl e RX queue accept abl e.
B 10 000 - 100 000 et ht ool coal esci ng tuned;

RSS enabled with N _queues = N _cores;
i rgbal ance daenon active
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C 100 000 - 1 M i rgbal ance di sabl ed, manual 1 RQ
affinity per RX queue;
SO BUSY_POLL enabl ed;
NAPI wei ght rai sed;
per - queue RFS/ aRFS
D >1M AF_XDP or DPDK mandat ory;
kernel network stack bypassed;
broker conpiled with native zero-copy.

Operational exanples for typical deploynents:

Depl oynent N T tick PPS Regi e
Singl e rack nonitor 100 50 s 2 000 A
Si ngl e- DC noni t or 1 000 50 ns 20 000 B
Mul ti-DC operator 10 000 50 ns 200 000 C
HFT / sub-second target 10 000 5 ns 2 000 000 D
Hyperscal er (full nesh) 100 000 50 s 2 000 000 D

I npl enenters targeting Reginme C or D MUST consult the data-pl ane
profil e [ MPS- DATAPLANE- PROFI LE] for hardware-accel erat ed
ref erence designs.
4. Recomrended sysctl, ethtool, and queue settings
The following are mni numreconmended settings for a broker
running in Regine B or Con a Linux 5.10+ host. Operators MAY
relax for Regime A or tighten for Regime D
0 ethtool RX/ TX queue sizing:

ethtool -G <iface> rx 4096 tx 4096
0 ethtool coalescing (RX side, reduce IRQrate):

ethtool -C <iface> adaptive-rx on rx-usecs 50 rx-frames 64

For Reginme C, set adaptive off and tune manually:

ethtool -C <iface> adaptive-rx off rx-usecs 10 rx-franes 16

o Enable RSS hash on UDP source port (for spreadi ng vantages
across queues):

ethtool -N <iface> rx-fl ow hash udp4 sdfn

o Enable RPS / RFS for software hashing on single-queue NI Cs:
echo ffff > /sys/class/net/<iface>/queues/rx-0/rps_cpus
echo 32768 > /proc/sys/net/core/rps_sock flow entries
echo 4096 > /sys/class/net/<iface>/queues/rx-0/rps_flow cnt

0 |Increase socket receive buffer

sysctl -w net.core.rnmem def aul t =33554432
sysctl -w net.core.rnmem max=268435456

0o Increase UDP receive limts:

sysctl -w net. core. netdev_max_backl og=300000
sysctl -w net.core. netdev_budget =600

0 For Regine C, enable SO BUSY POLL in the broker socket:

set sockopt (sk, SOL_SOCKET, SO BUSY_POLL, &usec, sizeof usec);
/* recomended: usec = 50 to 100 */



o Disable irgbalance and pin RX queue IR to specific cores:

systentt!| stop irgbal ance

systentt! nask irqgbal ance

/* per RX queue n, pin to core n: */

echo <core_mask> > /proc/irqg/<irq_n>/snp_affinity

0 TX queueing discipline: replace default pfifo fast with
fqg_codel (lower |atency under |oad):

tc gdisc replace dev <iface> root fqg_codel
15.5. NUMA and CPU isol ation for the broker

At Reginme C or above, the broker process MJST be NUMA-pi nned to
the same socket as the NIC (verify with |Ispci -vv). Cross- NUVA
menory access doubl es | atency under | oad.

Boot-time CPU isol ation:
i sol cpus=2-7 nohz_full=2-7 rcu_nochs=2-7 (Linux GRUB cndline)

This renoves cores 2-7 fromthe kernel schedul er; the broker
process is then pinned to one of these cores via:

taskset -c 2 ./ nmvps_broker

Hugepages reduce TLB pressure for the broker’'s state arrays
(typically 100s of MB at N >= 10 000):

sysctl -w vm nr_hugepages=512
/* broker uses map( MAP_HUGETLB) */

For multi-broker deploynents, SO REUSEPORT allows nultiple
broker threads to share a single UDP listening port with
kernel -si de | oad bal anci ng across threads.

16. Privacy Considerations

Thi s protocol exposes the geonetric coherence state (D'2) of
the nonitored infrastructure to its operators. Wile nunerical
and aggregated, the D*2 value and associ ated TLVs may enabl e
the follow ng inferences:

0 Ceographic patterns of usage (per-cell D2 streans may
correlate with regional traffic vol une).

o Topol ogy of customer-facing AS interconnections (visible
via Cell-Centroid TLV when broker feeds are shared).

o Timng of mtigated attacks (visible via Phase-Label TLV
transitions Init->WATCH >ALARM >l nit).

| mpl enent at i ons:

0 MJST NOT include payl oad bytes from observed user traffic
in any TLV. Only statistical aggregates derived from
operator-internal measurenents MAY be carri ed.

0 SHOULD aggregate D*2 over wi ndows of at least T_ tick
before publication to any non-operator audi ence, to
prevent fine-grained tin ng side-channel inference.

0 SHOULD redact Vantage- Sketch (OxEO) and Cell-Centroid
(OxEl) TLVs in cross-organisation telenetry feeds (e.g.,
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oper at or - CDN consorti um dashboards) and publish only the
scalar D*"2 field of the mandatory section

o MAY apply differential privacy noise to per-cell D2
streans before publication to community-defence feeds
(anal ogous to M SP or Abusel PDB)

The privacy considerations franmework of [RFC6973] appli es.
Thi s docunent does not introduce categories of personally
i dentifiable information.

Manageabi |l ity Consi derations
This section is REQU RED by [ RFC5706] for Routing Area docunents.
Qper at i ons.

The five-state machine is observable via standard BFD
managenent interfaces extended for the WATCH and ALARM
states. A YANG augnentation of [RFC9127] is anticipated as
a future conpani on docunent.

Faul ts.

Persi stent ALARM wi t hout correspondi ng dat a- pl ane out age,
and persistent WATCH oscillation, both indicate calibration
drift (Sigma_0 has aged). Inplenentations SHOULD expose a
"recalibrate" administrative action that re-derives mu_0
and Sigma_0 fromthe last N ticks of BAU sanpl es.
Recomended N for production deploynents: at |east 86 400
ticks (24 h at T tick =1s, or 24 mn at T tick =1 ns).

Ca

i brati on procedure.
Initial calibration of (mu_0, Sigma_0):

1. Bring all vantages online and |l et the session reach
the Up state (per [RFC5880]).

2. Collect at least 600 ticks (30 s at T_tick = 50 ns)
of confirnmed BAU sanples; reject any tick during
which D'2 > 3 * IQR (interquartile range) of the
current w ndow.

3. Set mu_0 = sanple nean of cell centroids over the
col | ected BAU wi ndow.

4. Set Sigma_0 = sanple covariance + epsilon * |, where
epsilon = 1le-6 to ensure invertibility.

| mpl enent ati ons SHOULD support online recalibration
triggered either by operator command or automatically after
det ect ed t opol ogy change (BGP UPDATE batch above per-AS

t hreshol d, anycast catchnent change).

Confi gurati on.
Al timer parameters (T tick, Mnultiplier, Desired Mn TX

Interval, Required Mn RX Interval) follow [ RFC5880]
conventions. Additional Coherence-BFD paraneters:

o cell_count_k (default: 8)

0 byzantine_bound B (default: floor((k-1)/2))
o watch_threshold (default: chi~2 {d, 0.95})
o alarmthreshold (default: chi”~2 {d, 0.99})
0 dual _node_aggregation (default: enabled, per

[1-D. nel egassi - mvps-ddos-resilience]



Section 7.2)
Per f ormance netri cs.

I mpl ement ati ons SHOULD expose:
0 detection_|latency_p50, p95, p99 (over rolling 24 h)
fal se_positive_rate_1h
byzantine_al arm count _24h
cell s_above watch_threshold (gauge)
vant ages_i n_sessi on_up (gauge)
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