QI C A. Ferrieux, Ed.

I nternet-Draft Orange Labs
I ntended status: Standards Track |. Lubashev, Ed.
Expires: 1 Septenber 2025 Akamai Technol ogi es

G Fioccola, Ed.
Huawei Technol ogi es
M Ihlar, Ed.
Eri csson
F. Bulgarella
TelecomlItalia - TIM
M Cociglio

| . Hanthaoui

Orange Labs

M Nlo
TelecomlItalia - TIM
28 February 2025

Application of Explicit Measurenment Techni ques for QU C Troubl eshooti ng
draft-ndt-quic-explicit-nmeasurements-02

Abst ract

Thi s docunent defines a protocol that can be used by QU C endpoints
to signal packet loss in a way that can be used by network devices to
measure and | ocate the source of the |oss.

Di scussion of this work is encouraged to happen on the QU C | ETF
mailing list quic@etf.org (nmailto:quic@etf.org) or on the GtHub
repository which contains the draft: https://github.conligorlord/
draft-ndt-quic-explicit-measurements (https://github.comigorlord/
draft-ndt-quic-explicit-measurenments).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 14
I nt roduction

Packet loss is a hard and pervasive probl em of day-to-day network
operation. Proactively detecting, neasuring, and locating it is
crucial to maintaining high QS and tinely resolution of crippling
end-to-end throughput issues. To this effect, in a TCP-dom nated
wor | d, network operators have been heavily relying on information
present in the clear in TCP headers: sequence and acknow edgnent
nunbers, and SACKs when enabl ed. These allow for quantitative
estimati on of packet |oss by passive on-path observation

Wth QU C, the equival ent transport headers are encrypted, and
passi ve packet | oss observation is not possible, as described in
[ RFC9065] .

Measuring TCP | oss between sinilar endpoints cannot be relied upon to
evaluate QU C loss. QU C could be routed by the network differently
and the fraction of Internet traffic delivered using QUCis
increasing every year. It is inperative to neasure packet |oss
experienced by QU C users directly.

The Alternate-Mrking nethod [ Al tMark] defines a consolidated nethod
to perform packet |oss, delay, and jitter neasurenents on |ive
traffic. However, as noted in [ EXPLIC T- MEASUREMENTS], applying
[AltMark] to end-to-end transport-Ilayer connections is not easy
because packet identification and marking by network nodes is
prevented when QUI C encrypted transport-layer header is being used.

Thi s docunent defines the Explicit Flow Measurement Protocol (EFMP)
which is used by QU C endpoints to enabl e packet |oss measurenents
using Explicit Host-to-Network Flow Measurenent Techni ques defined in
[ EXPLI CI T- MEASUREMENTS] .

Measurenent bits are sent in dedi cated EFMP packets that are
coal esced with other QU C packets in UDP datagrans.

1. Not ati onal Conventi ons
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2

3.

On-Path RTT Cbservati on

[ QUI G- TRANSPORT] al ready introduces an explicit per-flow transport-
| ayer signal for hybrid neasurenment of RTT. This signal consists of
a Spin bit that toggles once per RITT.

On-Path Loss bservation

There are three sources of |oss that network operators need to
observe to guarantee high QoS:

* upstreamloss_ - |oss between the sender and the observation
poi nt (Section 5.2)

* _downstream |l oss_ - |oss between the observation point and the
destination (Section 5.4)

* _observer loss_ - loss by the observer itself that does not cause
downstream | oss (Section 5.5)

The upstream and downstream | oss together constitute _end-to-end
|l oss_ (Section 5.1).

1. On-Path Loss Signaling Protocol

[ EXPLI CI T- MEASUREMENTS] i ntroduces several techniques for using
explicit loss bits in the clear portion of transport protocol headers
to signal packet |oss to on-path network devices. The explicit |oss
bits used in this docunent are the "sQuare signal" bit (Q and the
"Loss event" bit (L) (see Section 4.1 and Section 4.2). This
approach follows the reconmendati ons of [RFC8558] that reconmends
explicit path signals.

Thi s docunent defines the Explicit Flow Measurenent Protocol (EFMP)
that takes inspiration from[TRAIN] that uses QU C Long Header
packets that are prepended to QU C vl or v2 packets as carriers of
pat h signal s.

VWhile the exploitation of only Q can help in neasuring the _upstream
loss_ and only L can help in neasuring the _end-to-end loss_, both
are required to detect and neasure the other types of |osses
(_downstream | oss_ and _observer loss ).
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3.2. Recommended Use of the Signals

The loss signal is not designed for use in automated control of the
network in environments where |oss bits are set by untrusted hosts.
Instead, the signal is to be used for troubl eshooting individua
flows and for nonitoring the network by aggregating information from
multiple flows and raising operator alarms if aggregate statistics

i ndicate a potential problem

4. Loss Bits
The draft introduces two bits that are to be present in EFMP packets.

* Q@ The "sQuare signal" bit is toggled every N outgoing packets, as
expl ai ned below in Section 4.1

* L: The "Loss event" bit is set to 0 or 1 according to the
Unreported Loss counter, as explained belowin Section 4.2.

Each endpoi nt mai ntai ns appropriate counters independently and
separately for each connection 4-tuple and Destination Connection ID
Whenever this specification refers to connections, it is referring to
packets sharing the sane 4-tuple and Destination Connection ID. A
"QUI C connection", however, refers to connections in the traditiona
QUI C sense

4.1. Setting the sQuare Signal Bit on Qutgoing Packets

The sQuare bit (Qbit) takes its nane fromthe square wave generated
by its signal. This nethod is based on the Alternate-Mrking nethod
[AltMark]. The sQuare Value is initialized to the Initial Q Value (O
or 1) and is reflected in the Q bit of every outgoing packet. The
sQuare value is inverted after sending every N packets (a Q run).
Hence, Q Period is 2*N. The Q bit represents "packet color" as
defined by [ RFC8321].

observation points can estimte upstream | osses by counting the
nunber of packets during one period of the square signal, as
described in Section 5.

4.1.1. Q Run Length Sel ection

The sender is expected to choose N (Q run |length) based on the
expect ed amount of |oss and reordering on the path. The choice of N
strikes a conpromi se -- the observation could beconme too unreliable
in case of packet reordering and/or severe loss if Nis too small,
whil e short connections may not yield a useful upstream]| oss
measurenent if Nis too |large (see Section 5.2).
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4.

5.

The value of N MJST be at |east 64 and be a power of 2. This
requirenent allows an Cbserver to infer the Qrun |length by observing
one period of the square signal. It also allows the Cbserver to
identify flows that set the loss bits to arbitrary val ues (see
Section 7).

If the sender does not have sufficient information to nmake an

i nformed deci sion about Qrun |length, the sender SHOULD use N=64,
since this value has been extensively tested in |arge-scale field
tests and yielded good results. Alternatively, the sender MAY al so
choose a random N for each connection, increasing the chances of
using a Qrun length that gives the best signal for sone connections.

The sender MUST keep the value of N constant for a given connection.
The sender can change the value of N during a QUI C connection by
switching to a new Destination Connection ID, if one is available

2. Setting the Loss Event Bit on Qutgoing Packets

The Loss Event bit uses the Unreported Loss counter maintained by the
QUI C protocol. The Unreported Loss counter is initialized to 0, and
the L bit of every outgoing packet indicates whether the Unreported
Loss counter is positive (L=1 if the counter is positive, and L=0

ot herwi se). The value of the Unreported Loss counter is decrenented
every time a packet with L=1 is sent.

The val ue of the Unreported Loss counter is incremented for every
packet that the protocol declares lost, using QUC s existing |oss
detection machinery. |If the inplenentation is able to rescind the

| oss deternmination later, a positive Unreported Loss counter MAY be
decrenmented due to the rescission, but it SHOULD NOT become negati ve.

This loss signaling is simlar to loss signaling in [RFC7713], except
the Loss Event bit is reporting the exact nunmber of |ost packets,
whereas the Echo Loss bit in [RFC7/713] is reporting an approxi mate
nunber of |ost bytes.

ohservation points can estimate the end-to-end | oss, as determ ned by
the upstream endpoi nt, by counting packets in this direction with the
L bit equal to 1, as described in Section 5.

Using Loss Bits for Passive Loss Measurenent
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5.1. End-To-End Loss

The Loss Event bit allows an observer to cal culate the end-to-end

| oss rate by counting packets with the L bit value of 0 and 1 for a
gi ven connection. The end-to-end loss rate is the fraction of
packets with L=1.

The assunption here is that upstream| oss affects packets with L=0
and L=1 equally. |If some loss is caused by tail-drop in a network
device, this may be a sinplification. |If the sender congestion
controll er reduces the packet send rate after |oss, there may be a
sufficient delay before sending packets with L=1 that they have a
greater chance of arriving at the observer

5.2. Upstream Loss

Bl ocks of N (Qrun length) consecutive packets are sent with the sane
value of the Qbit, followed by another block of N packets with an
inverted value of the Qbit. Hence, know ng the value of N, an on-
pat h observer can estimte the anmount of |oss after observing at

| east N packets. The upstreamloss rate (u) is one mnus the average
nunber of packets in a block of packets with the sane Q val ue (p)

di vided by N (u=1l-avg(p)/N)

The observer needs to be able to tol erate packet reordering that can
bl ur the edges of the square signal

The observer needs to differentiate packets as belonging to different
connections, since they use independent counters.

5.3. Correlating End-to-End and Upstream Loss

Upstream |l oss is cal cul ated by observing packets that did not suffer
the upstream | oss. End-to-end |oss, however, is calcul ated by
observi ng subsequent packets after the sender’s protocol detected the
| oss. Hence, end-to-end loss is generally observed with a del ay of
between 1 RTT (loss declared due to nultiple duplicate

acknow edgments) and 1 RTO (|l oss declared due to a tinmeout) relative
to the upstream | oss

The connection RTT can sonetines be estinmated by timng protoco
handshake nessages. This RTT estinate can be greatly inproved by
observing a dedi cated protocol mechanismfor conveying RTT

i nformati on, such as the latency Spin bit of [ QU C TRANSPORT].

Whenever the observer needs to performa conputation that uses both

upstream and end-to-end | oss rate neasurenents, it SHOULD use
upstream |l oss rate leading the end-to-end | oss rate by approxi nately
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5.

5.

6

6

1 RTT. |If the observer is unable to estimate RTT of the connection,
it should accurmul ate | oss measurenents over tine periods of at |east
4 times the typical RIT for the observed connecti ons.

If the calculated upstream | oss rate exceeds the end-to-end | oss rate
calculated in Section 5.1, then either the Qrun length is too short
for the amount of packet reordering or there is observer |oss,
described in Section 5.5. If this happens, the observer SHOULD
adjust the calculated upstreamloss rate to match end-to-end | oss
rate.

4, Downst r eam Loss

Because downstream | oss affects only those packets that did not
suffer upstream | oss, the end-to-end loss rate (e) relates to the
upstreamloss rate (u) and downstream|oss rate (d) as
(1-u)(1-d)=1-e. Hence, d=(e-u)/(1-u).

5. (bserver Loss

A typi cal depl oynent of a passive observation systemincludes a
network tap device that mrrors network packets of interest to a
device that perforns anal ysis and nmeasurenent on the mrrored
packets. The observer loss is the loss that occurs on the mrror
pat h.

oserver | oss affects upstream | oss rate neasurenent, since it causes
the observer to account for fewer packets in a block of identical Q
bit values (see Section 5.2). The end-to-end | oss rate neasurenent,
however, is unaffected by the observer loss, since it is a

measur enent of the fraction of packets with the set L bit value, and
the observer | oss would affect all packets equally (see Section 5.1).

The need to adjust the upstream|oss rate down to match end-to-end

| oss rate as described in Section 5.3 is a strong indication of the
observer | oss, whose magnitude is between the anmount of such
adjustnent and the entirety of the upstream| oss neasured in

Section 5.2. Alternatively, a high apparent upstream!|oss rate could
be an indication of significant reordering, possibly due to packets
bel onging to a single connection being nultiplexed over severa
upstream paths with different |atency characteristics.

I mpl ement ati on
1. EFMP Packet

An EFMP packet is a QU C | ong header packet that follows the QU C
invariants; see Section 5.1 of [INVARI ANTS].
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Figure 1 shows the format of the EFMP packet using the conventions
from Section 4 of [INVARI ANTS].

EFMP Packet {
Header Form (1) = 1,
Reserved (1),
QBit (1),
L Bit (1),
Spin Bit (1),
Reserved (3),
Version (32) = 0xTBD,
Destination Connection ID Length (8),
Destination Connection ID (0..2040),
Source Connection ID Length (8),
Sour ce Connection ID (0..2040),

Fi gure 1: EFMP Packet For mat

The nost significant bit (0x80) of the packet indicates that this is
a QU C | ong header packet. The next bit (0x40) is reserved and can
be set according to [QU CBIT].

The six least significant bits of the first octet of an EFMP packet
forns the EFMP payl oad:

sQuare Signal Bit (Q: The first bit of the EFMP payl oad (0x20) is
is the sQuare signal bit, set as described in Section 4.1

Loss Event Bit (L): The second bit (0x10) is the Loss event bit, set
as described in Section 4.2.

Latency Spin Bit (S): The third bit (0x8) is the latency spin bit.
This bit is set to the value of the spin bit in the QU C Short
Header packet that follows directly after the EFMP packet in the
same UDP dat agram

The three least significant bits (0x7) are reserved for future use.

An EFMP packet includes a Destination Connection IDfield that is set
to the same val ue as other packets in the sane datagram see
Section 12.2 of [ QU C TRANSPORT] .

The Source Connection IDfield is set to match the Source Connection
ID field of any packet that follows. |If the next packet in the

dat agram has a short header (Section 5.2 of [INVARI ANTS]), the Source
Connection ID field is enpty.
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EFMP packets are al ways coal esced with other QU C packets and SHOULD
be included as the first packet in a UDP datagram

6.2. Transport Paraneter

A QUI C endpoint indicates that it is willing to receive EFMP packets
by including the transport paraneter:

ef mp_supported (OxTBD): efnp_supported transport paranmeter is an
i nteger val ue, encoded as a variable-length integer, that can be
set to 0 or 1, indicating the | evel of EFMP support. The val ue of
0 indicates that the endpoint is able to receive EFMP packets but
will not be sending any, while the value of 1 indicates that the
endpoint is also willing to send EFMP packets.

A client MJUST NOT use renenbered val ue of efnp_supported for 0-RTT
connecti ons.

Except for the cases outlined in Section 7, it is RECOMWENDED for the
server to consistently include the ef np_supported parameter. This
enables clients to utilize loss bits at their discretion

6.3. EFMP Packet Processing

An EFMP packet is identified by the header formbit (0x80) of the
first byte of a UDP datagram payl oad and the 32-bit version field
with the value (OxTBD) that directly follows the first octet. Since
the EFVP payload is part of the first octet, an observer does not
need to process a packet beyond the version field.

7. Gssification Considerations

Accurate |l oss reporting is not critical for the operation of the QUC
protocol, though its presence in a sufficient nunber of connections
is inportant for the operation of networks.

The use of EFMP is anmenable to "greasing" described in [ RFC8701] and
MJUST be greased. The greasing should be acconplished simlarly to
the latency Spin bit greasing in [ QU C TRANSPORT]. Nanely,

i mpl ement ati ons MJUST NOT include efnp_supported transport paraneter
for a random sel ection of at |east one in every 16 QU C connecti ons.

It is possible to observe packet reordering near the edge of the
square signal. A middle box m ght observe the signal and try to fix
packet reordering that it can identify, though only a small fraction
of reordering can be fixed using this method. The Latency Spin bit
si gnal edge can be used for the sane purpose.
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8.

Security Considerations

The neasurenents described in this docunent do not involve new
packets injected into the network causing potential harmto the
network itself and to data traffic. The neasurenents could be harned
by a malicious endpoint misreporting |losses or an attacker injecting
artificial traffic. |In the environnents where such attacks are
possi bl e and cannot be identified by on-path observers, |oss signha
shoul d not be used for automated control of the network.

In the absence of packet loss, the Q bit signal does not provide any
i nformati on that cannot be observed by sinply counting packets
transiting a network path. The L bit signal discloses internal state
of the protocol’s |oss detection machinery, but this state can often
be gl eaned by tim ng packets and observing congestion controller
response. Hence, loss bits do not provide a viable new nechanismto
attack QUIC data integrity and secrecy.

1. Optimstic ACK Attack

A defense against an Optimstic ACK Attack [ QU C TRANSPORT] i nvol ves
a sender random y ski ppi ng packet nunmbers to detect a receiver

acknow edgi ng packet nunbers that have never been received. The Q
bit signal may informthe attacker which packet nunbers were skipped
on purpose and which had been actually lost (and are, therefore, safe
for the attacker to acknow edge). To use the Q bit for this purpose,
the attacker nust first receive at least an entire Q run of packets,
whi ch renders the attack ineffective against a delay-sensitive
congestion controller.

For QUIC vl connections, if the attacker can make its peer transnit
data using a single large stream exam ning offsets in STREAM franes
can reveal whether packet number skips are deliberate. 1n that case,
the Q bit signal provides no new information (but it does save the
attacker the need to renpve packet protection). However, an endpoint
that comuni cat es usi ng [ DATAGRAM and uses a | oss-based congestion
controll er MAY shorten the current Q run by the nunmber of skipped
packets. For exanple, skipping a single packet nunmber will invert
the sQuare signal one outgoing packet sooner

Privacy Consi derations
To minimnize unintentional exposure of information, |oss bits provide

an explicit loss signal -- a preferred way to share information per
[ RFC8558] .
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10.

11.

12.

13.

13.

[ QU C TRANSPORT] al | ows changi ng connection IDs in the nmddle of a
QUI C connection to reduce the |ikelihood of a passive observer
l'inking old and new subflows to the sane device. Hence, a QUC

i mpl ementation would need to reset all counters when it changes
connection I D used for outgoing packets. It would also need to avoid
i ncrementing Unreported Loss counter for |oss of packets sent with a
di fferent connection |ID.

Accurate loss information allows identification and correl ation of
networ k conditions upstream and downstream of the observer. This
could be a powerful tool to identify connections that attenpt to hide
their origin networks, if the adversary is able to affect network
conditions in those origin networks. Sinmilar information can be
obt ai ned by packet timng and inferring congestion controller
response to network events, but |loss information provides a clearer
signal .

I mpl ement ati ons MUST al |l ow administrators of clients and servers to
disable loss reporting either globally or per QU C connection
Additionally, as described in Section 7, |oss reporting MJST be
disabled for a certain fraction of all QU C connecti ons.

I ANA Consi derations

Thi s docunment registers a new value in the QU C Transport Paraneter
Regi stry:

Val ue: OxTBD (if this docunent is approved)
Par anet er Nane: efnp_supported
Speci fication: Indicates that the endpoint supports the explicit flow
measur enent protocol. An endpoint that advertises this transport
paraneter can EFMP packets. An endpoint that advertises this
transport paranmeter with value 1 can al so send EFMP packets.

Change Log
TBD
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