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Abst ract

Thi s docunent defines the Bitcoin Price Protocol (BPP), a

I i ghtwei ght, peer-to-peer protocol for synchronising a

hi gh- confi dence Bitcoin price across untrusted networks. Model ed
after the Network Time Protocol (NTP, RFC 5905), BPP enabl es any
Internet host to obtain a vol unme-wei ghted nedi an USD/ BTC price that
is accurate to within a few dollars and fresh to within a few
seconds, wi thout trusting any single exchange, oracle, or AP

provi der.

BPP is deliberately off-chain, runs over UDP/QU C, and requires no
bl ockchain interaction. It is suitable for wallets, trading bots,

paynent processors, DeFi front-ends, and hardware devices that need
"NTP- grade" price agreenent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi num of six

mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with
respect to this docunent.
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1. Introduction
Bitcoin has no central issuer and no "official" price. |Its narket

price is the vol une-wei ghted average of thousands of independent
trades across hundreds of venues. Applications that need the current
Bitcoin price therefore query centralised aggregators (Coi nGecko,

Coi nMar ket Cap) or trusted oracles (Chainlink, Pyth). These
dependenci es create single points of failure, censorship risk, and

| at ency.

The Bitcoin Price Protocol (BPP) solves this the sane way the
Internet solved tine synchronisation: by letting every host gossip
with dozens of peers, discard liars, and converge on a shared truth.
A BPP client can conpute a price that is:

accurate to the nearest dollar 99.9% of the tine,
fresh within 3 seconds of the global spot price,
derived fromat |east 8 independent exchanges,
verified cryptographically end-to-end.

O O0OO0Oo

BPP packets are 96 bytes; a full synchronisation round conpletes in
under 800 ns on a typical broadband Iink. The reference
i mpl ementation is 1 200 lines of Rust and builds to a 2 MB static
bi nary.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
RFC 2119.

2. Term nol ogy

Stratum O Direct feed froman exchange WbSocket (e.g., Binance
ticker stream

Stratum 1l Node that talks to 3 or nore Stratum O feeds and serves
BPP.

Peer Any BPP node with which a packet is exchanged.

Fal seticker Peer whose price lies nore than 2% outsi de the peer
cluster.

Price Vector Set of (price, volunme, source-id) triples.
3. Protocol Overview

BPP re-uses NTP's stratum hi erarchy and packet header but replaces
the eight tinmestanps with a single Price Extension

3. 1. Strata



3.

4.

2.

1.

| Exchange API | HITPS | Stratum 1 node | BPP | dient |
| (Stratum 0) | ticker | (e.g. bppl. exarrple com | |

Stratum 1 operators are encouraged to run at |east three upstream
exchanges and to publish their public keys in DNS (BPPKEY records).
Modes of Operation

Client-Server (identical to NTP client node)

Symmetric Active/ Passive (for mesh resilience)

Broadcast (one-way push for LANs)

Packet For mat

BPP packets are sent to UDP port 128 (decimal). QUIC transport is
defined in Section 4.4.

1

+ W

45
O T I

6
+
um |
+
0

T+ N

4
+
is
+

5
+
i

+-

901
-+t
|Stra
- - -+
oot

D+
v +

+- +-
Roo per si on

s i S S S O s s S R S s i ok oI S TR R S

Ref erence Identifier

R i I T S i ol S e i ol SR R R S R R S
Ref erence Ti nmestanp (64)

s i S S S O s s S R S s i ok oI S TR R S
Oiginate Tinestanp (64)

T i T R R e S Sl sl T e e e e i it T SRIE R e S SR e e T e
Recei ve Ti nestanp (64)

R i I T S i ol S e i ol SR R R S R R S
Transmit Tinmestanp (64)

s i S S S O s s S R S s i ok oI S TR R S
Extension Field 1 (Price)

i S i S S ity SR P S S S

0
0
+
I
+
I
+
I
+
I
|
I
+
I
I
I
+
I
I
I
+
I
|
I
+
I
I
I
+
| S .
| Extension Field 2 (Signature)
I

+

+
De
-+
I
+
I
+
I
|
I
+
I
I
I
+
I
I
I
+
I
|
I
+
I
I
I
+
I
I
I
+

i ko I N I R I S R S R I I R ik i R R R R e e e
Header

The first 48 bytes are copied verbatimfrom NTPv4 [ RFC5905] so that
existing NTP reflection anplifiers ignore BPP packets.

Leap Indicator (LI): 00 (no |eap second)
4

Version (VN):
Mode: 1 (client), 2 (server), 3 (symretric active)
Stratum 1-15

Root Del ay & Dispersion: repurposed as price uncertainty in
hundr edt hs of USD.



4.2. Price Extension (Type 0x0BPP)

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S

| Type=0x0BPP | Lengt h=40 |

B i s T T i i o S o T Ji I
| Price (USD/BTC) in mcrodollars (64-bit) |
e s o i T e e R t o i R S
| Vol ume 24h (BTC) in satoshis (64-bit) |
i e e R e s T i e i o I N S T
| Source Bitmap (32-bit) |
B i s T T i i o S o T Ji I
| Low CI (m crodoll ars) |
e L o i i e t o i R S
| High C (mcrodollars) |
i e e R e s o i S ik i o S N B S
| Uni x Ti mestanp of sanple (seconds) |
B i s T T i i o S o T Ji I

Source Bitmap: one bit per registered exchange (I ANA registry).
Exanpl e:  0x0000000F = first four exchanges (Bi nance, Coi nbase,
Kraken, Bitstanp).

4.3. Signature Extension (Type OxBPP2)
Ed25519 signature over the entire packet up to the start of the
signature field. Public keys are 32 bytes, distributed via DNSSEC
_bpp. _udp. exanpl e. com BPPKEY r ecords.

5. Agorithns

5.1. dock Filter and Sel ection
Identical to NTP Section 11.2, treating price offset as "tinme

offset". Eight sanples are retained; the |owest-delay sample is the
candidate unless it is a falseticker.

5.2. Weighted Median Price
Input: vector of (price_i, volume_i) from 4-16 peers.
Sort by price.
Cunmul atively sumvolume until greater than 50% of total vol une.
The price at the 50% volunme mark is the consensus price.
Exanpl e (rounded):

Exchange Price 24h Vol (BTCQ)

Bi nance 69420 12000
Coi nbase 69435 8000
Kr aken 69415 3000
Bi t st anp 70000 500 (outlier)

Total vol = 23 500 BTC. 50% = 11 750 BTC.
Cumul ati ve: Bi nance+Coi nbase = 20 000 -> nedi an | ands i n Coi nbase
bucket -> 69435 USD/ BTC.

5.3. Uncertainty Estinmate

uncertainty = max(|price - lowci|, |price - high_ci|) over surviving
peers. Exposed to applications as Root Di spersion.

6. Security Considerations

6.1. Sybil and Eclipse Attacks



Clients MJST query at |east 7 independent stratum 1 servers chosen
froma DNSSEC- si gned pool (pool.bpp.org). Kademia DHT discovery is
RECOMVENDED f or mesh depl oynents.

6.2. Price Manipulation
A malicious exchange needs >50% of the global 24 h volune to shift
t he wei ghted nedi an by even $1. No exchange has exceeded 38% since
2023. dients MAY cap any single source at 20% wei ght.

6.3. Replay and Del ay Attacks

Al'l packets carry a 64-bit Unix tinestanp. dients MIST reject
packets ol der than 10 seconds or with RTT > 2 seconds.

7. 1 ANA Consi derations
Thi s docunent requests:
o UDP port 128 "bpp"
0 NTP Extension Type 0xOBPP and OxBPP2
0 DNS resource record type BPPKEY (TBD)
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Appendi x A,  Exanpl e Exchange
$ bppct! query pool . bpp.org
stratum?2 peer 8 delay 0.042 s
price 69420. 15 USD/ BTC
uncertainty (plus or mnus)1l2 USD
sources Binance Coi nbase Kraken Bitstanp OKX Bybit Gem n
Ref erence i npl enentation: https://github. conl Bit CoinPriceProtoco
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