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Abst r act

CGordi an Envel ope specifies a structured format for hierarchica

bi nary data focused on the ability to transmt it in a privacy-
focused way, offering support for privacy as described in RFC 6973
and human rights as described in RFC 8280. Envel opes are designed to
facilitate "smart docunments" and have a nunber of unique features

i ncluding: easy representation of a variety of senmantic structures, a
built-in Merkle-like digest tree, determnistic representation using
CBOR, and the ability for the holder of a docunent to selectively
elide specific parts of a docunent without invalidating the digest
tree structure. This docunent specifies the base Envel ope format,
which is designed to be extensible.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com Bl ockchai nConmons/ envel ope-internet-draft.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 August 2026.
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I nt roducti on

Gor di an Envel ope was designed with two key goals in mnd: to be
_Structure-Ready_, allowing for the reliable and interoperable
encodi ng and storage of information; and to be _Privacy-Ready_,
ensuring that transm ssion of that data can occur in a privacy-
protecting manner.

*

*Structure-Ready. * Gordi an Envel ope is designed as a "snart
docunent": a set of information about a subject. Mre than that,
it’s a neta-document that can contain or refer to other documents.
It can support nultiple data structures, fromsingle data itens,
to sinple hierarchies, to | abel ed property graphs, senmantic
triples, and other forms of structured graphs. Though its
fundanental structure is a tree, it can be used to create Directed
Acyclic G aphs (DAGs) through references within or between

Envel opes.

*Privacy- Ready.* Cordi an Envel ope protects privacy by affording
progressive trust, allowing for holders (not just issuers) to
mnimally disclose information by using elision, and then to
optionally increase that disclosure over tine. Progressive trust
in Gordian Envel opes is acconplished through the hashing of all
el ements, which also creates foundational support for signing and
encryption. This directly addresses the data ninimzation
suggested by "Privacy Considerations for Internet Protocols"

[ RFC6973] and al so addresses topics such as Privacy,
Accessibility, Censorship Resistance, Reliability, and Integrity,
which are listed as guidelines in "Research into Human Ri ghts

Pr ot ocol Consi derations" [RFC8280].

The foll owi ng architectural decisions support these goals:

*

*Structured Merkle Tree.* A variant of the Merkle Tree [ MERKLE]
structure is created by hashing the elenents in the Envel ope into
a tree of digests. (In this "structured Merkle Tree", all nodes
contain both semantic content and digests, rather than semantic
content being limted to | eaves.)
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1.

.1

2

* *Determnistic Representation.* There is only one way to encode
any semantic representation within a Gordian Envel ope. This is
acconpl i shed through the use of Determnistic CBOR [ DCBOR] and the
sorting of the Envel ope’s assertions into a | exicographic order
(not to be confused with sorting a CBOR encoding’s nmap keys). Any
Envel ope that doesn’t follow these strict rules will be rejected;
as a result, separate actors assenbling envel opes fromthe sane
information will converge on the same encoded structure.

El i si on Support

* *Holder-initiated Elision.* Elision can be perfornmed by the Hol der
of a CGordian Envel ope, not just the Issuer

* *@anular Elision.* Elision can be performed on any data within an
Envel ope including subjects, predicates and objects of assertions,
assertions as a whole, and envel opes as a whole. This allows each
entity to elide data as is appropriate for the managenent of their
personal or business risk

* *Progressive Trust.* The elision mechanics in CGordian Envel opes
all ow for progressive trust, where increasing anounts of data may
be reveal ed over tine.

* *Consi stent Hashing.* Even when elided, digests for those parts of
the Cordi an Envel ope remain the same. So constructs such as
signatures remain verifiable even for elided documents.

* *Reversible Elision.* Elision can be reversed by the Hol der of a
CGor di an Envel ope, which neans renoved information can be
sel ectively replaced without changing the digest tree.

Ext ensi ons

Thi s docunent is the base specification for Gordian Envel ope, which
is stable and useful by itself. However it is also designed to
support optional extensions, to be specified in separate docunents.

A few such extensions may require addi ng new Envel ope cases: these
will extend the Envel ope format itself, and will therefore need to be
supported by Envel ope encoders. Exanples include symetric
encryption and conpression which (like elision) allow for the
transformati on of Envel ope el ements without changing the digest tree.

However, nost extensions will be specified by defining the semantics
of new subjects, predicates, and objects. Such extensions do not
require extending the Envel ope format but nmay be supported by tools.
Exanpl es i nclude signatures, public-key encryption, digest
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decorrelation, intra- and inter-Envel ope references using digests,
expression evaluation and distributed function calls, diffing and
mer gi ng envel opes, and inclusion proofs.

Bui Il ding on this base specification, we expect a robust ecosystem of
extensions to enmerge, facilitating a wide variety of applications.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s specification nakes use of the follow ng term nol ogy:
byte Used in its now customary sense as a synonymfor "octet".

el ement  Synonymous with "sub-Envel ope". An Envelope is a tree of
el ement s.

i mmge The source data from which a cryptographic digest is
cal cul ated

3. Envel ope Format Specification

This section is normative and specifies the Gordian Envel ope binary
format in terns of its CBOR conponents and their sequencing. The
formal | anguage used is the Concise Data Definition Language (CDDL)
[ RFC8610]. To be considered a well-fornmed Envel ope, a sequence of
bytes MUST conformto the Gordi an dCBOR deterministic CBOR profile
[ DCBOR] and MJUST conformto the specifications in this section

An Envel ope is a tagged enunerated type with five cases. Here is the

entire CDDL specification for the base Envel ope format. Each case is
di scussed in detail bel ow
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envel ope = #6.200( envel ope-cont ent)
envel ope-content =

| eaf /

el ided /

node /

assertion /

wr apped

| eaf = #6.201(any)

el i ded = sha256- di gest
sha256-di gest = bytes .size 32

node = [subject, + assertion-elenment]

subj ect = envel ope-cont ent

assertion-el enent = assertion / elided-assertion

el i ded-assertion = elided ; MUST represent an assertion

assertion = { predicate => object }
predi cate = envel ope-cont ent
obj ect = envel ope-cont ent

wr apped = envel ope

Sone of these cases create a hierarchical, recursive structure by
including children that are thensel ves Envel opes. Two of these cases
(leaf and elided) have no children. The node case adds one or nore
assertions to the Envel ope, each of which is a child. The assertion
case is a predicate/object pair, both of which are children. The

wr apped case is used to wap an entire Envel ope including its
assertions (its child), so that assertions can be made about the

wr apped Envel ope as a whol e.

3.1. Leaf Case Format
A leaf case is used when the Envel ope contains only user-defined CBOR
content. It is tagged using #6.201, "encapsul ated dCBOR', per
[ DCBOR] .
| eaf = #6.201(any)

The | eaf case can be discrimnated from other Envel ope case arns by
the fact that it is the only one that is tagged using #6.201
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To preserve deterninistic encoding, authors of application-Ilevel data
formats based on Envel ope MUST only encode CBOR that conforms to
dCBOR [DCBOR] in the |leaf case. Care nust be taken to ensure that

| eaf dCBOR follows best practices for determnistic encoding, such as
clearly specifying when tags for nested structures MJST or MJST NOT
be used.

3. 2. El i ded Case For mat

An elided case is used as a placeholder for an el enent that has been
elided. It consists solely of the elided Envel ope’s digest.

el i ded = sha256- di gest
sha256-di gest = bytes .size 32

The elided case can be discrimnated from ot her Envel ope case arns by
the fact that it is the only one that is a CBOR byte string and
al ways has a length of 32 bytes.

If the method of producing the digest ever changes, the top-Ieve
Envel ope tag #6.200 MJUST be changed to a new val ue, and the new
met hod MUST be specified in a new docunent. This is to ensure that
the digest tree renmains consistent.

3.3. Node Case Fornmat

A node case is encoded as a CBOR array. A node case MJST be used
when one or nore assertions are present on the Envel ope. A node case
MUST NOT be present when there is not at |east one assertion

The first element of the array is the Envel ope’s subject, followed by
one or nore assertion-elenments, each of which MJST either be an
assertion or an elided-assertion.

The assertion-el enents MJST appear in ascendi ng | exicographic order
by their digest (not to be confused with sorting a CBOR map’s keys).

The array MJST NOT contain any assertion-elements with identica
di gest s.

For an Envel ope to be valid, any elided-assertion Envel opes in the
node assertions MJST, if and when unelided, be found to be actua
assertion case Envel opes having the sane digest.

node = [subject, + assertion-elenent]

subj ect = envel ope-cont ent

assertion-el enent = assertion / elided-assertion

el i ded-assertion = elided ; MUST represent an assertion
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The node case can be discrimnated from other Envel ope case arns by
the fact that it is the only one that is a CBOR array.

3.4. Assertion Case Format

An assertion case is used for each of the assertions on the subject
of an Envelope. It is encoded as a CBOR map with exactly one map
entry:

* The key of the map entry is the Envel ope representing the
predi cate of the assertion

* The value of the map entry is the Envel ope representing the object
of the assertion.

assertion = { predicate => object }
predi cate envel ope- cont ent
obj ect = envel ope-cont ent

The assertion case can be discrimnated from ot her Envel ope case arns
by the fact that it is the only one that is a CBOR nap.

3.5. Wapped Case For nat
Assertions nmake semantic statements about an Envel ope’s subject. A
wr apped case is used where an Envel ope, including all its assertions,
should be treated as a single elenment, e.g. for the purpose of adding
assertions to an Envel ope as a whole, including its assertions.
wr apped = envel ope
The wrapped case can be discrininated from other Envel ope case arns
by the fact that it is the only one that is top-level CBOR Envel ope,
al ways tagged with #6.200.

4. Conputing the Digest Tree
Thi s section specifies how the digests for each of the Envel ope cases
are conputed and is normative. The exanples in this section may be
used as test vectors.
Each of the five enunerated Envel ope cases produces an image which is
used as input to a cryptographic hash function to produce the digest
of its contents.
The overall digest of an Envelope is the digest of its specific case.

In this section:
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* digest(inage) is the 32-byte hash produced by running the SHA-256
hash function on the input imge.

* The .digest attribute is the digest of the naned el enent conputed
as specified herein.

* The || operator represents the concatenation of byte sequences.
Note that in the exanples bel ow, hexadeci mal is shown for
readability. Al the hexadeci mal you see is converted to binary
bef ore bei ng hashed.

4.1. Leaf Digest Calculation
The | eaf case consists of any CBOR object conform ng to dCBOR
[DCBOR]. The Envel ope image is the CBOR serialization of that
obj ect:
di gest (chor)
* Exanpl e*

The CBOR serialization of the plaintext string "Hello" (not including
the quotes) is:

65 # text(5)
48656C6C6F # "Hel |l o"

The foll owi ng command |ine cal cul ates the SHA-256 sumof this
sequence:

$ echo "6548656C6C6F" | xxd -r -p | shasum--binary --algorithm256 | \
anwk '{ print $1 }’
4d303dac9eed63573f 6190e9c4191be619e03a7h3c21e9bb3d27ac1a55971e6b
Using the envel ope command |ine tool [ENVELOPE-CLI], we create an
Envel ope with this string as the subject and display the Envel ope’s
di gest. The digest bel ow matches the one above.

$ envel ope subject type string "Hello" | envel ope di gest --hex
4d303dac9eed63573f 6190e9c4191be619e03a7b3c21e9bb3d27ac1ab55971e6b

4.2. FElided Digest Calculation

The elided case declares its digest to be the digest of the Envel ope
for which it is a placehol der

* Exanpl e*
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If we create the Envelope fromthe | eaf exanple above, elide it, and
then request its digest:
$ envel ope subject type string "Hello" | envelope elide revealing "" | envel ope digest
hex
4d303dac9eed63573f 6190e9¢c4191be619e03a7b3c21e9bb3d27ac1ab55971e6b

...we see that its digest is the same as its unelided form

$ envel ope subject type string "Hello" | envel ope di gest --hex
4d303dac9eed63573f 6190e9c4191be619e03a7b3c21e9bb3d27ac1ab55971e6b

4.3. Node Digest Calculation
The Envel ope image of the node case is the concatenation of the
digest of its subject and the digests of its assertions sorted in
ascendi ng | exi cographi c order.

Wth a node case, there MJUST al ways be at | east one assertion

di gest (subj ect. digest || assertion-0.digest |
assertion-1l.digest || ... || assertion-n.digest)
* Exanpl e*

We create four separate Envel opes and display their digests:
$ SUBJECT=' envel ope subject type string "Alice"'
$ envel ope digest --hex $SUBJECT
13941b487c1ddebce827b6ec3f 46d982938acdc7e3b6al40db36062d9519dd2f

$ ASSERTI ON_O=' envel ope subject assertion string "knows" string "Bob"
$ envel ope digest --hex $ASSERTI ON O
78d666eb8f 4c0977a0425ab6aa2leal6934a6bc97c6f Oc3abaef ac951cl714a2

$ ASSERTI ON_1=' envel ope subject assertion string "knows" string "Carol"*
$ envel ope digest --hex $ASSERTI ON 1
4012caf 2d96bf 3962514bcf dcf 8dd70¢c351735dec72c856ec5cdcf 2ee35d6a91

$ ASSERTI ON_2=' envel ope subj ect assertion string "knows" string "Edward""
$ envel ope digest --hex $ASSERTI ON 2
65c3ebc3f 056151a6091e738563dab4af 8dal778da5a02af cd104560b612cal?

We conbi ne the Envel opes into a single Envel ope with three
assertions:
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$ ENVELOPE=' envel ope assertion add envel ope $ASSERTI ON 0 $SUBJECT | \
envel ope assertion add envel ope $ASSERTION 1 | \
envel ope assertion add envel ope $ASSERTI ON_2

$ envel ope format $ENVELOPE

"Alice" [
"knows": " Bob"
"knows": "Carol"
"knows": " Edward"

]

$ envel ope digest --hex $ENVELOPE
6255e3b67ad935caf 07b5dce5105d913dcf b82f 0392d4d302f 6d406e85ab4769

Note that in the Envel ope notation representati on above, the
assertions are sorted al phabetically, with "knows": "Edward" com ng
last. But internally, the three assertions are ordered by digest in
ascendi ng | exi cographic order, with "Carol" comng first because its
digest starting with 4012caf2 is the lowest, as in the tree formatted
di spl ay bel ow

$ envel ope format --type tree $ENVELOPE
6255e3b6 NODE
13941b48 subj "Alice"
4012caf 2 ASSERTI ON
db7dd21c pred "knows"
af b8122e obj "Carol"
65c3ebc3 ASSERTI ON
db7dd21c pred "knows"
e9af 7883 obj "Edward"
78d666eb ASSERTI ON
db7dd21c pred "knows"
13b74194 obj " Bob"

To replicate this, we nake a list of digests, starting with the
subj ect, and then sort each assertion’s digest in ascending
| exi cographi c order:

13941b487clddebce827b6ec3f 46d982938acdc7e3b6al40db36062d9519dd2f
4012caf 2d96bf 3962514bcf dcf 8dd70c351735dec72c856ec5cdcf 2ee35d6a91
65c3ebc3f 056151a6091e738563dab4af 8dal778da5a02af cd104560b612cal?
78d666eb8f 4c0977a0425ab6aa21eal6934a6bc97c6f Oc3abaef ac951cl1714a2

We then cal cul ate the SHA-256 digest of the concatenation of these

four digests. Note that this is the sane digest as the conposite
Envel ope’ s di gest:
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echo "13941b487clddebce827b6ec3f 46d982938acdc7e3b6a140db36062d9519dd2f \
4012caf 2d96bf 3962514bcf dcf 8dd70c351735dec72c856ec5cdcf 2ee35d6a91\
65c3ebc3f 056151a6091e738563dab4af 8dal778da5a02af cd104560b612cal7\
78d666eb8f 4c0977a0425ab6aa2leal6934a6bc97c6f Oc3abaef ac951c1714a2" | \
xxd -r -p | shasum--binary --algorithm?256 | awk '{ print $1 }’
6255e3b67ad935caf 07b5dce5105d913dcf b82f 0392d4d302f 6d406e85ab4769

$ envel ope digest --hex $ENVELOPE
6255e3b67ad935caf 07b5dce5105d913dcf b82f 0392d4d302f 6d406e85ab4769

4.4. Assertion Digest Calculation

The Envel ope i nmage of the assertion case is the concatenation of the
digests of the assertion’s predicate and object, in that order:

di gest (predi cate. digest || object.digest)
* Exanpl e*

We create an assertion fromtwo separate Envel opes and display their
di gest s:

$ PREDI CATE=' envel ope subject type string "knows""

$ envel ope digest --hex $PREDI CATE
db7dd21c5169b4848d2albcbh0a651c9617cdd90bae29156baaef bb2a8abef 5ba

$ OBJECT=' envel ope subject type string "Bob"'
$ envel ope digest --hex $OBIECT
13b741949¢c37b8e09cc3daal3194c58e4f d6b2f 14d4b1d0f 035a46d6d5a1d3f 11

$ ASSERTI ON=* envel ope subj ect assertion string "knows" string "Bob"
$ envel ope digest --hex $ASSERTI ON
78d666eb8f 4c0977a0425ab6aa21eal6934a6bc97c6f Oc3abaef ac951c1714a?2

To replicate this, we nake a list of the predicate digest and the
obj ect digest, in that order

db7dd21c5169b4848d2albcb0a651c9617cdd90bae29156baaef bb2a8abef 5ba
13b741949c37b8e09cc3daa3194c58e4f d6b2f 14d4b1d0f 035a46d6d5a1d3f 11

We then cal cul ate the SHA-256 di gest of the concatenation of these

two digests. Note that this is the sane digest as the conposite
Envel ope’ s digest:
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echo "db7dd21c5169b4848d2albcb0a651c9617cdd90bae29156baaef bb2a8abef 5ba\

13b741949¢c37b8e09cc3daa3194c58e4f d6b2f 14d4b1d0f 035a46d6d5a1d3f 11" | \
xxd -r -p | shasum--binary --algorithm?256 | awk '{ print $1 }’

78d666eb8f 4c0977a0425ab6aa21eal6934a6bc97c6f Oc3abaef ac951cl714a2

$ envel ope digest --hex $ASSERTI ON
78d666eb8f 4c0977a0425ab6aa21eal6934a6bc97c6f Oc3abaefac951cl1714a2

4.5. Wapped Di gest Cal cul ation

The Envel ope inmage of the wapped case is the digest of the w apped
Envel ope:

di gest (envel ope. di gest)
* Exanpl e*

As above, we note the digest of a | eaf Envel ope is the digest of its
CBCOR

$ envel ope subject type string "Hello" | envel ope digest --hex
4d303dac9eed63573f 6190e9c4191be619e03a7h3c21e9bb3d27ac1a55971e6b

$ echo "6548656C6C6F" | xxd -r -p | shasum--binary --algorithm256 | \
anwk '{ print $1 }’
4d303dac9eed63573f 6190e9c4191be619e03a7b3c21e9bb3d27acla55971e6b

Now we note that the digest of a wapped Envel ope is the digest of
the wrapped Envel ope’ s digest:

$ envel ope subject type string "Hello" | \
envel ope subject type wapped | \
envel ope di gest --hex
743a86a9f 411b1441215f bbd3ece3de5206810e8a3dd8239182e123802677bd7

$ echo "4d303dac9eed63573f 6190e9c4191be619e03a7b3c21e9bb\
3d27aclab5971e6b" \

| xxd -r -p | shasum--binary --algorithm256 | awk '{ print $1 }’
743a86a9f 411b1441215f bbd3ece3de5206810e8a3dd8239182e123802677bd7

5. Envel ope Hierarchy
This section is informative, and describes Envel opes fromthe
perspective of their hierarchical structure and the various ways they

can be fornmmtted.

Notional Iy an Envel ope can be thought of as a subject and one or nore
predi cat e-obj ect pairs called assertions.
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Note that the follow ng exanple is _not_ CDDL or CBOR diagnostic
not ati on, but "Envel ope notation," which is a convenient way to
describe the structure of an Envel ope:

subj ect |
predi cat e0: objectO
predi catel: objectl

b;édicateN: obj ect N
]

A concrete exanple of this mght be:

"Alice" [
"knows": " Bob"
"knows": "Carol"
"knows": " Edward"

]

The notional concept of Envel ope is hel pful, but not technically
accurate because Envelope is inplenented structurally as an
enunerated type consisting of five cases. This allows actua

Envel ope instances to be nore flexible, for exanple a "bare
assertion" consisting of a predicate-object pair with no subject,
which is useful in sone situations:

"knows": " Bob"

More comon is the opposite case, a subject with no assertions:

IIAI i CeII

In Envel opes, there are five distinct "positions"” of elenents, each
of which is itself an Envel ope and which therefore produces its own
di gest:

1. Envel ope

2. Subject

3. Assertion

4. Predicate

5. (Object
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The exanpl es above are printed in Envel ope notation, which is
designed to make the semantic content of Envel opes hunman-readabl e,
but it doesn’t show the actual digests associated with each of the
positions. To see the structure nore conpletely, we can display
every el enent of the Envelope in "Tree Format":

6255e3b6 NODE

13941b48 subj "Alice"

4012caf 2 ASSERTI ON
db7dd21c pred "knows"
af b8122e obj "Carol"

65c3ebc3 ASSERTI ON
db7dd21c pred "knows"
e9af 7883 obj " Edward"

78d666eb ASSERTI ON
db7dd21c pred "knows"
13b74194 obj " Bob"

For easy recognition, Envelope trees only show the first four bytes
of each digest, but internally all digests are 32 bytes.

From t he above Envel ope and its tree, we nake the foll ow ng
observati ons:

* The Envel ope is a node case, which has the overall Envel ope
di gest.

* The subject "Alice" has its own digest.
* Each of the three assertions have their own digests

* The predicate and object of each assertion each have their own
di gest s.

* The assertions appear in the structure in ascending | exicographic
order by digest, which is the actual order in which they are
serialized, and which is distinct from Envel ope notation, where
they appear sorted al phabetically.

The foll owi ng subsections present each of the five enunerated
Envel ope cases in four different output fornmats:

* Envel ope Notation
* Envel ope Tree

* CBOR Di agnostic Notation
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*  CBOR hex
These exanpl es may be used as test vectors. |In addition, each
subsection starts with the envel ope conmand |ine [ ENVELOPE- CLI ]
needed to generate the Envel ope being fornatted.
5.1. Leaf Case
*Envel ope CLI Command Li ne*
envel ope subject type string "Alice"
*Envel ope Notati on*
"Alice"
*Tr ee*
13941b48 "Alice"
*CBOR Di agnostic Notation*

200( / envel ope /
201("Alice") / leaf [/

)
*CBOR Hex*
d8 c8 # tag(200) envel ope
d8 c9 # tag(201) | eaf
65 # text(5)
416c696365 # "Alice"

5.2. FElided Case
*Envel ope CLI Conmand Li ne*
envel ope subject type string "Alice" envel ope elide revealing ""
*Envel ope Not ati on*
ELI DED
*Tr ee*

13941b48 ELI DED

*CBOR Di agnostic Notation*
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200( / envel ope /
h' 13941b487clddebce827b6ec3f 46d982938acdc7e3b6a140db36062d9519dd2f
)

*CBOR Hex*
d8 c8 # tag(200) envel ope
58 20 # bytes(32)

13941b487clddebce827b6ec3f 46d982938acdc7e3b6al140db36062d9519dd2f
5.3. Node Case
*Envel ope CLI Command Li ne*

envel ope subject type string "Alice" | envel ope assertion add pred-obj string "knows" str
i ng "Bob"

*Envel ope Not ati on*
"Alice" [
"knows": " Bob"
]
*Tree*
8955db5e NODE
13941b48 subj "Alice"
78d666eb ASSERTI ON
db7dd21c pred "knows"
13b74194 obj "Bob"
*CBOR Di agnhostic Notation*
200( / envel ope /
201("Alice"), / leaf [/

201("knows"): [ leaf [/
201( " Bob") ! leaf [/

*CBOR Hex*
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ds8 c8 # tag(200) envel ope
82 # array(2)
d8 c9 # tag(201) | eaf
65 # text(5)
416c696365 # "Aice"
al # map(1)
d8 c9 # tag(201) Ieaf
65 # text(5)
6b6e6f 7773 # "knows"
d8 c9 # tag(201) |eaf
63 # text(3)
426f 62 # " Bob"
Assertion Case

*Envel ope CLI Command Li ne*

envel ope subject assertion string "knows" string "Bob"

*Envel ope Not ati on*

"knows": " Bob"

*Tree*

78d666eb ASSERTI ON
db7dd21c pred "knows"
13b74194 obj "Bob"

*CBOR Di agnostic Notation*

200( / envel ope /

201("knows"): [/ leaf [/
201("Bob") [ leaf [/

}
)
*CBOR Hex*
d8 c8 # tag(200) envel ope
al # map(1)
d8 c9 # tag(201) Ieaf
65 # text(5)
6b6e6f 7773 # "knows"
d8 c9 # tag(201) | eaf
63 # text(3)
426f 62 # " Bob"
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5.5. Wapped Case
*Envel ope CLI Command Li ne*
envel ope subject type string "Alice" | envel ope subject type wrapped

*Envel ope Notati on*

{ .
"Alice"

}

*Tr ee*

2bc17c65 WRAPPED
13941b48 subj "Alice"

*CBOR Di agnostic Notation*
200( / envel ope /

200( / envel ope /
201("Alice") [/ leaf [/

)
)
*CBOR Hex*
d8 c8 # tag(200) envel ope
d8 c8 # tag(200) envel ope
d8 c9 # tag(201) | eaf
65 # text(5)
416c696365 # "Alice"

6. Reference |nplenentations
This section is informative.

The current reference inplenentations of Envel ope are witten in
Swi ft [ ENVELOPE- SW FT] and Rust [ ENVELOPE- RUST] .

The envel ope command |line tool [ENVELOPE-CLI] is also witten in
Rust .

7. Security Considerations

This section is informati ve unl ess noted ot herw se.
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7.1. CBOR Considerations

General ly, this docunent inherits the security considerations of CBOR
[ RFC8949]. Though CBOR has limted web usage, it has received strong
usage in hardware, resulting in a mature specification. 1t also
inherits the security considerations of Gordian dCBOR [ DCBOR] .

7.2. Validation Requirements

Unli ke HTML, Envelope is intended to be conservative in both what it
encodes _and_ what it accepts as valid. This means that receivers of
Envel ope- based docunments should carefully validate them Any
deviation fromthe validation requirenents of this specification MJST
result in the rejection of the entire Envel ope. Even after

val i dati on, Envel ope contents should be treated with due skepticism
at the application |evel

7.3. Choice of SHA-256 Hash Primtive

Envel ope uses the SHA-256 digest algorithm[RFC6234], which is
regarded as reliable and wi dely supported by many inplementations in
both software and hardware.

7.4. Correlated Digests

El i ded Envel opes may in sone cases inadvertently reveal information
by transmitting digests that may be correlated to known information
In many cases this is of no consequence, but when necessary Envel opes
can (when constructed) be "salted" by adding assertions that contain
random data. This results in perturbing the digest tree, hence
decorrelating it (after elision) from di gests whose unelided contents
are known.

7.5. RFC 6973 Consi derations

"Privacy Considerations for Internet Protocols" [RFC6973] lists
threats and guidelines related to privacy in internet protocols.

Envel ope is intended to help internet protocols easily adopt these
considerations. It explicitly addresses the privacy-specific threats
of correlation, secondary use, and disclosure by supporting the
suggest ed guideline of Data M nim zation
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7.6. RFC 8280 Consi derations

"Research into Human Ri ghts Protocol Considerations"” [RFC8280] lists
gui delines for human rights considerations in internet protocols.
Envel ope simlarly adopts nany of the guidelines there, inproving
privacy and censorship resistance through its hashed elision; and
accessibility, heterogeneity support, reliability, and integrity
through its fundamental data structures.

8. | ANA Consi derati ons
8.1. CBOR Tags

RFC Editor: please replace RFCXXXX with the RFC nunber of this RFC
and renove this note.

I ANA [ | ANACBORTAGS] has assigned the follow ng tag:

[ bbb oo ooy oo oo e sl ooy o}
| Tag | Data Item| Semantics | Specification |
Sl el e e sty
| 200 | nultiple | Gordian Envel ope | [ RFCXXXX] |
+----- I I T il I I I +

Table 1: CBOR Tag for Envel ope

Thi s docunent uses the tag #6.201 for encapsul ated dCBOR, which is
defined in [ DCBOR].

Poi nts of contact:

* Christopher Allen christophera@l ockchai ncormons. com
(mai |l to: christophera@l ockchai nconmons. con)

* Wl f MNally wol f@wlfncnally.com (nailto:wolf@wlfncnally. con
8.2. Media Type

The proposed nedi a type [ RFC6838] for Envel ope is application/

envel ope+chor. The authors understand that this will require this

docunent to beconme an RFC before the nedia type can be registered.

* Type name: application

* Subtype nane: envel ope+cbor

* Required paraneters: n/a
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* (Optional paraneters: n/a
* Encodi ng consi derations: binary
* Security considerations: See the previous section of this docunent
* |Interoperability considerations: n/a
* Published specification: This docunent
* Applications that use this nedia type: None yet, but it is
expected that this format will be deployed in protocols and
appl i cations.
* Additional information:
- Magic nunber(s): n/a
- File extension(s): .envel ope
- Macintosh file type code(s): n/a

* Person & emnil address to contact for further information:

- Christopher Allen christophera@! ockchai ncommons. com
(mai |l to: christophera@l ockchai nconmons. con)

- WIf MNally wolf@wlfncnally.com (nailto:wolf@wlfncnally.con
* I ntended usage: COVMON
* Restrictions on usage: none
*  Aut hor:
- WIf MNally wol f@wl fncnally.com (nailto:wolf@wlfncnally. con
* Change controller:
- The IESG iesg@etf.org (mailto:iesg@etf.org)
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