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Abstract

The purpose of determnismis to ensure that semantically equival ent
data itenms are encoded into identical byte streans. CBOR (RFC 8949)
defines "Determnistically Encoded CBOR' in its Section 4.2, but

| eaves sone inmportant choices up to the application devel oper. The
CBOR Conmon Determ nistic Encoding (CDE) Internet Draft builds on
this by specifying a baseline for application profiles that wish to
i npl ement deterministic encoding with CBOR  The present docunent
provides an application profile "dCBOR' that can be used to help
achi eve interoperabl e determninistic encoding based on CDE for a
variety of applications wi shing an even narrower and clearly defined
set of choices.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ncnally-determ nistic-cbor/.

Source for this draft and an issue tracker can be found at
https://github. conl Bl ockchai nCormons/ W Ps- | ETF- dr af t - det er m ni sti c-
cbor.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

1.

I nt roducti on

CBOR [ RFC8949] has many advant ages over other data serialization
formats. One of its strengths is specifications and guidelines for
serializing data deterministically, such that nmultiple agents
serializing the sanme data autonmatically achi eve consensus on the
exact byte-level formof that serialized data. This is particularly
useful when data nust be conpared for semantic equival ence by
comparing the hash of its contents.

Nonet hel ess, determnismis an opt-in feature of CBOR and nost

exi sting CBOR codecs put the primary burden of correct determnistic
serialization and validation of determnistic encoding during
deserialization on the engineer. Furthernmore, the specification

| eaves a nunber of inportant decisions around determ nismup to the
application devel oper. The CBOR Conmmopbn Determ nistic Encodi ng (CDE)
Internet Draft [CDE] builds on the basic CBOR specification by
providing a baseline for application profiles that wish to inplenent
deterministic encoding with CBOR

Thi s docunent narrows CDE further into a set of requirenments for the
application profile "dCBOR'. These requirenents include but go
beyond CDE, including requiring that dCBOR decoders validate that
encoded CDE confornms to the requirenents of this docunent.

1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Application Profile

The dCBOR Application Profile specifies the use of Determnistic
Encodi ng as defined in [ CDE] and adds several exclusions and
reductions specified in this section

Just as CDE does not "fork" CBOR, the rules specified here do not
"fork" CDE: A dCBOR inplenentation produces well-forned,
deterministically encoded CDE according to [CDE], and existing CBOR
or CDE decoders will therefore be able to decode it. Simlarly, CBOR
or CDE encoders will be able to produce valid dCBOR if handed dCBOR
conform ng data nodel |evel information froman application
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Note that the separation between standard CBOR or CDE processi ng and
the processing required by the dCBOR application profile is a
conceptual one: Both dCBOR processing and standard CDE/ CBOR
processing may be conbined into a unified dCBOR/ CDE/ CBOR codec. The
requirenents in this docunent apply to encodi ng or decodi ng of dCBOR
data, regardl ess of whether the codec is a unified dCBOR/ CDE/ CBOR
codec operating in dCBOR-conpliant nobdes, or a single-purpose dCBOR
codec. Both of these are generically referred to as "dCBOR codecs”
in this docunent.

This application profile is intended to be used in conjunction with
an application, which typically will use a subset of CDE/ CBOR, which
in turn influences which subset of the application profile is used.
As a result, this application profile places no direct requirement on
what subset of CDE/CBOR is inplenented. For instance, there is no
requi renent that dCBOR inpl enentations support floating point nunbers
(or any other kind of non-basic integer type, such as arbitrary

preci sion integers or conplex nunbers) when they are used with
applications that do not use them However, this docunment does place
requi renents on dCBOR i npl ementati ons that support negative 64-bit
integers and 64-bit or smaller floating point nunbers.

2.1. Common Determ nistic Encodi ng Confornmance

dCBOR encoders:

1. MJST only emit CBOR conformng "CBOR Comrmon Determnistic
Encoding (CDE)" [CDE], including mandated preferred encodi ng of
integers and floating point nunbers and the | exicographic
ordering of map keys.

dCBOR decoders:

2. MJST validate that encoded CBOR conforns to the requirenents of

[ CDE] .
2.2. Duplicate Map Keys
CBOR [ RFC8949] defines maps with duplicate keys as invalid, but
| eaves how to handl e such cases to the inplenentor (HJ2.2, HI3.1, HIS5. 4,
Hl5.6). [CDE] provides no additional mandates on this issue.
dCBOR encoders:
1. MJST NOT emit CBOR maps that contain duplicate keys.

dCBOR decoders:
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2

2. 3.

MUST rej ect encoded maps with duplicate keys.

Nuneri ¢ Reduction

The purpose of determinismis to ensure that semantically equival ent
data items are encoded into identical byte streans. Nuneric
reduction ensures that semantically equal numeric values (e.g. 2 and
2.0) are encoded into identical byte streams (e.g. 0x02) by encoding
"Integral floating point values"” (floating point values with a zero
fractional part) as integers when possible.

dCBOR i npl enent ati ons that support floating point nunbers:

1.

MUST check whether floating point values to be encoded have the
nunerically equal value in DCBOR INT = [-2763, 27"64-1]. |If that
is the case, it MJST be converted to that numerically equa

i nteger val ue before encoding it. (Preferred encoding will then
ensure the shortest length encoding is used.) |If a floating
poi nt value has a non-zero fractional part, or an exponent that
takes it out of DCBOR_INT, the original floating point value is
used for encoding. (Specifically, conversion to a CBOR bignumis
never consi dered.)

This al so neans that the three representations of a zero nunber
in CBOR (0, 0.0, -0.0 in diagnostic notation) are all reduced to
the basic integer 0 (with preferred encodi ng 0x00).

Not e that numeric reduction neans that sonme maps that are valid
CDE/ CBOR cannot be reduced to valid dCBOR nmaps, as nuneric
reduction can result in multiple entries with the same keys
("duplicate keys"). For exanple, the following is a valid
CBOR/ CDE map:

{
10: "ten",

10.0: "floating ten"

Figure 1: Valid CBOR data itemw th numeric map keys
(al so valid CDE)

Appl ying nuneric reduction to this map would yield the invalid
map:

{ [/ invalid: multiple entries with the sane key /
10: "ten",
10: "floating ten"
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Figure 2: Numeric reduction turns valid CBOR invalid

In general, dCBOR applications need to avoid nmaps that have
entries with keys that are semantically equivalent in dCBOR s
nuneri c nodel .

2. MUST reduce all encoded NaN values to the qui et NaN val ue having
the half-width CBOR representati on Oxf97e00.

dCBOR decoders that support floating point nunbers:

3. MJIST reject any encoded floating point values that are not
encoded according to the above rul es.

2.4. Sinple Val ues
Only the three "sinple" (major type 7) values false (0xf4), true
(Oxf5), and null (Oxf6) and the floating point values are valid in
dCBCR.
dCBOR encoders:

1. MJST NOT encode major type 7 values other than false, true, null,
and the floating point val ues.

dCBOR decoders:

2. MJIST reject any encoded nmjor type 7 values other than false,
true, null, and the floating point val ues.

2.5. Strings
dCBOR encoders:

1. MJST only emt text strings that are in Unicode Normalization
Form C (NFC) [ UNI CCDE- NORM .

dCBOR decoders:

1. MJST reject any encoded text strings that are not in NFC
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3. CDDL support, Declarative Tag

Simlar to the CDDL [ RFC8610] support in CDE [CDE], this
specification adds two CDDL control operators that can be used to
specify that the data itens should be encoded in CBOR Conmobn

Det erministic Encoding (CDE), with the dCBOR application profile
applied as well.

The control operators .dcbor and .dcborseq are exactly like .cde and
. cdeseq except that they also require the encoded data iten(s) to
conformto the dCBOR application profile.

Tag 201 (Section 6) is defined in this specification as a way to
declare its tag content to conformto the dCBOR application profile

at the data nodel level. As a result, when this data itemis encoded
using CDE rules, the encoded result will conformto dCBOR al so at the
encoded data itemlevel. (In conjunction with this semantics, tag

201 may al so be enpl oyed as a boundary marker | eading froman overal
structure to specific application data items; see Section 3 of
[ Gor di anEnvel ope] for an exanple for this usage.)

4. I nplenentation Status
This section is to be renoved before publishing as an RFC
(Boilerplate as per Section 2.1 of [RFC7942]:)

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".
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4.1. Swift

* Description: Single-purpose dCBOR reference inplenmentation for
Swift.

* Organi zation: Bl ockchai n Conmons
* Implenentation Location: [BCSw ftDCBOR]
* Primary Maintainer: WIf MNally
* Languages: Swift
* Coverage: Conplete
* Testing: Unit tests
* Licensing: BSD 2-C ause- Pat ent
4.2. Rust

* Description: Single-purpose dCBOR reference inplenentation for
Rust .

* (Organization: Bl ockchain Commons
* I nplenmentation Location: [BCRustDCBOR]
* Primary Maintainer: WIf MNally
* Languages: Rust
* Coverage: Conmplete
* Testing: Unit tests
* Licensing: BSD 2-C ause- Pat ent
4.3. TypeScript

* Description: Single-purpose dCBOR reference inplenentation for
TypeScri pt.

* (Organization: Bl ockchain Commons
* | nplenmentation Location: [BCTypescri pt DCBOR]

* Primary Maintainer: Wlf MNally
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* Languages: TypeScript (transpiles to JavaScript)
* Coverage: Conmplete
* Testing: Unit tests
* Licensing: BSD 2-C ause- Pat ent
4.4. Ruby
* | nplenmentation Location: [cbor-dcbor]
*  Primary Mintainer: Carsten Bormann
* Languages: Ruby
* Coverage: Conplete specification; conplenented by CBOR encoder/
decoder and conmand line interface from[cbor-diag] and
deterministic encoding from][cbor-deterninistic]. Checking of
dCBOR - excl usions not yet inplenmented.
* Testing: Also available at https://chbor.ne
* Licensing: Apache-2.0
5. Security Considerations
Thi s docunent inherits the security considerations of CBOR [ RFC8949].
Vul nerabilities regarding dCBOR will revol ve around whet her an
attacker can find value in producing semantically equival ent
docunents that are nonetheless serialized into non-identical byte
streans. Such docunents could be used to contain malicious payl oads
or exfiltrate sensitive data. The ability to create such docunents
could indicate the failure of a dCBOR decoder to correctly validate
according to this docunent, or the failure of the devel oper to
properly specify or inplenent application protocol requirenments using
dCBOR.  Whet her these possibilities present an identifiable attack
surface is a question that devel opers shoul d consi der
6. | ANA Consi derations

RFC Editor: please replace RFCXXXX with the RFC nunber of this RFC
and renove this note

| ANA has registered the following CBOR tag in the "CBOR Tags"
registry of [ ANACBORTAGS] :
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B b oo oo s ey e e e e o1
| Tag | Data Item | Senmantics | Reference |
[ Sl et el sl el
| #201 | (any) | enclosed dCBOR | [ RFCXXXX] |
I i I I I I I T I +

Table 1: CBOR Tag for dCBOR

Thi s docunent requests IANA to register the contents of Table 1 into
the registry "CDDL Control Operators" of [|ANACDDL]:

[ e el e e e )
| Nare | Reference |
B ool s oo 1}
| .dcbor | [ RFCXXXX] |
F-- - - - F-- - - - +
| .dcborseq | [RFCXXXX] |
I I +

Table 2: CDDL Control
Qperators for dCBOR

7. Appendix A: dCBOR Nuneric Test Vectors
The foll owi ng tables provide common and edge-case nuneric test
vectors for dCBOR encoders and decoders, and are intended to exercise

the requirenents of this specification.

7.1. dCBOR Nureric Encodi ngs

| Val ue | dCBOR Encodi ng | Note |
[} e ——————————————— = ——_—————————_ Ll p—p—p—p—_—_——————(————r L
| O | 00 I I
e +
| 1 | 01 I I
o mmemeeeeeeaccaeaaaas I I +
| 23 | 17 | |
o e e e e e e oo o e e e o e e e +
| 24 | 1818 | |
e +
| 255 (278 - 1) | 18ff | |
o meemeeeemeacciaeaaaas I I +
| 65535 (2716 - 1) | 19ffff | |
o e e e e e e oo o e e e o e e e +
| 65536 (2716) | 1a00010000 | |
e +
| 4294967295 (2732 - 1) | laffffffff | |

McNal |y, et al. Expires 11 February 2026 [ Page 10]
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T R R +
| 4294967296 (2732) | 1b0000000100000000 | |
o e e e e e e oo o e e e o e e e +
| 18446744073709551615 | 1bffffffffffffffff | |
| (2764 - 1) I I I
T - - +
| -1 | 20 I I
St Fom e e e e oo o Fom e e e e oo o +
| -2 | 21 | |
o e e e e e e e e oo oo o e e e e oo o e e e e oo +
| -127 (-278 - 1) | 387e | |
e mmemeieeeeceiaaaaas - - +
| -128 (-277) | 387f | |
St Fom e e e e oo o Fom e e e e oo o +
| -32768 (-2716) | 397fff | |
o e e e e e e e e oo oo o e e e e oo o e e e e oo +
| -2147483648 (-2"31) | 3a7fffffff | |
e mmemeeeeeeaeiaaaaas - - +
| -9223372036854775808 | Sb7fffffffffffffff | |
| (-2763) I I I
o e e e e e e oo o e e e o e e e +
| 1.5 | f93e00 | |
e +
| 2345678. 25 | fada0Of 2b39 | |
o mmemeeeeeeaccaeaaaas I I +
| 1.2 | fb3ff3333333333333 | |
o e e e e e e oo o e e e o e e e +
| 42.0 | 182a | Reduced |
e +
| 2345678.0 | 1a0023cace | Reduced |
o mmemeeeeeeaccaeaaaas I I +
| -2345678.0 | 3a0023cacd | Reduced |
o e e e e e e oo o e e e o e e e +
| -0.0 | 00 | Reduced |
e +
| 5.960464477539063e-08 | f90001 | Smallest half- |
| | | precision |
| | | subnormal . |
o e e e e e e oo o e e e o e e e +
| 1.401298464324817e- 45 | fa00000001 | Smallest single |
| | | subnornal . |
T - - +
| 5e-324 | fb0O0O0O0000000000001 | Snumllest double |
| | | subnormal . |
o e e e e e e oo o e e e o e e e +
| 2.2250738585072014e-308 | fb0010000000000000 | Snal |l est double |
| | | normal. |
T - - +
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| 6.103515625e-05 | 90400 |
AR A \
| 65504.0 | 19ffe0 |
I I I
I I I
o e e e e a e oo oo Fom e e e e e oo o +
| 33554430.0 | laOifffffe |
| | |
I I I
I I I
I I I
o e e e e a e oo oo Fom e e e e e oo o +

-9223372036854774784. 0

18446744073709550000. 0

18446744073709552000. 0

-18446742974197924000. 0

| Sb7ffffffffffffbff
I

I

I

| 1bfffffffffffffs00
I

I

I

I

| fa5f800000
I

I

I

I

I

fadf 7f ffff

| 3.4028234663852886e+38 | far7f7fffff |

o e e e e e e oo o e e e +
| 3.402823466385289e+38 | fh47efffffe0000001

I I I
I I I
Fom o e +
| 1.7976931348623157e+308 | fh7fefffffffffffff |
o e e e e e e oo o e e e +
| I'nfinity (any size) | £97c00 |
oo oo +
| -Infinity (any size) | f9fc00 |

McNal |y,

et al.

Expires 11 February 2026

August 2025

Smal | est hal f -
preci si on nor nal

Reduced. Largest
possi bl e hal f -
preci si on.

Reduced.
Exponent 24 to
test single
exponent
boundary.

Reduced. Most
negati ve doubl e
that converts to
i nt 64.

Reduced. Largest
doubl e that can
convert to

ui nt 64, al nost

Ul NT64_MAX.

Just too large to
convert to

ui nt 64, but
converts to a
single, just over
Ul NT64_MAX.

Large negative
that converts to
float, but too
| arge for int64

Lar gest possible
singl e.

Slightly |arger
than | ar gest
possi bl e single.

Canoni cal i zed.

[ Page 12]



I nternet-Draft dCBOR August 2025

| NaN (any size, any | f97e00 | Canoni cali zed. |
| payl oad) | | |

7.2. Invalid dCBOR Encodi ngs

These are valid CBOR encodings that MJST be rejected as invalid by a
dCBOR- conpl i ant decoder.

McNal |y, et al. Expires 11 February 2026 [ Page 13]
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[ CDE]

- 9223372036854775809
(-2763 - 1)

-18446744073709551616

(- 2164)
Onfinity
Onfinity
Cinfinity
Cinfinity
oo
ORI
oo

Ref er ences

Nor mat i ve Ref erences

Bor mann, C.,

Work in Progress,

7 July 2025,

August 2025

[ oo
| Reason for |
| Rejection |
[} e p—p———————————
| Can be reduced |
| to 12. |
domemmemeeeemeaeeaaas +
| Not preferred |
| encodi ng. |
o e e e e e oo oo +
| 65-bit negative |
| integer val ue. |
dom e mmemeeeemeaeeaaas +
| 65-bit negative |
| integer val ue. |
o e e e e e oo oo +
| Not preferred |
| encodi ng. |
T +
| Not preferred |
| encodi ng. |
o e e e e e oo oo +
| Not preferred |
| encodi ng. |
T +
| Not preferred |
| encodi ng. |
o e e e e e oo oo +
| Not canoni cal |
| NaN. |
domemmemeeeemeaeeaaas +
| Not canoni cal |
| NaN. |
o e e e e e oo oo +
| Not canoni cal |
| NaN. |
domemmemeeeemeaeeaaas +

"CBOR Common Determnistic Encoding (CDE)",

Internet-Draft,
<https://datatracker

i etf-cbor-cde-12>.

et al.

Expires 11 February 2026

draft-ietf-cbor-cde-12,
ietf.org/doc/htm /draft-
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