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Abst ract

Thi s docunent describes reliable mechanisnms for the publication and
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reliability takes several fornms. First, it provides browsers a
strong guarantee that all certificates they accept are truly
publ i shed and unrevoked at the tine they' re accepted. Second, it

all ows operators to nonitor for ms-issuances related to their
websites in a highly efficient way without relying on third-party
services. Third, it provides a high degree of operational redundancy
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1. Introduction

The Certificate Transparency (CT) ecosystem created by [ RFC6962] has
been i mensely valuable to security on the internet. However,
shortcomings in the design have beconme apparent over tine:

The security that CT provides to verifiers is based on an assunption
of non-collusion between nultiple parties. Historically, this
assunpti on has been challenging to naintain, as it degrades quickly
wi t hout active managenent. The conpromi se of a single Transparency
Log or the unexpected acquisition of a single business is often
sufficient to allow the possibility of undetectable ms-issued
certificates. This is conpounded by the fact that nultiple parties
in the CT ecosystemplay nultiple roles (such as Certificate
Authorities that are also Transparency Log operators), which nakes
reasoni ng about the possibility of collusion even nore tricky.

It is also becom ng far too expensive to both operate a CT log and to
monitor CT logs. Logs are required to serve their entire contents to
anyone on the internet, which consunes a significant anmount of

out bound bandwidth. Simlarly, nonitoring certificate issuance in CT
requires downl oading the entire contents of all logs, which is
several terabytes of data at minimum The total bandw dth costs of
the CT ecosystemscale linearly in the nunber of certificates issued,
the nunber of |ogs active, and the nunber of interested nonitors.
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One of the primary notivations for publishing TLS certificates is to
allow site operators to identify and revoke those certificates which
are ms-issued. However, revocation systens have historically been
pl agued by a requirenent to "fail open". That is, revocation checks
woul d stop being enforced in certain (often, easily engineered)
scenarios. For example, clients using OCSP nust typically fail open
in the event the OCSP server is unreachable. Alternatives |ike OCSP
Must - St apl e [ RFC7633] were designed to close this | oophole, but have
been stym ed by | ack of support in popular web servers.

More recent alternatives |like CRLSets [CRLSets], CRLite [CRLite], and
Cl ubcards [ O ubcards] provide fail-closed revocation checks to
clients, but are unstandardized, rely on trusting the server operator
(who is typically a client software vendor, rather than a CA) and
offer limted transparency properties.

This notivates a need for a new system of publishing certificates
that's resistant to collusion and dranatically nore efficient to
operate, and a need for a new system of revoking certificates that
can be consistently enforced.

Since the initial deploynent of Certificate Transparency in 2013,
there has been a consi derabl e body of research published on

transparency systems. |In recent years, Key Transparency systems have
been depl oyed by Apple [Appl eKT], Meta [MetaKT], and ProtonMil
[ProtonKT]. These systens not only provide stronger security

properties, but also support transparent revocation, and al so scale
with | ess bandwi dth costs.

Key Transparency is being standardized in the KeyTrans | ETF W5

[ KeyTransWg . Thi s docunent describes how a similar design as the
one being considered in the KeyTrans WG could be applied to TLS in
order to provide stronger security properties whilst also reducing
the TLS handshake si ze.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Architecture

The system has several roles, which we describe in nore detail bel ow
Parties are allowed to assune multiple roles.
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*Certificate Authority:* A service that perforns domain-contro
validation and authenticates certificates and revocati ons.

*Transparency Log:* A service that provides an append-only,
publicly-auditable | og of certificates and revocations issued by a
wi de range of Certificate Authorities.

*Site Operator:* The individual or organization responsible for
operating and maintaining a website, as identified by a set of
domai n nanes or | P addresses.

*User Agent:* A software application, typically but not necessarily
a web browser, that acts on behalf of a user to access and
interact with websites.

3.1. Requirenents
The foll owi ng baseline requirenents for the systemare as foll ows:

1. For a certificate to be m s-issued and not eventual |y published:
two trusted parties nmust collude to m sbehave and all User Agents
that observed the certificate nmust be stateless.

2. For a User Agent to accept a revoked certificate and this not be
eventual ly detected: one trusted party nust ni sbehave and al
User Agents that accepted the certificate nust be stateless.

3. It nust be reasonably efficient for Site Operators to audit all
trusted Certificate Authorities for ms-issuances affecting their
domai n nanes and | P addresses.

4. 1t must not be possible for a third-party service's outage to
cause an outage for a Site Operator, other than how it could in
the web PKI as it exists today.

5. User Agents nust be able to connect to a server w thout having
i medi ate connectivity to third-party services.

6. The domain nanes and/or |P addresses of websites visited by a
User Agent mnust not be | eaked, other than how they are in the web
PKI as it exists today.

7. The system nust be reasonable for non-browser User Agents to
depl oy.

8. The system nust have a reasonable path to scale to an indefinite
nunber of Site Operators and User Agents.
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These requirenments and their main consequences are discussed in nore
detail in the follow ng subsection.

3.2. Discussion

*Transparency nust support stateful verification.* The fundanental
goal of any transparency systemis to ensure that data shown to one
participant is equally visible to any other participant.

Transparency systens that achieve this by relying solely on statel ess
verification are nore accurately referred to as "co-signing" schenes.
This is because the security of these systens reduces solely to
successful verification of the co-signers’ signatures on a claimthat
some data is properly published, and ultimately to an assunption that
the co-signers are not colluding to suppress the data.

In the web PKI, the co-signers in such a systemwould be a
Certificate Authority and one or nore Transparency Logs. The diverse
and rapi dly changing nature of the web makes col | usi on between
participants easy to achieve and difficult to detect. Wthout a
techni cal mechanismto detect or prevent collusion, it can be
covertly achi eved and naintai ned for very long periods of tine.

The typical solution to this problemis to construct the system such
that a larger nunber of co-signers need to collude to succeed in

| aunching an attack. However, requiring that a | arge nunber of
signatures fromdifferent co-signers be presented in every TLS
handshake woul d easily bl oat the handshake to an unacceptabl e degree.
This is especially true when the signatures are required to cone from
post - quant um si gnature schenes, given that they' re nuch | arger than
their classical alternatives

Wil e the system described in this docunent supports stateless
verification, which is secure as long as there’s no col |l usi on between
trusted parties, it also provides stateful verification. Stateful
verification allows verifiers to detect violations of the systenis
core security guarantees, that all certificates they accept are
publ i shed and unrevoked, regardless of any anpbunt of collusion by
trusted parties. This obviates the need for having a | arge nunmber of
co-signers, allow ng TLS handshakes to remain small and providing the
broader ecosystem (including stateless verifiers) with a reliable
early warni ng system for nisbehavior by trusted parti es.

*Servers must provide proof directly to clients that their
certificate satisfies transparency requirenments and isn’t revoked. *
If proof of transparency and non-revocation isn’t provided by the
server, it nust be fetched fromone or nore third-party services
The primary issue with this is that it ties the server’s gl oba
availability to the global availability of these third-party
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services, for which the server operator has no way to preenpt or
resol ve deficiencies. Proposals for transparency and revocation that
rely on connectivity to third-party services have historically been
required to "fail open", neaning that if the third-party service is

i naccessible for too long, then the client stops enforcing these
security properties altogether. Failing open is inconpatible with
requirenents 1 and 2 because it introduces the possibility that a
client mght accept an unpublished or revoked certificate wthout
explicit msbehavior by a trusted party.

A second issue is that, since we're primarily interested in
describing a systemthat works equally well regardl ess of the
client’s software vendor (requirement 7), such a service would
reasonably be prohibited fromrestricting access to itself. It would
recei ve regul ar requests fromall internet-connected devices,
creating significant scaling and centralization concerns.

*Servers nust refresh their certificates regularly and
automatically.* This is a direct consequence of the decision that
servers nmust be responsible for providing clients proof that their
certificates are not revoked. |If a server is not required to refresh
its certificate, it can arbitrarily delay the client fromlearning
about changes in the certificate's revocation status. This would be
i ncompatible with requirenment 2, since servers are not considered
trusted parties and should not be capabl e of underm ning revocation
on their own.

*Revocation nust be provided by the transparency system* A CA can
initiate revocation either by declining to sign new statenents
related to a certificate (for exanple, by not renewing a short-1lived
certificate or not creating an OCSP staple), or by signing a new
"statenent of revocation" for the certificate.

In the case where CAs initiate revocation by signing a new "statenent
of revocation", proving that a certificate is not revoked consists of
proving that such a statenent does not exist. Proving that a
statement does not exist requires exhaustive know edge of all such
statements. Any nethod of conveying this exhaustive know edge, if it
is not a transparency system admts the possibility of split-view
attacks which are not eventually detected. Split-view attacks in
this context would allow a CAto ms-issue a certificate, claimto
revoke it, and then maintain the certificate's utility by presenting
different views of its revocation status to attack victins than to
other participants. The possibility of such a split-view attack
woul d violate requirenent 2, as it would not be after-the-fact
detectable. More practically though, it would render revocation
fundanentally insufficient for correcting ms-issuance and woul d
create a need for a second (nore effective) revocation nmechani sm
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In the case where CAs initiate revocation by declining to sign new
statenments, this nakes the CA a single point-of-failure for websites
relying on it. A prolonged CA outage woul d have the effect of
revoking all certificates and causi ng a cascadi ng outage, violating
requirenent 4. Proposals for revocation that fall into this category
have historically mtigated this risk by providing very sl ow
revocation, bounded by the | ongest conceivabl e outage that a CA nay
have (typically at |east one week). Additionally, it’'s clear that
the sanme potential for split-view attacks would still exist, as

di scussed above.

When specifically considering short-lived certificates as an approach
to revocation, effectiveness depends on whether or not *all*
certificates in the PKI are required to be short-lived. |If clients
enforce that all certificates are short-lived, and issuance is
transparent, then revocation is provided by the transparency system

as claimed. |If certificates may be issued with |onger |ifespans,
then a second revocati on nechanismfor these certificates is
necessary.

Al certificate |lifetimes are already planned to fall from 398 days
today to 47 days in 2029 [CertlLifetinmes], bringing a nunber of
security and agility benefits to the ecosystem However, 47 days is
still much longer than is tolerable without effective revocation

Al though a further reduction to 7 days or 24 hours is possible in
theory, each halving in lifetime results in doubling the issuance

|l oad for CAs, CT logs and monitors. The net effect would be a ~56x
increase in issuance rate in order to maintain the same size PKI as
we have today.

*Transparency Logs nust inplenent a protocol simlar to Key
Transparency [KEYTRANS].* As stated at the beginning of this section,
the goal of any transparency systemis to ensure that data shown to
one participant is equally visible to any other participant. 1In the
context of the web PKI, this nmeans that a Site Qperator that contacts
all trusted Transparency Logs should conme away with an exhaustive
know edge of all certificates that a client mght be presented with
when connecting to their servers.

Most transparency systens require downl oading the entirety of the
log’'s contents to ensure that all potentially relevant entries are
found. This quickly becones prohibitively expensive for all parties,
violating requirements 3 and 8. Currently roughly 7.5 nmillion
certificates are issued per day, with an average size of 3 kil obytes.
This means that a Site Operator would need to downl oad al nost 700

gi gabytes of certificates to cover a single nonth of issuance.

Qut bound bandwi dth typically costs between 1 to 9 cents per gigabyte,
whi ch neans that providing this data to a single Site Operator would
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cost the Transparency Log between $6 to $60. |f even a small
percentage of all Site Operators on the internet were to do this, it
woul d create an exceptional financial and operational burden for the
Transparency Log.

In the existing Certificate Transparency ecosystem because of this
exceptional cost, Site Qperators have overwhelningly elected not to
do this work thensel ves and have instead outsourced it to third-party
monitors. Third-party nonitors represent a problematic break in the
security guarantees of Certificate Transparency as there are no
enforceabl e requirenents on their behavior. They are not audited for
correct behavior like Certificate Authorities are, and there are no
techni cal mechani sms to prevent nisbehavior |ike a Transparency Log
woul d have

Key Transparency systens are generally distinguished from ot her
transparency systens by the fact that they augnent a Transparency Log
with additional structure to allow efficient and verifiable searches

for specific data. |In the context of providing transparency to the
web PKI, this would allow Site Operators to download only a snmall
subset of the data in a Transparency Log and still be assured to have

received all certificates that are relevant to them Due to the
significantly reduced need for outbound bandw dth, operating such a
Transparency Log woul d cost roughly one mllion tinmes less than it
would if Site Operators were required to download the log’s entire
contents.

Transparency Logs may still choose to allow parties to download their
entire contents. However, this is not necessary for the protocol to
be secure and this docunent doesn’t prescribe a specific nechani sm
for it. Additionally, while the protocol described in [ KEYTRANS]
could be applied directly, some optimzations and sinplifications
specific to the web PKI are provided in Section 4.

3.3. Summary
In sunmary, the system described in this docunment works as foll ows:
* Site Operators obtain a certificate froma Certificate Authority

and submt it to one of many trusted Transparency Logs to obtain
an incl usion proof.
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* User Agents that contact the Site Operator’s server over TLS
i ncl ude conpact transparency-related state in their CientHello.
The server provides its certificate and inclusion proof
(potentially nodified based on the client’s advertised state) in
the Certificate nessage. The User Agent verifies that the
inclusion proof aligns with its state, is sufficiently recent, and
i ndicates the certificate is unrevoked.

* As time goes on, the current inclusion proof will become stale.
Site Qperators refresh their inclusion proof by requesting a new
one fromthe Transparency Log.

- |If the first Transparency Log is offline, the Site Operator may
failover to any of several other trusted Transparency Logs.

* At any time in the background, the Site Operator may query any of
the trusted Transparency Logs and verifiably |earn about all new
certificates that have been issued affecting their domain names or
| P addresses. Since the Key Transparency protocol specifies a
"correct” location for a certificate to be stored, and since User
Agents enforce this when verifying inclusion proofs, requesting
all certificates for a single identifier always remains highly
efficient.

The renmai nder of this docunment describes these steps in nore detail
4. Transparency Log

The data structure naintained by a Transparency Log is identical to
the Conbined Tree described in [ KEYTRANS], with two exceptions: the
search keys that are used to navigate the Prefix Tree, and the data
committed to by each Prefix Tree | eaf node, are different.

The search key used to navigate the Prefix Tree is a function of the
certificate's *reference identifier* in the TLS handshake. The
reference identifier is the domain name or | P address that the TLS
client will verify the certificate against. When the reference
identifier is a domain nane, the correspondi ng search key is the
domai n nane with the components in reverse order and a trailing dot,
meani ng that "com exanpl e.sub.” would be the search key for the
domai n nane "sub.example.cont. [|f the final conponent of a domain
nane is a wildcard then the wildcard is stripped, such that

"com exanple." would be the search key for "*.exanple.coni. The
search key corresponding to an | Pv4 addresses is the address rendered
in dotted-decimal notation. The search key corresponding to an | Pv6
address is the address rendered as described in option 1 of

Section 2.2 of [RFC4291]. No VRF is used, or version counter is

i ncluded, as they would be in [ KEYTRANS].
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Rat her than a privacy-preserving commtnent, each Prefix Tree | eaf
contains the hash of a Domai nCertificates structure

struct {

opaque root[ Hash. Nn];

uint32 first_valid;

uint32 invalid_entries<0..2"8-1>;
} Dommi nCertificates;

The root field contains the root hash of a Log Tree, which will be
referred to as the *Certificate Subtree* to avoid confusion with the
top-level Log Tree. The Certificate Subtree contains all certificate
chains that may be presented for a particular donain name or |IP
address, in the order they were | ogged. The |eaves of the
Certificate Subtree are represented as SubtreelLoglLeaf structures,
used in place of LoglLeaf:

opaque Certificate<0..2"16-1>;

struct {
Certificate chain<0..2"8-1>;
} SubtreelLoglLeaf;

The first_valid field contains the index of the first entry in the
Certificate Subtree where no certificate in the chain is revoked or
expired. The invalid_ entries field contains the list of indices of
all entries to the right of first_valid where one or nore of the
certificates in the chain have been revoked.

Transparency Logs SHOULD determ ne whether a certificate chain is
expired by conparing the Not After field of each certificate in the
chain to the timestanp of the Log Tree's rightnost |eaf. However,
Transparency Logs do not have a proactive responsibility to keep the
first valid field updated; it is sinply provided as a nmechanismto
drain invalid entries.

When conputing PrefixLeaf, the hash of the leaf certificate's
reference identifier is stored in the vrf_output field and the hash
of Domai nCertificates is stored in the commitnent field.

4.1. Subtree Inclusion Proofs
It is often necessary in later parts of this docunent to provide

proofs of inclusion for entries in the Certificate Subtree. Such
proofs are provided as foll ows:
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struct {

ui nt 32 position;

ui nt 32 si ze;

I ncl usi onPr oof i nclusion;

uint32 first_valid;

uint32 invalid entries<0..2"8-1>;
} Subtreel ncl usi onProof;

The position field contains the index of the |eaf for which inclusion
is being proven. The size field contains the total nunber of |eaves
in the Certificate Subtree. The proof in inclusion allows a

reci pient to reconpute the root hash of the Certificate Subtree,
given the correct value for the leaf at position

The first_valid and invalid_entries fields duplicate the contents of
the Domai nCertificates structure. This allows recipients to verify
that the |l eaf at position is not revoked, and also allows themto
reconpute the hash of the DonainCertificates structure stored at a
given leaf of the Prefix Tree.

Note that this document follows the pattern established in [ KEYTRANS]
of requiring each elenment of an InclusionProof to be a bal anced
subtree. An InclusionProof may al so function as a "consistency
proof" if the recipient is known to have observed a previ ous version
of the tree

4.2. Tree Heads

Transparency Logs are generally expected to add only a snall nunber
of new entries to their Log Tree per day. This keeps proof sizes
smal | and al so ensures that, when User Agents advertise having
observed a particular tree head, there are a | arge nunber of
potential hosts that coul d ve conveyed the tree head. To support
provi ding inclusion proofs for new subm ssions quickly, Transparency
Logs issue *provisional* tree heads. A provisional head is, in
essence, a work-in-progress log entry that will be added to the

ri ght nost edge of the Log Tree within a bounded anmpunt of tine.

struct {

uint 64 tree_size;

ui nt 32 counter;

opaque signature<0..2716-1>;
} Provisional Tr eeHead;
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The tree_size field is equal to the tree_size field of the Iast (non-
provi sional) TreeHead that was published. The counter field starts
at zero and is incremented by 1 for each subsequent

Provi si onal TreeHead that’s published w thout the creation of a new
Tr eeHead.

The signature field of both TreeHead and Provi si onal Tr eeHead
structures is conputed over a serialized TreeHeadTBS structure

struct {
Ci pher Sui te ci phersuite;
opaque signature public_key<0..2"16-1>;

ui nt 64 nmax_ahead;

ui nt 64 nmax_behi nd;

optional <ui nt 64> nmaxi mum|ifetine;
} Configuration;

enum {
reserved(0),
standard(1),
provisional (2),
(255)

} TreeHeadType;

struct {
Confi guration config;

TreeHeadType tree_head_type;
sel ect (TreeHeadTBS.tree _head type) {
case standard:
uint64 tree_size;
case provi sional
uint 64 tree_size;
ui nt 32 counter;
opaque prefix _root[Hash. Nn];

obaque r oot [ Hash. Nh] ;
} TreeHeadTBS;

The nax_ahead and nmax_behind fields contain the nmaxi num anmount of
time in mlliseconds that a tree head may be ahead of or behind the
user’'s local clock without being rejected. |If the Transparency Log
has chosen to define a maximumlifetime for log entries, per

Section 5.2 of [KEYTRANS], this duration in mlliseconds is stored in
the maximumlifetinme field.
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When the TreeHeadTBS structure is for a provisional tree head type,
prefix_root contains the work-in-progress root hash of the Prefix
Tree. This value may change further before it is added as a new
rightnmost log entry. However, stateful clients will enforce that
none of the certificates they observe are renoved or un-revoked.

5. TLS Extension

The foll owi ng three subsections define the CientHello, ServerHell o,
and Certificate nmessage portions of a TLS 1.3 extension. This
extension allows the host server to provide an inclusion proof for
its certificate chain froma Transparency Log that the client
supports.

5.1. dientHello

Clients include the extension in their dientHello to conmunicate
whi ch Transparency Logs they support and whether or not they have
previously observed a provisional inclusion proof fromthe server

opaque Bear er Token<0. .2"8-1>;

struct {
uint16 transparency_ |l og id;
TreeHeadType tree_head_type;
sel ect (SupportedTransparencylLog.tree_head_type) {
case standard:
uint 64 tree_si ze;

Iy
} SupportedTransparencylog;
struct {
Support edTranspar encyLog support ed<0..2"8-1>;
sel ect (any supported[i].tree _head type is provisional) {
case true

Bear er Token bearer _t oken;

}

} Transpar encyRequest;

The extension has type "transparency_revocation" and consists of a
serialized TransparencyRequest structure in the extension data field.

Clients include an entry in the supported array for each Transparency
Log that they support receiving inclusion proofs from containing the
Transparency Log’ s assigned unique identifier in transparency_| og_ id.
The supported array MJST be sorted in ascendi ng order by

transparency log_id, and each transparency log id MJUST only be
advertised once.

MM I lion, et al. Expi res 31 Decenber 2025 [ Page 14]



Internet-Draft Reliable Transparency and Revocation Mec June 2025

If a client was shown a provisional inclusion proof froma
Transparency Log in a previous connection to the server, the client
sets tree_head_type to be provisional for that Transparency Log s
entry in supported until one of the following conditions is net:

1. The client receives proof that the provisional proof was
integrated into the subsequent log entry, or

2. The timestanp of the rightnost log entry that existed in the
provi sional inclusion proof is nore than 10*nmax_behi nd
mlliseconds in the past.

For Transparency Logs where the client does not need to resolve a
provi sional inclusion proof, tree_head type is set to standard. The
tree_size field is set as foll ows:

* |f the client is aware of two consecutive |log entries where the
timestanp of the left log entry is greater than max_behind
mlliseconds in the past and the timestanp of the right log entry
is less than or equal to nmax_behind nmilliseconds in the past, then
the tree_size field is set so as to make the right log entry the
rightnost log entry.

* |f the client isn't aware of two log entries that neet the above
criteria, but is amare of a log entry whose tinmestanp is greater
than max_behind mlliseconds in the past and | ess than
10*max_behind mlliseconds in the past, then the tree_size field
is set so as to nmake the rightnost such log entry the rightnost
| og entry.

* (Otherwise, the tree_size field is set to O.

Wth the first criteria, the client is aimng to advertise the ol dest
tree_size that a server could provide an inclusion proof against
without it being expired. |If the client is unable to do this, the
second criteria ains to advertise a tree_size that’'s old enough that
it would not be de-anonymi zing, but not so old that servers are
unaware of it.

If the tree_head type of any SupportedTransparencylLog structure is
set to provisional, then a bearer token is provided in bearer_token
The bearer token to use is provided by the server in a previous
connection. The same bearer token MAY be advertised in nmultiple
ClientHell o nessages but clients SHOULD take care to mininize the
I'i kelihood of this.
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5.2. ServerHello

Servers that receive a TLS 1.3 ClientHello with an extension of type
"transparency_revocation", where the extension data field is properly
fornmed, have the option of providing an inclusion proof for their
certificate chain. The proof provided by the server MJST cone from
one of the Transparency Logs advertised in the client’s CientHello.
If the server is not able to provide a proof fromone of the client’s
supported Transparency Logs, it MJST respond as if the CientHello
extension was not advertised at all. Servers SHOULD preferentially
respond with an inclusion proof fromone of the Transparency Logs
that the client advertised a provisional tree head type for, provided
that an acceptable proof is readily avail abl e.

If and only if the server intends to provide an inclusion proof
(provisional or not) froma Transparency Log where the client has
advertised a provisional tree head type, it includes an extension of
type "transparency _revocation" in its ServerHello. The
extension_data is the unique identifier of the Transparency Log:

uint16 transparency_l og_id;
5.3. Certificate

The server provides an inclusion proof for its certificate chain by
addi ng an extension of type "transparency_revocation"” to the first
CertificateEntry structure in certificate_list. The extension_data
field is a serialized TransparencyProof structure:

enum {
reserved(0),
standard(1),
provi sional (2),
sanme_head(3),
(255)

} Transpar encyProof Type;

struct {

ui nt 32 si ze

uint32 first_valid;

uint32 invalid entries<0..2"8-1>;
} Sequenci ngPr oof ;

struct {
TreeHead tree_head;
Conbi nedTr eePr oof comnbi ned;
sel ect (condition) {
case true
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Sequenci ngProof sequenci ng<l..2"8-1>;
}
Subt r eel ncl usi onPr oof subtree<l..278-1>;
} St andar dPr oof ;

struct {
Provi si onal TreeHead tree_head,;
Combi nedTr eePr oof conbi ned;
sel ect (condition) {
case true
Sequenci ngPr oof sequenci ng<l..2"8-1>;
}

Prefi xProof prefix;
Subt r eel ncl usi onPr oof subtree<l..278-1>;
} Provi sional Proof;

struct {

Prefi xProof prefix;

Subt r eel ncl usi onProof subtree<l..278-1>;
} SameHeadPr oof ;

struct {
uint16 transparency_ |l og id;
uint8 reference_ids<l..278-1>;

Tr anspar encyPr oof Type proof _type;
sel ect (Transpar encyPr oof . proof type) {
case standard:
St andar dPr oof proof;
case provi sional
Provi si onal Proof proof;
case same_head:
SaneHeadPr oof proof;

b

sel ect (condition) {
case true
Bear er Token bearer _token;
opaque pre_shared_key<Npsk>;

} Transpar encyProof ;

The transparency_log id field specifies the Transparency Log that the
proof comes from The reference_ids field specifies the set of
reference identifiers that the proof will cover, specified as a zero-
i ndexed offset into the leaf certificate s subjectAl tNane extension
The proof type field specifies the type of proof that follows.
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If any of the followi ng conditions are true, then the bearer_token
and pre_shared_key fields are present:

1. proof type is set to provisional,

2. A provisional tree head type was advertised in the ClientHello
for any Transparency Log other than that identified by
transparency_l og_i d,

3. A provisional tree head type was advertised in the CientHello
for the Transparency Log identified by transparency |log id and
proof type is set to sane_head.

Clients verify that the reference_ids field is sorted in ascendi ng
order, contains at |east one entry, contains no duplicates, and that
each index corresponds to a donain nane or | P address in the |eaf
certificate's subjectAltNane extension. Cients MJST NOT trust a
connection for any name other than those in reference_ids.

Clients prepare a list, referred to as the *Current Authenticated
Search Keys*, that contains the corresponding Prefix Tree search key
for each reference identifier in reference_ids. This list is de-
duplicated and stored in ascending | exicographic order. |If the
client advertised a provisional tree head type for the chosen
Transparency Log, the client additionally prepares a list referred to
as the *Past Authenticated Search Keys*. This list contains the union
of every Current Authenticated Search Keys |ist from past connections
where a provisional proof fromthe sanme Transparency Log was
presented and the provisional proof has not yet been proven
consistent with the *subsequent |og entry* (defined as the first |og
entry sequenced after the provisional tree head was created). This
list is also de-duplicated and stored in ascendi ng | exi cographic

or der.

Verification proceeds as foll ows, based on proof type:

When proof _type is set to standard, this indicates that the inclusion
proof is against a log entry that is currently published by the
Transparency Log but nore recent than the client may be aware of.
These proofs are verified as foll ows:

1. |If the client advertised a standard tree head type, verify that
tree_head.size is greater than the size advertised by the client.
If the client advertised a provisional tree head type, verify
that tree_head.size is greater than the size of the associated
provi sional tree head.

2. Verify conbined as executing the follow ng proofs in this order:
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1. Updating the view of the tree (Section 10.3.1 of [KEYTRANS]).
This also verifies that the rightnost log entry’ s tinmestanp
is within the bounds set by max_ahead and max_behi nd.

2. The client requires a PrefixProof fromthe rightnost |og
entry for the Current Authenticated Search Keys. |If the
client advertised a provisional tree head type for the chosen
Transparency Log, the client additionally requires a
Prefi xProof fromthe subsequent | og entry for the Past
Aut henti cated Search Keys.

If the rightnost log entry and the subsequent |log entry are
the same, then only one PrefixProof for the union of the two
lists is provided in conbined. Oherw se, if needed, the
subsequent log entry’s tinmestanp and a PrefixProof fromthe
subsequent log entry for the Past Authenticated Search Keys
is provided. This is followed by a second PrefixProof from
the rightnost log entry for the Current Authenticated Search
keys.

3. If the client advertised a provisional tree head type for the
chosen Transparency Log, and the subsequent log entry is not the
rightnmost log entry, the client prepares a list referred to as
the *Sequenced Search Keys*. This list is the intersection the
Past Aut henticated Search Keys and the Current Authenticated
Search Keys lists, stored in |exicographic order.

If this list is not enpty, the sequencing field is expected to be
present. Each entry in the sequencing field corresponds to each
entry in the Sequenced Search Keys list. FEach Sequenci ngProof
structure contains size of the Certificate Subtree for the given
search key, and the first_valid and invalid_entries fields of its
Domai nCertificates structure, as it exists in the subsequent |og
entry. dients: 1. Verify that Sequenci ngProof.size is greater
than or equal to the retained size of the Certificate Subtree. 2
Verify that SequencingProof.{first_valid, invalid_entries} would
not unrevoke any previously revoked certificates.

4. Each entry in the subtree field corresponds to the union of the
Current Authenticated Search Keys and Past Authenticated Search
Keys lists, in |exicographic order. Entries corresponding to
search keys that are in the Current Authenticated Search Keys
list contain the search key's state in the rightnost |log entry.
Entries corresponding to search keys that are *only* in the Past
Aut henti cated Search Keys list contain the search key’'s state in
the subsequent log entry. For each entry in the subtree field:
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If the corresponding search key is in the Sequenced Search
Keys list, this nmeans that there is an entry corresponding to
the search key in sequencing. Conpared to the fields of that
Sequenci ngPr oof structure:

1. Verify that SubtreelnclusionProof.size is greater than or
equal .

2. Verify that Subtreel nclusionProof.{first_valid,
invalid_ entries} would not unrevoke any previously
revoked certificates.

If the corresponding search key is in the Past Authenticated
Search Keys list but not in the Current Authenticated Search
Keys |ist:

1. Verify that SubtreelnclusionProof.size is greater than or
equal to the retained size of the Certificate Subtree.

2. Verify that SubtreelnclusionProof.{first_valid,
invalid_entries} would not unrevoke any previously
revoked certificates.

If the correspondi ng search key is in the Current

Aut henti cated Search Keys list, verify that

Subt reel ncl usi onProof . {first_valid, invalid_entries} do not
excl ude Subtreel ncl usi onProof. position

5. Conpute the root hash of the Log Tree and verify the signature in
tree_head. si gnat ure:

1.

MM I 1ion,

For each entry in subtree, conpute the root hash of the
Certificate Subtree. This is done by interpreting

Subt r eel ncl usi onProof . i nclusion as an inclusion proof in the
Certificate Subtree for SubtreelnclusionProof.position. |If
the client advertised a provisional tree head and the
correspondi ng search key is in the Past Authenticated Search
Keys list, the proof will also function as a consi stency
proof as described in Section 3.2 of [KEYTRANS].

For each entry in sequencing, conpute the root hash of the
Certificate Subtree. The inclusion proof in the subtree
entry for the same search key will additionally contain the
m ni mum set of node hashes necessary to conpute the root of
the Certificate Subtree at size Sequenci ngProof. size.
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3. Wth the root hashes of the Certificate Subtrees and the
other fields in subtree and sequencing, conmpute the Prefix
Tree | eaf hash for each | ookup that was done. As nentioned
earlier, each search key in the Current Authenticated Search
Keys list is |ooked up in the rightnost |og entry and each
search key in the Past Authenticated Search Keys list is
| ooked up in the subsequent log entry, deduplicating if these
log entries are the sane.

4. Wth the Prefix Tree | eaf hashes, conpute the root hash of
the Log Tree with conbined. |If the client advertised a
provi sional tree head, the inclusion proof in comnbined wll
al so function as a consistency proof as described in
Section 3.2 of [KEYTRANS].

When proof type is set to provisional, this indicates that the
inclusion proof is against a log entry that is not yet published by
the Transparency Log. These proofs are verified as follows:

1.

If the client advertised a standard tree head type, verify that
tree_head.size is greater than or equal to the size advertised by
the client. |If the client advertised a provisional tree head
type, verify that tree_head.size is greater than that of the
advertised tree head, or that tree_head.size is equal and
tree_head. counter is greater than that of the advertised tree
head.

Verify conbined as executing the followi ng proofs in this order

1. Updating the view of the tree (Section 10.3.1 of [KEYTRANS]).
This also verifies that the rightnost log entry’ s tinmestanp
is within the bounds set by nmax_ahead and max_behi nd.

2. If the client advertised a provisional tree head type for the
chosen Transparency Log and the subsequent |og entry exists,
then the subsequent log entry’'s tinestanp and a Prefi xProof
fromit for the Past Authenticated Search Keys is added to
comnbi ned.

If the client advertised a provisional tree head type for the
chosen Transparency Log, and the subsequent |og entry exists, the
client prepares a list referred to as the *Sequenced Search
Keys*. This list is the intersection the Past Authenticated
Search Keys and the Current Authenticated Search Keys lists,
stored in |exicographic order.
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If this list is not enpty, the sequencing field is expected to be
present. Each entry in the sequencing field corresponds to each
entry in the Sequenced Search Keys list. FEach Sequenci ngProof
structure contains size of the Certificate Subtree for the given
search key, and the first valid and invalid entries fields of its
Domai nCertificates structure, as it exists in the subsequent |og
entry. dients: 1. Verify that Sequenci ngProof.size is greater
than or equal to the retained size of the Certificate Subtree. 2
Verify that SequencingProof.{first_valid, invalid_entries} would
not unrevoke any previously revoked certificates.

4. Each entry in the subtree field corresponds to the union of the
Current Authenticated Search Keys list and, if the client
advertised a provisional tree head and the subsequent |og entry
exi sts, the Past Authenticated Search Keys list. Entries
correspondi ng to search keys that are in the Current
Aut henti cated Search Keys list contain the search key's state in
the provisional Prefix Tree. Entries corresponding to search
keys that are *only* in the Past Authenticated Search Keys |i st
contain the search key's state in the subsequent |1og entry. For
each entry in the subtree field:

1. If the corresponding search key is in the Sequenced Search
Keys list, this nmeans that there is an entry corresponding to
the search key in sequencing. Conpared to the fields of that
Sequenci ngPr oof structure:

1. Verify that SubtreelnclusionProof.size is greater than or
equal .

2. Verify that Subtreel nclusionProof.{first_valid,
invalid_entries} would not unrevoke any previously
revoked certificates.

2. |If the corresponding search key is in the Past Authenticated
Search Keys list but not in the Current Authenticated Search
Keys |ist:

1. Verify that SubtreelnclusionProof.size is greater than or
equal to the retained size of the Certificate Subtree.

2. Verify that Subtreel nclusionProof.{first valid,

invalid_entries} would not unrevoke any previously
revoked certificates.
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3. If the corresponding search key is in the Current
Aut henti cated Search Keys list, verify that
Subt reel ncl usi onProof . {first_valid, invalid_entries} do not
excl ude Subtreel ncl usi onProof. position

5. Conpute the root hash of the Log Tree, the root hash of the
provisional Prefix Tree, and verify the signature in
tree_head. si gnature

1. For each entry in subtree, conpute the root hash of the
Certificate Subtree. This is done by interpreting
Subt r eel ncl usi onPr oof . i ncl usi on as an inclusion proof in the
Certificate Subtree for SubtreelnclusionProof.position. |If
the client advertised a provisional tree head and the
correspondi ng search key is in the Past Authenticated Search
Keys list, the proof will also function as a consi stency
proof as described in Section 3.2 of [KEYTRANS].

2. For each entry in sequencing, conpute the root hash of the
Certificate Subtree. The inclusion proof in the subtree
entry for the same search key will additionally contain the
m ni mum set of node hashes necessary to conpute the root of
the Certificate Subtree at size Sequenci ngProof. size

3. Wth the root hashes of the Certificate Subtrees and the
other fields in subtree and sequenci ng, conmpute the Prefix
Tree | eaf hash for each | ookup that was done. As nentioned
earlier, each search key in the Current Authenticated Search
Keys list is |ooked up in the provisional Prefix Tree and
each search key in the Past Authenticated Search Keys list is
| ooked up in the subsequent log entry if and only if it
exi sts.

4. Wth the Prefix Tree | eaf hashes, conpute the root hash of
the Log Tree with conbi ned, and conpute the root hash of the
provisional Prefix Tree with the proof in prefix. |If the
client advertised a provisional tree head, the inclusion
proof in conmbined will also function as a consistency proof
as described in Section 3.2 of [KEYTRANS].

When proof type is set to sane_head, this indicates that the

i nclusion proof is against the sane tree head that was specified in
the SupportedTransparencylLog structure for the chosen Transparency
Log. These proofs are verified as foll ows:

1. For the advertised tree head, verify that the rightnost |og

entry’'s tinmestanp is within the bounds set by nax_ahead and
max_behi nd.
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2. Each entry in the subtree field corresponds to each entry of the

Current Authenticated Search Keys list. |If the client advertised
a standard tree head type, each entry contains the corresponding
search key's state as it exists in the rightnost log entry. |If

the client advertised a provisional tree head type, each entry
contains the correspondi ng search key's state as it exists in the
provi sional Prefix Tree.

For each entry in the subtree field, verify that
Subtreel ncl usi onProof . {first _valid, invalid entries} do not
excl ude Subtreel ncl usi onProof. position

3. Conpute the root hash of the Prefix Tree and verify that it
mat ches the retai ned val ue:

1. For each entry in subtree, conpute the root hash of the
Certificate Subtree. This is done by interpreting
Subt r eel ncl usi onPr oof . i ncl usi on as an inclusion proof in the
Certificate Subtree for SubtreelnclusionProof.position. |If
the client advertised a provisional tree head and the
correspondi ng search key is in the Past Authenticated Search
Keys list, the proof will also function as a consi stency
proof as described in Section 3.2 of [KEYTRANS].

2. Wth the root hashes of the Certificate Subtrees and the
other fields in subtree, conpute the Prefix Tree | eaf hash
for each | ookup that was done.

3. Wth the Prefix Tree | eaf hashes, conpute the root hash of
the Prefix Tree with the proof in prefix.

As was nmentioned in Section 4, the entire certificate chain that wll
be presented by the server is stored in the leaf of the Certificate
Subtree. If the server presents a different certificate chain to the
client than was | ogged in the Transparency Log (for exanple, by
including or omitting internediates), the client will be unable to
compute the correct Certificate Subtree root hash and proof
verification will fail. Authenticating the entire certificate chain,
instead of just the |eaf, prevents the possibility of unlogged
intermedi ate certificates. That is, it prevents the possibility of a
| eaf certificate being logged with a chain to a testing (or otherw se
untrusted) trust anchor, and then being presented in TLS connections
with additional internediates that connect it to a different trust
anchor.
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6

6

Transparency Log Endpoints

Transparency Logs are online services that maintain a tree data
structure and provide access to it through the endpoints descri bed
bel ow. Generally, only Site Qperators contact Transparency Logs.
Site Qperators regularly issue requests to the Transparency Log’'s
endpoints to either obtain fresh inclusion proofs for their
certificates or to nonitor for ms-issuances affecting their
properties.

Endpoi nts are accessi ble over HTTP or HTTPS. \Which endpoint is being
accessed is deternined by the request’s nethod and path. Request and
response bodies are specific structures, which are encoded according
to TLS format and then base64 encoded.

1. Get Tree

Site Operators access this endpoint to initialize or update their
view of the tree

GET /get-tree{?tree_size=X}

struct {

TreeHead tree_head;

Conbi nedTr eePr oof conbi ned;
} Get Tr eeResponse;

The request optionally contains a tree_size query paraneter
containing the size of the nbst recent tree head that has been
observed by the client. |If present, tree_size MJST be the size of a
tree head that was published | ess than or equal to max_behi nd
mlliseconds in the past.

If the tree_size query paraneter was provided but a nore recent tree
head than tree_size has not been issued, the Transparency Log MAY
respond with a 204 No Content status code and an enpty response body.
O herwi se, the response body is GetTreeResponse. The tree_head field
contains the nost recent tree head published by the Transparency Log.
The conbined field contains the foll ow ng:

* The output of updating the view of the tree (fromtree_size, if
provided) to tree head.tree_size (Section 10.3.1 of [KEYTRANS]).

* The timestanps of all log entries that have tinmestanps |ess than
or equal to 10*max_behi nd, excluding those contained in tree_size.
These tinmestanps are provided in left-to-right order. Note that
sonme of themmay be omitted if they are duplicates with the
previous bullet, as explained in Section 10.3 of [KEYTRANS].
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If tree_size is provided, the proof in conbined.inclusion is
additionally a consistency proof.

6.2. Add Chain

Site Operators access this endpoint to produce an inclusion proof for
their certificate chain. Transparency Logs SHOULD accept
certificates issued by a broad set of the current w dely-trusted
Certificate Authorities. This ensures that, if one Transparency Log
has an outage, there are several other Transparency Logs that Site
Qperators can failover to and fetch fresh inclusion proofs from

PCST / add-chai n

struct {
uint 64 tree_si ze;
ui nt 32 subtree_sizes<l..2"8-1>;

uint8 reference_ids<l..278-1>;
Certificate chain<l..2"8-1>
opaque signature<0..2"16-1>;

} AddChai nRequest ;

struct {
TreeHeadType tree_head_type;
sel ect (AddChai nResponse.tree_head _type) {
case provi sional

Provi si onal TreeHead tree_head;
Conbi nedTr eePr oof comnbi ned;
Prefi xProof prefix;
Subt r eel ncl usi onProof subtree<l..278-1>;

Bear er Token bearer _token;
} AddChai nResponse;
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The request body is AddChai nRequest. The tree_size field contains
the size of the nost recent tree head observed by the client. The
subtree_sizes field contains the greatest size of the Certificate
Subtree observed by the client for each reference identifier, in the
order the reference identifiers are provided in reference_ids. The
reference_ids field contains the reference identifiers that the
certificate chain will be validated against, identified by their
zero-indexed offset into the leaf certificate' s subjectAltNanme
extension. The chain field contains the certificate chain itself.
The first entry in chain is assuned to be the leaf certificate and
each subsequent certificate is assuned to authenticate the one prior,
ending at a certificate which is authenticated by a trust anchor

The signature field contains a signature fromthe public key in the
| eaf certificate over the foll ow ng:

TODO Speci fy signature chall enge
The Transparency Log verifies that:

1. The tree_size field corresponds to a tree head that was issued
| ess than or equal to max_behind mlliseconds in the past.

2. The subtree_sizes field has the sane | ength as the reference_ids
field and each entry is |less than or equal to the nobst recent
size of the corresponding Certificate Subtree.

3. The reference_ids field is in ascending order, each entry
corresponds to a domain nanme or | P address in the |eaf
certificate's subjectAltNanme extension, and each entry
corresponds to a unique Prefix Tree search key.

4. The certificate chain in chain is valid.

5. The signature in signature is valid.
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The response body is AddChai nResponse. |If tree_head type is set to
standard, this indicates that the exact certificate chain is already
present in the Certificate Subtrees for all of the reference
identifiers and published in the rightnost log entry. |If

tree_head type is set to provisional, this indicates that a

provi sional tree head has been issued for the chain. The provisiona
tree head is given in tree_head and an inclusion proof in the
provisional Prefix Tree for all requested reference identifiers is
given in prefix. The conbined field contains the same contents as
the Get Tree endpoint would. The subtree field contains an inclusion
proof in the Certificate Subtree for each reference identifier, in
the order the reference identifiers are provided in reference_ids.

If an entry of AddChai nRequest.subtree_sizes is greater than zero,
then the correspondi ng AddChai nResponse. subtree[i].inclusion is
additionally a consistency proof.

The bearer _token field of an AddChai nResponse is arbitrarily set by
the Transparency Log and used to authenticate requests to the Refresh
Proof endpoint. The bearer token will stop working once the

associ ated certificate chain has expired, regardl ess of revocation
st at us.

6.3. Refresh Proof

Site Operators access this endpoint to refresh an inclusion proof for
their certificate chain, making it acceptable to clients for a | onger
period of tine.

GET /refresh-proof ?bearer _t oken=X&posi ti on=Y

struct {

Prefi xProof prefix;

Subt r eel ncl usi onPr oof subtree<l..278-1>;
} RefreshProof Response;

The request contains a bearer token obtained fromthe Add Chain
endpoint in the bearer_token query paraneter, and the position of a
log entry in the position query paraneter. The bearer token is
encoded with URL-safe base64, described in Section 5 of [RFC4648].
The position query paraneter MJIST either be the subsequent | og entry
i ssued after the provisional tree head (if any) associated with
bearer _token, or be a log entry issued |l ess than or equal to
max_behind mlliseconds in the past.

The response body is RefreshProof Response. The prefix field contains
an inclusion proof fromthe Prefix Tree stored at the requested | og
entry, specifically for the reference identifiers associated with
bearer_token. The subtree field contains inclusion proofs for the
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certificate chain in the Certificate Subtree of each reference
identifier associated with bearer token, in the order the reference
identifiers were provided.

6.4. |ssue Token

Site Operators access this endpoint to obtain a bearer token to use
when accessing the Transparency Log endpoints described in subsequent
sections.

POST /i ssue-t oken

struct {
Certificate chain<l..2"8-1>
opaque signature<0..2"16-1>;
} I ssueTokenRequest;

struct {
Bear er Token bearer _t oken;
} I ssueTokenResponse,;

The request body is |IssueTokenRequest. The chain field contains a
certificate chain possessed by the client. The first entry in chain
is assuned to be the leaf certificate and each subsequent certificate
is assuned to authenticate the one prior, ending at a certificate
which is authenticated by a trust anchor. The signature field
contains a signature fromthe public key in the |eaf certificate over
the chal l enge specified in Section 6. 2.

The Transparency Log verifies the certificate chain and the signature
challenge. If verification is successful, the response body is

| ssueTokenResponse. The bearer_token field is used to authenticate
requests to the Transparency Log endpoints described bel ow. The
bearer token will stop working once the associated certificate chain
has expired, regardl ess of revocation status.

6.5. GCet Certificates
Site Operators access this endpoint for the purpose of auditing
certificates that have been issued for their dommin nanmes or |IP
addr esses.

GET /get-certificates?bearer_t oken=X&ref erence_i d=Y{&st art =7}
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struct {
sel ect (start query paraneter not present) {
case true
uint32 first_valid;
NodeVal ue full _subtrees<0..2"8-1>;
}
SubtreeLoglLeaf | eaves<O0..2"8-1>;
} GetCertificatesResponse;

The bearer _token query paraneter contains a bearer token obtained
fromthe |Issue Token endpoi nt encoded in URL-safe base64. The
reference_id query paraneter nmay contain any domai n nane or |P
address authenticated by the leaf certificate associated with the
provi ded bearer token, or any domain nanme that is suffixed by any
aut henti cated domai n name. The optional start query paramneter
contains the requested start position in the Certificate Subtree.

Note that reference_id nmay be a donain nane that is not authenticated
by the certificate. For exanple, a certificate that only

aut henti cat es exanpl e. com woul d not be accepted by TLS clients for
sub. exanpl e.com  However, sub. exanple.comwuld still be an
acceptable input to this endpoint since it has the suffix

. exanpl e. com

The response body is CGetCertificatesResponse. |f the start query
paraneter is not present, the first_valid field contains the | ownest
value for first_valid in any DomainCertificates structure for the
reference identifier that is currently published (neaning, excluding
Domai nCertificates structures in log entries that are past their
maximum lifetime). The full _subtrees field contains the ful
subtrees of the Certificate Subtree, in left-to-right order, up to
but excluding the first_valid entry.

The | eaves field contains SubtreeLoglLeaf structures in the sane order
that they were sequenced in the Certificate Subtree for the requested
reference identifier, starting at position start or starting at
position first_valid is start is not present. |If the start query
paraneter is present, it MJST be greater than first_valid.

6.6. GCet Subdonains

Site Operators access this endpoint to | earn about subdomai ns of
domai ns they control that have | ogged certificates

GET / get - subdomai ns?bear er _t oken=W&r ef er ence_i d=X&posi ti on=Y&start =Z
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struct {

opaque search_key<0..2"8-1>;

ui nt 32 si ze;

uint32 first_valid;

uint32 invalid entries<0..2"8-1>;
} Subdonmi n;

struct {

Prefi xProof prefix;

Subdonai n subdomai ns<0. . 278- 1>;
} Get Subdomai nsResponse;

The bearer _token query paraneter contains a bearer token obtained
fromthe Issue Token endpoint. The reference_id query parameter may
contain the zero-indexed offset of any domamin nane in the
subj ect Al t Nane extension of the leaf certificate associated with the
provi ded bearer token. The position query paraneter is the position
of alog entry that has not passed its maximumlifetime. The start
query parameter contains the nunber of subdomains to skip in the
endpoi nt’ s out put.

The response body i s Get Subdomai nsResponse. Each entry of subdonmains
corresponds to a search key stored in the Prefix Tree that is
prefixed with the search key corresponding to reference_id plus an
addi tional dot. The subdomains array is sorted by |exicographic
order of the corresponding Prefix Tree search keys. In each entry,
the search_key field contains the Prefix Tree search key while the
size, first valid, and invalid entries fields match the correspondi ng
Domai nCertificates structure for the search key as it exists in the
log entry at position

If any search keys with the required prefix exist in the Prefix Tree
inthe log entry at position, the prefix field contains an inclusion
proof for all the search keys returned in subdonmains. |f no search
keys with the required prefix exist, the prefix field contains a non-
i nclusion proof for the prefix.

Clients rely on the structure of the Prefix Tree to authenticate
whet her or not all subdomai ns have been provided yet by the
Transparency Log. Cients may need to nmake nultiple requests to this
endpoint, each tine increasing the start query paranmeter to reflect
subdonmi ns al ready consuned, if the total nunmber of subdonains
exceeds a per-response limt.

6.7. Add Revocation

Site Operators or Certificate Authorities access this endpoint for
the purpose of distributing revocations for their certificates.
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PCST / add-revocati on

struct {
Revocati on revocation
} AddRevocat i onRequest ;

The request body is AddRevocati onRequest. There is no response body;
an HTTP response status code of 204 indicates success, and a response
status code in the 400-599 range indicates failure of the subm ssion

The Transparency Log applies the revocation by updating any

Domai nCertificates structures to exclude chains that are affected by

the revocation. The revocation SHOULD be applied to al

Domai nCertificates structures within nmax_behind milliseconds.

TODO define Revocation type
6.8. GCet Revocations

Site Operators access this endpoint to audit revocations affecting
their certificate chains.

GET /get-revocati ons?bear er _t oken=X&r ef erence_i d=Y{ &page=2}

struct {
Revocation revocations<0..2"8-1>;
opti onal <ui nt 32> next;

} CGet Revocati onsResponse;

The bearer _token query paraneter contains a bearer token obtained
fromthe Issue Token endpoint. The reference_id query paraneter may
contain the zero-indexed offset of any domain nane or |P address in
the subj ect Alt Nane extension of the leaf certificate associated with
the provi ded bearer token. An optional page nunber may be provided
in the page query paraneter. The page paraneter MJST be a val ue
observed in the next field of a prior GetRevocationsResponse.
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The response body is CGet Revocati onsResponse. The revocations field
of the response contains Revocation structures correspondi hg one-to-
one with the invalid entries field of the nost recent

Domai nCertificates structure in the Certificate Subtree for the
requested reference identifier. Note that the nost recent

Domai nCertificates structure may only have been published in a
provisional tree head at the tinme of the request. |If the last entry
of revocations does not correspond to the last entry of
invalid_entries, a page nunmber in next is provided to allow the
client to make a foll owup request for the next subset of
revocations. The Transparency Log MJST set next such that, if the
invalid entries field is nodified while a client is requesting a
series of pages, the client will not mss any revocations that

exi sted as of the first request (with no page paraneter) as a result.

7. Extended Resol uti on Mechani sns

When clients observe a provisional inclusion proof, they retain
condensed state about the proof until they observe that the
associated certificate chain was properly included in the subsequent
log entry. The primary mechani sm by which clients are expected to
observe this is through future connections to the sane server
However, this may fail to happen for various reasons: the client nmay
not wish to contact the server again within the allotted tine, the
server may go offline, or the server may sinply decline to respond
with a proof fromthe sane Transparency Log. As such, additiona
mechani sms are described to enable the client to reach resolution on
all provisional inclusion proofs it observes.

7.1. Background Requests

When a client has an unresol ved provisional inclusion proof, where
the rightnmost log entry’s tinmestanp i s between 5*max_behi nd and
10*max_behind mlliseconds in the past, the client SHOULD attenpt a
singl e background request to the server that provided the proof. A
*background request* is a connection attenpt that is not initiated by
a user and will not carry user request data. The client advertises
inits CientHello only provisional tree head types where the
rightnmost log entry has a tinestanp nore than max_behind nmilliseconds
in the past. |[|f the connection succeeds, any certificate the server
responds with will necessarily provide the information the client
needs to purge a previously observed provisional inclusion proof from
its state. Any additional provisional inclusion proof provided by
the server in such a connection SHOULD be di sregarded.
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7.2. blivious Third Party

If provided, clients may attenpt to contact a third-party service,
potentially operated by their software vendor, to request proof that
a subsequent log entry is constructed correctly. Such an endpoi nt
coul d be contacted over Onolivious HTTP [ RFC9458] to preserve the
client’s privacy.

7.3. Final Reporting

If a client has been unable to resolve a provisional inclusion proof
on its own, and the rightnost log entry’'s tinmestanp is nore than
10*max_behind milliseconds in the past, the client MJST report the
provi sional inclusion proof to a party distinct fromthe issuing
Certificate Authority and the operator of the Transparency Log. After
this, the client MAY delete the associated state.

The purpose of reporting provisional inclusion proofs that are unable
to be resolved is to ensure that there is broader ecosystem awareness
of a potential issue with the Transparency Log. The extent to which
there was any malicious behavior or operational errors, and any
corrective action to be taken, would need to be deci ded out - of - band.

8. Operational Considerations
8.1. dient State
Clients retain the follow ng state:
* For each fork of each trusted Transparency Log:
- The tinestanp and Prefix Tree root hash for any observed | og
entries that may be useful to advertise in the client’s

ClientHello:

0o Al observed log entries with a tinmestanp |ess than or equa
to max_behind milliseconds in the past.

o The rightnost observed log entry with a tinestanp nore than
max_behind mlliseconds in the past.

- Any internmedi ate Log Tree nodes that are necessary to conpute
the nost recent Log Tree root hash fromthe retained | og
entries.

* For each provisional inclusion proof observed that has not been

replaced with a supersedi ng provisional inclusion proof, or been
shown to be included in the subsequent |og entry:
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- The donmain or |IP address of the host that presented the
provi si onal proof.

- The Provisional TreeHead structure.

- The full subtrees of the Log Tree, as presented in the
provi si onal proof.

- The authenticated reference identifiers

- The size, first valid, and invalid entries fields of each
Subt r eel ncl usi onProof structure.

- The full subtrees of each Certificate Subtree.

-  The bearer token and pre-shared key associated with the
provi sional inclusion proof.

Clients MJST only update their stored state once a proof has been
fully and successfully verified. |In addition, clients MIST be able
to handl e being shown forked views of a Transparency Log.

When a client advertises a provisional tree head to the server and
the server responds with a standard proof type, the server’s response
will necessarily include proof that the certificate in the

provi sional tree head was correctly included in the subsequent |og
entry. As such, the information retained about the provisiona
inclusion proof is deleted. Simlarly, when a client advertises a
provisional tree head to the server and the server responds with a
provi sional proof type, the server’'s response will contain proof that
the new provisional inclusion proof supersedes (i.e., contains al

the sane certificates as) the previous one. As such, state for the
previ ous provisional inclusion proof is deleted and replaced with
state for the new one.

Regar dl ess of whether the server responds with a standard or

provi sional proof type, if the server presents a new view of the Log
Tree that the client was previously unaware of, the client retains
this new view for later use. |If possible, the client stores the new
vi ew as an extension of a previously-observed view of the
Transparency Log. However, if the viewis inconsistent with what the
client has previously observed, then it is stored as a new

i ndependent fork
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8.2. Server Behavi or

To prevent connection failure, it’s critical that servers that

i npl ement the TLS extension in Section 5 always have satisfactory
proof to offer to clients. Servers MJST inplenent the autonatic
refreshing of proofs and MJUST inplenent automatic failover between
multiple trusted Transparency Logs in the event that one is
tenporarily unavail abl e.

Along this sane line, it’s also possible for a Transparency Log to
sequence incorrect information and no | onger be able to provide
acceptabl e proofs. This can happen, for exanple, if a Transparency
Log issues a provisional inclusion proof for a certificate and then
neglects to include the certificate in the subsequent |og entry.
This is functionally equivalent to a prol onged outage, as the server
is unable to obtain an acceptable inclusion proof for its
certificate. As such, servers MJST verify proofs in the sane manner
as clients and avoid serving proofs that fail verification, failing
over to another Transparency Log if necessary to get an acceptable
pr oof .

G ven the substantial |oad that may be placed on Transparency Logs,
especially in scenarios where one log’s traffic is failing over to
others, servers have a responsibility to minimze their individua

i mpact on logs. Servers SHOULD NOT attenpt to refresh an inclusion
proof froma Transparency Log until the rightnost log entry’s
timestanp in the current inclusion proof is nore than max_behi nd*3/4
mlliseconds in the past. Servers SHOULD NOT contact a Transparency
Log about the same inclusion proof nore than 3 tines within
max_behind milliseconds.

Finally, servers MJST generate the bearer tokens that are provided to
clients in a way that, when the bearer token is advertised back to
the server, does not degrade the client’s privacy. One suggested way
to do this would be to make the bearer token a symetric encryption
of an identifier for the associated provisional certificate along
with a 12- or 16-byte random value. The random val ue woul d then be
used to conpute the pre-shared key to give the client. When the
client |ater advertises the bearer token back, it can be decrypted by
the server to identify the provisional certificate to respond with
and to re-conpute the pre-shared key for the connection. This

m nimzes the server operational burden and al so effectively
preserves client privacy.
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8. 3.

9

Handl i ng Forks

There are several |ong-term expectations placed on Transparency Logs
that, in practice, will alnost certainly fail to be upheld. In
particul ar, Transparency Logs are generally expected to be append-
only, neaning that |og entries are never renmoved once they’ ve been
added. However, enforcing this strictly is inconpatible with many of
the standard best-practices for operating reliable software systens.
For exanple, if this property needed to be enforced strictly, it
woul d be pointless to back up such a Transparency Log. Restoring from
backup woul d i nmply some degree of rollback and this would be
unacceptable. As such, it is necessary for the protocol to handle
reasonabl e viol ati ons of these expectations gracefully, and in a way
that preserves overall security.

As discussed in Section 8.1, clients MIST be able to handle forked
views of a Transparency Log gracefully. Wen a client becones aware
of a fork, it MJST report the fork to a party distinct fromthe
issuing Certificate Authority and the operator of the Transparency
Log. Going forward, as long as the client is aware of multiple forks
where the timestanps of the rightnost log entries differ by |ess than
max_behind mlliseconds, the client MUST NOT advertise in its
ClientHell o a standard tree head type with a tree size past where any
such fork occurs. This minimzes the risk of connection failure when
connecting to servers that have inclusion proofs fromdifferent

forks.

If a client advertised a non-zero standard tree head type and proof
verification failed only at the final signature verification step (or
at direct conparison of the Prefix Tree root hash, in the case of
SaneHeadProof), this may indicate that there is a fork the client is
unaware of . The client MAY attenpt to reconnect to the server while
advertising a zero standard tree head type. This will pronpt the
server to provide additional internediate nodes, allow ng the client
to conpute the correct Log Tree root hash for signature verification
to succeed.

Excl udi ng the production of forks, the other ways that a Transparency
Log can fail are much sinpler to handl e because we know that the
client and server agree on the state of the log. These cases are
handl ed by the provisions of Section 8.2.

Certificate Authority
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9

10.

10.

1. Poison Extension

A trivial downgrade attack is possible where a host refuses to
acknow edge the presence of the "transparency_revocation" TLS
extension in an attenpt to circunvent the stronger transparency or
non-revocation requirements. Custoners of a Certificate Authority
can nmitigate such an attack by including a special non-critica

poi son extension (O D TODO, whose extnVal ue OCTET STRI NG cont ai ns
ASN. 1 NULL data (O0x05 0x00)) in all certificates they issue.

Clients that advertise the "transparency_revocation" extension in
their ClientHello MIST reject a certificate that contains the
extension if it is not provided with an appropriate inclusion proof.

Per f or mance Consi der ati ons

This section contains brief a analysis of the performance inpacts of
the system

1. Transparency Log

*Storage. * The storage of a Transparency Log is |ong-term bounded
(i.e., Transparency Logs will not growinfinitely) and is dom nated
by the cost of storing _unexpired_ certificate chains. Certificate
chai ns can be purged once they have expired and are at the |eftnost
edge of the Certificate Subtree. Any associated revocations can be
purged once the associated certificate chains have been. Subtrees of
the Log Tree and Prefix Tree nmay be purged once they are no | onger
necessary to the protocol. For specific |eaves of the Log Tree, this
occurs once they are older than maximumlifetinme mlliseconds. For
subtrees of the Prefix Tree, this occurs once all certificate chains
stored in the subtree have expired.

*Bandwi dth.* A TLS server maintaining a valid inclusion proof for a
single certificate chain is expected to nake the follow ng requests
to a Transparency Log:

1. Wen a new certificate chain is first issued, the server wll
initialize its state (a Get Tree request) and subnmit the chain to
receive a provisional inclusion proof (an Add Chain request).

2. Fromthen on, the server will regularly obtain the nost recent
tree head (a Get Tree request with the tree_size paraneter
provi ded) and refresh its inclusion proof (a Refresh Proof
request).
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The tabl e bel ow provides fornulas for the size in bytes of the
Transparency Log’ s response to each query. Each variable in the
fornmulas is also given a "typical" value which is used to estimate
the total bandwi dth commtnent of a Transparency Log.

*S* The size of one cryptographic signature in bytes. For the
pur pose of computing an estimate, S is assuned to be 64 bytes as
this is the size of a typical elliptic curve signature

*N* The height of the Log Tree. Based on a Transparency Log that
sequences two new |l og entries per day, and that has been operating
for 365 days, Nis estimated to be 11.

*P*  The average height of the Prefix Tree. Based on a Transparency
Log that stores 300 million unique identifiers, Pis estimted to
be 30.

*M  The average height of a Certificate Subtree. Based on an
assunption that a typical Site OQperator will issue several hundred
certificates, Mis estimated to be 10.

[ s s sy ety ey e pe——_—— L
| Response Type | Fornul a | Estimated Size | Count

| GetTreeResponse (full) | 694 + S + 52*N | 1330 | 1 |
o e e e e e a oo oo o - oo o - N +
| Get TreeResponse | 54 + S | 118 | 179 |
| (abridged) | I I I
Fom e e e e a e e oo o a o o a o Fomm o - +
| AddChai nResponse | 51 + S+ 32 P | 1395 | 1 |
I | +32_M | I I
o e e e e e a oo oo o - oo o - N +
| RefreshProof Response | 15 + 32*P | 975 | 179 |
o e e e e e e oo oo oo S S AR, +

Table 1

The "Count" colum of the table contains the nunber of times each
response will be served to a client, assunming a certificate lifetine
of 3 nonths and that the server refreshes its proof tw ce every day
and a half. As such, it’'s estimated that supporting a single Site
Qperator requires an out bound bandwi dth comm tnent from a
Transparency Log of approximately 0.2 bits per second.
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10.

11.

11.

2. TLS Server

One particularly salient concern about the future of the [ RFC6962]
ecosystemis that it requires a nultitude of signatures from
different co-signers and this nmay not translate well to a world where
those signatures are required to come from post-quantum si gnature
schenes. Post-quantum signature schemes produce signatures that are
substantially | arger than cl assical ones, and transnmitting a
significant nunber of themin the TLS handshake wi |l degrade

per f or mance.

The appeal of the system described in this docunent is that it
replaces up to three signatures (two fromdistinct Certificate
Transparency | ogs and one froman OCSP staple) with either one or
zero signatures

In the TLS extension described in Section 5, the nbst common response
one woul d expect in the TLS server’s Certificate nessage is a
SanmeHeadProof. This is because clients make an effort to advertise
the specific version of the Transparency Log that the server can
provide a proof for without also transmtting a signature.

Using the variables fromthe previous subsection, the size in bytes
of a SameHeadProof is 15 + 32*P + 32*M which would then be estimated
at 1295 bytes in a typical deploynment. Conpared to transmitting
three M.- DSA-44 signatures, which would add to 7680 bytes, this is an
83% r educt i on.

Security Considerations
1. dientHello Extension

G ven that CientHell o extensions are sent unencrypted, this portion
of the extension was designed to avoi d unnecessary privacy |leaks. In
particular, care was taken to avoid | eaking what certificate(s) the
client may have been shown in previous connections and what ot her
hosts the client may have contacted recently.

Clients advertise a recently observed tree size for each Transparency
Log that they support receiving inclusion proofs from Since clients
will generally only "observe" various tree sizes of a Transparency
Log by comunicating with hosts that provide proofs fromthat
Transparency Log, and since different hosts will update their proofs
at different times, this may cause a privacy |leak. Specifically, it
coul d happen that a client comunicates with a host that uses proofs
froma very recently-created tree size. |If the client advertised
this very recently-created tree size to other hosts, it would revea
who they previously comrmuni cated with.
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To mitigate this, clients only advertise tree sizes where the
timestanp of the rightnmost log entry is sufficiently old. This tine
del ay ensures that the inclusion proof provided by al nost any host
coul d’ ve conveyed the sane tree size, creating a |large anonymty set.

Wien a client observes a provisional inclusion proof froma host,
they retain condensed information about it to allowthemto |ater
verify that the information it contained was properly integrated into
the Transparency Log. The primary avenue for obtaining this
verification is advertising know edge of the provisional proof back
to the host that it came from hoping to get the necessary

i nformation in-band.

Si nce provisional inclusion proofs must be issued quickly, they don’t
have time to build up a |l arge anonymity set with other hosts.

I nstead of having clients advertise knowl edge of a specific

provi sional proof in their CientHello, they instead use a bearer
token that was provided by the host. These bearer tokens are
provided in the encrypted Certificate nessage whenever a provisiona
proof is shown by the host. Simlarly, when the bearer token is
redeenmed (i.e., when the host shows that the provisional proof was
correctly integrated into the Transparency Log), this information is
provided in the encrypted Certificate nessage. As such, if the host
generates the bearer token in a secure way, a passive network
observer never sees anything that would identify the certificate
shown to the client.

Each bearer token is additionally associated with a pre-shared key
which is provided to the TLS key schedule. This prevents an active
attacker from establishing a TLS connection to the host, advertising
an observed bearer token, and | earning which certificate is provided.

Finally, note that it is not a goal to prevent an attacker from

| earni ng whether a client has previously contacted a host _at all _
before. The protocol explicitly relies on the client’s stored state
to remain secure while sending nmininmal data over the wire. A passive
observer of network traffic could trivially deternmine fromthe size
of the encrypted portion of the handshake nessages whether such state
was present or not, and therefore whether the host had been contacted
before. Simlarly, it is not a goal to prevent a host from

i dentifying the same client over nmany connections.

MM I lion, et al. Expi res 31 Decenber 2025 [ Page 41]



Internet-Draft Reliable Transparency and Revocation Mec June 2025

11.

12.

13.

13.

2. Downgrade Prevention

The stronger transparency and non-revocati on guarantees this protoco
provides would be irrelevant if a malicious actor could cause the TLS
client to disable themat-will. An attacker may have, for exanmple, a
revoked certificate to which they know the private key. This would
allow themto fully intercept a client’s connection to a host and
attenpt to inpersonate the host. In a downgraded version of TLS, the
client may not enforce revocation at all and therefore the attacker’s
i nterception would succeed.

Site Operators that have deployed this protocol and w sh to prevent
capabl e TLS clients from bei ng downgraded can include a poison
extension in their TLS certificates, as described in Section 9.1
The poi son extension will be silently ignored by TLS clients that
genui nely do not support it, but will cause updated clients to abort
the protocol in downgrade scenarios

Site Operators can nonitor the existing [ RFC6962] ecosystemto detect
any certificates that have been issued w thout the poi son extension,
potentially permtting downgrades. However, the creation of such a
certificate without the Site Operator’s consent would inply ms-

i ssuance by a Certificate Authority rather than abuse of a
conprom sed/ revoked certificate.

I ANA Consi derati ons
* Codepoint for TLS extension "transparency_revocation"
* Registry for transparency | og id(?)
* QO D for poison extension
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