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Abst r act

Thi s docunent describes a systemfor site operators to nonitor for
m s-i ssued Merkle Tree Certificates affecting their websites. This
monitoring is highly efficient, requiring site operators to do an
anount of work that is only logarithm c proportional to the total
nunber of certificates issued. It does this while preserving the
security and transparency guarantees of Merkle Tree Certificates.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com Bren2010/ draft-server-nonitoring.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 26 Cctober 2026.

Copyright Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In the original Certificate Transparency [ RFC6962] ecosystem it was
originally intended that site operators would monitor for m s-issued
certificates by downl oading the entire contents of all trusted
transparency logs and filtering out certificates that were irrel evant
to them However, as transparency |logs grew dramatically in size,
that quickly becane prohibitively expensive for both site operators
and for the transparency | ogs thensel ves.

In place of this, a small nunber of trusted third-party auditors

gai ned popularity. These auditors would downl oad the entire contents
of all trusted transparency | ogs once, index this data, and allow
site operators to query this index at their leisure. This nmade
nmonitoring nore efficient, but introduced a security gap in CT: it
made it possible for these third-party auditors, which were not
considered a part of the formal WebPKI and were not audited for
correct behavior, to misbehave in a way that could prevent site
operators fromreliably | earning about mis-issued certificates.
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Thi s docunent describes a nmethod of monitoring for ms-issued Merkle
Tree Certificates that only requires site operators to do an anount
of work that scales logarithmcally relative to the total number of
certificates issued. This ensures that nonitoring remains efficient
regardl ess of future growmh in the nunber of CAs and in the nunber of
i ssued certificates. Inportantly, it does this in a way that doesn’t
i ntroduce new trusted parties, doesn't require excessive coordination
bet ween site operators and browsers, and overall maintains the
originally intended security nodel of Merkle Tree Certificates.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Overview

In Merkle Tree Certificates, each Certificate Authority (CA) operates
a transparency log that contains all certificates issued by that CA
This transparency log is cosigned by any of a nunber of trusted
cosigners, who are chosen and vetted by the root prograns that the CA
participates in.

For a site operator that only cares about one (or a small nunber of)
websites, transparency |logs are typically considered too expensive to
monitor directly. This is because, for a site operator to know that
they haven't m ssed any certificates they m ght care about, they
woul d need to downl oad every single certificate fromevery trusted
transparency log, which is typically nultiple terabytes of data.

A verifiable index is a cryptographic data structure designed to

all ow verifiable searches, resulting in a "proof of inclusion" or
"proof of non-inclusion" for stored data. These proofs allow users
to verify that the search results provided by a server are both
compl ete and authentic. This neans that a verifiable index operator
can downl oad the contents of a transparency | og once and integrate
all of the certificates that it contains into their index. This

i ndex can then be efficiently queried by a | arge nunber of site
operators, without the verifiable index operator needing to be
trusted by the site operators to provide correct results.

Assum ng that the index was constructed correctly, site operators
that search for their domain in the verifiable index and successfully
val idate a proof of inclusion are guaranteed to have received all of
the certificates that exist for their donain, even if they only

MM I Lion Expires 26 COctober 2026 [ Page 3]



Internet-Draft Server Mnitoring of Merkle Tree Certifi April 2026

downl oaded a snall anount of data. Verifying that an index was
constructed correctly can be done by any third-party auditor by

downl oadi ng the sanme contents of the CA transparency |og, recomputing
what the root hash of the verifiable index should be, and checking
that this matches what the verifiable index operator has published.

3.1. Trusting a Verifiable |Index

To be able to query a verifiable index and trust the results, site
operators need sone reliable way to learn the “correct” root hash of
the verifiable index. To avoid the security risk and operationa
overhead of introducing a distinct set of cosigners specifically for
verifiable indexes, this docunent bootstraps trust fromthe existing
cosigners that the CA already uses.

The way this works is that, at the CA's discretion, they add an
accunul ated log entry to their transparency log. This log entry
contains the root hashes and contact information of severa
verifiable indexes, as submitted to the CA by the operator of each
verifiable index. Since these root hashes are stored in log entries
in the CA's transparency |og, they end up cosigned by the same
cosigners that browsers rely on to authenticate certificate issuance

*Fi ndi ng accurmul ated log entries.* For site operators to be able to
rely on the root hashes stored in these accunul ated | og entries, they
need to be able to find themefficiently without relying on a trusted
party. To solve this, all log entries in a CA's transparency | og
contain a counter. This counter stores the nunber of accunul ated | og
entries that have been sequenced in the log so far, nmeaning that it

i ncreases by one each tinme a new accunul ated log entry is added, and
all subsequent | og entries have that same counter until the next
accunul ated log entry is added.

This allows a site operator, knowing only the root hash of a CA's
transparency log, to do a binary search for the nbst recent

accunul ated log entry that’'s been added to the log. Doing a binary
search through all log entries is highly efficient and ensures, since
binary search is determnistic, that all users see the sane npbst
recent accurnul ated log entry. This prevents a CA from giving
different results to different users, such as show ng one user
incorrect or outdated verifiable index root hashes. It also prevents
a CAfromclaimng that no such log entries exist, to try to trick a
user into falling back to a | ess secure system

*Aut henticating transparency |og root hashes.* As nentioned above,
finding the correct accunulated |log entry is possible assum ng that
site operators have an authentic root hash for a transparency | og.
Ideally, site operators would be able to receive and verify
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4.

4.

4.

cosignatures on a root hash in the same way (nmeaning, with the same
cosi gner public keys and with the same policy for what constitutes an
acceptabl e set of cosigners) as a browser. However, it’s usually
prohibitively difficult for a site operator to use a browser’s code
directly, or to follow a browser’s devel opnent cl osely enough to
reliably duplicate their certificate verification logic. |[nstead,
this docunment relies on the fact that when a site operator serves a
Merkle Tree Certificate, if browsers successfully connect and accept
that certificate, then it nust be the case that the root hash in that
certificate is cosigned correctly according to the browser’s policy.
This is an indirect, but very sinple and | ow mai ntenance way for the
site operator to know that a root hash is trustworthy.

Pr ot ocol
1. Accunul ated Log Entry
This section defines the format of the accunulated | og entries.
Defi ne a codepoint for the accunul ated | og entry type.

Describe a log entry format that contains a |ist of the follow ng,
for each verifiable index:

*  URL
* Root hash
* Alist of the followi ng, for each CA nonitored by the index:
- CA trust anchor id
- The range of indexes in the CA's transparency |og that have
been indexed. (This is used by auditors when verifying the
verifiabl e index root hash.)
2. Certificate Authority Interaction
This section defines the request-response protocol where a site
operator requests the nost recent accunulated log entry froma CA or
a mrror.

Request paraneters

1. The greatest tree size that the requester has previously received
fromthis endpoint, if any.
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2. Optional: an additional tree size to prove consistency wth.
This is used to request an additional consistency proof with the
tree head in a site operator’s certificate.

Response paraneters

1. The nost recent tree head, signed by the CA

2. A consistency proof between request paraneter 1 and the npst
recent tree head.

3. If request paraneter 2 was provided: a consistency proof between
request paraneter 2 and the nost recent tree head.

4. The log entries corresponding to the algorithmin Section 4 of
[ KEYTRANS] .

5. The log entries, other than those already provided in response
paraneter 4, corresponding to a binary search for the first |og
entry whose counter equals the greatest value observed in
response paraneter 4.

6. An inclusion proof for all log entries provided in response
paraneters 4 and 5.

Requester verifies that:

1. The expected nunber of |og entries was provided and all have
nonot oni ¢ counters.

2. The terminal log entry of the binary search in response paraneter
5 has accunul at ed type.

3. The consistency and inclusion proofs in response paraneters 2, 3,
and 6 eval uate as expect ed.

Requester retains the presented tree head and the greatest log entry
count er observed.

4.3. Verifiable Index Interaction
This section defines the request-response protocol where a site
operator searches for certificates related to its domain in a
verifiable index.

Request paraneters

1. Dommin to search for
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Response paraneters

1. List of certificates

2. Inclusion proof

Requester verifies that:

1. Evaluating the inclusion proof produces the expected root hash
5. Security Considerations

At a high level, each step of the nonitoring process is secured as
follows: Site operators know that a CA transparency |og root hash is
aut henti c because they can observe it being accepted by browsers.
Wth an authentic transparency |og root hash, site operators are able
to determnistically (through binary search) find the nost recent
accunul ated log entry. |In the nobst recent accunul ated | og entry,
site operators are able to |l earn the root hashes and contact
information for various verifiable indexes. Wth the root hash of a
verifiable index, site operators are able to query the verifiable

i ndex and verify that the result they get back is a conplete and
authentic list of all certificates for their domain.

Any third-party auditor is able to cram a transparency |og and
confirmthat each verifiable index is constructed correctly, that the
accunul ated Il og entries contain the expected root hash for each
verifiable index, and that the counter in each |log entry containing
the nunber of sequenced accunul ated |l og entries is always correct.

If a site operator attenpts a binary search for the nost recent
accunul ated log entry and finds that none exist, or that no new
accunul ated | og entry has been created since the site operator’s |ast
query, the binary search process authenticates that result. That is
to say, it’s not possible for a CAto claimthat an accunul ated | og
entry does not exist to avoid providing it, potentially triggering
the site operator to fallback to a | ess secure system

6. Conparison to Alternatives

*Instead of having a log entry counter, why not have site operators
scan the tail of the transparency log |ooking for the first

accunul ated log entry?* This is an amount of work that woul d scal e
linearly with the nunber of issued certificates and could easily
becone prohibitively expensive for site operators. Having a trusted
party directly tell the site operator the index of the nobst recent
accunul ated | og entry solves the efficiency problem but reintroduces
the security gap discussed in the introduction. Specifically, this
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8.

trusted party could incorrectly claimthat no accunul ated | og entry
exi sts, or that no new accunul ated | og entries have been created
since the site operator’s last request, to interfere with a site
operator’s nonitoring.

*Instead of having a log entry counter, why not enforce that every X
log entries is an accurmul ated | og entry?* The prinmary issue with this
approach is communi cating the paranmeter X to servers. This paraneter
woul d very likely vary by CA. However, unlike browsers, servers
don’t necessarily trust the CA and |ikely wouldn’t have a trustworthy
channel capabl e of pushing down such information. In practice, the
paraneter X would need to be conmunicated to the server through ACME
and woul d be otherw se unauthenticated. This allows a CAto
trivially downgrade server nonitoring by claimng X is unset or
unrealistically large

A second point worth nentioning is that this approach requires
committing, at the time when a CAis first created, to X. If this
paraneter is too small, the CA will need to sequence an excessive
nunber of these log entries. |If the paraneter is too |arge, the CA
woul d either need to accept large delays in nonitoring or frequently
sequence a |large nunber of null log entries, to get to the next Xth
|l og entry, such that it can sequence an accunul ated | og entry.

Having a |l og entry counter prevents trivial downgrade attacks and
adjusts snoothly to changes in issuance frequency.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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