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Abst r act

Thi s docunent defines the NAT Sub- Address Protocol (NATSAP), a Layer
5 encapsul ati on protocol designed to facilitate seanl ess

bi directi onal comunication with devices behind Carrier-Gade NAT (CG
NAT). NATSAP introduces dynam c sub-addresses assigned by the NAT
router, which external clients can use alongside the public IPto
route traffic back to internal devices without requiring traditiona
port forwarding. This docunment al so defines the Dynami ¢ Sub- Address
Assi gnnent Protocol (DSAAP), to facilitate the acquiring of a NATSAP
Sub- Addr ess.

The protocol offers backward conpatibility with existing |Pv4d
infrastructure, efficient DNS-based service discovery, and sinple,
statel ess mapping. By encapsul ating application-layer traffic,
NATSAP enabl es direct communi cati on with devices behind NATs using a
st andar di zed socket notation and DNS records.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://Daniel -
McLarty. gi t hub. i o/ NAT- Sub- Addr ess- Prot ocol /draft-ntl arty-nat-sub-
address-protocol . htm. Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-ntlarty-nat-sub-
addr ess- prot ocol /.

Di scussion of this docunent takes place on the | NTAREA Worki ng G oup
mailing list (mailto:int-area@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/int-area/. Subscribe at
https://ww.ietf.org/mailman/listinfo/int-areal.

Source for this draft and an issue tracker can be found at
https://github. com Dani el - McLart y/ NAT- Sub- Addr ess- Pr ot ocol
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Status of This Meno

April 2025

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering

Task Force (IETF).
wor ki ng documents as Internet-Drafts
Drafts is at https://datatracker.ietf.org/drafts/current/.

Note that other groups may al so distribute
The list of current

| nt er net -

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any

tine.

This Internet-Draft will expire on 4 Cctober 2025

Copyri ght Notice

It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

| i cense-i nfo)
Pl ease revi ew these documents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunment nust
described in Section 4.e of the Trust Lega

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i ncl ude Revised BSD License text as
Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
The proliferation of Carrier-Gade NAT (CG NAT) in |IPv4 networks has
made it increasingly difficult for devices behind NATs to host
services. Traditional NAT traversal techniques, such as port

forwardi ng, STUN, TURN, and UPnP, are cunbersone, inconsistent, and
difficult to autonate.

NATSAP addresses this issue by introducing:

* Dynam ¢ sub-addresses, autonatically assigned by the NAT router
usi ng DSAAP.

* Encapsul ation at Layer 5, allow ng transparent traversal of NAT
devi ces.

* DNS integration for seamnl ess service discovery.
* Backward conpatibility with existing network infrastructure.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
*  *NATSAP*: NAT Sub- Address Protoco
*  *DSAAP*: Dynami ¢ Sub- Address Assi gnnent Protoco
*  *CG NAT*: Carrier-Gade Network Address Transl ation

*  *Sub- Address*: A unique 32-bit identifier assigned by the NAT
router to an internal device

*  *NATSAP Tabl e*: A nmapping table in the NAT router that associates
sub- addresses with internal |Ps.

McLarty Expires 4 Cctober 2025 [ Page 3]



I nternet-Draft NATSAP April 2025

3.

3. L.

1.

Pr ot ocol Overvi ew

Pr ot ocol Fl ow
Client Initialization (DSAAP)

*  \When a device connects to the CG NAT network, it sends a DSAAP
request to the gateway router.

* The NAT router responds with a DSAAP reply, assigning a 32-bit
sub-address to the client.

* The client stores the sub-address and uses it for external
communi cati on.

Servi ce Advertising (DNS)

* The client updates the NATSAP TXT record in DNS with its
current sub-address.

* Exanpl e DNS record:

A: exanple.com — 192.0.2.20 TXT: _natsap.exanple.com — "exanple.com
ABCD- 1234"

1.

Third-Party Cient Connection

* The external client resolves the public IP via the A record.

* |t looks up the natsap TXT record for the sub-address.

* It forms the NATSAP socket: natsap://192.0.2.20[ ABCD-1234]:443
NATSAP Encapsul ation

* The external client encapsulates its application-layer traffic
i nsi de a NATSAP packet.

* The CG NAT router receives the packet, extracts the sub-
address, and perforns a table |ookup to route the traffic to
the appropriate internal device.

* The router forwards the traffic to the internal client.

* The internal client de-encapsul ates the NATSAP packet and
treats the application-layer traffic |ike normal.
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* The internal client then sends a standard reply to the
external client.

* |f the external client has to send new traffic to the internal
client the external client will build a new NATSAP packet.

4. NATSAP Header For nat

[} gl ————————— = p—p—p—_—_———————————————————(————(———r
| Fi el d Nane | Description |
[ ety e el
| Version (8 bits) | NATSAP protocol version (e.g., 0x01). |
I I Fom e m e e eemeeeeieeieeccicemeaccacaaaas +
| Flags (8 bits) | Reserved for future use |
o e e e o o e m e e e e e e e e e e e e e e me e +

| Destination Sub- | The Sub-Address of the server. |
| Address (32 bits) | |

| Encapsul ated Data | Length of the encapsul ated payload in |
| Length (16 bits) | bytes. |

o e e e o o e m e e e e e e e e e e e e e e me e +

| Encapsul ated Data | The original datagramtraffic (e.g., |

| (vari abl e) | https)

o e e oo s o m e e e e e e e e e e e e aao o +
Table 1

5. DNS Integration
NATSAP uses DNS TXT records for service discovery.
5.1. DNS Record Format
* Arecord: The public IP of the CG NAT router.
* TXT record:
- Name: _natsap. FQDN
- Value: "FQN, sub-address"
5.2. Exanpl e DNS Records
A: exanple.com — 192.0.2.20 TXT: _natsap. exanpl e.com — "exanpl e. com

ABCD- 1234" Clients use the Arecord to find the public IP and the TXT
record to retrieve the sub-address.
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6. Socket Addressing Schemne
NATSAP defines a new URI format for addressing services
nat sap: // <publ i c-i p>[ <sub- addr ess>] : <ori gi nal - port >
Exanpl e URI: natsap://192.0.2. 20[ ABCD- 1234] : 443

7. Dynam c Sub- Address Assignment Protocol (DSAAP)
TODO DSAAP

8. Security Considerations

8.1. Sub-Address Privacy
* Sub-addresses are public, simlar to ports.

* Applications should use existing encryption protocols (e.g., TLS)
for security.

9. Backward Conpatibility
NATSAP i s backward-conpatible with existing IPv4 infrastructure
* No nodifications to Layer 3 or Layer 4 protocols are required.
* Non- NATSAP routers will sinply drop unrecogni zed NATSAP packets
* Services using traditional ports remain unaffected.

9.1. Rate Limting

* The CG NAT router should rate-limt DSAAP requests to prevent
abuse.

9.2. Expiration and Reuse
*  Sub-addresses should have a |l ease tinme to prevent stale mappings.

* Routers should inplenment keep-alive nechanisns to verify active
clients.

10. | ANA Consi der ati ons

I ANA may need to register both a TCP and UDP port to NATSAP. | ANA
may nheed to register a UDP port to DSAAP
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